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[English]

The Chair (Mr. BobZimmer (PrinceGeorge—PeacRiver—
NorthernRockiesCPC)): Goodday. We'll call to ordermeeting
number138 of the StandingCommitteeon Accessto Information,
PrivacyandEthics.Pursuanto StandingOrder108(3)(h)(iv),we are
herefor abriefingon thesecurityandintelligencethreatdo elections
taskforce.

Todaywe havewith usthe HonourableKarinaGould, Ministerof
Democratidnstitutions,for the first hour.

For the secondhour, we have André Boucher,assistantieputy
minister,operationsCanadiarCentrefor Cyber Security;and Dan
Rogers,deputychief, SIGINT. From the Privy Council Office, we
haveAllen Sutherlandassistansecretaryto cabinet,machineryof
governmenainddemocratiénstitutions;and AyeshaMalette,senior
policy analyst,democratidnstitutions.

Minister Gould, we'll startwith you. Go aheadfor 10 minutes.

Hon. Karina Gould (Minister of Democraticlnstitutions):
Thankyou for theinvitationto addresshe committegoday.lt is my
pleasurdo appeamandto tell you moreaboutthe government'plan
to safeguardhe 2019 election.

| am pleasedto be joined by officials today to speakto the
technicalaspectsof Canada'splan. As the chair mentioned,this
includesAllen Sutherlandassistansecretaryto cabinet,machinery
of governmentand democratidinstitutions; Daniel Rogers,deputy
chief of SIGINT with the CommunicationsSecurityEstablishment;
André Boucher,the assistantieputy ministerof operationsfor the
CanadianCentrefor Cyber Security; and AyeshaMalette, senior
adviserwith the democratidnstitutionssecretariabf PCO.

[Translation]

Beforel start,| would like to expressny gratitudeto themembers
of thecommitteefor their contributionoverthe pastyearto thestudy
of disinformation.The informationand views of the witnessesand
membershaveprovidedvaluableinsightaswe continueour efforts
to safeguardhe 2019 election.

Electionsarean opportunityfor Canadiango be heard,for them
to expressconcernsand opinions through one of the most
fundamentakights—theright to vote. However,this electionwill
alsoexperiencean unprecedentedmountof scrutiny.

[English]

As we haveseenoverthe pastfew years,democraciearoundthe
world have entereda new era—anera of heightenedthreatand
heightenedvigilance—and2019 will seea numberof countries
bracefor volleys of attemptedisruption:India, Australia,Ukraine,
SwitzerlandBelgium,the EU and,of course CanadaEvidencehas
confirmedthat the mostrecentCanadiargeneralelection,in 2015,
was unencumbereddy interference,although there were some
relativelyprimitive attemptdo disrupt,misinformanddivide. These
efforts werefew in numberand uncoordinatedand had no visible
impacton the voter, eitheronline or in line.

[Translation]

This electionmaybe different.We'veseenthatthe toolsthatwere
usedto strengthercivic engagemenére being usedto undermine,
disruptand destabilizedemocracy.

We expectthat someso-called“hacktivist” groupswill usetheir
cybercapabilitiesto try to influenceour democratigrocess.

We couldalsofacecoordinateattemptsatinterferencey foreign
stateactors similarto whatwe haveseenin otherdemocraciesver
the last few years. This could include attemptsto influence
candidatesor to manipulate social media to spread false or
misleadinginformation.

[English]

In recentyears,we have witnessedforeign actors looking to
underminedemocratisocietiesandinstitutions,electoralprocesses,
sovereigntyand security. The malicious, multi-facetedand ever-
evolving tactics constitutea seriousstrategicthreat. We must be
preparedfor this. That is why in 2017 | asked Canada's
CommunicationS$ecurityEstablishmenib analyzeandmakepublic
an assessmentf the currentrisk of cyber-threatsand possible
hacking of Canada'sdemocraticprocessesThe report, “Cyber
Threatsto Canada'sDemocraticProcess”,was publishedas the
world's first publicly shared threat assessmenbf its kind. It
identified how key aspectsof the democraticprocess,such as
elections political parties,politiciansand media,are vulnerableto
cyber-threatctivity andinfluenceoperations.
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[Translation]

This assessmenglong with ongoing Canadianintelligence,and
the experience®f allies and like-mindedjurisdictionsaroundthe
world haveinformedandguidedour efforts over the pastyear,and
led to the developmenbf a plan of actionbasedon four pillars.

We recognizethat protecting Canada'sdemocraticinstitutions
requiresa whole-of-societyapproach.Therefore,in addition to
reinforcing and protectinggovernmentinfrastructure systemsand
practiceswe arealsofocusingheavily on preparingCanadiansand
working with digital platforms that have an important role in
fosteringpositivedemocraticdebateand dialogue.

[English]

The four pillars of our plan are enhancingcitizen preparedness,
improving organizationateadinesscombattingforeigninterference
andexpectingsocialmediaplatformsto act.

I'd like to take a few minutesto highlight someof the most
significantinitiatives of our plan.

Under the first pillar, enhancingcitizen preparednesswe
announcedhe digital citizen initiative. Our commitmentincludes
an investmentof $7 million towardsimproving the resilienceof
Canadiansagainst online disinformation. We will leveragethe
expertiseof civil societyorganizationghat aredirectly working in
communitieson this issue.

We are increasingthe reachand focus of the “get cyber safe”
national public awarenessampaignto educateCanadiansabout
cybersecurityand the simple steps they can take to protect
themselvesnline.

We haveestablishedhe critical electionincidentpublic protocol.
Thisis asimple,clearandimpartialprocesgor informing Canadians
if serious incidents threatenthe integrity of the 2019 general
election.

The critical electionincidentpublic protocolpanelis madeup of
five seniorofficials. It is expectedio cometo a decisionjointly,
basedon consensus.

[Translation]

It isimportantto pointoutthatthisis thereasorfor a panelof five
seniorofficials. It will not be one persondecidingwhat Canadians
shouldknow.

The protocol will only be initiated to respondto incidentsthat
occur within the writ period that do not fall within Elections
Canada'areaof responsibility.

The thresholdfor informing the public will be very high and
limited to addressingexceptionalcircumstanceshat could impair
our ability to havea free and fair election.As such,the threshold
mustextendbeyondthe normalnegativerhetoricthatis sometimes
associatedvith political campaigns.

| am thankful that, in consultingwith political partieson the
developmenbf this protocol,partisanshighasbeenput asidein the
interestof fairnesslncorporatingnput from all partieshasallowed
for a fair procesghat Canadiansantrust.

Underthe secondpillar, improving organizationateadinessopur
nationalsecurityandintelligenceagenciesare supportingElections
Canadaby providing adviceand guidanceto improveits prepared-
nessin thefaceof any potentialinterferencén the administratiorof
elections.The CSEis alsooffering ongoingcybersecurityechnical
adviceand guidanceto political parties.

The securityagenciewill offer threatbriefingsto key leadership
and political parties,and securityclearancesre beingarrangedor
senior membersin each party to give them accessto the right
informationto helpthemto strengthernternalsecuritypracticesand
behaviours.

[Translation]

Under the third pillar—combattingforeign influence—thegov-
ernmenthas establishedhe Security and Intelligence Threatsto
Elections Task Force, or SITE, to improve awarenesof foreign
threats and support assessmenénd response.The team brings
togetherthe CommunicationsSecurity Establishmentpr CSE, the
CanadiarSecuritylntelligenceService or CSIS,theRoyalCanadian
Mounted Police, or RCMP, as well as Global Affairs Canada,o
ensureacomprehensivanderstandingf andresponséo anythreats
to Canada'slemocratigrocess.

Let me takea momenthereto explainhow the Critical Election
Incident Public Protocoland the SITE Task Forceare distinct yet
relatedelementsof our approach.

SITE ensureshatthework of Canada'siationalsecurityagencies
is beingdonein a coordinatednannetthatalignswith therespective
legalmandate®f theagenciesEachof theseagenciesiastheirown
practicesfor briefing up their internal organizationalstructures,
including the headsof those agencies,as part of their regular
operationabractices The Protocolwill not changethis.

® (1540)

[English]

The protocolwill adda procesdor sharingrelevantinformation
with the panelof seniorpublic serviceofficials who will decideif
incidentsmeetthe thresholdof interferingwith Canada'sbility to
havea free andfair election.

Whennationalsecurityagencyheadsbelievethatsomeincidentor
incidentscould potentiallyposea threatto the integrity of Canada's
upcomingfederal election, they will coordinatewith the national
securityandintelligenceadviserto brief the panelaccordinglyeither
throughregularbriefingsor on an ad hoc basis,asis required.

We haveactivatedthe G7 rapid responsenechanismannounced
atthe G7 leaderssummitin Charlevoix,to strengthercoordination
among our G7 allies and to ensurethat there is international
collaborationand coordinationin respondingto foreign threatsto
democracy.

Thefourth pillar is with respecto socialmediaplatforms.
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| don'thaveto tell this committegthatthe faceof massmediahas
turned from Gutenbergto Zuckerbergin a generation.It is a
transformationfor which the impact on society is impossibleto
overstate.

Social media and online platforms are the new arbiters of
information and, therefore,have a responsibilityto managetheir
communities.We know that they have also been manipulatedto
spreadlisinformationcreateconfusionandexploitsocietaktensions.
Theplatformshaveacknowledgedherisk posedby misinformation
and disinformation.| have been meetingwith social media and
digital platformsto secureactionto increaseransparencyimprove
authenticityand ensuregreatertransparencyn their platforms.

Socialmediacompaniefavereactedo theincidentsof 2016with
some enhancementso their platforms. As a starting point, our
governmeniexpectsthat thoseenhancementise madeavailableto
usersin Canadaasthey havebeenmadeavailableto usersin the U.
S. andEurope.

[Translation]

This comprehensivelan is also bolsteredby recentlegislative
efforts. Bill C-76, which receivedroyal assenton December13,
2018, takesimportantstepsto counterforeign interferenceand the
threatsposedby emergingtechnologies.

[English]

Provisionsin this bill include prohibiting foreign entities from
spendingany moneyto influenceelections,wherepreviouslythey
wereableto spendup to $500 unregulatedrequiringorganizations
selling advertising spaceto not knowingly accept elections
advertisementBom foreign entities;

[Translation]

adding a prohibition regarding the “unauthorized use of
computers”wherethereis intent to obstruct,interruptor interfere
with the lawful use of computerdata during an election; and
requiringonline platformsto disclosethe identity of advertiserdy
maintaininga publicly accessibleegistryof political adspublished
on the platform during the pre-electiorand the election.

[English]

It shouldbe notedthat Canadehasa robustandhighly respected
elections administrationbody in Elections Canada.With the
legislative,policy and programmatiefforts | havedetailedfor you
today, Canadais in the bestpossiblepositionto counterefforts to
interferein our democratigrocesses.

While it is impossibleo fully predictwhatkindsof threatsijf any,
we will seein the run-up to Canada'ggeneralelection,| want to
assurethis committeethat Canadahasput in placea solid plan. We
continueto testand probeour readinessand will continueto take
whateverstepswe can toward ensuringa secure,free and fair
electionin 2019.

[Translation]

Thankyou.
[English]

and| now welcomeyour questions.

The Chair: Thankyou, Minister.

We'll startoff thefirst seven-minut@oundwith Ms. Vandenbeld.

Ms. AnitaVandenbeldOttawaWest—Nepeanl.ib.): | wantto
thankyou, Minister, for beingheretodayandalsofor theincredible
amountof work you've put into this, makingCanada] do believe,
one of the first countriesin the world to have thesekinds of
protocols.

Recentlytheall-partydemocracyaucusheardfrom ChrisWalker,
who has written on sharp power. This is power that some
authoritariarregimesuse.It's distinguishedrom soft powerbecause
it is subversiveandit's intendedto changepublic opinion or divide
public opinion in other countries.When you mention the foreign
threatswe'renot unique.This is happeningn countriesaroundthe
world.

You mentionedhe G7 rapidresponsenechanisml. wonderif you
could elaboratea little bit on thatandalsothe otherwaysin which
Canadais collaboratingwith otherdemocratiaccountriesaroundthe
world to be ableto combatthis threat.

 (1545)

Hon. Karina Gould:It's interestingthis concepibof sharppower.
| hadn'theardthat before,so | will look into that after this. If you
haveany information,pleasedon't hesitateto sendit.

With regardto our work in the G7, we are leading the Rapid
Respons#lechanismrsecretariathatwill be hostedat Global Affairs
Canadayhichis looking at opensourcedatato establishfirst of all,
a baselinewhenit comesto how socialmediais beingmanipulated
with regardto foreign interferencein specificdomesticactivities,
althoughit could also be with regardto, for example,elementsof
Canada'soreign policy that createspikes.

Whenwe engagedvith the White Helmetsin Syria,for example,
there was evidenceof interferencefrom foreign actorswho were
trying to polarizethe debateor spreadmisinformationin thatregard.

Thisis alsoin line with our work asa memberof NATO. NATO
hasthe Strategio®Communication€entre which is activelylooking
at theseitems. Canadahosted NATO StratComin the fall and
providedan opportunityfor our mediapartnerdo engagewith them
and to learn aboutsomeof the foreign interferenceactivities that
havetakenplace NATO doesthisin all of its membercountriesand
it's opento the mediato participate shouldthey be interested.

We're also a memberof the Five Eyes, and as suchwe share
informationwith regardto foreign threatsand interferencento our
democraciesThisis somethinghatwe, aswesterrdemocracieand
like-mindedcountries talk aboutquite a lot. | havepersonallyhad
conversationswith counterpartsin France,the U.K., Germany,
Ukraine, Latvia, Australia and the list goeson and on and on,
becausehis is somethingthat all of us are taking very seriously.
We've seen time andtime again,differentinstancesn which there
has beenevidenceof foreign interferencen the electionsof like-
mindedcountriesand allies.

That being said, we're still assessingthe impact of that
interference.
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Ms. Anita Vandenbeld:Our committee has heard a lot of
testimony,as you know, aboutthe waysin which dataaggregators
haveinfluencedsocial mediaplatforms,specificallyin Brexit, but
alsoin the U.S. election.

| noticethat you haveput in placethe critical electionincident
public protocol.Whatwould havebeentheimpactin thosecountries
or someof the othersyou mentioned suchas Ukraineor India, if
somethinglike that had beenin place?l know it's hard to say,
hypotheticallybut in whatwayscould that havemitigatedsomeof
the thingswe sawhappen?

Hon. Karina Gould: Well, actually,| think we can point to a
very realsituationthatis not hypotheticaljn thatwe lookedatallied
countriesand like-mindedcountriesaroundthe world to seewhat
mechanisms$hey hadandhavein place.

What stuck out for me was the Frenchexampleof the Conseil
d'Etat, which weighedin whentherewas a leak from the Macron
campaignto basically say that it was a threat against their
democracyandthey advisedthe medianot to reporton it.

That'sa stepfurther than what this is anticipating.We tried to
comeup with somethinghatwould fit within the Canadiarcontext.
The Conseild'Etatin Francehasbeenaroundfor a very long time.
Theideawasto avoidthekind of bureaucratigridlock thatwe saw,
for example,in the United Statesin the 2016 presidentiaklection,
andto avoid havingoneindividual law enforcemenagencygoing
out and saying something,and to try to createa processand to
announcehat well in advanceso that Canadiansould understand
the processthat would lead to such an announcementshould it
occur.Thehope,of coursejs thatit won't occurandwe won't need
to useit, but it's alwaysbetterto prepareandplan for the worst.

o (1550)

Ms. Anita Vandenbeld:Obviously therewould be a very high
thresholdsetfor whenthis might be implemented.

Canyou give examplesof the kinds of thingsthatwould trigger
this mechanism?

Hon. Karina Gould: | am cautiousaboutdoing that, becausd
think everythingis very context-dependenénd | wouldn'twantto
prejudgethe outcomeof the panelandtheir decision.

However, | think it's safe to assumethat some of the major
incidents that we've seen around the world—for example, the
Macron leaks or what the U.S. was grapplingwith at the time—
would be thingsof sufficientvalueto inform CanadiansBut, again,
it will bevery context-dependerindit will bewithin the contextof
the Canadiarelection,which is different.

Ms. Anita Vandenbeld: Good.

In thatcasemy otherquestionrwould be aboutthefactthatthere's
multi-partyinvolvementWhatkinds of safeguardarethereto make
surethatthisis completelynon-partisarandcompletelyneutral,and
thatno onepolitical party would be ableto manipulatehatsystem?

Hon. Karina Gould: Sincethe CSE put out the reportin June
2017, we havebeenmeetingwith all of the major political parties
representeth the Houseof Commongo facilitatea connectiorwith
CSEsothattheycanprovidetechnicaladviceshouldpartieschoose
to avail themselvesof that. We're not informed of whetherthat

relationshipcarrieson or not. We simply facilitate the connection
andhavebeenmeetingwith political partieson an ongoingbasisto
build that trust.

As | mentionedn my remarks,| havebeenvery encouragedy
thefactthatall of themajorpolitical partiesrepresenteih theHouse
of Commonshavereally beenatthetablewith regardto this. We will
alsobe extendingsecurityclearancéo all of theleadersepresented
in the Houseof Commonsas well as threeof their top campaign
aides,andthey will be briefedon an ongoingbasis.

Ms. Anita VandenbeldThankyou.
The Chair: Next up, for sevenminutes,is Mr. Kent.

Hon.PeterKent (Thornhill,CPC): Thankyou, Minister. Thank
you to the officials who are herefor the seconchour.

| wonderif you havehadtime to read first, theinterimreportthat
this committediled lastJuly, andthenmostrecentlyour final report
in Decemberentitled “Democracy Under Threat: Risks and
Solutionsin the Era of Disinformationand Data Monopoly”. It
dealtvery closelywith the CambridgeAnalytica-Facebook-Aggre-
gatelQscandal,and associatedttemptsto interferein electionsin
North Americaand GreatBritain.

I wonderwhatyour commentsreon therecommendationsf this
committeeand on previousrecommendations our review of the
PersonalnformationProtectionand ElectronicDocumentsAct, the
PIPEDA review that was done by this committee, which
recommendedreaterorder-makingpowersfor the Privacy Com-
missioner and more substantial, more significant penalties for
violations of Canadians'privacy, including with regard to the
democraticelectoralprocess.

Hon. Karina Gould: Yes, absolutely.l have read both of the
reports. As | mentionedin my opening remarks, | thank the
committeeboth becausét's really good work and also becausd
think it wasbeingdoneevenbeforethis becamereally sexytopic. |
congratulatg/ou on that.

| would note that with regardto both of the reports,thereare
severaitemsthathavebeenaddressedndincorporatedbothin Bill
C-76 aswell asin our announcemerd couple of weeksago with
regardto protectingdemocracy.For example,in the first report,
recommendatiob is capturedn Bill C-76aswell asrecommenda-
tions 7 and8.

Hon. Peter Kent: Bill C-76 doesn'tcover foreign charitable
funding throughthe CRA.

Hon. Karina Gould: Right, but to preventforeign funding and
influence in domesticelections....Well, it's with regardto any
foreignfundingtowardthird partiesor political partiesor candidates.

Hon. PeterKent: Leadnowis fundedby foreigncharitablefunds
channelledhroughorganizationdike Tides Canada.

Hon.Karina Gould:I'm not surethatthere'sevidenceof that,but
that would be something—

Hon. Peter Kent: We would referyou to the testimonyin this
committeeof Ms. Vivian Krause.
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Hon. Karina Gould: Again, we have the Commissionerof
Canadé&lectionswho would beresponsibldor investigatinghat. It
is notsomethinghathascomeup, andl would cautionagainsthose
allegationsput | do think it is importantto notethatin Bill C-76,
whichwasseenatthe procedur@ndHouseaffairscommittee—and
seeMs. Kusie herewho playeda substantiatole in that—wewere
ableto havesignificantall-party consensusvith regardto banning
foreignfundingwith regardto third partiesin our electionsThathas
beena very productiveengagement.

o (1555)

Hon. Peter Kent: With regardto the critical electionincident
public protocol panel,I'm wonderingwhy therearetwo significant
omissionsthere in terms of the presenceof the Chief Electoral
Officer and the Privacy Commissionerpoth of whom have much
morerelevance] believe,with regardto the protectionof privacy
andthe protectionof the electoralprocessCertainlytheseofficials
are well equippedwith regardto foreign hacking and foreign
electronicdigital interferenceln view of the recommendationthat
the Privacy Commissionehasbeenmaking for a coupleof years,
I'm surprisedhat he doesn'thavea look-in on this panel.

Hon. Karina Gould: If | may, this panelis specificallyput in
place to deal with foreign threatsto our democracy.We have
Canadiarlegislationand mechanismshroughthe Commissioneof
CanadaElections and the RCMP should there be a breach of
Canadianlaw domestically. This is specifically with regard to
foreigninterferencén theelection.l wouldlike to readthe statement
from the CEO of ElectionsCanadawho, after the announcement,
confirmedthat he is an officer of Parliamentand not a part of the
Governmenbf Canada:

In its preparationsfor the next federal election, Elections Canadahas been
working closely with the national security agenciesand the Commissionerof
CanadaElections.We rely on their expertiseso we can focus on our primary

objective:administeringhe electionandensuringCanadian&now where,when,
andwaysto registerandvote.

With regardto a matter of national security, that's where the
Governmentof Canadaand the whole-of-governmentpproach,
throughthis critical electionincidentpublic protocol,will comeinto
play. However,with regardto the administratiorof the election,of
course,the CEO of Elections Canadawill remain the primary
interlocutorthat Canadiansantrustand counton.

Hon. Peter Kent: With regardto this panel'sactivities in a
situationduringthewrit period,whichwouldinvolve somethindike
the deepeningSNC-Lavalinscandal—thd’rime Minister's original
claim regarding the media report of allegations of attempted
obstructionof justice,political interferencepressureon the former
Attorney General—thigpanel,given the clerk'stestimonylastweek
andif therewassuccessivelectroniaetweetingf thatstory,would
very possiblysidewith the governmentasyou said,andbringin to
somedoubtthe ability of this panel.

Hon. Karina Gould:| shouldclarify, becauset no point did |
saythatthe clerk would sidewith thegovernmenbn somethinghat
you saidjust now. Whatis important,andwhat| did say,waswith
regardto thefactthattherewould be a panelof five individualswho
areseniorpublic servantsThey would be notified by the headsof
the relevantnationalsecurityagencies.

Should those heads of the national security agencieshave
sufficientreasorto believethatthereis anincidentthat meritstheir

attention thatis of sufficientvalue,thatit would impedethe ability
for freeandfair electionscomingfrom aforeignthreat this panelof
five would haveto makea collectivedecisionbasedn consensusas
to whetheror not they aregoing to inform the public

At the sametime, all of the major political partiesrepresenteth
the Houseof Commonstheirleadersandup to threeof their senior
staffof their choosingwill receivesecurityclearancesTheywill all
be briefedat the sametime in termsof whatis goingon, sothatwe
havetransparencwith regardto thatandsothattheyhaveall of the
sameinformationcomingto them.Thatis a very importantelement
of this to ensurethat everyoneis getting information at the same
time.

Hon. PeterKent: If therearedifferencesof opinion betweerthe
party representativewith the recommendationsf the committee,
how would thatbe resolved?

Hon. Karina Gould:lt is up to the panelto makethatdecision,
notup to thepolitical parties put theywill receivetheinformationat
the sametime.

The Chair: Thankyou, Mr. Kent.

Mr. Angus, for sevenminutes.

Mr. CharlieAngus(Timmins—JameBay,NDP): Thankyou,
Ms. Gould, for comingtoday.

Who at Facebooldid you meetwith?

Hon. Karina Gould: At Facebookl met with Kevin Chan.|
would have to get you the namesof the five other individuals,
becausé don'tremember—

© (1600)

Mr. Charlie Angus: You met with Kevin Chan who is not
registeredas a lobbyist, who met with numerouspeoplein the
government'sffice, and who is a former memberworking for the
Liberals.WasKevin Chanyour voice?

Hon. Karina Gould: I'm sorry, Mr. Angus, would you let me
speak?

Mr. CharlieAngus:i'm askingmy questiorhere,if it wasKevin
Chan?We spentover a year studyingthis and we could not geta
straightanswerout of Facebooklf Kevin Chanwasyour source)|
wantthaton the record.

Hon. Karina Gould: Mr. Angus, | said there were five other
individualswho we metwith, aswell, who camefrom Washington
and Silicon Valley.

Mr. Charlie Angus:Above or belowMr. ChanNould you give
us their names?

Hon. Karina Gould: Happily,| justdon'thavethemright now.

Mr. Charlie Angus:Thankyou.
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| guesd'm alittle touchy.We did spendovera yearstudyingthis.
We workedinternationallyanddomesticallyl seethereportthatyou
cameout with. It's so “Cold War”. We havethe G7 rapid response,
we havethe critical assessmembom. Everythingthat we found is
the very oppositeof what you'recomingforward with.

You ignoredour key recommendationsneof which wastherole
of the Chief Electoral Officer, who will now be under Michael
Wernickfrom thePrivy Council. Howeverwe hadsaidall alongthat
the ElectoralOfficer hasanimportantrole to play. In the middle of
anelection,thingsgetvery heatedlIf this critical G7 rapidresponse
teamthatyou bring in suddenlyannounces threat,it could really
destabilizean election.Whatwe would needis real confidence.

Hon. Karina Gould: It's importantto clarify the roles—
Mr. Charlie Angus:We would needreal confidenceright?
Hon. Karina Gould:—andnot conflatedifferentissues.

Mr. CharlieAngus:Sol amwonderingwhy you haveappointed
MichaelWernickto that positionandnot the Chief ElectoralOfficer
to makethat decisionfor Canadians.

Hon. Karina Gould: If you'll let me answeryour question,|
would be happyto.

As | literally justrespondedo Mr. Kentnota minuteor two ago,|
will repeatwhatthe Chief ElectoralOfficer said—

Mr. Charlie Angus: | heardthat—

Hon. Karina Gould:—which is—

Mr. CharlieAngus:—butI'm askingwhy Mr. Wernickis notthe
Electoral—

Hon. Karina Gould: —he is an officer of Parliamentand not
part of the Governmenbf CanadaHe is separatdrom that.

Mr. Charlie Angus:Okay.

Hon. Karina Gould:Whenwe aretalking aboutsomethinghat
is of a nationalsecurityissue,it is the Governmenbf Canadahat
will do that.

Mr. Charlie Angus:Okay.

Hon. Karina Gould: During an election period, we have
somethingcalledthe caretakeconvention—

Mr. Charlie Angus:Right.

Hon. Karina Gould: —that takesover to ensurecontinuity of
governmentlt is importantthat—

Mr. Charlie Angus:Yes, | understandhat. My concernis—

Hon. Karina Gould:—political actorsare not compromisedn
that.

Mr. Charlie Angus:—that| shareMr. Wernick'sconcernabout
therisingtide of political extremismbut| wasvery surprisedhathe
suggestedolitical assassinatioin the midst of a parliamentary
hearingon whetherthe governmenthaddonewrong.

Do you not realize that would breachthe rules for the Privy
Council that they're not to wade into mattersof conjectureand
controversy¥et he startecdout ananswetto the panelaboutwhether
or not the governmentvasinvolved in interferingwith the rule of
law, andhe relatedit, not just to political assassinatiofut he said:

| worry aboutthereputationsof honourablgeoplewho haveservedtheir country
being besmirchedand draggedthrough the marketsquare.l worry aboutthe
trolling from the vomitoriumof socialmediaenteringthe openmediaarenaMost
of all, | worry aboutpeoplelosing faith....

Is thatthe positionof the governmentor is that his opinion?
Hon. Karina Gould: You would haveto askhim that question.
Mr. Charlie Angus:Okay.

Hon. Karina Gould: That was his personalview, is my
understanding.

Mr. Charlie Angus:Okay.

Becauseinderthe guidelinesfor the Privy Council officials—and
| think your peoplebesideyou havereadit—I quote,“Officials may
give explanationsin responseto questionshaving to do with
complexpolicy matters put they do not defendpolicy or engagen
debate...In other matters principally thosehavingto do with the
administratiorof the departmenandits programs”mustbe strictly
limited. "Matters of policy and political controversyhave been
reserved...exclusivelyor Ministers, principally becausepolitical
answerabilityon the part of officials would inevitably draw them
into controversydestroytheir” political “utility to the systemand,
indeed, undermine the authority and responsibility of their
Ministers.”

My concernis that Mr. Wernick, usinga committeehearingto
advanceall mannerof personalpolitical conjectures—numbeme
abouthow ethicalthe PrimeMinister is; numbertwo, how amazing
Ms. Bennettwas; numberthree, how terrible it was that people
criticized her on Twitter—usedhis positionto advancean agenda,
whichis destroyinghis utility assomeoneve canall look to andsay,
“You know what?In a matterof real political tension,we cantrust
him.”

Do you not seethat?

Hon.Karina Gould:Someonavho hastheoversighiof theentire
governmentand operationswill clearly have a unique positionin
termsof how theyarefeelingandthethreatshattheycanseearising
on the horizon.

| think one thing that is very importantis to recognizethat in
developingthe critical electionincident public protocol, we were
deliberatdn bringingtogethera panelof five seniorpublic servants
sothatit would not fall on onecivil servanto makethatdecision—

© (1605)

Mr. Charlie Angus:And | would not havehad anythingto say
aboutMr. Wernick beforehis testimony—

Hon. Karina Gould: —and to have a conversatiorand weigh
thoseissues.

Mr. Charlie Angus: —but, given that he has very strict
obligationsas the chief of the Privy Council aboutwhat he can
give opinionson, yet he saidaboutMadameBennett,“l amdeeply
hurt that...herreputationhas beentrolled.... There are vile things
being said....thereis no Canadianwho has worked harder on
indigenousreconciliationthanthe HonourableCarolynBennett...”
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That may or may not be, but the people who have been
challengingher on Twitter are indigenousgrassrootsvho do not
supporther position. So if he thinks it's vile, my concernis that,
whenpeoplesayvery controversiathingsin anelection,andpeople
will, andwhenpeopleattackus andtheyattackgovernmentatwhat
point can we trust that Mr. Wernick will know the difference
betweenwhatis fair andwhatis unfair criticism?

Thefactthathe haswadedinto mattersof controversyin ignoring
his obligations,to me, puts him in question,whereasl have no
questionsabout the Chief Electoral Officer, but | certainly have
questionsaboutthis incidentteamyou havewith Mr. Wernick.

Hon. Karina Gould: | will just reiterate,Mr. Angus, that the
panelwe'veput togetherwill not cometogetherunlessthe national
security agenciesraise an issue of national security for them to
considerwhich they think—

Mr. CharlieAngus: Wouldn'tit be betterfor the Chief Electoral
Officerto sayyes,thisis seriouswhereasvlichaelWernickseemdo
think that peopleattackinggovernmentninistersis beyondthe line

Hon. Karina Gould:Sothe responsagainis thattherole of the
Chief Electoral Officer is as an officer of Parliamentand to
administerthe elections.

Mr. Charlie Angus:Thankyou.

Hon. Karina Gould: This is a separatéssueand a separateole
thatthey have.

With regardto the paneliit is extraordinarilyimportantto reiterate
that they will only cometogethershouldone of the headsof the
national security agenciesdeem that they have seen foreign
interferenceof a significantlevel to get themtogetherto inform—

Mr. CharlieAngusiVe needthepublicto havea confidenceand
that's my question.If Mr. Wernick crossedthe line in his Privy
Council obligations,do we havethat trust?I'm not surethat trust
existsright now.

The Chair: Thankyou, Mr. Angus.

Next up, for sevenminutes,we haveMr. Saini.

Mr. Raj Saini (Kitchener Centre, Lib.): Good afternoon,
Minister. Thank you very much for coming here this afternoon,
especiallywith your colleagues.

| want to startoff with a questionon one of the pillars that you
mentionedexpectingsocialmediaplatformsto act.l know you have
beenin discussionsvith them regardingtransparencynd making
surethatthe peoplewho advertiseor payfor advertisementgndwe
know who they are...tocombatthe propagatiorof misinformation.

However,thereis one point | wantto askyou about,if thereis
somethingyour departmentor some of the officials here could
commenton. Sometimeswhetherit be on Reddit or Facebook,
there'sa commentsection.Sometimesherecanbe aninfiltration by
foreign actors or by others who want to disrupt the election
mechanismwe havehere,wherethey caninsertmisinformationor
disinformationwithin the commentsection.ls theresomeprotocol
we arelooking at to preventthatfrom happening?

Hon. Karina Gould: We are not looking, as a governmentfo
intervenein the conversationghat are happeningon social and
digital platforms.Thatis not the role of the government.

However, we expectthat social media platforms will take an
attitudeand actionsthatare moreresponsiblén termsof how their
platformsareusedto spreadmisinformationand disinformation.

Obviously, that is more complicatedif you're looking at the
commentsectionasopposedo a post.However,whatwe do expect
is for them to take down inauthenticbehaviourand inauthentic
accountsWe haveheardfrom both Twitter and Facebookaboutthe
numberof accountghey havetakendown. Both arein the realmof
millions, and| couldgetyou thespecificnumberghatwe'veheardif
you'reinterestedl'm not entirelyawareof the mechanisnby which
either of those platforms would go after the commentsection,
whereasif they go after the accountthat is a fake accountor is
known to be from a foreign sourceand posing as a legitimate
domesticactor,that may get at this issue.

Mr. Raj Saini: You talked aboutthe rapid responsenechanism
with the G7.1 don'tknow the contentof the sharingagreementut
obviouslythey areto makethe systemmorerobustfor all of the G7
countries.I'm not necessarilyworried about that becausd think
thereare enoughresourcesvithin the G7 to createa systemthat's
robust.

My worry is more with nascentdemocraciesor even going
beyondthe G7 to the G20. Recentlytherewereelectionsn Nigeria
and there has been some speculationthat there has beenforeign
interference.There has been foreign interferenceprior to this
electionin Nigeria. You mentionedsomeothercountries.

If you makethe G7 strong,that'sgreat,but it doesn'treally do
anythingelsefor the democraciei therestof theworld. Hasthere
beenanythinkingin the governmenton your department'part,that
whatevebestpracticesor robustpracticesiou havewould be shared
with other countriesthat may not have the sameresourcesr the
samecapacityaswe havein this country?

®(1610)

Hon. Karina Gould: My focus has really beenon Canada's
democracyWhen | have had conversationsvith foreign counter-
partsthey havereally beenaboutlearningfrom their experience$o
seewhatwe could gleanand apply herein the Canadiarcontext.

I will saythatapartfrom the EuropeaniJnion, Canadas leading
the way in termsof protectingour democracyfrom foreign cyber-
threats.The elementswe announcedn January30 really setthe
stagefor that.

Thatbeingsaid,| know thereare effortsto ensurethat whatever
we learnis beingsharedwith counterpartandallies.|'ve heardfrom
many other countriesthat they'relooking to us aswell in termsof
whatwe do andhow theymightapplythatin theirown jurisdictions.
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Mr. Raj Saini: My final questionis moreof a personafjuestion.
As you know the electioncampaigris comingup andtheremaybe
thingsthataresaidon socialmediaaboutcertaincandidatestrue or
untrue.What'sthe mechanisnto resolvesomethinghatis untrue?

Hon.Karina Gould:In Bill C-76therewasa tighteningbasedn
the recommendationsom the former CEO of ElectionsCanaddo
tighten the languagesurroundingfalse statementsmade against
candidatesThe previousclausein the ElectionsAct wastoo vague
and unenforceableWe tightenedit up, so it would be basedon
statementgou could proveor disprove.

Forexamplejf someonaccuseadandidateX of havinga criminal
record, that's something you could prove or disprove. The
mechanismwith regardto our electionslegislation,is a complaint
filed with the Commissioneof CanadeElectionsto which it would
thenrespond.

Theresources$o the commissionehavebeenincreasedAnother
very importantelementof this is that the commissionehasbeen
both moved back into Elections Canada,but also empoweredo
initiate and lay chargesas well as compeltestimony.The powers
havebeenstrengthenedso the commissionecanbe moreeffective
in applyingour legislation.

Mr. Raj Saini: One of your pillars is enhancingcitizen
preparednessecausdhe more educationcitizenshave, the more
robust the systemwill be. There will be less ambiguity. You
mentionedsomethingin your openingcommentsabout creatinga
digital citizeninitiative.

Canyou give us a little backgroundn whatthatis?

Hon. Karina Gould:Oneof the piecesof advicethatis probably
thebestthat!'ve heard but alsothemostrelevantjs thatwhenwe're
talkingaboutcyber-threat$o our democracyultimately,thetargetis
thecitizen.Around the world, our counterpartfiavehighlightedthe
fact that a resilientcitizenryis the besttool with regardto fighting
backagainstmisinformationcampaigns.

We announced&?7 million for our digital citizenshipinitiative that
will providefunding to civil societyorganizationsn the realmsof
digital mediaandcivic literacy. This is an extraordinarilyimportant
initiative. Over the pastcoupleof years,particularlywith the 2016
U.S.electionsjt wasa bit of a wake-upcall to westerndemocracies
that we were taking our democracya little bit for granted.It's
importantto ensurewe continue to talk about democracyand
democratiosaluesin our own country,otherwisewe could standthe
chanceof losing them.

The Chair: Thankyou, Mr. Saini.

Ms. Kusie.

Mrs. StephanieKusie(Calgary Midnapore,CPC): Minister,
it's alwayslovely to seeyou. | love thatnecklaceby theway. It's just
beautiful.

Hon. Karina Gould: Thankyou.

Mrs. StephaniKusie:Also, | wantto saythat| really enjoyed
your speechyesterdayat the Al event.It wasvery informal. | think
you should go with that format more, even when you come to
committeesYou do it sowell. | wantedto complimentyou on that.

You talkeda lot aboutvulnerabilities Thatwasa majorthemefor
you. Of course asthe opposition,we very muchtake seriouslyour
responsibility to hold the governmentto account,in terms of
safeguardinghe election.l would saythatat almosteverystep,we
feelasthoughthe governmenhasfailed, andnot gonefar enoughin
taking the stepsrequiredto safeguardhe election.

| would useexamplesrom Bill C-76.

Thessocialplatformregistry,the mostbasicof information,in my
opinion, didn't perhapsgo far enough, in terms of protecting
Canadiansandprovidinginformation,aswell asdatamanagement.

My colleaguemadementionof the foreign interferenceaspect.
I've saidthis severatimesbefore.We, asthe official opposition put
forward over 200 amendmentsMany of them wererejected.As |
havesaidpreviously, feelvery stronglythatwhatwe cameout with
in Bill C-76 was a slapon the handfor foreign interference You
know, “This is bad. You shouldn'tdo this,” ratherthan legislating
specific mechanismssuch as segregatedank accounts,which
would make foreign interferenceimpossible, from a monetary
perspective.

More relevantto what my colleaguethe HonourablePeterKent,
mentionedjs the funding outsideof the writ and pre-writ periods,
whichis really still openseasonlt is, aswe'vecometo seeseverely
affectingotherpartsof our democracyincluding both immigration
and—somethingrery dearto my heart, as an Albertan—pipeline
approval.

That'sjustthebeginning. certainlywon'tgointo our positions,n
terms of the vulnerabilitiescreatedby non-residentvoting, voter
identificationcardsandthechangego vouchingin Bill C-76.Thisis
somethingyou'vesaidis very importantto you andthe government.
Yet we seethat the stepsto absolutelygo to the furthestlength
possibleto protecttheseelectoralprocessesare not being taken. It
wastoucheduponyesterdayMy colleagueMr. Saini, mentionedt
briefly in his questioningearlier. It was mentionedby a former
membeiof the Liberalgovernmenéindthe Liberal cabinetsomeone
| havemuchrespecfor andwhois a formercolleagueof minefrom
foreign affairs, Allan Rock. It was in regard to, again, the
managementf socialmediaplatforms.

Of course,we are alwayslooking for a balancein society.As |
statedn my testimonyat PROClastweek,we haveto rely on these
corporationswith the objectiveto maximizeshareholdewalue, to
takeit uponthemselvedo self-regulatel understandhatopensup
questionssuchas free speechgtc. Hee did mentiona concernthat
perhapsmorethannudgingneedsto takeplace.My concernis also
with yourresponsepr whatseemedo beyourresponselll giveyou
the opportunityto addresghat. You seemto want to put it upon
PROC to do a study, giving you coverageif you decideto take
action with legislation,you can say, “Well, the committeedid a
study,andthis is what they told me.”
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I'm askingyouif you arereadyandwilling, in regardto thesocial
mediaplatform,to makethe harddecisionsandtakethehardactions,
not six monthsfrom now, but now, please.

®(1615)

Hon.Karina Gould: Thankyou, Ms. Kusie.l do understandhat
you actuallyput a motion forward at PROCto studythis issue.

Mrs. StephaniKusie:| did.

Hon. Karina Gould: Yes, so that committeewould makethat
decision.

Onething | wantto clarify, becauséhis is the secondime you've
mentionedit, is in Bill C-76 third partiesare now requiredto have
separatéankaccountsotheycanaccounfor all themoneycoming
in. | think that was a really important issue to put forward,
particularlyto accountfor wheremoneyis comingfrom.

With regardto the vulnerabilitiesthat| mentionedyesterdayand
oftenon this topic, you canpull thosedirectly from the CSEreport
on cyber-threat$o our democracyThey highlight very clearly that
theprincipalthreatswith regardto cyber-interferencarewith regard
to peoplemostly: politicians, political partiesand the media, any
time there is human interaction. As often is the case, those
individualsand actorson the one handmay not be practisingwhat
is called good cyber-hygienegwo-factorauthenticatiorand ensure
they're protectingtheir accountsas well as possible,but also with
regardto being susceptibldo influence strategiesand campaigns.
When talking aboutthosevulnerabilities thoseare the ones| was
referringto.

With regardto Bill C-76, on the whole I'm quite proud of the
legislationbecausé think its primary objectiveis to ensurethatall
Canadianshave the possibility to vote. | think that was really
importantin extendingvouchingfor our mostvulnerableCanadians,
in ensuringthat the voterinformationcardcanbe usedto establish
residencyyhich we know, for examplefor singleseniorwomen.,is
often a barrierto voting becausehey don't have those piecesof
residencenformation.

® (1620)
The Chair: Thankyou, we'repasttime.

Next up, for five minutes,is Mr. Erskine-Smith.

Mr. Nathaniel Erskine-Smith(Beaches—Eas¥ork, Lib.):
Thankyou for beinghere,Minister.

Our committeehas recommendedmposing a duty on social
mediaplatformsto remove manifestlyillegal contentin a timely
fashion, including hate speech harassmenand disinformation,or
risk monetarysanctions| want to reada comment.This was in
responséo a mediaarticleaboutthehateandthreatfrom theyellow
vestmovement.Interestingly,| think if they knew that the yellow
vest movementin Francewas calling for a wealth tax, minimum
wage maybetheywouldn'tassociatevith the yellow vestmovement
somuchherein CanadabuttheycalledMr. Trudeaua “traitor to our
country” who deservedo be “hung for treasonousrimes”. That's
postedon Facebookthat was left on Facebook;Facebookdoesn't
takeit down, so shouldwe expectsocialmediacompaniedo actor
shouldwe requirethemto act?

Hon.Karina Gould:| shouldclarify thatmy expectationsaveto
fall within the electoral context at this point as I'm Minister of
Democraticlnstitutions.However,that being said, | think we are
moving in a direction where we need to require social media
companiedo act. Thatis outsidethe scopeof my specificmandate
right now, but | think that whenwe havevery clearevidencethat
they are contraveningaws herein Canadajthey shouldbe acting
responsiblyin thatmanner.

Mr. NathanielErskine-Smithi appreciatdhat. So within your
mandatewe haveBill C-76, which rightfully createsa registry of
ads,bothin thewrit andpre-writperiods.Is thereany confidencen
theconversationgou'vehadwith Faceboolkandothersthattheywill
ensurethat databasés asaccessiblas possible with journalistsin
mind specifically?

Hon.Karina Gould: | havehadthatassurancéom Facebookl
know all the socialmediacompaniesrealsolooking to speakwith
Elections Canadato get clarification becauseElections Canada
ultimatelywill interpretthe law and determinehow thatis, but my
understandings that they're trying to make that accessibleand
availableto Canadians.

Mr. NathanielErskine-Smith:With respectto Bill C-76, the
focusis on transparencyf advertisingand that'sreally important,
but therewasan interestingcommentwhenMr. Zimmerand| were
in WashingtorastJuly for aroundtable.SenatoWarnersaidwhen
they startedooking into this issue,advertisingvastheir mainfocus
andthatturnedout to be thetip of theiceberg.The hijackingof the
algorithmsthemselvesvasthereal problem whetherit's the Internet
Researct\gencytroll farms,or someotherorganizations'How do
you seethe stepsthat your office hastakenas a solution to that
problem?

Hon. Karina Gould: I've readSenatoWarner'sreportas well.
It's very interestingin this space,and probably one of the better
reportsl've read.

| tendto seethe stepswe'vetakenasstepsto addresshe problems
we'veidentified so far, understandinghat this is an evolving field
andthatour understandingf the issuecontinuesto grow.

In termsof full disclosureas the ministerresponsiblégor this
portfolio, | will saythatwhen| cameinto it, | wasthinking about
hackand leak attempts Over the courseof the pasttwo years,our
understandingf the issuehaschangeddramaticallyRight now, as
aninternationatommunitybut alsoherein Canadaye aretrying to
understandhe depth and breadthof the issueand come up with
solutionsthat will attackthe core of the problem. That'swherel
thank the committeefor doing the work you've done,becauset's
really importantin informing next steps.
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® (1625)

Mr. NathanielErskine-SmithYou mentionedchacks.l readthe
CSE'sthreatassessmenmtport.| understandheremight be a new
one forthcoming,but | readthe last one. It said that the electoral
systemhas greatintegrity, and that it was not so worried about
ElectionsCanadaor the voting systembeinghacked put thatit's the
political actorswho arethe greatweaknessn this. We'veseenMPs
andsenatorsalreadyhacked,asfar asit goes.

Therefore,when | look at $7 million for a digital citizenship
initiative and| think of $7 million spentacrossthe country,how are
we actuallygoing to educateCanadiandetweemow and October?
Wouldn'tthat$7 million for trainingandeducatiorpurposesctually
be betterallocatedo educatingpoliticians,political staff, volunteers
andriding associationsandto makingsurel getthe trainingthatl,
my staff and my volunteersneedto make sure we preventour
accountgrom beinghacked?

Hon. Karina Gould: Thereis anissueof parliamentaryrivilege
with that, in termsof the fact that Parliamenfgetsto decidewhat
informationyou choosdo useandnotuse.In theannouncementye
putoutaseriesof infographicsandeducationatoolsthatl invite any
parliamentariaor Canadiarto useandlook atin orderto seehow
bestto protectthemselves.

The cyber centreof the CSE, which André can speakto a bit
afterward,is stoodup but will be availablefor parliamentariansgs
well aspoliticiansandtheir political entities,shouldthey chooseto
useit, andwe will be reinforcingthe “get cybersafe” campaignas
well, sowe all havea bit of ownershipand responsibilityto make
surewe aredemonstratindeadershign this area.

Thatbeingsaid,you canpractisethe very bestcyber-hygieneut
thereandstill be a victim of a hack.

The Chair: Thankyou.

Just for the room, we have three more questionersto ask
questionsWe starteda bit late; hopefullythat'snot a problemfor the
minister.

We'regoing to go to Mr. Gourdefor five minutes.
[Translation]

Mr. JacquesGourde (Lévis—LotbiniereCPC): Thank you,
Mr. Chair.

Thankyou for beinghere,Minister.

Canadianswill no doubt be very concernecby what we have
heardaboutthe digital threatsFacebookgeneratesWhat we heard
duringthelatestelectionin UnitesStatescould certainlyalsohappen
in Canada.

It is difficult to dealwith or reportthis infamousadvertisingand
fakenewspublishedon Facebookandit takessomuchtime. A new
advertisemenbn Facebookcan make the headlinesfor 24 or
48 hours,evenif it is completelyfalse,regardliessf the party being
attacked Afterwards,it will be declaredasfalse,but the newshas
alreadyspreadthroughoutthe public or hasalreadysweptits way
into Canadianghinds.If thathappensepeatedlywe maywell have
a task force sayingthat it is wrong to do that, but it will not be
enough.

How will it be publicly announcedhat thoseare fake newsor
falseallegationsn the media,suchas Facebook?

Hon.Karina Gould:As | said,| don'tthink it is thegovernment's
role to decidewhich news is fake and which is real. That is a
21stcenturyproblem.We areliving in a mediaworld wherenews
travelsvery quickly. | think thattraditionalmediaalsoplay arolein
ensuringnot to reportfake news.In addition,of course politicians
havea platformto saywhatthey think. Ownersof digital platforms
also have a responsibility to ensure the platforms are not
manipulated.

| aman eternaloptimist,but I'm alsoa realist,andl wantto point
out that, during the United Statespresidentialelection, those in
chargeof digital platformsdid not to try to disclosethat type of
manipulationand activities.At least,they aredoing it now andare
trying to avoid that kind of abuse.Of course,that is insufficient.
They coulddo more,but at leastpeoplearemoreawareof thattype
of misinformationAs | alreadysaid,this is not the solution,butone
of the things that could be done would be to educateCanadians
aboutthosethreats so thatthey canmakeinformeddecisionswhen
they watchthe news,be it real or fake.

© (1630)

Mr. JacquesGourde: Is it the role of Elections Canadato
undertakea public awarenessampaignat the beginning of the
electioncampaignto educateCanadiansabout that reality, to tell
themto be especiallycarefulaboutit andto reportit if theyhearfake
newsor feel wrongedby whatis happeningn socialmedia?

Hon. Karina Gould: That is an excellent question. Since
ElectionsCanadais an independengovernmenibrganization that
may be a questionfor the chief electoralofficer. However,| cansay
that, in Bill C-76, we have given back the power to the chief
electoral officer to inform Canadianson elections. If that is
somethinghatinterestshim, he could talk to Canadiansboutit.

Mr. JacquesGourde:lt is clearthat the next electionwill be
crucial. In this new mediaenvironmentwe will all follow things
closely, at least as a legislator and political players. Should we
prepareto take actionfollowing the 2019election?

Hon.Karina Gould:| think that,afterthis election,we will have
to analyzewhathashappenedThe CSE'sreport,which| mentioned,
should be updatedafter this election.An analysiswill be done of
what has happened. think it would be really appropriateand
importantfor Parliamento reviewthis.In addition,| assumehatthe
ChiefElectoralOfficerwill producehis reportafterthe nextelection
and, as he does after every general election, he will make
suggestion®n waysto improvethe country'selectorallegislation.

Thankyou.
[English]

The Chair: Thankyou.

Next up, for five minutes,is MadamFortier.
[Translation]

Mrs. Mona Fortier (Ottawa—Vanier,Lib.): Thank you very
much.



February26, 2019

ETHI-138

CAN.DOC.000036.001_HO004

11

[English]

Thank you, Minister, for being here today and for sharingthe
informationthatyou did. | mightrepeaimyself,but | know thatyou
haveprobablymoreto sharewith regardto the questionl have.

[Translation]

We are very seriousaboutthe work doneto protectour election
againstoutside threatsand interference As you know, we have
looked at the violations committed,including by the Cambridge
Analyticafirm and FacebookFor severalmonths,membersof this
committeenavebeenstudyingthe situationin depthin collaboration
with parliamentarycommitteesfrom aroundthe world; this is an
importantstep.Our committeehasfocusedon doing this in a non-
partisanway, knowingthatthe repercussionsn our electorakystem
area major sourceof concernfor Canadians.

[English]

How sure can Canadianse that combattinginterferencefrom
foreign actors,be they quasi-governmentair individuals working
alone,is a priority for our government?

Hon. Karina Gould: They should be very assuredhat this is
absolutelya priority. This is somethingon which | have been
working in terms of a whole-of-governmentapproach.The
announcemerltmadeon January30 broughttogetherthe ministers
of defence,public safety, heritage,ISED and justice. In many
respectsthisis somethingagn ADM workinggroupis lookingat. The
topic for which | wasinvited to come,the SITE taskforce, brings
togetherCSIS, CSE, RCMP and Global Affairs Canadato really
ensurethatthe whole-of-governmenis taking this matterseriously,
becausethere is nothing more important than our wonderful
democracythatwe haveherein Canada.

® (1635)
[Translation]

Mrs. Mona Fortier: The committee would like to better
understanchow, if interferencewas detectedduring the election,
public servantscould alert Canadian®of the consequencesf such
interferenceCanyou explainto Canadianow that processvould
work?

Hon. Karina Gould: Of course.

As | mentioned,we have the Critical Election Incident Public
Protocol.| think we have given the committeethe infographic
documentsavailable on our website. According to that process,
nationalsecurityagencieshatlearnof anincidentwould inform the
group made up of the following five senior officials: Deputy
Ministerof Justiceand DeputyAttorney Generabf CanadaPeputy
Ministerof Global Affairs CanadaDeputyMinisterof PublicSafety,
National Securityand IntelligenceAdvisor, and Clerk of the Privy
Council. Those senior officials would have to decide together
whetherit is worthwhileto inform Canadian®f the incident. That
group'sinterventionthresholdwould be very high and limited to
incidentscompromisingour ability to havefreeandfair electionsIf
Canadianseceivea messagdrom that group, it would be because
real foreigninterferencds impactingthe election.

Mrs. Mona Fortier: | haveone last questionfor you. Do you
think penaltiesshould be imposedon thosewho interferein the
electoralsystem?

Hon.Karina Gould:TheMinisterof ForeignAffairs will haveto
make that decision.Of course,the CanadaElectionsAct already
stipulateghatforeigninterferencén theelectionis illegal. Collusion
betweena Canadianplayerand a foreign playeris alsoillegal. In
suchcasesthe Commissioneof CanadzaElectionsand the RCMP
would haveto intervene.

Mrs. Mona Fortier: Okay, thankyou very much.
[English]
The Chair: Mr. Angus,for threeminutes.

Mr. Charlie Angus:Exactly one year ago the Prime Minister
issueda very sternstatemento FacebookHe told themto cleanup
their actor we would regulatethem.ThenthatneverhappenedOur
committeethenbeganour study, which really broughtus down the
rabbit hole of somereally dark operators| feel a real disconnect
when | hearhow we're talking about foreign actors,and foreign
playersandforeign countriesjt seemsjammingthe phonelineson
electionday,whenfrom whatwe'veseenijt couldbetwo guysabove
an optometrist'sshop, with good datasetsand the ability to switch
and turn votes—100here,50 there—whocould actuallydismantle
the democraticsystem.

When we met with 17 jurisdictionsaroundthe world, they all
expressedheir frustrationaboutthe unwillingnessof Facebookto
takeany responsibilityIn fact, our sistercommitteein the U.K. has
calledthem®“digital gangsters”.

Yesterdaythe Toronto Star did an editorial that read, “Ottawa
shouldstandup to Big Tech on privacy and democracy” It read,
“Yet our governmenseemauncertaingvenparalyzedijn thefaceof
the multiple challengesposedby the tech giants.... The United
States...and...Europe...g&a&ingstrongactionto countersomeof the
worsteffectsof Facebook....yeDttawaseems...conterd sit on the
sidelines.” That's not me saying that; that's the Toronto Star,
yesterdaypresumablyafterit got to seeyour report.

| havetwo quick questions.One, what assurancesid you get
from Facebookthat nobody else internationally seemsto have
gotten?Numbertwo, to reiterate,will you give us the namesof
whoeveryou spoketo at Faceboolsowe caninvite themto seewhat
kinds of reassurancebe Canadiarpeoplewill get?

© (1640)

Hon. Karina Gould:Mr. Angus,asl| saidin my lastresponséo
you, | will happilygive you the namesof theindividuals.l justdon't
remembethemoff thetop of my head but we will getthoseto you.

Mr. Charlie Angus:l know. That'sperfect.

Hon. Karina Gould: With regardto regulatingsocial media, |
actuallydo want to clarify thatin fact| did regulatethemthrough
Bill C-76, through the online ad registry that they will have to
comply with in the upcoming election. | think that is a really
importantstep,andit's thefirst time, to my knowledge thatthis has
happenednternationally.
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With regard to assurancedrom Facebook,| don't have the
assurancethat give me full confidencethat they are going to be
completelyseizedwith thisanddoingeverythingnecessarywhichis
why | continue to have conversationswith them, and have
highlighted—

Mr. CharlieAngusWhy arewe havingconversationsiith them
about our democraticsystem?That's my concern.If you're not
completelysatisfied,then I'm really not satisfied,becauseyou're
meetingwith them.

Why arewe tiptoeingaroundwith a companythathasshownsuch
manifestisregardor underminingelectionsaroundtheworld?Why
are we not talking about serious consequenceslike the ones
Germanyis moving forward to, like the ones Europeis talking
about? Do you not believe that our election systemis still
compromisedby the ability of third party actors,domestically,to
flip that Facebookplatform becausd-acebooksimply will not live
up to its obligations?

Hon.Karina Gould:| think it's importantto look at the strength
of our electoralegislationandto recognizethatin Bill C-76.That's
why we putin the provisionaboutthe malicioususeof a computer
andhow thatis notallowedto happenWe do havea strongelectoral
system and strong legislation here in Canada.We have also
strengthenedhe rules with regardto third parties,in terms of
advertising,in termsof how they disclosetheir finances,which |
think is really important.

| haveconfidencen our electionslegislationdomestically.
Mr. Charlie Angus:But that'sstill not Facebook.

Hon. Karina Gould: | still needto seemore from the social
mediacompaniesThat'swhy | amengagingwith themandmaking
demandsof them, and | will be completely transparentwith
Canadiansabouthow thosego. | would be happyto havefurther
conversationsvith you on this, becausd think it is of the utmost
importance.

Mr. Charlie Angus:Thankyou.

The Chair: | havea coupleof commentsfor the minister,just
beforewe close.The phrasehatcameto mebefore,whenl sawthe
legislationBill C-76,wasthatwe arebringingaknife to agunfight.
In reality,we'renot evenbringingaknife; we'rebringinga panelto a
gunfight.

The concernis around how, especiallywith some very clear
recommendationis our report,26 very clearrecommendationthat
werevery specific,we seevery few of thosebeingtakenup by the
ministerWhathasbeentalkedaboutherein committeeasawholeis
that if expectingthat social mediaplatformswill actis your final
point, isn't that supposedo makethemtreatit moreseriously?

I'll just referyou to a quotefrom the InformationCommissioner
from the U.K., which was later reiteratedby our own Privacy
Commissionerl think thetimefor self-regulatioris over,” Denham
said.“Thatshiphassailed.”l guesd justwonder—andhisis for the
minister—whywe still let themself-regulateand expectthemto do
the right thing whenthey haven't,up to this point.

| guesswhat I'm concernedabout, what | think all at this
committeeare concernedabout, is that, as has been mentioned
before we'rein a Cold War—theCold Warreferencevasbroughtup

—but we'rein a digital reality andwe'restill treatingit like a Cold
War problem.

With thosecommentsdo you think you'redoing enough?

Hon. Karina Gould: | would saythatfor manyof the elements
in both of your reportsthat haveto do with elections,you cansee
thosereflected not entirely,but fairly closely,in bothBill C-76and
the announcementhat we made with regard to protecting
democracy.

On someof the otherelementghat are outsideof my mandate)
will note that my colleagueMinister Bains is conductingpublic
consultationandwill be comingout with a reportspecificallywith
regard to privacy and data and how companiesuse that. My
understandings thatwill bein the nearterm.

As | have said many times before, this is one of the great
challengesve'refacingright now. We havein manywaysfor along
time lookedjustat thetremendoubenefitsthatsocialmediaandthe
digital world havebroughtus. | think 2016 wasa real wake-upcall
for everyonearoundthe world in termsof whatwasgoing on.

As in manymomentsn history,we now haveto figure outexactly
how to tacklethis problemin away that,on the onehand,continues
to encouragéhe positive elementsof socialmedia—theability for
peopleto connecin waysthey'veneverbeenableto connecbefore;
the great democratizingabilities that it has in terms of sharing
opinionsandviews, which | think is extraordinarilypositive—and,
on the otherhand, mitigatesthe risks and the socialharmsthat we
seehappening.

Oneof thethingsl havethoughtaboutoverthe pasttwo years the
lastyearin particularasa lot moreof this stuff hascometo light, is
the fact that therehavebeenvery few times when we've had one
industrythatis soencompassingn somanyaspect®f ourlives that
it's difficult to attack it from just one position, whether it's
democracy,privacy, public safety, law enforcementor whatever
the casemay be. We needto startthinking a bit more holistically
aboutthesedigital giantsandhow we approachthem.

That'swherel think the work of your committeehasbeenvery
helpful in termsof helpingus think aboutsomeof theseissuesand
how we managethemin a way thatalignswith our valuesandour
societalnormsmoving forward.

® (1645)
The Chair: Thankyou, Minister.
We'll suspendor just a few minuteswhile you makeyour exit,
Minister, andthenwe'll havethe otherpresenterin the lasthour.
Hon. Karina Gould: Thankyou for havingme.
The Chair: We'll suspend.

* (%) (Pause)

© (1645)

The Chair: | will call the meetingbackto order.

First, we havea point of orderfrom Mr. Angus.
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Mr. Charlie Angus:Mr. Chair, | just wantto put a concernof
mine on the record.From our meetinglast week with Waterfront
Toronto, we receivedtwo forms of correspondenceOne was an
official letter from Jim Balsillie in which he said that the
parliamentarysecretaryhad lied about what he said and was
misrepresentinacts,andhe wantsto setthe recordstraight.

We alsoreceivedcorrespondence—don'tbelievewe gottheletter
—from JulieDi Lorenzo,who saidthatfalsestatementsreremade.

| am concernedWe've beenapproachingll our work in a very
particularway. I'm worried aboutturning this into a battlebetween
Mr. VaugharandMr. Balsillie, but | think Mr. Balsillie hasaright to
appearl alsothink thatJulieDi Lorenzo,if shesaidfalsestatements
weremadeduring thathearing,shouldbe allowedto speakaswell.

We just needto find a formatto makeit work so that they can
presentandwe cangetto this andthenmoveon.

® (1650)
The Chair: Yes, I'll speakto this.

The letter was receivedby the chair, and | believe we're just
waiting for it to be translatedMike hasjust saidit shouldbe ready
by tomorrowafternoon.

Furtherto that, we haveinvited Mr. Balsillie to come back to
speakto the committee He's not able to come Thursday,so we're
looking for a date when he is able to come back. Based on
conversationshavehadwith thevice-chairs| cansaythat'salready
beendone.

It's justtheletterto the committeethat'soutstandingandit will be
comingtomorrow.

Mr. Charlie Angus:There'salsoMs. Di Lorenzo,who | believe
may havebeenon the real estatecommitteeor hadsomethingo do
with WaterfrontToronto. She said she was getting her lawyer to
work with heron a letter,so | would like us to reachout to herin
termsof whetherwe will be gettingan official letteror if shewill
makea statement.

| wantclarity in termsof what happenedvith testimony.

The Chair: Yes, the chair can do that. I'll just make sure the
analystshavethatrequest.

Mr. Maxime-Olivier Thibodeau (Committee Researcher):
Sure.

The Chair: Perfect.

There is no presentationfrom the group, so we're right into
questions.

I'll give thefirst sevenminutesto Mr. Erskine-Smith.

Mr. NathanielErskine-SmithThanksto new witnessesandto
witnessesve'vehad before.

Specificallyfor CSE,asa startingpoint, I've reada previousthreat
assessmenHas anythingchangedsincethat threatassessmerhat
we shouldknow about?

Mr. André Boucher{AssistanDeputy Minister, Operations,
CanadianCentrefor Cyber SecurityCommunication8ecurity
Establishment):The publication of the update to the threat

assessmerns$ imminent.It's providing my teamthe time necessary
to alsobuild the adviceand guidancethat'sfocusedandtargetedo
the elementsof thatreport.I'd hateto pre-publishthe reporttoday,
but | would assureyou that we're not waiting for the report's
publicationto take action on the elementsof it that we're already
awareof.

By “imminent” publication,| meanprobablydays—weeksat the
most.

Mr. NathanielErskine-SmithThe ministersaidshewassitting
down with socialmediaplatforms.Fromthe securitysideof things,
how much do you work directly with social mediacompaniesto
ensurethat their platformsare not being hijacked?

Mr. André Boucher: From a cyber centre perspective,the
presenceof the ecosystem...arall companiesMy concernstarts
with theequipmentve all use the softwarethat'son thatequipment,
andthe way we interactwith thatequipmentin thosenetworks.

Frommy perspectivesocialmediacompaniesareoneelementof
thatcomplexecosystemandwe treatthemjustthe sameWe engage
with those companiesand have the same expectationsof their
practicesin cybersecuritymeasuresand of their behaviourand
response# the ecosystemThis is similarto whatothercompanies
would have,from the devicecompaniego the operatingsystemor
applicationgthatride on top.

Mr. Nathanie[Erskine-SmithWould you shareour committee's
concernswith respecto hateful content,inflammatorycontentand
contentthat incites violence,which stayson theseplatformsandis
not appropriatelydealtwith in a timely fashion?

Mr. André Boucher:lt is not the focus of the cyber centreto
analyzeor makecomment®n theinformationcarriedby computers,
emails or social media content,but we expectall companiesto
behaveas good Canadiarcitizensand be mindful of their presence
andtheir responsibilitiesn thatpresencén Canada.

To get away from social media for a second,if a software
companywasn'tbehavingas a good corporatecitizen, we would
havejust asmuchof an objectionwith them.

Mr. NathanielErskine-SmithSure.| alwaysfind it funny that
Facebooks reliantuponfreespeechl'm a greatdefendenof it andl
don't think peopleshould necessarilybe thrown in jail for saying
absurdjidiculousthings.However,the ideathatthey cansaythese
thingson the Faceboolplatformandnot havethemtakendownbegs
a questionasto whatcommunityFacebookactuallywantsto build.

With respecto hijackingalgorithmsspecifically,andlet's usethe
InternetResearchhgency as an example they'll havea numberof
notjustbotsbut peoplemanaginga numberof accountso amplify a
particular message.Often, it's a messageof disinformation or
misinformationIs that somethingyour organizationis seizedwith?
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® (1655)

Mr. André Boucher:We certainlystarta conversatiorwith, “I
expectall productsin my ecosystemto be of the best quality
possible,’so if we wereto observeor someonevasreportingto us
thattherewassomethinghot right with the softwareor thehardware,
would we investigateand try to get to the bottom of the story?
Absolutely, and we would absolutely do something with the
companyput there'salsoan opportunityin the foreignspacewhich
I'll let Dananswer.

Mr. Dan Rogers(Deputy Chief, SIGINT, Communications
SecurityEstablishmentfromtheforeignintelligenceperspective,
we're looking at foreign actorsoutsideof Canadaand what their
intentionsmight be toward CanadaOne of the thingswe cando to
help inform the cyber centre or help other elementsof the
Governmenbf Canaddao respondis to seethoseforeign actors.If
we canidentify whatbehaviourdhey'retaking—if we canseetheir
onlineinfrastructureor the typesof botnetsor techniqueghey may
be using—thatwill be an edgewe can provideto the cybercentre
andto otherpeoplein governmentvho, within their mandatescan
respond.

Mr. NathanielErskine-Smithis there anythingthe platforms
cando that they are not currentlydoing to combatthis problemof
hijackingalgorithms?

Mr. André Boucher:The informationwould cometo me from
thatteam We'veneverhesitatedo engagevith companiesdomestic
or foreign, regardingthe quality and behaviourof their devicesor
software We would do exactlythe samein this instance.

Mr. Nathaniel Erskine-Smith:I mentionedthe yellow vest
movementand| reada hatefulcommenthatwasan incitementto
violence.There are many, obviously, that you canfind acrossthe
Internetif you canbearto go to the commentssections.

We heard testimony from Michael Wernick that he was very
concernedabout violence in the upcoming election. Does it go
beyondthose sorts of online comments?Are there real, credible
threatassessmentand shouldwe be concernedhat thereis to be
violencein the upcomingelection?

Mr. Dan Rogers:Whatl| cansay,from the nationalsecurityand
foreignintelligenceperspectiveis that,althougha lot of whatwe've
talkedabouttodayis in the cyberspacegf coursewe look for threats
of all kinds thatmight be directedtoward Canadianswhetherthat's
terrorism cyber-attacksr othertypesof malignforeignactivity that
we mightseeperpetratedgainsiCanadar Canadiansin thatspace
thereareexistingmechanismsThis isn't a new challengefor us. If
we seethosetypesof things,we'll reportthem.CSIS theRCMPand
othershavethe mandateo investigatethosewithin Canadashould
they occur. The intelligencefunction that we and otherswill have
will providethemwith anyinformationwe see soif it comesupwe
will be vigilant andwe'll makesurethey havethatinformation.

Mr. NathanielErskine-SmithiMr. Sutherland) don't know if
you canspeakto Mr. Wernick'scommentand maybegive us a bit
moredetail. Is it basedon just social mediacommentaryand how
nastyit tendsto get or is therea real threatat issueherethat the
commentsverein relationto?

Mr. Allen Sutherland(AssistantSecretaryto the Cabinet,
Machinery of Governmentand Democratidnstitutions Privy
CouncilOffice): | think Mr. Wernickwasspeakingrom a personal

view. He startechis commentghatway. | would saythe worry that
he expresseds one broadly sharedby peoplewho look at issues
aroundsocialinclusion,not justin Canadabut aroundthe world.

Mr. NathanielErskine-SmithThelastquestionl would haveis
with respectto digital educationoutreachinitiatives. We know
there's$7 million. An openquestionis how effectivewe canbein a
shortperiod of time to educateCanadiansaboutmisinformationor
disinformation on the Internet. In the experienceof the CSE,
knowing that political actorslike ourselvesare a weak link, as it
were, do you think the funds would be betterspentto ensurethat
volunteerson our teams our riding associationandthoseinvolved
in campaignsincluding ourselvesare doing everythingwe canto
ensurewe'renot hackedand we'renot vulnerable?

Mr. AndréBoucher! will addressa bit of that. The $7 million
announcedare incrementafunds toward specificactivities.| think
we can'tlosesightof thefactthatwe'veactuallystarted...evehefore
thefirst “Cyber ThreatsTo Canada'®emocratidProcessteport,we
haveengagedvith all the participantswho werementionedn that
report. The ongoing activity of making people awareand talking
aboutpreventiorhasbeenongoingfor years,andthat'sa significant
investment.

The Chair: Thankyou.

Next up, for sevenminutes,is Mr. Kent.
®(1700)

Hon. PeterKent: Thanksagainto all of you for appearingagain
beforeus today.

Mr. Rogersand Mr. Boucher;you werelastwith us on October
18, | believe.

Oneof the questiond askedyou hadto do with how you would
handlesomethindike theBeyoncéplay in thelastfederalelectionin
the United States A Russianentity or individual createda fake fan
website for the well-known, popular star Beyoncé and attracted
millions of followers with simple celebrity gossip, information,
picturesandso forth. Then,a coupleof daysbeforethe actualvote,
this time bomb explodedwith all sortsof statementanddirections
apparentlyfrom Beyoncéwhich wereintended accordingo oneof
our previouswitnessesDr. Ben Scott,to discouragélack votersin
the United Statesfrom participatingin thatelection.

At the time, we talked theoretically.| don't want you to
compromiseor exposeprocedureandtactics,but | do wantto talk
about the capability of the intelligencecommunity and this new
panelto respondin the critical last few daysor evenfinal hours
beforean electionto somethingike the Beyonceéplay.

Mr. Dan Rogersi cantry to addresghe question.

Therearea coupleof elementdhat| might suggeshighlighting.
Oneof thoseis thatit's much easierto respondto somethingwhen
we havegoodinformationandintelligencecloserto thetime.As we
arecontinuingour work with the securityandintelligencethreatsto
electiongaskforce,CSIS,RCMP,CSEandGlobal Affairs will look
to find out whetherthereareforeign actorstrying to establishfake
accountsandtrying to passthis informationon.
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Hon. Peter Kent: Obviously, those who would attack the
electoralsystemare updatingtheir tacticsas we go along. They
couldvery easilyplanta badactorin Canadawith a legitimateweb
addres®r identity andcould carry out the samesortof thing within
Canada.

How would you detectthat?

Mr. Dan Rogers:It's a good question,and part of it is a
hypothetical Oneof thethings| cansayis, if we areto look at the
foreignendof that,if we canfind theintentions plansor anysortof
capabilitybeingcreatedo createthatsortof accountwithin Canada
and seethe foreign perspectivethat will give an edgeto the cyber
centreandotherelementsn CanadaThat'swhatwe areseekingto
do, and we're refining our intelligence collection. As you can
appreciate) can'tgetinto the specificsor the techniquesand the
toolsthatwe'll be using,but exactlyour taskbetweemow and2019
will be to refineour abilitiesto try to detectthingslike that.

Hon. Peter Kent: With regardsto the national cyber-threat
assessmer2018, given the contentsof thatassessmeméport,does
Canadain this election year actively considerRussiato be an
adversary?

Mr. AndréBoucher:The basisfor our analysisis a globaltrend
upwards in threatsto democraticinstitutions. We don't spend
inordinateamountsof time trying to attributewherethat behaviour
comesfrom. The resourcesve have we turn towards detecting,
finding solutionsand turning to preventionas early as possible.|
think it's importantto realize,andit's in our report,thatthesethreats
havebeenmounting,and Canadabeingthe key playerin the world
thatit is, is likely to be a targetof the samethreats.

Hon. Peter Kent: The Minister reiteratedthe government's
expectatiorthatit expectssocialmediacompaniedo takeconcrete
actionsto help safeguardhis fall's election. The membersof this
committeeon both sidesof the tablelack confidencein any of the
socialmediacompaniego do what they profess.As hasbeensaid
here today, their focus is on growing their businessplans and
profitability, not on protectingprivacy. We've heardthat from the
CanadianPrivacy Commissioner,the British Columbia privacy
commissionerthe U.K. privacy commissionerand any numberof
otherindividuals.The badfaith someof the socialmediacompanies
have demonstratedn appearingbefore us | think promptedthe
question:.why doesthe Minister haveto wait six monthswhenwe
have very little confidenceand expectationthat they will behave
better?

Il give an example.Last year when Mr. Chan first appeared
beforeus | askeda question.During the courseof our meetinga
viewer, a follower, emailed and asked about the Russianfalse
postingin Latvia, which usedold picturesof aninfamousCanadian
convictedmilitary officer wearingawoman'sikini. Themessagen
thatemailwarnedLatviansthat Canadiarsoldiersleadingthe battle
group taskforce in Latvia would attemptto encouragéhomosexu-
ality amongLatvians.Mr. Chansaidhe didn't know anythingabout
that. More than a month later my office communicatedvith him
again and said that the posting we talked about when he was at
committeewas still up. Although Mr. Chan, and certainly the
Faceboolemployeesvho werewatchingthe manymonitorsthathe
referencesopbviouslydid nothinguntil we promptedagaina month
later,threedayslaterit wastakendown.Again,do anyof you atthat

table really havethe confidencein the social media,that| believe
membersf thiscommitteedo nothave to preventhesortsof things
that we fear may well happenduring the electionprocess?

© (1705)

Mr. Allen Sutherland:l havea coupleof commentson that. |
think the Minister in her remarksstatedvery clearly that she has
expectation®f the socialmediacompaniesandthatthe discussions
areongoing.What| hearloudly andclearly from this committeeis
that you have expectationsof social media companiesand that
you'vebeendisappointedy whatyou'veseensofar andyou expect
more from them. That'sa messagéhat the Minister can certainly
takeawayandusein her subsequendiscussionsvith them.

The Chair: Thankyou.

Justbe really quick.

Hon. Peter Kent: The Minister mentionedelectionsin Europe
this year as well as in Canada,but she didn't mention the
recommendationsf this committeein a numberof reportsnow
that the Canadiangovernmentconsiderimplementingsomeof the
very real and tangible measureghat the EU broughtin with the
generaldataprotectionregulationin May of last yearthat goesfar
beyond. Canadais not anywhereclose to having the sorts of
protectionsof Canadiarprivacy thatthe Europeansavetoday.

Mr. AllenSutherlandi canassurgiou theMinisteris currenton
what'shappeningn the EU.

The Chair: Thankyou.

Next up for sevenminutesis Mr. Angus.

Mr. Charlie Angus:Thankyou very much,Mr. Chair.

We havelookedsomewhatt foreignoperatorsbut we havebeen
very focusedon the domesti¢hreatandthe easeof the manipulation
of theplatform.Fromanintelligenceperspectiveareyou seeingany
kind of rise in extremistlanguage,extremist groups, extremist
behaviourin political discussiorin Canada?

Mr. Dan Rogers:| cansayfrom CSE'spoint of view thatwe are
mandatedo look exclusivelyat foreignactorsoutsideof Canadaby
law, so that'swhere we focus exclusivelyour foreign intelligence
mandate,unlesswe're working at the requestof CSIS underour
assistancenandateWith that,| cansaythatthe threatswe'regoing
to seearegoingto bepublishedn the electoralcontextin thereport
that André mentionedearlier.

Mr. Charlie Angus:l guessthat'smy concern.You'relooking at
foreignthreatsyet we have Sonsof Odin andwe havepeoplewho
can'tgetdateswho hatewomenandcall themselveicels.We have
white nationalists We haveall mannerof people.We havepeople
believingin giantlizard conspiracie@ndthe flat earth.They'renot
foreignthreats but they aredominatingdomesticdiscussion.
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Ourfocushasbeentheability of this conversatiomomesticallyto
be upendedIf it's not comingfrom a foreign source,how are we
going to know that the domesticthreatis understoodis calculable
andthatwe canactuallycomeoutwith a credibleresponsevithoutit
unfairly impinging on people'sdemocraticrights to say whatever
they wantaboutpoliticians?

Mr. Dan Rogers: cancommenton that, too.

| should say that the SITE task force the minister mentioned
bringstogetherCSE,CSIS,RCMP and Global Affairs Canadaand,
of courseCSISandtheRCMPwill havethedomestianandatdo do
threatinvestigationswvithin their mandatesThat'sgoing to continue
betweemow and2019,andany threat-relatedctivity thatthey see
will be broughtto the forefrontfor consideration.

Mr. Charlie Angus:| have spokenup publicly defendingour
presentPrime Minister againstsomevery vile attacks,because
think we needto have a standardof conversationand when the
PrimeMinister doessomethingwe disagreewith, he shouldnot be
hangedHe'snot a traitor. He is democraticallyelectedandhe'sour
Prime Minister. | think we needto have that standardacrossthe
board.

| was | think very shockedwhen Michael Wernick, the Privy
Council chair, suggestedthat there's going to be a political
assassinatior:romanintelligenceperspectiveisn't that something
thatyou don't say publicly?

® (1710)

Mr. Dan Rogers:From my perspective] can'tcommenton the
overallviews of the clerk, but whatl cansayis thatfrom a national
securityperspectivave do coverthosesortsof threats.

| would alsojust addfor clarity thatit's certainlynot within our
role to decidewhat is true and false or what type of discourse
Canadianswould find appropriate.We're really focusedon the
foreignintelligenceand the nationalsecurityelementsof the issue.

Mr. Charlie Angus:Again, under“Guidanceto Officials” who
are giving testimonyfrom the Privy Council, we have, “Officials
must understandand respecttheir obligation...notto disclose
classifiedinformation or other confidencesof the Governmentto
those not authorizedto receive them.” | am concernedabout
someoneactually voicing a potential assassinationTo me, that
opens doors that should be closed.| would suggest,from the
intelligenceperspectivethatyou bring thatback,becausé think we
haveto be very carefulaboutthis conversation.

| guessmy frustrationhereis that we've seenthe ability of third
party actors—notforeign threats,but third party actors—within
Canadato upendelectionsby having really good datasetsWe've
talkedaboutdeepfakesby the useof falseinformation.Thatability
to respondto those operatorsis going to need really nimble
responseshut it seemsto me that you'remuchmorein termsof a
militarized focus, whereaswe're dealing with literally digital
gangsters.

What is the reassurancehasedon the work we've donein our
committee that the concernswe've raisedare actually being heard
and canbe addressedh a nimble, quick manner,ratherthan have
this electionupended?

Mr. AllenSutherlandPerhaps couldtalk aboutit a bit fromthe
critical electionincidentpublic protocolperspectivejust to saythat
for what determinesvhetherthe thresholdis reachedand whether
Canadianareinformedof somethingthe expectatioris that—and
think this is fair to say from the intelligenceperspective—it'snore
likely to comefrom a foreign source Thathasbeenthe pattern.

Whenwe look at Francewhenwe look atthe U.S.andwhenwe
look at the U.K., the pattern has been one of foreign actors
intervening, but the protocol is not limited to just foreign
interference.The key componentis an impact that affects the
conductof a free and fair election.If you are correctand thereis
somethinchappeningon the domesticsideof sucha magnitudethat
it impactstheconductof afreeandfair election thenit getscaptured
by the threshold.

Mr. Charlie Angus: | guess'm a little surprisedhatyou think
thatthe threatis foreignwhenwhatwe've seentime andtime again
with the 17 countrieswe dealt with—the domesticthreat of the
genocidein MyanmarwhereFacebookvaswarnedagainandagain
aboutthe extremistltanguageagainstthe RohingyaMuslims.

It did nothing about it; ignored it; has been condemned
internationally;still it hasnot really takensteps.

In Sri Lanka, we heard the same thing. In Brazil; we had
representativeom Brazil at the internationalcommitteewarning
us. In Nigeria, the ability to usethoseplatformsto spreachatewas
not foreign; it was domestic.In each case, Facebookfailed to
respond.

Forthe2019election,we'regearingup to fight a Cold Warwhen
whatwe really needto know is how to dealwith third party actors
who want to influenceelections—100votes here, blaming people
there,attackingimmigrantsover hereand doing it very effectively
through the manipulation of the algorithms to the Facebook
platform. That'sthe questionthat we wantto be reassurean, and
I'm not hearingthat.

Mr. Allen Sutherland:l appreciatethat, and perhapsl wasn't
very clear.It doesn'imatterthe sourcelf it impactsthe conductof a
free andfair election,it's capturedby the protocol.

Mr. CharlieAngusBut you'dhaveto bereallyonthat.WhatI'm
sayingandwhatwe'veseernis thatthis is doneby onevotehere,one
adthere,oneblackadhere,onecommenbn asitethere but patterns
startto emergeandthey'recomingfrom the samefew players.You'd
needto havea real understandingf how thoseplayersoperate.

® (1715)

Mr. AllenSutherlandi justwantto reassurgou ononepoint: it
can be a singleincident, the culminationof manyincidentsor the
accumulationl think that'sgettingat whatyou'rearguing.

Mr. Charlie Angus:Thankyou.

The Chair: Next up for sevenminutesis MonsieurPicard.
[Translation]

Mr. Michel Picard(Montarville,Lib.): Thankyou, Mr. Chair.

Oneof theaspectshathasnot yetbeendiscusseds the aftermath
of theattack.l will explain.



February26, 2019

ETHI-138

CAN.DOC.000036.001_HO004

17

Let's saythat, one day, we areinundatedwith a hugeamountof
hateful messageswe react effectively and, the next day, we
dismantlethose hateful messagedy making a correctionor by
posting a positive advertisementregardlessof the strategy.The
damageis alreadydone.We arein an environmentof freedomof
expressiowheresomethingsarea bit lesstangible.Sothedamage
is social,in a way.

Thereis an issuewhenit comesto systemattacksby hackers,
wherealgorithms,codesand managemendystemscan be attacked.
Evenif the attackhastakenplaceand,in a best-casecenarioyou
haveidentifiedit andreactedo it on thesameday,the systendatais
still compromisedCanthe compromiseahatureof databe repaired?

If not, and if attack on data or algorithms compromisedour
systemthe electionunderwaywould completelyloseits legitimacy.
As a result, the electoral processwould lose its legitimacy with
regardto this nextelection,in October.

Is thecompromisedhatureof dataandsystemsollowing anattack
maintained,or can it be guaranteedhat, after stepsare takento
remedythe situation,data or systemscan once again be trusted?
Otherwiseijt would beimpossibleto accepthe electionaslegaland
legitimate.

Mr. AndréBoucher: will providesomeanswers.

Whenanindividual noticesthattheir accounthasbeenhackedby
someoneand that wrong information has beendisseminatedthey
cango onourwebsitewherewe saywhatshouldbe donein hacking
casesOneof thefirst thingsto do is takebackcontrolandremove
the information.Dependingon the type of attack,that information
canbe removed.

Thequicknes®f interventionis importantasinformationspreads
like a wave.| think thatis what your commentwas about.| don't
think that wave canbe stoppedwith the currenttools.

[English]
Mr. MichelPicard:It's fair.
[Translation]

It's an attack on a reputation.If someonehacks my personal
account and puts unfounded things in it, that is a matter of
reputationput we aretalking aboutwords.

If someoneyetsinto the electiondatamanagemergystemfor an
attack,we arenolongertalking aboutreputatiorbeingat stake That
is real systemhacking.Data, the program the algorithmor theline
of codeis affected A compromisedine of codeputsinto question
theelection'degitimacy.Evenif we manageo block the signal,our
datathatis at the foundationof our electoralsystem'snanagement
hasjust beencompromised.

Is the compromisednature of data important enough for the
electionto be declarechull?

Mr. AndréBoucherThefirst answell gavewasin thecontextof
socialmediahacking.

Your secondquestion,if | understandcorrectly, is about the
hackingof electoralsystemsgorrect?

Mr. MichelPicard: Yes.

Mr. AndréBoucherit is importantto reassureis. We havebeen
working with ElectionsCanaddgfor a numberof yearsto implement
the necessarprotectionmeasure$o avoid thesetypesof incidents.
If someonés gettinginto our systemsthatactivity mustbe detected
assoonaspossibleto stopthe hacking.In the unlikely but possible
caseof the systembeing accessedwe mustbe ableto go backin
orderto identify the activity, closethe door, makebackupsandre-
establishthe information'sintegrity.

| think thework thathasbeendone,aswell asthepartnershi@and
the collaboration,must be recognizedl am very confidentin our
systemswhenit comesto the upcomingelection.

® (1720)

Mr. Michel Picard: So correcteddata can be said to have
integrity.

Mr. André BoucherAbsolutely.

Mr. MichelPicard:| now turnto Mr. Rogers.

Thisis a bit outsidemy areaof expertiseCana foreignsignalbe

convertednto alocal signalto go unnoticedandfly undertheradar?
| assumehatforeignsignalsdo notarrivein Canadawith anaccent.

Mr. Dan Rogers:Thankyou for the question.

| wantto beclear,sol will answerin English,if that'sokay with
you.

[English]
If 1 understanaorrectly,your questionis whethera foreignactor
cancomeinto Canadaandmasqueradasa CanadianTechnology—

Mr. MichelPicard:[/naudible—Editor]signal. SIGINT.

Mr. Dan Rogers:Yes.

The answeris that yes, technologydoesallow foreign actorsto
masqueradasCanadiaror otherwise Our intentionis to look at the
foreignactorandtry to find out whetherthey are attemptingto do
that, so that we can passinformationon to, for example the cyber

centre. Then they can put in defensivemeasuresor sharethat
informationwith otherswho may the victim of the act.

Mr. MichelPicard: Your duty is to look at foreignsignals.Is it
possiblefor you to notonly to stopthesignal,butto returnanattack
to destroythe source?

Mr. Dan Rogers:Under the current mandatefor CSE, our
authoritiesarelimited to intelligencecollection. Thereareprovisions
in Bill C-59,whichthe Senatds currentlyconsideringlf thatbill is
passedwe may havemoreauthoritiesin the future.

Mr. Michel Picard: That'swhatwe arewaiting for.
Mr. Dan Rogers:Yes.
Mr. MichelPicard: Thankyou.

The Chair: We haveaboutnine minutesleft, sowe'll be downto
aboutthreeminuteseach.

We'll goto Ms. Kusiefirst of all, for threeminutes.Thenwe'll go
to Mr. Erskine-SmitHor threeminutes.Thenwe'll be closeto done.

Ms. Kusie.
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Mrs. Stephanid&usie:Giventhe concernyou'veheardfrom this
side of the table today in regard to the non-partisanshipor
independencef the five individuals who comprisethe panelthat
will decidethe critical incident protocol trigger, | am asking for
assurancérom both Mr. Boucherand Mr. Sutherlandhat you will
do everythingpossiblein your poweras public servantgo support
the absolutedisclosureof equal and sharedinformation to all
political parties,please.

Mr. Allen Sutherlandi justwantto be preciself therewasan
eventthat passedhe threshold,it is an obligation that the Prime
Minister, the leadersof the oppositionpartiesand ElectionsCanada
be informed.| cangive you full assurancéhatthat'swhatwill take
place.lt will be the samebriefing to all actors.The decisionwould
have been made that the thresholdhad been passed.The Prime
Minister,theleaderof the oppositionpartyandElectionsCanadaare
notthedecidersThedecisionwill havebeenmade buttheywill be
informedequally.l cangive thatassurance.

Mrs. Stephaniusie:Thankyou, Mr. Sutherland.
[Translation]

Mr. Boucher,do you wantto comment?
[English]
Mr. AndréBoucher:Yes, absolutely.

There will likely be many more eventsthat do not passthe
threshold.The practiceof the cyber centrehas alwaysbeen—and
will continueto be—toinform thosewho areaffectedor potentially
affectedwhenwe detectincidentsor eventsof significance Unlike
thethresholdconversationoursis alwaysan unattributedconversa-
tion. It's aboutthe manifestatiorand giving the tools to thosewho
are or might be affectedto defendthemselvesor remediatethe
problem.

In our conversationwe would not be specificabout“Entity X is
having this issue.” We would just say that there'san entity in the
processhaving an issueand you can detectwhetheryou are also
havingtheissuewith thefollowing tips andindicators We'll provide
assistanc® helpresolvethoseissuesThat'swhatwould happenin
all circumstancebelow threshold.

Mrs. StephanieKusie: Mr. Rogers,you might be tired of me
talking aboutthis, but I'm a memberof the Trilateral Commission.
We werefortunateto go to Silicon Valley in Novemberto havean
overviewof a cybersecurityupdatewith someof the mostbrilliant
mindsin theworld. | felt thatperhapsnsteadof beingat Facebook
and Google,we shouldhavebeenat the main office of Fortnite.

| wantto hearyour commentsyery briefly, in termsof how you
find, engageand employ the absolutebestto secureour electoral
systems.

Mr. Dan Rogers: That'sa greatquestion thankyou.

We arerecruiting,so anyonewho'slisteningis welcometo send
througha resumé.
® (1725)

Mr. CharlieAngusForeverybodyaroundthistable,ethicsrules.
I'l comeafteryou.

Voices:Oh, oh!

Mr. Dan Rogersit is anexcellentpoint, becausé is challenging
to find thebestandthebrightesto comeandwork onourteam.lt is
somethingve takepridein doing. We makeextensiveuseof student
and other outreach programsacrossthe country to reach into
universitiesand bring in what we would considertruly exceptional
peopleto work on theseproblems.

The Chair: Thankyou.

Lastup is Mr. Erskine-SmitHor threeminutes.

Mr. NathanielErskine-Smitht haveonequestionthenl'll pass
it to Anita.

Whena numberof us werein Washingtonwe were speakingo
membersof Congreson this issue.One of the membersndicated
thatin their world, they take a red team-blugeamapproachwhere
their accountsare hacked,whetherby their political staffersor by
CongresspeoplethemselvesThere are attemptedhacksand then
they are told how they were hackedand how to preventthemin
future.

Are there any plans to hack us for the bettermentof our
democracy?

Voices:Oh, oh!
Mr. André Boucheri welcomethe invitation.

No. We do provide adviceto political parties.As you may have
heard,one of the measuresve use with campaignmanagersand
othersis a simulation.Phishingemailsare a good example.To this
day, phishingemailsremainthe mostprevalenthreatcomingto each
and every one of our inboxes. A campaignto give people an
awarenesef whatthatlookslike andhow to react,andthenthe post

Mr. NathanielErskine-Smitht sayit lessseriouslyput| would
encouragegyou to communicatevith your Americancounterpartsl
think it would be a worthwhileexerciséherein Canaddo implement
a simulationlike thaton a regularbasis.

Anita.
Ms. Anita Vandenbeld:Thankyou.

| wantto go backto the critical electionincidentpublic protocol.
Without that, what is the default? What is it right now? My
understandings that there would be absolutelyno informing of
political parties.Any one of the membersf that panelcould go to
the presson their own, without that processWorseyet, therecould
be an incidentand none of them make the public or the political
partiesaware.

Canyou tell me,without this, whatexistsright now?Whatwould
be the defaultright now if we didn't havethis in place?

Mr. Allen Sutherland: That's a very interesting question.
Thankfully, it's hypothetical.

In the absenceof a protocol during the writ period, | think
governmentofficials, indeed, ministers and the Prime Minister
would beputin anuntenableosition: Theywould haveto weighin
anddecidewhethersomethinghad passedhe threshold Obviously,
you would be stuckin a partisandilemmathere.

The Chair: Thankyou, all.
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| just haveone question It refersto the trip someof us madeto

Washingtorabouta yearanda half ago,to talk aboutEquifax.It was
still alarmingto me to find out that we're not regulatingour credit
bureausn our country.Thatsaid,thereasorthe Equifaxbreachwas
even discoveredwas that there was an overarchinggroup called
Homeland Security that actually warned Equifax of a potential
breach.They warnedthem severaltimes, but they did not respond
and did not fix it. That'swhat causedthe breachof 150 million
Americansand about19,000Canadiansgive or take,| guess.

Do we havea similar systemin Canada? would ratheryou not
answerif we don't. You cantell me later. Do you havea similar
process?

Whatconcernsneaboutthisis a statementhatMr. Rogersmade.
We have a mandateto investigateif they occur. My concernis
whetherthefire hasto belit for you to extinguishit, or whetheryou
actually take stepsto preventthe fire from occurringin the first
place.

Mr. Dan Rogersi et mejustcorrectonethingbeforel handit on
to André for a greatanswerWe investigateforeign actorsandtheir
intentionsto discoverthem, not simply if they are broughtto our
attention.| apologizeif | misspokethere.

I'll handit overto André.Oneof the benefitsof our systenis that
the intelligencecapacitywe bring to bearon the foreign signals
intelligencesidecanfind the activitiesof cyber-actorsThesecanbe
passeanto thecybercentresothatit canprovidethatsortof insight
anddetectionearly on.

The Chair: We haveabout30 secondsor so.

Mr. AndréBoucherThat'sagoodwarning,if you know meand
the microphone.

Thereally goodnewsthatMr. Rogersjust talkedabout—thefact
that we haveone joint team—isa strengthin Canadaan absolute
strength.

The equivalentof the HomelandSecurity,or DHS, in the U.S.
definitely existsin Canadaln fact, the cybercentreis whatyou will
find is the equivalentat DHS: CISA. They havea cyber-equivalent
cybercentre.Our practiceis very similar to that.

Hypothetically,Mr. Rogersand his teamdetectsomethingfrom
foreign spacehappeningo one of our constituentsandinform my
centre We would actuallygo out, reachoverto them,andof course,
for reputatiormndotherreasonswe'dstartwith a very discreet,'We
think you have this and you should do somethingabout it”.
However,if needbe andwe needto escalatewe would take more
public measures.

® (1730)
The Chair: [I'll finish with alastplug for whatour committees

going to be doing on May 28 here in this very room—the
internationalgrandcommittee meetingnumbertwo.

We metwith eightothercountriesplus Canadain Londonto talk
aboutthesevery issuesaboutforeignthreatsto our democracyetc.
We're going to be meetingin Canadathis time for the second
meeting Therewill bea similarinvitationlist, inviting the platforms
to appear.

Any advicethatyou havefor the committeewitnesseso pursue,
etc.,would be appreciated.

Thankyou for comingtodayto committee.

Havea good afternoon everybody.The meetingis adjourned.
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