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. 2020 WILL FOREVERBE KNOWNAS 'i'HE YEAROF COVID-1.9:$e yeérwhere_we expe‘riencédockdowns,
prai:ticednewbublic healthmeasuredpstlovedonesto acruel and'relentlessvi?us, andwitnessedhe world adaptto a
newnormal.Indeed the globalpandemichashadaprofoundimpacton justabouteverypartof our lives.Yet,despitethis
societaBtressCSISemain&vigilamtof nationalsecuritythreats poth old andnew,andcarriedout its missionto protect
Canadaand CanadiansWhile the world adjustedo a newpandemicenvironment,sotoo did threatactors.Like many
CanadiarbusinesseandorganizationsCSISpivotedby steppingout of the shadowso shinea brighterlight on threats
to Canada’s national security.

Thefluid and rapidly evolvingenvironmentcausedy COVID-19 hascreateda situationripe for exploitationby threat
actorsseekingo advanceheir own interests As Director, | amincredibly proud of the employeesf CSISwho worked
diligentlythroughout2020to ensurehat Canadiansverenot only protectedrom threatsto our nationalsecuritybut that
governmentindvulnerablesectorof the Canadiareconomyweremadeawareof increasedhreatstargetingour national
interests and prosperity.
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CAN.DOC.000036.001_HO016

Very earlyinto the pandemic CSISadopteda more visibleand proactivepublicrole than everbeforeby implementinga
Canada-wideutreachandengagemerihitiative focusedn academiaiesearclinstitutions,andprivatebusinesseis the
biopharmaceuticalife sciencesanddatasciencesectorsvho wereworkingon COVID-19vaccineresearchLateron, as
the pandemicevolved CSISgavesimilar briefingsto supplychainassociationand otherrelatedindustry groupson the
risksassociatedith logisticssupplynetworks Boththeseoutreachactivitieswereconductedo complemenbtherefforts
in support of the Government of Canada’s overall pandemic response.

In 20200ur world becameincreasinglyinterconnectedwith many Canadiansworking from home, presentingmore
opportunitiesthan everfor cyber-actordo conductmaliciousonline threatactivity. Moreover,we observecow online
platformswereusedby violentextremistgo continuethe spreadof harmful beliefs jncludingxenophobicanti-authority
narratives as well as conspiracy theories about the pandemic, in an attempt to rationalize and justify violence.

Similarly,in 2020,CSISobservedespionagand foreign interferenceactivity at levelsnot seensincethe Cold War. In
short, the key national securitythreatsfacing Canadanamelyviolent extremism foreign interference espionagand
malicious cyber activity, accelerated, evolved and in many ways became much more serious for Canadians.

While fulfilling our missionto protect Canadafrom threatsto our national security,a FederalCourt decisionraised
concernsaboutcertain CSlSoperationalactivitiesaswell aswith CSIS'duty of candourobligationsto the Court. To
be clear,CSIS’sespectfor the rule of law is the foundation from which the organizationleadsour activities.While
the National SecurityAct 2017addressedhe Court’sconcernsaboutoperationalactivities,CSIShastakena numberof
concreteactionsto addresgoncernselatedto its duty of candourThoseconcreteactionsinclude:acommissionedeview
of CSIS’sluty of candourobligationsthe creationof adedicatedffiantunit to ensuredisclosurenbligationsto the Court
areunderstoodand met, new and extensivedraining for employeesand a Public Safety-CSI&ooperationFramework
with the goal of ensuringgreatertransparencyand accountabilityto implementan updatedMinisterial Direction for
Accountability.

Whenthe CSISAct wasdraftedin 1984 telephoneébooksand alligatorclips on phonelineswereamongthe toolsused
to identify threatactorsand collectinformation. Information wasstoredin silos.Theprivatesectorwasnot a partnerin

nationalsecurity.Clearlythe world todayis much different. Themechanismshat wereappropriate37 yearsagoareno
longersuitablein aworld that is now digital by defaultand whereinformation volumeandtransitof thatinformation is
accelerating exponentially every day.
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CSISwill alwayschampiona sophisticatednd maturediscussioron nationalsecurityissuesespeciallfhosegrounded
in aCanadiarcontext.In today’sdynamicthreatenvironmentgovernmentgivil societyandthe privatesectomustwork
togetherto protectour nationalinterests As a matterof course CSISwill continueto reviewandassests authoritiesto
address the national security threats and privacy expectations of Canadians both today and in the future.

CSlISelieson the trust and confidenceof Canadiando performits duties.Partof that trust stemsfrom reassurancthat
CSlISunderstandsand reflectsall communitieswithin CanadaWhile our work to end systemiaacismand makeour
workplacemoreinclusiveanddiversemustcontinueandgrow, | am proud of the significantstridesCSIShasmadeand
the organization’s collective resolve to do better. CSIS must represent all the communities it protects.

My focusasDirector, especiallyduring this pandemichasbeento ensurethat all of our employeesvork in a healthy,
safeandrespectfuenvironment.Givenour uniquemandatethis meantthat whenmuch of the world movedto working

from home,CSISemployeesontinuedtheir critical missionin awaythat respectedhe needto protectthe mostclosely-
guardedinformation in the country. While COVID-19 presentedhew challengesvhich required the organizationto

adapt,| am gratefulto everysingleemployeefor the personaland professionatiedicationthat they continueto bring

to our mission.Thepeopleof CSISarewhat makethe organizationa world-leadingand respectedecurityintelligence

service. Their devoted efforts throughout 2020 have instilled me with great pride. Canadians can and should be proud.

While 2020changedmanythings,CSIS’'snandateemainedthe sameWe will neverstopin our pursuitto keepCanada
and Canadians safe — and do so in a way that upholds the trust Canadians place in us.

/ﬁfﬁﬁf & ﬂéﬁ <EET
‘{L
DAVID VIGNEAULT
DIRECTOR, CANADIAN SECURITY INTELLIGENCE SERVICE
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COREANDATE

Investigate activities

: ) Advise the . pleleREl
suspected of o ent of measures to reduce , -

constituting threats to o — threats to the
the security of Canada ' : se'_curit§/ of Canada

_ <

ACCOUNTABILITY

* Canadian Public

* Minister of Public Safety and Emergency Preparedness
* Federal Court

* Attorney General of Canada

* National Security and Intelligence Review Agency

* Intelligence Commissioner

* National Security and Intelligence Committee of Parliamentarians
* Auditor General

* Privacy Commissioner

* Information Commissioner

* Commissioner of Official Languages
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PARTNERSHIPS "
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with\domestic pa _ I,I'I with foreign partners in
\ . . . o 150 countries-and territories
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Investigate activities suspected of constituting threats to the security of Canada and
L 4
R @ . report on these to the Government of Canada.

Take measures to reduce threats if there are reasonable grounds to believe the activity
constitutes a threat to the security of Canada.

RALLFR
“
. .
‘appast
[ ]

* Provide security assessments on individuals who require access to classified
information or sensitive sites within the Government of Canada.

* Provide security advice relevant to the exercise of the Citizenship Act or the
Immigration and Refugee Protection Act.

* Conduct foreign intelligence collection within Canada at the request of the Minister
of Foreign Affairs or the Minister of National Defence.

CSISPUBLIC REPORT2020 13
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FINANCIAL REPORTING

DEPARTMENTAL RESULTS “

[ - = =

CSIS obtains relevant CSIS intelligence informs CSIS threat reduction The assessments of the
information and government decisions and measures diminish threats Integrated Terrorism %
intelligence to carry actions relating to Canada's to the security and safety Assessment Centre inform
out its national security and national interests. of Canada and Canadians. the Government of Canada's
security activities. decisions and actions

relating to the terrorism threat.

PROGRAM INVENTORY

[ = - » —& -
Operational Regional Operations Intelligence Security Integrated
Program Collection Enablement Assessment and Screening Terrorism
Management Dissemination Assessment
Centre
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COVIDAYTREMROHATIVE

AsCanadiamresearchemndbusinessesdaptedndinnovated
to respondto the COVID-19 pandemicsotoo did various
threat actors— particularly thosefrom abroad.Canada’s
researchbiopharmaceuticahnd life sciencesectorswhile

alreadyof interestto foreignthreatactorspbecamesvenmore

valuabletargetsasthe world racedto developa vaccine,
therapeuticsandothermeasureto combatCOVID-19.The

vulnerabilitiesof theseorganizationso espionagandforeign

interferencevereexacerbatetly remotework andincreased
public visibility of their efforts.CSISandits alliesnoteda

sharpincreasen both the scopeand scaleof hostilethreat

actors’ activities targeting these sectors.

While CSIShaslong engagedavith academiaand hasbeen
advisingthe Canadiarnpublic aboutthreatsto our national
securityfor manyyearsthehigh stakesnvolvedin protecting
Canadabiopharmaceuticandlife sciencesectorduring

the pandemided CSISto takea more visibleand proactive
engagememblethaneverbeforeAt theonsebfthepandemic,

CSISinitiated a Canada-wideoutreachand engagement

initiative focusedon academiaresearchinstitutions, and
private sectorcompaniesin the biopharmaceuticalife
sciencesanddatasciencesectorsA public statementbout
this outreachwasissuedointly with the Communications
Security Establishment{CSE)on May 14,2020warning
Canadianabouttheincreasedisk of foreigninterferencand
espionagesimilarly,on Septembet4,2020 the Minister of
Public Safetyand EmergencyPreparedness\inister of
Innovation,SciencandIndustryandthe Minister of Health
released joint-statementadvisingCanadiarhealthorgani-
zations governmenfpartnersandindustry stakeholderso

18 CSISPUBLIC REPORT2020
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remainvigilantof cyberthreatsaswellasforeigninterference
andespionagtargetingheirinstitutionsandimportantwork.

In orderto reachalargenumberof organizations—andwith
thenecessargpeed—during thepandemicCSISeveraged
allavailableoolsto briefstakeholderd.argevirtual briefings
wereofferedto the academi@andresearckicommunity,with
complementaryhreatbriefingsprovidedin severainstances
by CS1Sndthe CanadiarCentrefor CyberSecurityln order
to reachevenwider audiencesCSISprovidedbriefingsto
large organizations,including the CanadianChamber of
Commerceand amplifiedtheseeffortsonline and through
the media.Thesébriefingsprovidedstakeholdersvith clear
informationaboutthethreatandpossiblémpactof espionage
andforeigninterferencentheirworkaswellasthestepshey
shouldtaketo protecthemselve3o conveyhisinformation,
CSISubliclyintroducedheFourGate®f EconomiSecurity
frameworkto explainhowforeigninterferencandespionage
presenteconomicsecurity risks including what could be
targeted and how threat activity may occur.

Threatactorsmaytry to accessaluablenformation through
the four gates:1) imports and exports;2) investments;
3)knowledgeand4)licenced-orexampleCanadiammports
andexportsof medicakuppliemndprotectiveequipmentre
crucialto keepCanadiansafe andpresentonegatethreat
actorgnaytry to access$nvestingn abusinessanbeanother
wayto obtainacces anorganization'sntellectualproperty
or specializedesearctand developmentegardingvaccines
and newtechnologiesCanadianinnovation, researchand
intellectuabropertycouldbethetargetof foreignintelligence
operationsto gainacces$o knowledgeand sensitivedata,
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includingby cyber-attacksspiesandinsiderthreats.Threat As the focusmovedfrom the developmenbf vaccinesand

actorsmayevenexploitpatentsrights,andotherlicensedo therapeuticéo thedeliveryanddistributionof vaccinesC SIS

illicitly gainacces$ medicinestechnologiesprintellectual pivotedto reachCanada'supply chain sectorand other

property. Threatactorsmaytry to accessll four gatesput relevantstakeholdersinvolved in the manufacturing,

they only need to exploit one to cause serious harm.  distribution, and supplyof COVID-19 vaccinesand other
critical supplies.

/
\| THEOUBATESECONOSECURITY
‘®Threat actors maystry to.access valuable information through the four gates: # o
. 5 ®
OSEMMWMWM® Threat actors may simply try W® Threat actors use a ran'ée of

to purchase sensitive techpology from inancial arrangements (e.g., forergn direct

Canadian companies or researchers, . rnvestment joint ventures) through which
. either for immediate deploymeng or in order y can gain access to Canadian technologies

to try to reverse engineer it themgselves. and know- how Through these investments,

Harm to Canada’s national security and reat actors gain new capabilities and Canada
economic prosperity (future sales/rese Ioses out on fufure economic opportunltles
may then occur as a result of the unau [
. onward sharing of the technology. v
Gates
. nomlc
OEMWMWMW® Threat actors have eCU”ty OMMWMWMWM® Threat actors may seek privileged
previously used both technical a access to technology or intellectual property
intelligence operations in order to through licenses and rights which can be
intellectual property or gain the access req abused to gain new capabilities and rob Canadia
to achieve their objectives. Examplesginclude: entities of the economic benefits of their work.
cyberespionage, insider threat activity within Examples include: patents; rights to deliver a
Canadian companies, collaboration agreements service; or permission to enter Canada. Often the
and co-opted individuals (e.g., talent programs) licenses are not the objective themselves, but rat
. the means to the threat actor’s ultimate goal.

N
,
L
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In total, CSIScontactednorethan225entitiesacros€Canada
andbriefedat least2000Canadiarstakeholderduring the
COVID-19 pandemian 2020.As the pandemiamovesinto
newcriticalphasethrough2021 CSISwill continueto engage
vulnerableCanadiansectorsto ensurethey are awareof
the threatsof espionagand foreigninterferencdargeting
their innovation andintellectualproperty. Thiswill allow
them to take proactive stepsto mitigate thesethreats,
protectingtheir work aswell asCanada'®conomicsecurity
and future prosperity.

CSISUPPORTHEOVERNNEDANADA'S
PANDERESPONSE

FromtheoutsebfthepandemicCSISnonitoredandadvised
the Governmentof Canadaon threatactors’exploitationof
thespreaaf COVID-19for geo-strategipurposesncluding
activitieghatconstitutegotentialthreatso Canada'sational
responséo the pandemicCSIS’supportto thegovernment’s
pandemicresponseeffortsincludedthe distribution of un-
classifiedndclassifiedntelligencereportsto providesenior
decision-makersvith up-to-datesituationalawarenesand
to alert partners to specific national security threats.

Asthepandemiprogresse€,SISwill continueto beatrusted
sourceof advicefor governmentpartners,including Public
ServiceandProcuremen€anadathe PublicHealthAgency

of CanadaHealthCanadaandthe CanadiarArmed Forces

on vaccineprocurementogistics,and other effortsby the
Governmentof CanadaCSISwill continueto work closely
with the othermembersf Canada'securityandintelligence
community,aswellasalliedpartnersfo helpprotectCanada’s
pandemic response from potential national security threats.

20 CSISPUBLIC REPORT2020
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ESPIONASEOREIGNERFERENCE

As a corepart of its mandate CSISinvestigatesind advises
the Governmentof Canadaon threatsposedby espionage
andforeigninfluenceactivities. The CSISAct definedoreign
influenceactivitiesthat are “detrimental to the interestsof
Canadaandareclandestiner deceptiveor involveathreat
to anyperson.Thesactivitiesarealsocommonlyreferredto
asforeigninterferenceand arealmostalwaysconductedo
further theinterestsof aforeigncountryusingboth stateand
non-statentitiesincludingstateproxiesandco-opteed hese
activitiesaredirectedat Canadiarentitiesboth insideand

CAN.DOC.000036.001_HO016

the People’sRepublicof China and Russiaalsotarget
non-governmentalorganizationsin Canada— including
academidnstitutions, the private sector,and civil society.
In 2020,the People’RRepublicof China, Russiaand other
foreignstategontinuedo covertlygathepolitical,economic,
andmilitary informationin Canadahroughtargetedhreat
activitiesin supportof their own statedevelopmengoals.
To accomplishthis, thesestatestake advantageof the
collaborative,transparent,and open nature of Canada’s
government,economyand society, often using “non-
traditionalcollectors'includingthosewith little to noformal
intelligencetraining — suchasresearchergrivateentities,

outside of Canada, and directly threaten national securityandotherthird parties—to collectinformationandexpertise

In the midst of the COVID-19 pandemic,espionageand
foreigninterferencehreatscontinueto persistand,in some
areasareincreasing.Canadasadvancedand competitive
economyandits closeeconomicand strategigpartnership
with the United Statesmakest anongoingtargetof hostile
foreign stateactivities.Similarly, Canada'effortsto protect
andenhancéheinternationatules-basesystenandto work
with key partnerson significantforeign policy issuesof
concern,aswell asits statusasa founding memberof the
North Atlantic TreatyOrganization(NATO) andits partici-
pationin anumberof bilateralandmultilateraldefenceand
tradeagreementsnakest anattractivetargetfor espionage
and foreign interference.

Canadianinterestscanbe damagedy espionageactivities
through the lossof sensitiveand proprietaryinformation or
leading-edgeechnologies.and through the unautho-
rized disclosureof classifiedand sensitivegovernment
information. While federal provincial,andmunicipallevels
of Canadiargovernmenéreofinterestforeignstatesuchas

22 CSISPUBLIC REPORT2020

of value on behalf of the state.

Foreigngovernmentalsocontinueto usetheir stateresources
and their relationshipswith private entitiesto conduct
clandestinedeceptiveor threateningforeigninterference
activitiesn Canadaln manycasegheseclandestinénfluence
operationsaremeantto supportforeignpolitical agendasr
to deceptivelyinfluence Governmentof Canadapolicies,
officials,or democratigprocesseg\n exampleof significant
concerrareactivitiedythreatactorsaffiliatedwith thePeople’s
Republicof Chinathat seekto leverageand exploitcritical
freedomsthat are otherwiseprotectedby Canadiansociety
andthe Governmentn orderto furtherthepoliticalinterests
of the Communist Party of China.

Foreignpowershaveattemptedto covertly monitor and
intimidate variousCanadiancommunitiesin order to fulfil
their strategicand economicobjectivesVWhen engagingn
suchactivities foreignstatesargetmembersof vulnerable
communitiesandgroupswhooftenlackthemeando protect
themselvesThesecommunitiesoftenfearstate-backedr
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state-linkedetribution targetingooththemselveandpossibly March2020in aneffortto blamethe Westfor the COVID-19
their lovedonesin Canadaandabroad When community pandemicThisis partofabroadercampaigrio discreditand
groups in Canadaare subjectedto such harassment, creatalivisionsin the WestpromoteRussiasfluenceabroad,
manipulationorintimidation by foreignstatedhatareeither and push for an end to Western sanctions.

seekingo gathersupportor mutecriticism of their policies,

theseactivitiesconstituteathreatto Canada'sovereigntand  CSISwill continueto investigateandidentify the threatsthat
to the safetyof Canadians Furthermore, by aggressively espionagandforeigninterferenceposeto Canada'mational
conductinguchactivitiesforeignactorshaveshowndisregard interestsandwill workcloselywith domesti@ndinternational

for Canadiargovernmentnstitutionsandtheir mandateso
keep Canada and Canadians safe.

On 8 January2020the UkrainelnternationalAirlinesFlight

partners to address them.

Protecting Democratic Institutions

PS752vasshotdownnearTehrankilling all 176passengersDemocraticinstitutions and processearound the world,

and crew onboard,including 55 Canadiancitizensand
30 CanadiarpermanentesidentsSincethen,CSIShassup
portedGovernmenbf Canadanitiativeson this priority file.
Therearecrediblereportsof severaCanada-baseglativeof
Flight PS75%ictims havingexperiencedarassmenénd
intimidationfrom threatactordinkedto proxiesofthelslamic
Republioflran.Thisactivitymayconstitutéoreigrinterference.

While foreigninterferenceconductedy hostilestateactors
andtheir proxiesmostoften occursin the form of human
interaction,the manipulativeactivitiesof foreignentitieson
arangeof online socialmediaplatformsareincreasinglyof
concern Most recently,suchstate-sponsorechanipulation,
including through disinformation,hassoughtto reshapeor
underminecertainnarrativego sowdoubtaboutthe origins
ofthecoronavirusndpandemiaswellasthemeansequired
to counterit; discreditdemocraticresponseto COVID-19
while castingtheir own responsesssuperior;and erode
confidencén Canada'saluesof democracandhumanrights.
Russiaand RussiarintelligenceServicefave for example,
beenactivelyengagedn disinformation campaignssince

including electionshaveincreasinglypecomehe targetsof
foreignthreat actors.Canada'sole asa middle powerwith
the ability to influence like-minded allies and liberal
multilateralinstitutionsmakests democratignstitutionsand
processean especiallyattractivetarget.Although Canada’s
electorabkystemis strong,threatactorshavesoughtto target
its politicians,political parties,electionsand mediaoutlets
in orderto manipulatehe Canadiarpublicandinterferewith
CanadaslemocracyCertainstatesnay seekto manipulate
and misuseCanada®lectoralsystemto further their own
nationalinterestspthersmay seekto discreditkeyfacetsof
Canada'slemocratidnstitutionsto reducepublicconfidence
in the democratic system.

Among the safeguardgut in placeto protect Canada’s
democracyndelectionsvasthe creationof the Securityand
Intelligencel hreatdo Election(SITE)TaskForceAsanactive
partnerin SITECSISvorkscloselywith theCommunications
SecurityEstablishmenfCSE)the RoyalCanadiarMounted
PolicelRCMP),GlobalAffairsCanadd GAC),andthe Privy
CouncilOffice(PCO)to sharenformationonelectiorsecurity.
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Economic Security

Prior to 2020 ,the useof economicactivitiesby hostilestate
actordo harmCanadasationalsecurityinterestsvasalready
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CYBHRREATS

Cyber-espionageyber-sabotageyber-foreiginfluenceand

apriority for CSISTheCOVID-19pandemicasaccelerated cyber-terrorismposesignificantthreatsto Canada'siational

theseefforts. Throughout2020,and especiallysinceMarch,
foreignthreatactors—includinghostileintelligenceservices
andthoseworking on their behalf— havesoughtto exploit
the socialandeconomiaconditionscreatedy the pandemic
to gathewaluablepolitical,economiccommerciakacademic,
scientific,and military information. Moreover,thesethreat
actorsengagedn covert, deceptiveforeign interference
activitiedo advancéheirownpre-pandemistrategidnterests.
Thesehreatsofteninvolvetraditional and non-traditional
methods of intelligencecollection, including human or
cyber-espionadereigninvestmentmnanipulatiorofimports
and exports,exploitationof licencesandrights, and attacks
on knowledge such as academic espionage.

CSISontinuedo collectintelligenceandadvisegovernment
partneronthreatdo Canadasationalsecurityandprosperity
interests.For example,in April 2020the Governmentof
Canadaissuedits Policy Statemenbn Foreigninvestment
Reviewand COVID-19,which committedto ensuringthat
inboundinvestmentluringthepandemiavouldnotintroduce
newrisksto Canadasconomynationalsecurityprthehealth
andsafetyof CanadiansCSISplayedakeyrolein providing
additionalnationalsecurityscrutiny to investmentselated
to public healthor the supplyof critical goodsandservices,
aswellasenhancedcrutiny of anyinvestmentsy, or under
theinfluenceof, foreigngovernmentsl hesenhanceeafforts
areexpectedo continueuntil theeconomyecoversrom the
effects of the COVID-19 pandemic.

24 CSISPUBLIC REPORT2020

securityitsinterestandits economistabilityCanadaemains
atargetfor maliciouscyberactivitiesand a platform from

which hostileactorsattemptcomputemetworkoperations
(CNOs)againstentitiesin othercountries.Theincreasing
interconnectednessf the world presentscyberactorswith

more opportunitiesthan everto conductmaliciousactivity.
Thedramaticrise of individuals working from lesssecure
homeofficeenvironmentsdueto the pandemicsignificantly
increasetherisk of sensitivénformationandnetworksbeing
exposed to malicious cyber activity.

Cyberactorsconductmaliciousactivitiesto advanceheir
political,economicmilitary, securityandideologicainterests.
Theyseeko compromisdoth governmenandprivatesector
computersystemspy manipulatingtheir usersor exploiting
securityvulnerabilitiesNewandemergindechnologiesuch
asartificialintelligenceofferthreatactorspotentialnewways
to compromisecomputersystemsState-sponsoredyber
threatactorsuseCNOsto stealintellectualpropertyor trade
secretspr to achievegeopolitical objectivesthrough the
disruption of critical infrastructure and vital services,
interferencewith elections,or to conductdisinformation
campaigndn 2020acyberespionaggrouplinkedto Russian
intelligenceservicesconductedCNOs directed towards
CanadianBritish, and American-basedrganizationghat
wereinvolvedin COVID-19 responsend recoveryefforts.
Thesenaliciousyberactivitiesverebelievedo beanattempt
to stealinformation andintellectualproperty relatedto the
developmenandtestingof COVID-19 vaccinesOf similar
concern,non-stateactors,including terrorist groups,have



CAN.DOC.000036.001_HO016

alsoattemptedo conductCNOsto further their ideological COUNHEOLIFERATION

objectives,such as recruiting supporters,spreading

propaganda,or encouragingviolence againstspecific Severaforeign statescontinue their clandestineefforts to

individuals or groups. procure a rangeof sensitive,restricted, and dual-use
technologiesand goodsin CanadaTheseechnologiesand

Threatactorshavealsocompromisedthird-party vendor goodscanbeusedto developwveaponsof massdestruction

softwareor equipmeniin orderto conductcyber-operations (WMD) programs and associated delivery vehicles.

againsthatvendor'<lientsIn 2020 a state-sponsoreciyber

threatactormodified an updatemechanisnfor a popular In August2020,evidencendicatesthat Russiarstatethreat

brand of network managemensoftwarewhich allowedthe actorsuseda nerveagentof the Novichokgroupto poison

actorto gaincovertacces$o thousandsof governmentand leadingRussiamppositiorfigure AlexeiNavalnyThisattack

privatesectometworksaroundthe world. Theeffectof this contravenedinternational norms prohibiting the useof

kind of attack is profound. chemicalweaponsand wasstrongly condemnedby the
Governmenbf Canadal heevenisalsoparticularlytroubling

Canada’sNational CyberSecurityStrategwiewscyber- asit representanotherinstanceof Russiarstateactorsusing

securityasanessentiatlemeniof Canadiarinnovationand chemical weapons to stifle dissent.

prosperityCSI®laysanactiverolein shapingandsustaining

our nation'scybermresilienceéhroughcollaborativeactionwith

partnersto respondto evolvingthreatsof maliciouscyber

activity. While CSIS,the Communications Security

Establishmen{CSE)the RoyalCanadianMounted Police

(RCMP),and otherkeygovernmenpartnershavedistinct

andseparatenandatesheyshareacommongoalof keeping

CanadaCanadiansand Canadianinterestssafeand secure

online.ln today’gylobalthreatenvironmentnationalsecurity

—includingcybersecurity— mustbea collaborativesffort.

In respondingo cyberthreats CSIScarriesoutinvestigations

into cyberattacksto national securityasoutlined in the

CSISAct.ByinvestigatingnaliciousCNOs,CSIScanuncover

cluesthat help profile cyberthreatactors,understandheir

methodsandtechniquesdentifytheirtargetofinterestand

advise the Government of Canada accordingly.

CSISPUBLIC REPORT2020 25



= ":éolojoji‘.@l_}j"I';\'/lbti':'\'/ate?_ VioIt Extremism (IMVE)

 ANTI-AUTHORITY VIOLENCE
“Anti- Gov"ernment/
La_w Enforcement—wolence
Ahart‘:hlst violence I:*“;

--'_';I :f; =:::'

XENOPHOBIC VOLEN
Racially-motivated viole
Ethno-Nationalist violeg

GENDER-DRIVEN VI
Violent misogyny (including |
Anti-LGBTQ violence

CAN.DOC.000036.001_HO016

(BT ER GRIEVANCE DRIVEN,
-:;‘AND IDEOJ..OGJCAT_LY 2

IDEOLOGIGRLTNAVED ERXTREMIS thludingbooks,videospnlinediscussionandconversations.

Since2014 Canadiansnotivatedn wholeor in partby their
extremistdeologicaViewshavekilled 21peopleandwounded
40otherson Canadiarsoil—morethanreligiouslymotivated
violent extremism(RMVE) or politically motivatedviolent
extremism(PMVE). In early2020 for examplea Canadian
minor motivatedby theinvoluntarycelibatgIncel)ideology
waschargedindertheterrorismprovision®fthe CriminalCode

Proponentsof ideologicallymotivatedviolent extremism
(IMVE) aredriven by arangeof influencesratherthan a
singularbeliefsystemIMVE radicalizationis more often
causedy acombinationof ideasandgrievancesesultingin

Theresultingworldviewoften centreson the willingnessto
incite,enableor mobilizeto violence Thesendividualsand
cellsoftenactwithoutaclearaffiliationto aspecifiorganized
group or externalguidanceput areneverthelesshapedy
hatefulvoicesandmessageslinethatnormalizeandadvocate
violence.

TheCOVID-19 pandemichasexacerbatedenophobicand
anti-authority narratives,many of which may directly or
indirectly impact national securityconsiderationsViolent
extremistscontinueto exploitthe pandemicby amplifying
falseinformation aboutgovernmenimeasureandthevirus
itselfontheinternet SomeviolentextremistsiewCOVID-19

apersonalizedorldviewthatisinspiredbyavarietyof sources asarealbut welcomecrisisthat could hasterthe collapseof
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WesterrsocietyOtherviolentextremisentitieshaveadopted
conspiracytheoriesaboutthe pandemicin an attemptto
rationalize and justify violence.Thesenarrativeshave
contributedto effortsto underminetrust in the integrity of
governmentand confidencein scientificexpertise While
aspectsf conspiracyheoryrhetoricarealegitimateexercise
in freeexpressiomnlinerhetoricthatisincreasinglyiolent
and callsfor the arrestand executionof specifiandividuals
is of increasing concern.

In 2020,CSIShasassessetthat threat narrativeswithin the
IMVE spacdraveevolvedvith unprecedentechultiplicity and
fluidity. BroadlyspeakingIMVE conspiracyheoriesareoften
influencedby decentralizednline trendsandcommunitiesof
extremistinfluencersvho interpretlocal,nationalandinter-
nationaleventghrougharadicallens.Thesdroademarratives
areoftenindividualized by extremistsand areimpactedby
perceivedconcerngegardingeconomiovell-being safetyand

CAN.DOC.000036.001_HO016

While therewereno RMVEinspiredattackghatoccurredin
Canadauring 2020 the threatremainsastheseattackscan
beplannedandexecuteagwiftly with little warning.RMVE-
inspired attackstend to be low in sophistication,and can
involvefirearmsor anotherdevice weaponpr tool that can
causanaximumdamagen a crowdedpublic venue CSIS
assessdbat the COVID-19 pandemichasnot disrupted
online RMVE narrativesIn fact,asaresultof individuals
spendingnoretime onlineandthereforgpotentiallybecoming
more exposedto online messagingCSISassessethat
COVID-19 haspotentially increasedhe threat of RMVE
radicalization among certain threat actors.

CANADEEN'REMIBAVELLERS

TheGovernmenbf Canadacontinueso monitorandrespond
to the threat of Canadiarextremisttravellers(CETs).CETs

security, the COVID-19 pandemic or other special eventsare individuals who havea nexusto Canadathrough

POLITICMQYIVAVED ERXTREMISM

Politicallymotivatedviolentextremism(PMVE) encourages

the useof violenceto establismewpolitical systemsor new
structures and norms within existing systems.

RELIGIONVEYLMVAVED ERXTREMISM

citizenship,permanentresidency,or valid visaand are
suspectedf havingtravelledabroadto engageén terrorism-
relatedactivitiesCETsjncludingthoseabroacandthosevho

return, pose a wide range of security concerns for Canada.

Dueto theeffectsof the COVID-19 pandemicthe numberof
CETshasremainedrelativelystableover2020.CSISs aware
of CETswho havetravelledto Turkey,Syria,andlraq, aswell
asAfghanistanPakistanandpartsof North andEastAfrica.
Thesendividuals haveleft Canadato supportand facilitate
extremistactivitiesand,in somecasegdirectly participatein

Religiouslymotivatedviolentextremism(RMVE)encourages violenceSimilarlythenumberof individualswith anexusto

the useof violenceaspart of a spiritual struggleagainsta
perceivedmmoral systemFollowersbelievethat salvation
can only be achieved through violence.

Canadavhoengagedh extremistactivitiesabroadandhave
returned to Canada has also remained stable.
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Since2011,the conflict in Syriaand Iraq hasattracted
unprecedentednumbersof extremiststo fight overseas.
Howeversincethedeclineof the so-calledCaliphaten 2017,
many of theseindividualshavebeenkilled or arecurrently
beingdetainedin internally displacecdersongIDP) camps
or prisons.Roughlyhalf of the detaineesarewomenwith
children.Sinceheonsetof the globalCOVID-19 pandemic,
the movementof CETsin Turkey,Syria,andlraq hasbeen
curtailed due to enhanced border and travel restrictions.

Five Eyespartners,including the Australian Security
IntelligenceOrganisationhaverecentlynotedthat, for the
first time, an IdeologicallyMotivatedViolent Extremistwas
preventedfrom travelling offshoreto fight on a foreign
battlefielddueto passportancellatiorbasedon an adverse
securityassessmenthisexamplefurther demonstrateshe
complexityof extremisttravellersasthesethreatactorscan
transcendnultiple violentextremistgroupsandmovements.

CSISsawareof the serioughreatposedby CETswhoreturn
from conflict zonesTherangeof training and operational
experiencethey acquirewhile abroadand the unique
environmento whichtheyhavebeerexposednakeCETsan
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INTERNATIORRRORISM

Theal-Qaidanetworksufferedsignificanteadershifpossein
2020with the assassinationf its deputyleaderand the
eliminationof otherregionaleadersn theArabianPeninsula
(AQAP),IslamidviaghrelfAQIM), andHurrasad-Din(HAD).
Theconditionsof the February2020agreemenbetweerthe
United Stateandthe Talibanalsoplacerestrictionson al-Qaida
activityin AfghanistanDespitehe deathofthe AQIM emirin
June2020 al-Qaidaremainsresilientin WestAfrica where
affiliatesmaintaininfluencein centralandnorthern areasof
Mali. Frequentinternational military operationstargeting
al-Qaidaaffiliate,Al Shabaathavenot preventedhe group
from expandingts geographiareaof controlin Somalianor
limited its capabilitiedo carryout attacksagainsboth softand
hardtargetsWhile al-Qaida-affiliatecand alignedgroupsin
Africaaswellasthe Middle Eashavegenerallyhradalocalor
regionafocusRMVEinspiredattacksontinueto poseathreat
to Canada.

Following the lossof its physicalterritory in 2019,Daesh
prioritizedits rural-basednsurgencies Syriaandlraqwith
theintentof expandingnto urbancentresT hisisaconditions-

especially dangerous threat to the security of Canada. Whilge gatherthantime-basedbjectivéhatmaybeconnected

the pandemiadegradedhe possibilityof CETsreturningto
CanadaCSISandotherGovernmenbf Canadalepartments
andagenciesemainengage@sacommunityto collectively
managethe possiblethreat posedby returning Canadian
extremists.
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to future withdrawalsof US-ledcoalition forces.Daeshhas
successfullxploitedhepandemido surgeattacksegionally
andinternationallywith successieitackcampaigmimessaging.

The online threat environment becameincreasingly
decentralizec&and fragmentedsinceDaesh'dossof physical
territory in 2019and remainedsoin 2020.Certain social
media platforms remained popular for propaganda
disseminationhowever,other niche platforms havesince
emergedwhere CSIShasobservedactivity driven by the



creativityandpersistencef Daestsupportersatherthanby
Daeshmedia officials. There is an apparentincreasein
propagandéhathasbeendevelopedy mediapersonnevith
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forces.Daeshis focusedon expandingand aligning with

jihadistgroupsacrossEastAfrica, mostnotablyin Somalia,

theDemocratidRepublioftheCongoandMozambiqueédue

no formal affiliation to Daesh. This propaganda ranges framtheglobakeachof al-QaidandDaeshhothgroupscontinue

callsfor attacksagainsdomestidargetdo videoscelebrating

andpromotingDaeshandserveso fill gapdeftbyadecrease

to pose an ongoing threat to Canada’s national security.

in official Daesh media, thereby augmenting and amplifyitigdNanistan and Pakistan

official Daeshmessagin@spart of a robustonline RMVE
narrative.

CSlSassessethat the primary threat posedby Daeshto
WesterncountriesjncludingCanadagontinuedo beviolent
extremistattacksjnspiredby online propagandan parallel
to Daesh’s insurgencies.

Africa

Bothal-QaidaandDaestaffiliatesontinuedo conductttacks
on WesterninterestsghroughoutWestand EastAfrica. The
lossof physicalterritory in Iraq and Syriahasnot impacted
the spreadbf Daeshaffiliatesn Africa. Theporousnatureof

African borders,coupledwith the ineffectivenessf many
regionalcounterterrorism(CT) forces,allowsaffiliatesto

establistbase®of operationsn ungovernedspacesutside

In lateFebruar020theUnitedStateandtheTalibansigned
anagreementhatlaid outthe conditionsfor afull withdrawal
of Coalition forcesfrom Afghanistanby May 2021.This
withdrawalis conditionalon the Taliban'garticipationin the
Afghan PeaceNegotiations,an end to Taliban attackson
foreignforcesandthe Taliban'sscommitmenhotto cooperate
with al-Qaidaand other non-Afghanmilitant groups— or
permitthe useof Afghanterritory to attackthe United States
or its allies.TheCoalition interventionin Afghanistanthat
followedthe Septemben 1,2001 terrorist attacks— and
involveda Canadiarmilitary forcefrom 2002to 2014that
peaked at over 2,000 personnel — is drawing to a close.

As of late 2020 ,the Talibancontrolledor dominatedlarge
partsof Afghanistarandmaintaineda presencén Pakistan.
Sinceghe Afghangovernments determinechot to becomea

capital cities. There remains a significant threat to Canadikescracyor abandonthe economic,political, and social

whowork or travelin theseregionsastheymayfall victim to
an attackor an opportunistickidnap for ransomoperation.
Al-Qaida affiliate JamaafNusrat al-Islam Wal Muslimin
(JNIM) continuesto destabilizeMali, Niger and Burkina
Fasowith frequentand complexattacks Al-Qaida-aligned
al-Shabaalremainsthe dominant terrorist group in the
Horn of Africa and hasnot beenhamperedby military
activitiesby the United Statesand other foreign partners.
Daesteffiliatedn the GreateiSaharayVest,CentralandEast
Africa haveconductedsuccessfidttacksagainstegionalCT

progressnadesince2002 the conflictwill likely continuein
2021 jntensifyingthe situationfor the peopleof Afghanistan,
its regional security, and Canadian interests in the region.

Many non-Afghansjncludingal-Qaida-and Daesh-aligned
foreignfightersremainactivein theregion.ThelslamicState
of KhorasarProvincg| SKP hasbecoméhemostactiveDaesh
affiliate outside of Syriaand Iraq. ISKP hassuccessfully
launchedigh-profilelethalattacksn Afghanistanincluding
against prisonon August2-3,2020 to releasénundredsof
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itsimprisonednembersCOVID-19theTalibanandCoalition
Forces have thus far been unsuccessful in disrd$tiiy

SECURSCREENING

Throughits Governmen8ecurityscreeningndimmigration
andCitizenshipScreeningprograms CS|Sservesasthe first
line of defencagainsviolentextremismespionagandother
threats to national security.

The CSISGovernmentSecurityScreenind GSS program
conductdnvestigationandprovidessecurityassessments
adviceon awide rangeof threatsto nationalsecurity.The
securityassessmendseonepartof anoverallevaluatiorand
assisgovernmentepartmentsandagenciesvhendeciding
to grant,deny,or revokesecurityclearance®ecisionselated
to the granting,denying,or revokingof a securityclearance
lies with the department or agency and not with CSIS.
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TheGSSlsoconductscreeningo protectsensitivesitesrom
nationalsecuritythreatsjncludingbutnotlimitedto airports,
marine,andnuclearfacilities.lt assistthe RCMPby vetting
Canadiansaandforeign nationalswho seekio participatein
major eventsin Canada.Finally, it provides security
assessmeritsprovincialandforeigngovernmentsn addition
to international organizations,when Canadiansseek
employmentequiringacces® sensitivénformationor sites
in anothercountry. All individuals subjectto government
security screening do so voluntarily.

The CSISImmigration and Citizenship Screening(ICS)
programconductsnvestigationandprovidessecurityadvice
to the CanadaBorder ServicesAgency (CBSA) and
Immigration, Refugeesand Citizenship Canada(IRCC)
regardingpersonswho might represenfa threatto national
security.Throughthis program CSISprovidessecurityadvice
on permanentresidencend citizenshipapplicantspersons
applyingfor temporaryresidentvisasand personsapplying
forrefugeesstatusn CanadaDecisionselatedo admissibility
into Canada,the granting of visas,or the acceptancef
applicationsfor refugeestatus permanentresidenceand
citizenship rest with IRCC.
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IMMIGRATION AND CITIZENSHIP
SCREENING PROGRAMS

REQUEREXEIVED* 2019-2020
PermanBesiddnsidendutsidtanada 18,000
Refugdésont-Eateening™*) 46,400
Citizenship 216,800
Tempordesident 43,300
TOTAL: 324,500

GOVERNMENT SCREENING PROGRAMS

REQUEREXEIVED* 2019-2020
Fede@bvernniggpartments 75,500
Frean®ecullead€&AST) 18,100
Transport Canada (Marine and Airport) 52,100
Parliamenkscinct 2,400
Nucle&acilities 10,600
Provinces 240
Others 2,700
Foreig@creening 570
SpeciBientgecreditation 5,000
TOTAL.: 167,210

*Figures have been rounded
**Individuals claiming refugee status in Canada or at ports of entry
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TRANSPARENCY

Theconfidenceof Canadiansn nationalsecurityeffortsis
fundamentalto CSIS’degitimacy,operationaleffectiveness,
andinstitutional credibility. CSISrecognizesheimportance
of transparencwithin the nationalsecuritycommunitywhich
includesopenand clearcommunicationwith Canadianslt
isthiscommunicatiorwhichenable€anadianso trusttheir
securityintelligenceservice As part of effortsto be more
transparentCSIShascommittedto makinginformationabout
someoftheorganizationactivitieanoreopen whileensuring
thereis no risk or compromiseo nationalsecurity. Through
public forums, public communications.and socialmedia
platforms,CSISendeavourso communicateransparently
aboutdecisionmaking processeand national security
activities.

In 2020CSIScontinuedits work with the National Security
TransparencidvisoryGroup(NS-TAG).Theadvisorygroup
wasestablisheith 201%ndadvisethe Governmenbf Canada
on the implementation of the commitment to increase
transparencgcros€anadasationalsecurityandintelligence
departmentandagenciedNS-TAGadvise®n howto infuse
transparencyinto Canada’snational security policies,
programs,bestpractices,and activitiesin a way that will
increaselemocraticaccountabilitylt alsoseekdo increase
publicawarenesgngagemergndaccesi nationalsecurity
and relatedinformation. Finally, it aimsto promote
transparency— which is consistentwvith CSIS'©wn long-
established commitment with Canadians.
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Access to
Information
Act requests

Privacy
Act requests

Access to Information and Privacy Statistics

CSIS’segularengagemenvith NS-TAGoverthe courseof
2020culminatedin a Decemberappearancéy Director
Vigneaultto discussa varietyof topicsincluding CSIS’pro-
activeengagememtith thebiopharmaandhealthcareectors,
ongoingwork to increasealiversityandinclusivityin national
security,CSIS’'svork with its reviewbodiesandthe needto
modernize CSIS’s authorities.

OUTREACH

CSISbuildsimportant linkagesto Canadianghrough open
andtransparentollaboration Primarily driventhroughthe
workoftheAcademi®©utreactandStakeholddengagement
program,CSISouildsrelationshipghathelpdevelopabetter
understandingof current and emergingsecurityconcerns
whileinforming publicunderstandin@f both nationalsecurity
issueandCSIS'snandateandactivities Thiswork contributes
to CSIStransparencgndaccountabilitgommitmentsvhile
alsoensuringthat CSISis recognizedasa sophisticate@nd
responsiveecurityintelligenceservicetrustedby Canadians
to uphold anddefendCanadianinterestsin anincreasingly
complex geopolitical environment.



Engagement with academia
As an advancedeconomyand open and free democracy,
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Engagement with innovation sectors
OvertheyearCSISstablishettustedreciprocatelationships

Canaddnasongbeertargetedy persisteniindsophisticated with academiandustry,andotherlevelsof governmentThe

threat activity. This activity, which is conductedto gain

information andintelligenceaswell asinfluencein orderto

advancethe national interestsof a foreign state,targets
Canadianentities, including and especiallyacademic
institutions.Thisactivitythreaten€Canada'sorevaluesyital

assets and knowledge-based economy.

As aresultandthroughout2020,CSISprovidedadviceon

espionagandforeigninterferencéhreatsto nationalsecurity
to Canadianpost-secondarynstitutions to ensurethey are
awareof the threatenvironmentand havethe information

theyneedto makeinformed decisionsaswell asimplement
pre-emptive security measures.

Despité¢hechallengingonditionsof thepandemicCSISvas
ableto contributeto informeddialogueon nationalsecurity
issuebydrawingon subjectnatterexpertisén academiand
hosting16 virtual eventscommissioning25 reports,and
coordinatindCS1S®xperbriefinggor numerougxternastake
holders.Coveringkeynationalsecuritypriorities, aswell as
issuesuchasmentalhealthand copingduring a pandemic,
socialicenseandGBA+initiativesCSISacilitatecdollaboration
andinformationsharingoetweerCSISandexternasourcesf
expertiseo createan environmentof continuouslearning,
challengeassumptionand unconscioudiasandto support
innovation.During the year,CSISemployeegarticipatedn
clasendseminadiscussionis overthirty universitiesicross
eightprovincesln additionto broadeninghe awarenessf
studentaboutCSIStheeffortalsosupportedheorganization's
proactivaecruitmentstrategyy organizingrirtual ‘job fairs’
to coincide with the presentation by CSIS’s employees.

primary focusduring the yearwascoordination of the

COVID-19 outreachinitiative and the developmentof

relationshipswith stakeholdersn the biopharmaceutical,
researcHife scienceanddatasectorsaswellasin thelogistics,
distributionandsupplychainsectorsin 2020 CSISrovided

hundreds of threat briefings and offered tailored threat

mitigation adviceto assisthesesectordo takemeaningful
measure® protectCanadiamesearclandeconomidnterests.
CSlSalsousedadditionalformsof engagemernicludingthe

targeted publication of articles in industry magazines.

Engagement with communities

CSIShasinvestedsignificanteffortin building relationships
with individuals,communitiesand community leadersto
establishand sustaintrust. CSIS'©sngoingoffer of support
and commitment to work in partnership with these
communitiess notonlygoodpracticeoutserve protecting
individualsfrom intimidation or otherhostileactivitiesby
foreign state actors.

For examplethe tragicdowningof flight PS752rompted
important outreachwith Iranian-Canadiancommunities
through targetedcommunicationwith variousgroupsand
community leadersThesediscussion®penedthe door to
future engagemenbpportunities.Similarly, following the
tragicToronto Mosqueattack,CSISengageavith important
leadersin the Muslim community and is committed to
continuing more proactive engagement.
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Thesexampleareanimportantdemonstratiorof howCSIS
continuedo encourageall Canadiarcommunitiesto engage
in important discussiongn orderto helpcommunitiesand

haveamoreinformedsocietyon the nationalsecuritythreats
that face Canada.

CSIACADENICTREAGDB
STAKEHOERNEBARAGEMENT
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Engaging with  Supporting Commissioning Fostering trust by

partners and operational and disseminatingroviding a human
stakeholders in activities by research and  face of CSIS,
sectors includingconnecting staff expert analysis dispelling myths,
academia, and decision-  to inform and building
industry, makers with operational reciprocal

non-governmentaxternal sources activities and  relationships
and community of information  public dialogue on

organizations an@nd diverse national security
other levels of perspectives issues
government
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DIVERSANYINCLUSION COOBCONDUCT

CSIShasbeenworking to integratenew strategiesand ProtectingCanadasationalsecurityandthat of its citizens
approachedo removesystemidbarriersand broadenthe isacriticaljob—andhowCSIS®mployeesonducthemselves
organization'aunderstandingappreciationand valuingof andinteractin theworkplaceésjustasimportant.2020marked
diversityof all types.CSISturnedto its people systemsand an important stepin the organization'scommitment to
culturetoimplementhis changeRecognizingheimportance providing a healthyandrespectfulworkplacefor all of our
and valueof including diversityandinclusionelementsn employee®y publishingthe CSISCodeof Conduct.CSIS
CSIS’practicesand policieshelpsCSISdeliverits mandate employeesreattheheartof thisnewCodeof Conductwhich
moreeffectively. wasdevelopedollowing extensiveconsultationacrosghe
organizationo giveeveryemployeanopportunityto directly
In 2020,CSISbegandevelopinga comprehensiv®iversity contributeto its developmentlin additionto adherencasa
and Inclusion Strategyto addressias,inclusiveleadership, conditionof employmentthe CSISCodeof Conductclearly
recruitmentcareeanddevelopmerdpportunitiesandopen articulateswhat is expectedof employeesand ensures
communicationon difficult issuesuchassystemiaacism. accountabilityfor fosteringa respectfulworkplacelt puts
Thiswork complementshe CSISAccessibilityStrategyith  forward the valuesemployeesre committedto upholdin
the purpose of ensuring a barrier-free workplace. their work environment: respectfor people,respectfor
democracy,integrity, stewardshipand excellenceln all
decisionsit is expectedhat CSISconsidersdiscusseand
challenges itself to uphold these values in the workplace and
in the work done for Canadians.
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In 2020, CSIS has
A\ :
® Implementedand publisheda new Code of Condugtand relatedpoliciesdesignedto integratea healthy,

—"\-______\fesne.gtf\uland h?rassrTenf-fretworkplaceto which all employeesnustaffirm their adherencannually,asa
Ondition Oftheir employment; ‘

m Continuedthe Respet&ampaigriaunchedin 2019as past’of a workplacetransformationwith the goal of

y A i
promoting a safe, respec d inclusive enviro('ment through proactive prevention; : .
r).../

& FacilitatedGBA+ consultationin déwglopmentf fair and equitablepolicies,programs,and practicesand”;
ensuredhat GBA+ advicewasreﬂected ves ginginput to workforcemoblllty pohmes

and practicesnew operationaltechnologypandegiebusinesso : qu'__J mpﬂenplans the Publi
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held a dedicateds gthe accountabilityand importat ffleadersaqii leadershipn this -
\ domain — an accantability th explicit'in every executive’s perfoffnance agreement; '
N
m Implemented new strategies to‘increaséhiring af employees from diyerse groups;
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. A\ X
B Developed cataloguaf relevantiearqingo %all employeg siﬁ’cludlngtraln that addresses

issues such as bias, racism, and discriminationyand 4
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\ “Whilée d naIandd@t}ictoﬁiesaE:fos;anada philosophy,a terrorist actog3
that are reSpao inteIIigencecollectio‘rj'to fulfill foreig‘jnstationsinve,stigatgthes Pefore
.CSIS’smandateiher 6 alsoCSuiifiaai@licdaround Canada's borders. :

[ )
the world. Theseoffices Ingg™ig Maail - ‘s

for CSIS’sactivities'andinc'lude jn 2020, CSlIS’sinternational work was impd
in theCanadiardipIomatidmi N . countriesinstituted severemeas y
Washington. .. padof the virus including borde, Ires,
: s g and meeting restrictions, | pwns,
curfews. While these measure, ented
b1Semployeeslisplayedgreating ityand
maintain communication wit@important
Wespitethe difficultiespresentedy the pandemic.
intelligence continued to flow, including the
ryof information that assistedn CSIS’ssignificant
BTk on outreach with the health and life science sectors.

Theseofficeswork to maintai
CSIShasforgedover manyyears
andcollectinformationonthreatsto
The world is more inter-connectedthan e
not all national securitythreatsto Canadae
> within Canada’®orders.Manythreatsto Cang
securityhavea nexusto someonar something
elsewheren the world — whetherthat be an

CSISPUBLIC REPORT2020 41




CAN.DOC.000036.001_HO016

42 CSISPUBLIC REPORT2020



CAN.DOC.000036.001_H016

Foreign and
Domestic
COOPERATION
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FOREIGNDOMEJTM@OPERATION

Theincreasinglynterconnecte@ndglobalnatureof security
threatsmeanghat CSISannoffulfill its mandaten isolation.
Foreign information sharing has beenand remains
fundamentalo the Governmenbf Canada’sationalsecurity
requirementsCooperationwith foreign agenciegrovides
CSISaccesdo timely information linked to a number of

potential or specificthreats,and allows CSISto obtain

informationwhichmightotherwisenot beavailabléo Canada.

CSlIShasmorethan300foreignrelationshipsn 150countries
andterritories eachauthorizedytheMinisterof PublicSafety
andEmergenc{PreparednesandsupportedytheMinister
of Foreign Affairs, in accordancewith s.17(1)(b)of the
CSIS8Act. Theprocesdo establistarrangementsvith foreign
agenciess stringentandtakesnto consideratioawiderange
of issuesincluding Canadiarsecurityrequirementsrespect
for humanrightsandthereliabilityof theagencyAdditionally,
CSlISofficersstationedn variouscountriesaroundtheworld
collectandsharesecurityintelligencanformation relatedto
threats to Canada, its interests, and its allies.

CSI®pposem thestrongegbossibléermsthemistreatment
of anyindividual by a foreignagencyAs part of its foreign
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CSISngagementith foreignentitiesmustalignwith Canada’s
lawsandlegalbbligationsT hisincludesensurindCSISemains
fully complianwith therequirementsutlinedin the Avoiding
Complicityin Mistreatmenby ForeigrEntities( ACMFE)Act.
CSISrovidesanannualreportto the Ministerof PublicSafety
andEmergencyreparednessutlining CSIS'smplementation
of thoserequirementsduring the previouscalendaryear.
Furthermore s.7(2)of the ACMFEACct alsorequiresCSISto

publish public information on that implementation process.

TheCOQOVID-19 pandemichasreinforcedthe importanceof
cooperationwith internationapartnersDespiteghepandemic,
CSISontinuedo work closelyith suchpartnerson security
issue®f mutualconcernjncludingandespeciallyegarding
hostileactivitiesby stateactorsandviolentextremism CSIS
hascontinuedto engagevith keyforeignpartneragencies
during the pandemicto exchangeénformation and obtain
securityintelligenceon threatsto Canadaand Canadianin-
terests, both domestically and abroad.

CSlSasstrongandwell-establishegtlationshipsvith many
domestigartnersthroughoutthe Governmenbf Canadaas
wellasprovincialandlocallaw enforcementToday’sglobal
threatenvironmentequireghateachpartnerusetheir unique
mandatendlegalauthoritiedo protectCanadandCanadians

information-sharingframeworkand policies,CSlSassessesfrom threats at home.

all of its foreign arrangementsjncluding human rights
reputationswithin the securityintelligencecommunitiesof
all countrieswith whichthereis anestablishedrrangement.
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COMPLIANCE

Demonstratingompliancés essentidb maintaininghetrust
andconfidencef Parliamentthe FederaCourt, partnersand

CAN.DOC.000036.001_HO016

Deputy Attorney General,to provide recommendations.
CSISis now implementing recommendationsfrom that
review,which arecritical to maintainingthe confidenceof the
FederalCourt, and Canadiansandfulfilling its mandateto

the public,while supportingaccountabilityandtransparency keepCanadssafe.

requirements, as well as operational effectiveness.

In the past,complianceat CSISwasaddressedhrough
manageriabversight,internal audits,aswell asInspector
GenerabndSecurityintelligenceReviewCommitteg(SIRC)
reviews;however,in responseto internal reviews,CSIS
determinedthere wasa needto establisha formal internal
compliance program.

Theoperationatomplianceprogrambegann 2016andhas
grown to berecognizedasa leaderin strengtheningthe
complianceculture within CSIS.The Governmentalso
recognizetheimportancefinvestingn compliancactivities
by providingfundingto enhanceCSIS’sompliancegrogram.

Amongthekeyactivitiesrecriticalinvestments information
technologyinfrastructure to support the processaround

Followingthe FederalCourt ruling, the Ministersof Public
SafetyandJusticeeferredthe matterto the NationalSecurity
IntelligencdreviewAgencyNSIRA)andNSIRAhasnitiated
areviewwhichCSlISsactivelysupporting CSISvelcomethe
findingsand recommendationsincluding thoserelatedto
measureslreadymplementedo addrestheCourt'sconcerns
and additional opportunities for improvement.

EXTERRAWVIEW

TheNational SecurityintelligenceCommitteeof Parliamen-
tarians (NSICOP) and the National SecurityIntelligence
ReviewAgency(NSIRA)playacriticalrolein conductingan
independentreview of CSIS’sactivities, and offering
recommendationgor further improvement.Theirannual

warrantsdesigningan approachor reportingandassessing public reports provide insight into CSIS’sactivities and
potentialoperationatompliancéncidentsembeddingxperts challengesandhelpfosterpositiveandinformeddiscussion
in operationabrancheso providetimelyadviceandguidance, with Canadiansnwhattheirintelligencegencysandshould
and developingclearinternal policiesand proceduresfor be doing in today’s threat environment.
employees.

In additionto activelysupportinganumberof reviewshrough
In responséo arecentFederalCourt ruling that criticized theprovisiorof material@ndbriefingsCSIShasalsdfacilitated
CSISor failing to meetits duty of candourobligationsCSIS acces#o its regionalofficesthroughout2020to enablethe
hasundertakeradditionakconcretetepdo strengtherinternal  Committeeso completeheir studiesandprepareheirreports.
accountabilityT hisincludesthe creationof adedicatedAffiant
Unit to centralizeexpertiseandleadwarrantapplicationsas
wellasthe launchof anindependenteview,led by aformer
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MODERNIZINGHIORITIES

TheCOVID-19 pandemichascreatechewvulnerabilitiesto
beexploitedby highly-capabletateactorsseekingo further
their strategicintereststo Canada'sdetriment. Theonline
environment, more than ever,providesfertile ground for
radicalization recruitmentand communicationby a hostof
Ideologically-andReligiously-Motivate®iolent Extremists.
In the pastyear,CSlShasbeenforcedto pivotits operational
stanceto respondto emergingand changingthreats,while

facedwith manyofthesameestrictiongeltby all Canadians.

CSIS’ability to respondnimbly to thesedynamicthreats,
howeveiislimitedbyitsauthoritiesinderthe CSI&Act. There
isongoingpublicdebateegardingheimplicationsof privacy
in the smartphoneera.Canada'tegallandscapeasit relates
to privacyandtechnologycontinuesto evolve Thisdirectly

influencesCSISoperationsincludingthewayinformationis

collected and when a warrant must be sought.

CAN.DOC.000036.001_HO016

TheCSISActwasenactedn 1984andcanpreseninterpretive
challenges$oday,which canhavepracticalimplicationson

daily investigativeactivities.For example prohibitions on

disclosingclassifiednformation limit how CSIScansupport
entitiesoutsideof Government— including municipalities,
universitiesaandcritical infrastructure—thatfacesignificant
nationalsecuritythreats CSISs consideringheimplications
of the strictly necessariimitation of CSIS’scorecollection
mandate on its activities in the online threat environment.

More work remainsto bedoneto ensureCSlIShasthe right
authoritiesandtoolsto beamodernintelligenceagencynd
fulfill its mandatewhich will include consideratiorof the
conclusionandrecommendationsf reviewbodiesfindings
of internal reviewsand FederalCourt decisions CSISis
learningfrom allied experiencesgsthesechallengearenot
CanadaaloneForexamplehothAustraliaandNewZealand
haverecentlyconcludednajorintelligenceeviewshat provide
valuablensightsfor CanadaCSISwill continueto work closely
with Governmenbf Canadgartnersbothwithin the Public

Theworld operateén adata-richenvironmentwhichpresents SafetyPortfolioandwith the Departmeniof Justicdo ensure
both significant opportunities, but also challenges under that CSIScanacteffectivelyo protectnationalsecuritywhile

currentlegislativdramework By necessitandaccordingo

its mandate,CSISinformation is held in silosto manage
privacyrequirements—limiting dataanalyticsa potentially
powerful tool to advance investigations.
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meetingits legalobligationsand respectingthe rights of
Canadians.
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