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People’s Republic of China — Threat Actors, Contact with Candidates and
Staff, and Funding of Threat Actors

This document is an unclassified summary of intelligence held by Security and Intelligence departments and agencies. It has
primarily been created by the Canadian Security Intelligence Service, with input and agreement from the Communications
Security Establishment, Global Affairs Canada, Privy Council Office, the Royal Canadian Mounted Police and Public Safety
Canada. It responds to a specific request by the Commission for the Public Inquiry into Foreign Interference in Federal Electoral
Processes and Democratic Institutions, for an unclassified summary of information regarding this particular topic and should not
be used as the basis of understanding for any other topic. This document is based on intelligence collected and assessed over a
period of time and does not necessarily reflect the Government of Canada’s full understanding of the topic at any specific point
in time. The underlying intelligence has been provided to the Commission. By employing summaries and redactions, this
document sanitizes intelligence in a manner that removes the potential injury to national security and international relations,
does not disclose sensitive activities, techniques, methods, and sources of intelligence that would cause potential injury, and
abides by relevant Canadian legislation. It does not provide all of the caveats and limitations contained in the original classified
documents or provide an assessment of the reliability or credibility of any specific piece of intelligence, as it could disclose
information that would cause injury.

This is a summary of some intelligence information that is available to the Government of Canada’s national security and
intelligence community on a certain topic, presented such that it can be released to the public without disclosing information
that would cause injury to national security and international relations. As such it has several important limitations. The
summary must be read in light of these limitations, otherwise the summary has the potential to mislead the reader. The
limitations are the following:

®  Summary may be incomplete: The summary summarizes some, but not necessarily all, the intelligence information on
this topic that is available to the Government of Canada’s national security and intelligence community. For example,
it only contains relevant information that can be appropriately sanitized for public release.

e  Summary does not indicate time of collection: This summary does not indicate, unless expressly stated, when the
summarized information was collected or obtained. This information was collected and analyzed over a period of time,
which may/may not have been available to decision makers across the Government of Canada during the writ-period.
As such, for example, it should not be assumed that the information was collected close in time to the events being
described.

e  Summary may contain information that is single-sourced: The summary does not indicate whether the information it
relates comes from a single source, or from multiple sources.

e  Summary may contain information of unknown and varying degrees of reliability or information that may have
been provided to influence as much as inform.

®  Summary does not indicate the source of information: The summary may present information from different types of
sources without identifying the type of source (i.e. open source, human sources, technical intercepts, etc.). Nor, does it
indicate whether it was translated from another language than the language in which it is presented.

e  Summary does not indicate corroboration or lack of corroboration: The summary does not indicate whether other
information exists that may corroborate the summarized information, or, alternatively, whether there is no such
corroborating information.

e  Summary does not analyze information: This document is a summary of intelligence; it is not an analysis of the
overall import, meaning, or strength of intelligence.

The Commission has been provided with all relevant intelligence and assessments, which indicates information on reliability and
corroboration of the information contained therein.
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SUMMARY

1. Prior to and during the 43™ General Election of Canada in 2019 (GE43), a group of known and
suspected People’s Republic of China (PRC)-related threat actors in Canada, including PRC
officials, worked in loose coordination with one another to covertly advance PRC interests
through Canadian democratic institutions.

2. Reporting indicated that 11 political candidates and 13 political staff members were assessed to
be either implicated® in or impacted? by, this group of threat actors. Seven candidates were
from the Liberal Party of Canada (LPC) and four were from the Conservative Party of Canada
(CPC). Some of these individuals appeared willing to cooperate in Fl-related activity while others
appeared to be unaware of potential Fl-related activity due to its clandestine nature.

3. Inone example, intelligence reports indicate that officials from the PRC met with political
staffers and specifically conveyed their expectation that the staffers screen their candidate’s
attendance at certain events, such as those hosted by Taiwanese officials. Political staffers are
important points of contact because they are a part of the information flow process to elected
officials and often influence the schedule of events that a candidate attends.

4. Intelligence reports also indicate that some of these threat actors also directed certain Chinese
language media outlets to support specific candidates.

5. Additionally, intelligence assessments suggest that some of these threat actors received
financial support from the PRC. For example, there likely were at least two transfer of funds
approximating $250,000 from PRC officials in Canada, possibly for Fi-related purposes, though
most likely not in an attempt to covertly fund the 11 candidates. These were transferred via
multiple individuals to obfuscate their origins: via an influential community leader, to the staff
member of a 2019 Federal Election candidate, and then to an Ontario MPP. The transfer(s)
reportedly took place in late 2018 — early 2019.

1 Implicated — For the purpose of this summary, implicated indicates that an individual has at least one direct connection to a person of interest
regarding PRC Fl activities. This does not mean an implicated individual is knowingly involved in threat activity or is complicit in threat activity.

2 Impacted — For the purpose of this summary, impacted indicates that an individual was directly affected by Fl activities conducted by the
threat actors.



