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The 2019 Canadian Federal election was the most momentous digital event in Canadian history,
observed and debated by a population of roughly 25 million social media users.' It was an event that
required unprecedented diligence by elections security officials, who warned of “covert and overt”
online foreign interference efforts of the sort that had previously targeted the 2016 Brexit referendum
and U.S. election? These concerns were widely shared by Canadian voters. Five months before the
October 21 vote, 71 percent of Canadians expressed worry that foreign governments would use social
media to affect the outcome of the election,® and 74 percent of Canadians were concerned that the
same manipulative tactics would be harnessed by domestic special interest and partisan groups.*

The result was a contentious and polarizing election cycle. Ultimately, the incumbent Liberal Party, led
by Prime Minister Justin Trudeau, lost 20 seats as well as the majority it had claimed in 2015, being
reduced to 157 seats. The Conservative Party, led by Andrew Scheer, gained 26 seats for a new total of
121. The Liberals were forced to form a minority government, becoming the governing party with the
lowest share of the popular vote in Canadian history. Voter turnout was lower than it had been in 2015,
dropping by 2.6 percent.

The Digital Forensic Research Lab (DFRLab) of the Atlantic Council conducted periodic surveys of the
Canadian information ecosystem in the month before and three months following the 2019 Federal
Election. Given work conducted by other researchers focused on Canadian Facebook and Twitter
content, the DFRLab’s work emphasized less-trafficked platforms like Pinterest and Reddit. This research
was focused on determining the extent of both attributable and suspected foreign interference that
targeted the elections process and on better understanding how the domestic information environment
contributed to these efforts.

Because of language limitations, this analysis focused on the Anglophone information environment. The
DFRLab recognizes that the Francophone information environment may have its own unique contexts
and characteristics. After an initial review of election-related messages, the DFRLab determined that
resources would be best spent by focusing on content related to the incumbent Liberal Party and
Conservative Party, to the exclusion of the other three national parties, as the volume of problematic
information targeted at these smaller parties was less substantial,

This open-source examination of the Canadian digital landscape demonstrated that negative
content targeted parties and party leaders across the political spectrum, but the DFRLab observed a
disproportionate volume of that negative content as directed at Trudeau and the incumbent Liberal
government. None of the evidence pointed to any other party or party leader’s direct involvement or
endorsement of the negative campaigns against Trudeau. On Twitter, anti-Trudeau hashtags such as
#TrudeauMustGo greatly exceeded the volume and intensity of hashtags targeting any political figure
associated with the Conservative, Bloc Québécois, New Democratic, or Green Parties, 57
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On Facebook, some ideologically motivated extremist groups went so far as to propose fantasy
scenarios to assassinate Trudeau® On Pinterest, anti-Trudeau messages mixed with virulent anti-
immigration and anti-Muslim memes, sown by inauthentic accounts and boosted by Pinterest’'s own
algorithms.® In general, the election witnessed ample cases of viral misinformation and coordinated
inauthentic behavior.

Despite recording a number of suspicious digital phenomena, however, the DFRLab could not confidently
attribute any of these events to the operations of a foreign government. This could be due to broader
changes in the tactics of foreign actors or a determination by adversarial governments that coordinated
interference did not justify the commensurate risks and costs. The growth of counter-disinformation
initiatives and public awareness since 2016 has led foreign troll farms and other such entities to turn
to more covert and clandestine methods.” While the DFRLab has still made attributions under these
circumstances (see 2019's Operation Secondary Infektion), it requires access to corroborating evidence
and technical backend data that was not available in this case.” Instead, the clearest signs of “foreign”
interference came in evidence of coordinated political trolling by Canadian and U.S. ideological extremist
activists, motivated largely by grievances regarding their assertion of white-ethnic cultural identity.

This report proceeds in four parts. It begins
with a review of Canada's information
environment and patterns of political news
consumption., Next, it analyzes counter-
interference initiatives undertaken by the
Canadian government. After this, the report
provides a general discussion of mis- and
disinformation during the 2019 Federal
Election. It examines content spread on
Pinterest and Reddit - platforms selected
for their political influence and relative lack
of study in the Canadian context - as well as
amplification by domestic Canadian actors
of Russian state propaganda. The report
concludes with policy recommendations on
how to secure future Canadian elections.

@ Canada Proud
dmar September 17, 20

SEREAKING Trudeau just blocked the ROMP from lnvestigating
whether his office committed criminal acts in the SNC-Lavalin
corruption scandal.
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[Canada’s Information

Environment;

As a wealthy, industrialized nation that embraced the digital revolution early, Canada's level of internet
penetration - approximately 93 percent - remained essentially unchanged between 2015 and 20197
However, these interceding years saw significant changes in the demographics and behavior of Canadian
internet users, as well as broader changes within the digital ecosystem.

Between 2015 and 2019, the estimated number of active Canadian social media users rose from 16.2
million to 25 million: 67 percent of the population” The most significant changes occurred in those
Canadians aged 55 or older, In 2015, just 24 percent of older Canadians reported using social media on
a mobile device, but, by 2019, that figure had more than doubled to 57 percent” Facebook and Twitter
were used predominantly by Canadians under 35 years of age in 2015, but older Canadians had largely
closed the gap by 2019, seeing 79 percent and 27 percent usership respectively’ Fully half of older
Canadian internet users were now active on YouTube.®

As older Canadians have become more fluent in social media platforms, younger Canadians have sought
new refuges. Instagram has remained the domain of Generation X, Millennials, and Generation Z, while
Snapchat and Reddit (a platform that hosts hundreds of thousands of specialized discussion forums)
are used by Millennials and Generation Z almost exclusively” Interestingly, the image-sharing service
Pinterest rose sharply in popularity between 2015 and 2019. Its usage is highest among Baby Boomers
and Generation X (21 percent and 25 percent, respectively)®

The internet has also become increasingly central to Canadian social and civic life. In 2019, three quarters
of Canadian internet users reported spending 3-4 hours online each day. One-fifth said they had not
gone more than 8 hours without logging on® Canadians consume a significant amount of political
news through the social media. According to a 2018 Pew study, 42 percent of Canadians reported
using social media to track current events at least once each day, a figure second only to South Korea.?®
Today, more than half of Canadians consider social media their top news source.

Even as Canadians consume more news through digital platforms, however, they often remain distrustful
of the medium itself. Only 32 percent of Canadians report trusting social media as a news source”, a
number that remains relatively similar through different age groups.® Indeed, nearly half of all Canadian
social media users report having encountered stories that were "obviously false” in nature®

a Stats: 2015 Seow! Meda Today, January 22, 2015 https www socialmediatoday.
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Canadians have historically maintained a high level of trust in broadcast news media, as well as the
broader journalistic profession.® Yet this trust has begun to decline, likely driven by uncertainty
regarding digital media, According to the Edelman Trust Barometer, Canadian trust in all forms of
media declined over the course of 2019 by an average of 7 percent.”® Trust in online search engines
declined the most, by 9 percent, as more Canadians became aware of the imperfect algorithms that
govern them.**

Canadianpolitical and media practices have changedtoreflect the growing salience of digital platforms.
The Liberal Party's surprise 2015 victory was owed in part to Justin Trudeau's effective use of social
media as a tool of voter engagement and persuasion.®®? In the words of political scientists Mireille
Lanlancette and Vincent Raynauld, Trudeau harnessed the power of “celebrity politics” via Instagram
and other platforms.®® This enabled him to generate earned media and drive online conversation, as
opposed to simply reacting to it. However, Trudeau’s digital profile also created more surface area for
misinformation and misleading narratives.

Ontario Proud
st - 4h

Canadian Conservatives, observing the increasing
importance of online campaigning, adopted a
different approach, focused less on candidate
promotion than on the utilization of a wvast,
largely informal network of digital surrogates and
supporters, This strategy paid dividends during
the 2018 Ontario election, in which an independent
Facebook group, “"Ontario Proud,” became a major
force for voter mobilization, eliciting more social

mediashares thaneither CBC or CTV News * Thanks AND LOST BH'UGNS

in part to this enthusiasm gap, the incumbent A B

Liberal provincial government was defeated. l N SCAN DALS
Buoyed by the Conservative victory, the founder of ' ' L
Ontario Proud created a new organization, “Canada
Proud,” with the goal of replicating this success on

the national stage.

it's time to vote out Kathieen Wynnel LIKE our page if you agreel

G Ontario Proud

. ' Canadisn Taxpayers Federation,
The 2019 Federal Election, therefore, saw a w:r

competition between two competing digital )
models. The Liberals relied on the unmatched .~ p;wgwg“@d‘@w
reach of Trudeau’s social media presence, coupled . ive or were recently in Ontaric T -
with targeted online advertising that sought to s Bty bt ol s

boost individual candidates among particular
constituencies  (although the Conservatives
outraised the Liberals three-to-two, the Liberals
would devote significantly more resources to

wup v w

deau and Libera
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Facebook advertising before the gap closed in the
meanwhile, ran largely untargeted online adve

final days before the election).?® The Conservatives,
rtisements while benefiting from the significant

digital grassroots mobilization that Canada Proud and other unaffiliated groups, who conveyed the
Conservatives' campaign messaging to highly engaged audiences.®* There was no comparable

@ Active

@

fit About social issues, elections or politics

Northtg
Bponsored « ¢

Add your name if you agree Education Minister
Stephen Lecce should be fired.

Lecce is creating chaos in Ontario's world-class
education system. His actions are hurting students,
teachers and parenis. Enough is enough - he needs
o got

IT'S TIME TO FIRE
STEPHEN LECCE

3k

digital-native organization among Liberal activists
Such heavy emphasis on independent and third-
party political organizations also opened the door
to the possibility of interference by malign foreign
governments. In the months before the election, it
was discovered that millions of Canadian Facebook
users had engaged with a number of purportedly
domestic news pages that were actually run by
accounts based in Kosovo, Israel, and the United
States. Although these pages were not primarily
focused on politics (one of the most popular stories
asked, "Are we Ready for Defending [sic] Earth from
a Killer Asteroid?”), their success demonstrated the
ease with which misinformation spread by foreign
actors might penetrate the national conversation.®

G Daital Democracy Project, Ootober, 2008, Biipsydonlorumcas
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[Canada’s Preparedness

Against Foreign
Interference Efforts;

Despite its relatively small population and geographic isolation, Canada has long played an outsize
diplomatic role through its commitment to international law and human rights. Recent examples include
its August 2018 condemnation of Saudi Arabia over unjust imprisonment of political dissidents, its
December 2018 arrest of Huawei executive Meng Wanzhou for extradition to the United States, and its
January 2020 pressure campaign on Iran to reveal details of the destruction of Ukraine International
Airlines Flight 752. These efforts have won Canada great accolades. They also make the nation a target
for cyber-attacks and information operations. ¥

Russia has targeted Canada in the information domain. This is due to Russian-Canadian tensions
flowing from a variety of sources, including Canada’s leadership role in NATO and active engagement
with Ukraine and Latvia; and Canada's close military and intelligence relationship with the United
States. During Russia’s 2016 and 2017 information attacks against the United States, Internet Research
Agency operatives reportedly targeted Canada, focused on topics like Canada’s construction of the
Keystone XL pipeline, its integration of asylum-seekers, and the legacy of the Quebec City mosque
shooting.*® In the words of Canadian National Defence Minister Harjit Sajjan, “When we stand up for
human rights, and when we stand up... to nations like Russia who are going against the rules-based
order... you become a target.”¥

Therefore, as the date of the 2019 Federal Election approached, Canadian intelligence officials
anticipated some level of foreign interference. They initiated a number of measures with the goal
of “recognizing the importance of protecting Canadians from foreign interference, protecting our
democracy, and ensuring our next election is fair and free.”* The plan to defend Canadian democracy
against foreign interference focused on the education of citizens about deceptive online tactics; a
reform of government systems to improve the anticipation of threats and identification of information
vulnerabilities; and working with social media platforms to increase the transparency of their content
moderation practices and commitment to preventing foreign interference.

Critical to this effort was the Election Modernization Act (EMA) Bill C-76, which was officially put into
force on June 13, 2019.* The bill updated numerous rules and procedures that governed Canadian
elections. The measure included particular actions intended to combat both electoral misinformation

and foreign interference:

sachan Poliical
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+ The prohibition of “false statements” regarding a candidate, prospective candidate, party leader,
or prominent figure associated with a party. Such false statements were limited to matters of
fact: a misrepresentation of the criminal record of an individual or a lie regarding their citizenship,
education, or other professional qualification.

«  The outlawing of third parties’ use of funds from a foreign entity for partisan advertising or
activities. Additionally, foreign third parties were banned from conducting partisan advertising
efforts or activities during the pre-election and election periods.

»  Finally, the requirement that large digital platforms that made a business selling advertising space
would have to publish a public registry of this advertising. This requirement applied to partisan
advertising published during the pre-election period, as well as all election advertising published
during the election period.

Concurrent with the enforcement of the EMA, the Canadian government also introduced the Critical
Election Incident Public Protocol. This response mechanism was intended to inform Canadians of a
serious threat to the integrity of the 2019 federal election. If a panel of senior civil servants determined
that an incident threatened “Canada’s ability to have a free and fair election,” a formal announcement
would be triggered, in which the government disclosed the nature of the threat to the general public.
This protocol was limited to threats that occurred during the writ period.®®

Finally, in a parallel line of effort beginning in February 2018, the Canadian government pledged $50
million CAD in grants to support journalism over a 5-year period.® This initiative was intended to
support local reporting in underserved communities, possibly lessening the influence of untrustworthy
and misleading sources of information. Such a government funding program for independent media
was largely unprecedented among Western countries’ attempts to battle mis- and disinformation. It
demonstrated the extent to which the Canadian government recognized information manipulation as
a whole-of-society problem, requiring similarly holistic solutions,

dent-pn
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[Selected Cases of Dis- and

Misinformation During the
2019 Federal Election

During their survey of the Canadian information ecosystem before and after the 2019 Federal Election,
DFRLab researchers observed numerous instances of political dis- and misinformation, which lingered
outside the regulatory authority of the Canadian government. The vast majority of this content was
almost certainly domestic in origin. Beyond the activity of Russian state media broadcasters, the
DFRLab could not make any further attribution.

Over the course of the election, the issue most frequently associated with mis- and disinformation
was that of immigration. In particular, refugee guotas remained a significant wedge issue during
the election and a favorite talking point for Twitter trolls, who spread false stories about immigrant
crime rates and who frequently engaged in anti-immigrant and anti-Muslim hate speech.®? This was
reflective of broader changes in Canadian political discourse, As the election neared, public polling
found that 63 percent of Canadians believed that the nation should lower its immigration quotas, as
it was reaching a “limit” in how it could integrate them. This represented a marked shift from 2014, in
which only 36 percent of Canadians had expressed a desire to decrease immigration numbers.

Interestingly, actions taken by the Canadian government to safeguard and improve elections processes
also sowed the seeds of viral misinformation. The EMA was a regular target. False stories alleged
that the bill would allow residents without Canadian citizenship to vote in the general elections - an
obvious distortion of the bill's conferring of voting rights to Canadians living overseas for more than
five years.®

Over the course of its analysis, the DFRLab focused on two case studies. The first regards the
interchange of virulent, anti-immigrant hate speech over multiple platforms and online communities.
The second regards the opportunism shown by Russian state media in its Canadian election coverage.
These cases, evidencing coordinated trolling around nativist rhetoric and amplification of domestic
political scandal by foreign media, most resembled the Russian information operations conducted
against the United States in 2016.%¢

wration Should be Limited: Poll” Global News, Junoe 16, 2019, hitps://
CRC, June 16, 2019, nttps Awww.ohic,
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Overlapping anti-immigrant narratives and communities

As online discourse increasingly revolved around immigration during the 2019 Canadian Federal
Election, some ideological extremist communities became “echo forums,” which are dedicated to a
single topic of discussion and which endeavor to speak with a single ideological voice. This behavior
was especially evident on Reddit through the rapid growth of r/MetaCanada, a subreddit founded

in 2011 and initially featuring general, off-color humor before coming to focus exclusively on nativist
posts and memes.

PIFl - Canada Release 006 - March 22, CANOOOOB8 11 0f24
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In time, r/MetaCanada also appeared to associate closely with the r/The_Donald a Reddit community
that became the locus of influence efforts for then-candidate Donald Trump in 2015 and 2016. (r/
The_Donald was “quarantined” by Reddit in June 2019 and banned in June 2020 for attempting to
incite violence and engaging in the spread of hateful content.)# After the 2016 U.S. election, 1/
MetaCanada’'s membership rose sharply, from 6,500 in November 2016 to 31,000 by October 20194
r/MetaCanada’s tone - racist, misogynistic, and Islamophobic - came to match that of r/The_Donald
closely. Like r/The_Donald, r/MetaCanada became a gathering place for ideological extremist activists
as election day drew near.

i

PR ——

172 Wake Up! Canadians! Shithole-ization by Demographic

¥ Jihad: Somali-born Muslim immigration minister Ahmed
Hussen openly demands a massive import of Pakistani
"engineers" into Canada. [Watch]

Sorry, this pest was deleted by the person who originslly posted it
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Using an open-source tool to analyze commenting activity in r/MetaCanada, the DFRLab found
significant user overlap with majority-American subreddits: r/HillaryForPrison, r/DrainTheSwamp, r/
TuckerCarlson, r/DebateAltRight, and, of course, r/The_Donald. The existence of a common userbase
demonstrates strong ideclogical cross-germination between these Canadian and U.S. ideological
extremist communities. It also suggests that ideological extremists within the United States may have
attempted to interfere directly in the Canadian elections, just as they interfered in the 2017 French
elections on behalf of the politically conservative, anti-immigration candidate Marine Le Pen®®
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Furthermore, keyword analysis of r/MetaCanada found that “refugee” and “blackface” (a reference
to Trudeau's September 2019 blackface scandal) were two of the most commonly used terms of
discussion. This suggests a clear interest in immigration policy and Canadian electoral politics. It lends
credence to r/MetaCanada as a hub for political trolling; a departure from its original goal to provide a
home for "sardonic humour, revisionist histories, memes, speculative fiction, and satire to analyze and
undercut prevailing, dominant attitudes and misconceptions about Canadian life and politics.”

WHAT'S THIS ALL ABOUT, NOW?

MetaCanada launched in February 2014 with a straightforward mandate: utllize sardonic humotr, revisionist
histories, memes, speculative fiction, and satire 10 analyze and undercut prevailing, dominant attitudes and
misconceplions about Canadian life, politics, and society, In doing so0, we set out to entertain but also to
heighten readers’ awareness of sensationalist re-presentations and spin perpetrated by other publications
and presentations,

if you'd like to contribute to MetaCanada, use our submission form so your gems can be considered for
addition lo our diadem. We know you'll fucking love MelaCanada, so if you simply want to extol our work at
your leisure, drop us a line.

Sincerely,

The Editors and Poorly-treated Intems

13
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However, the vocalization of anti-
immigrant and Islamophobic sentiments
was not limited to echo forums. These
views were expressed through memes,
messages, videos, and other content
formats that spread across numerous
social media platforms, including ones that
did not typically host political content.
For instance, on Pinterest, clusters of
anti-Trudeau memes were automatically
grouped alongside racist, bigoted content,
thanks to the power of the Pinterest
recommendations algorithm*® If users
briefly explored this galaxy of anti-Trudeau
content, they were steered toward other
memes that assailed American politicians
like Hillary Clinton and Alexandria Ocasio-
Cortez, as well as those that attacked the
#MeToo movement.’®
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Where Pinterest’'s algorithms passively pushed users toward increasingly anti-immigrant and
Islamophobic content, Twitter's algorithms - long the focus of ideologically motivated extremist
activists - were actively gamed and manipulated in the months leading up to the 2019 Federal
Election. In one case in September 2019, Canadian and U.S. ideologically motivated extremist activists
coordinated in order to amplify the hashtag #TrudeauMustGo until it trended internationally, helping
elicit roughly 34,000 tweets from approximately 5000 accounts.®

Disinformation researchers reported the activity to Twitter, alleging that the hashtag campaign
showed evidence of automation and inauthentic coordinated activity. Twitter's policy team replied,
noting that this was coordination between human activists and therefore permitted under Twitter's
terms of service.®

All the while, Canadian citizens and journalists who saw the trending hashtag were left with the
impression that this was an organic expression by Canadian voters

Opportunism by Russian state broadcasters

In the United States, RT and Sputnik International are registered as foreign agents under the Foreign
Agents Registration Act (FARA), a law that requires agents representing the interests of a foreign
government to disclose information about their activities and finances in the interest of transparency.
Canada lacks such a law.

When the Trudeau blackface scandal erupted in September 2019, the news went instantly viral,
becoming one of the biggest political headlines in the final weeks before the election.™ The reporting
~ to include reporting by international media and foreign state broadcasters - was generally accurate
and balanced. By contrast, Russian state media leaned heavily into editorialization. One RT headline,
“The many faces of Justin Trudeau: Canadian PM memed mercilessly after brownface debacle,” walked
a thin line between international and partisan reporting.® It appeared to be the latest move in a
concerted anti-Trudeau editorial campaign that had gained steam since RT had named Trudeau a year
earlier to its list of “Top 10 Russophobes of 2018.7%°

oth Diubods, Anatolly Gruzd, Jenna J S01, W
e 20, https/dpolioyoptions rppongdr

yveat,” K, 0 ¢, UM, Bittps Awan
the DF R at dey MR, wera s Tust g

PIFl - Canada Release 006 - March 22, CANOOOOB8

2024

CANO000088

15 0f 24



For Public Release

: o
3 ¢/ TheNewsFeed
T §
* o 18
1
&
1 debacle »
& e/Rtauto B8

. c;‘.ﬁammw@pm“
“ W eagt

In another instance of sensationally slanted coverage, Sputnik International published a story about
Alberta separatism - “Birth of the Republic of Western Canada is a Cry of Our Heart - Wexit Alberta
Founder” - on October 20, 2019, one day before the federal election ™ While the story was ostensibly
a profile of a pro-secession Albertan community leader, it focused almost exclusively on the alleged
failings of the Liberal government. It used coded language - e.g., Trudeau's “globalist” agenda,
Trudeau's climate change “rhetoric” - popular among ideoclogically motivated extremist activists.
Given the timing of the piece, this was likely an attempt to circumvent political advertising restrictions
imposed by the EMA on foreign media outlets.

As a final example, on October 22, 2019, RT published its first post-election article: "Losing majority
with hysterical dignity? Trudeau’s "victory speech’ turns into scandal, as he jumps on stage interrupting
rival.”®® As with most Russian coverage of Canadian elections, the headline was an example of extreme
anti-Trudeau, anti-Liberal editorialization. The “scandal” allegation in this case was extrapolated
from a quote from a Global News anchor, who called Trudeau's interruption of Scheer’s speech
“unprecedented.” U.S. alternative media outlet InfoWars took things a step further, writing an even
more hyperbolic story based on the “unprecedented” reference.
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That rhetoric was picked up by
CTV News, too. On Facebook, the
outlet shared an article with the
following title: “Losing majority
with hysterical dignity?’ Trudeau's
victory speech’ turns into scandal,
as he jumps on stage interrupting
rival, reads an international
headline.” In so doing, CTV News
was likely aiming for the maximum
possible audience engagement.
In the process, however, it pushed
RT's coverage further into the
mainstream, ensuring a large and
new readership was exposed to
the Russian broadcaster’s editorial
positions,

This sort of inadvertent information
laundering - a foreign state media

headline, repackaged by alternative media and subseqguently amplified by mainstream broadcasters ~
has become endemic in cases of foreign interference. The process typically functions without the need
for active coordination. Rather, it works through the complementary incentives of the foreign state
media (which seeks to share its content free of cost) and the alternative media (which seeks to make
money by way of contrarian or conspiratorial content). When a mainstream outlet subsequently covers
or shares the alternative media story, it is the foreign state media that benefits most as it watches its

seeds bear fruit.

Compared to other actors in the 2019 Federal
Election - notably large, unregulated partisan
Facebook groups - Russian state broadcasters
ultimately commanded only a small amount of
direct digital influence. But the gamesmanship
and clever marketing of propagandists shows
how readily they can adapt to new regulations or
exploit traditional broadcasters in unconventional
ways. Should the diplomatic relationship between
Canada and Russia grow more contentious, these
Russian influence efforts (many adversarial in
nature) will likely grow more aggressive, resourced,
and sophisticated.

‘Losing magoty with hystercal dignily? Trudeav s vigtory speech huns into
seandal a3 he lumps on stage wlerrupling vival " reads an intemabional

beadine

Donald Trump, international media react to Canada’s "coin
toss’ election results

Che e
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That rhetoric was picked up by CTV News, too. On Facebook, the outlet shared an article with the
following title: “Losing majority with hysterical dignity?’ Trudeau’s ‘victory speech’ turns into scandal,
as he jumps on stage interrupting rival, reads an international headline” In so doing, CTV News was
likely aiming for the maximum possible audience engagement. In the process, however, it pushed RT's
coverage further into the mainstream, ensuring a large and new readership was exposed to the Russian
broadcaster’s editorial positions,

This sort of inadvertent information laundering - a foreign state media headline, repackaged by
alternative media and subsequently amplified by mainstream broadcasters - has become endemic in
cases of foreign interference. The process typically functions without the need for active coordination.
Rather, it works through the complementary incentives of the foreign state media (which seeks to share
its content free of cost) and the alternative media (which seeks to make money by way of contrarian or
conspiratorial content). When a mainstream outlet subsecquently covers or shares the alternative media
story, it is the foreign state media that benefits most as it watches its seeds bear fruit.

Compared to other actors in the 2019 Federal Election - notably large, unregulated partisan Facebook
groups - Russian state broadcasters ultimately commanded only a small amount of direct digital
influence. But the gamesmanship and clever marketing of propagandists shows how readily they
can adapt to new regulations or exploit traditional broadcasters in unconventional ways. Should the
diplomatic relationship between Canada and Russia grow more contentious, these Russian influence
efforts (many adversarial in nature) will likely grow more aggressive, resourced, and sophisticated.

Now, with the election over, it is important to reflect on steps that can even better safeguard Canada's
democracy in future:

-

Avoid undue politicization of the topic of foreign interference and social media manipulation.
One of the great challenges in writing reports on this subject is to strike an appropriate partisan
balance. The fact is, because of the Liberal Party’s incumbency and the specific narrative tactics
of ideologically motivated extremist activists, anti-Liberal Party actors in the 2019 Federal Election
clearly employed more misleading narratives than their competitors. This does not mean that
the Conservative Party engaged in or endorsed such tactics. When discussing such a sensitive
issue, a distinction must always be drawn between the conduct of traditional (and contentious)
politics and the conduct of information operations intended to mislead or suppress voters.

Consider new laws to designate foreign agents, particularly during elections, An electoral
democracy must take great care before considering any measures that might proscribe or limit
journalistic activity, even if that activity is conducted by agents of an adversarial foreign power.
However, it is the case that Russian state media in particular has begun to use its coverage of
Canadian politics toward aggressive ends. It is also the case that the United States - with strong,
constitutionally enshrined journalistic protections - has nonetheless had a system in place
for decades to designate foreign agents. Canada should consider adopting a similar model.

Revisit the remit of bodies intended to counter “foreign interference.” Canada has established,
and successfully tested, a number of governmental initiatives intended to mitigate foreign
interference efforts by state actors. In the case of the 2019 Federal Election, however, the
clearest indications of "foreign” interference came in political trolling coordinated between
U.S. and Canadian ideologically motivated extremist activists. Do such nonstate, transnational
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interference efforts also fall within the remit of the Critical Election Public Protocol? As the nature
of foreign interference continues to evolve, so must governmental definitions and procedures.

+ Build more government oversight and enforcement capability for social media. Finally, Canada
should expect more disclosure and responsibility of the social media companies that have
fundamentally transformed its politics within the space of a decade. Canadian regulators - notably
the privacy commissioner - should be granted sufficient powers of compellence so they do not
have to sue companies in federal court for a maximum fine of less than $100,000 CAD, as occurred
in the case of privacy violations by Facebook *

Although social media platforms had taken significant steps to counter foreign interference by the time
of the 2019 Federal Election, it is unclear to what extent these actions were driven by pressure from
the Government of Canada. In the future, Canada should work in close concert with its G7 partners -
and, especially, the United States - in order to generate more pressure to affect rapid platform policy
changes.

Just as the tactics of foreign interference and social media manipulation are continually evolving, so must
appropriate government responses. This will be a long, iterative process. The Canadian government has
distinguished itself as a pioneer in the field of digital resilience and democratic defense. While there is
much work left to do, Canada is in a good position to get the job done.

PIFl - Canada Release 006 - March 22, CANOOOOB8

2024

CANO000088

19 of 24



For Public Release

Appendix A:
Glossary

Alternative Media: An outlet which purports to report news but which does not fulfill basic standards of
credibility and transparency (see the nine credibility criterion developed by NewsGuard).*® In general,
alternative media fails to either report factual news, promptly correct errors, distinguish between news
and opinion reporting, avoid deceptive headlines, clearly label advertising, or disclose ownership and
financing.

Coordinated Inauthentic Behavior: When a group or network of social media accounts use deceptive
online behavior to mask their motivations. Coordinated inauthentic behavior is a standard developed
by Facebook in order to remove accounts engaged in influence operations.®

Disinformation: False or misleading information, spread with the intention to deceive.

Foreign Influence: Effort by a foreign government to influence issues or policies in the target nation in
a way which benefits its interests

Foreign Interference: Foreign influence that is covert, deceptive, or coercive in nature and that may
imperil the political or governmental policies of the target nation.®

Misinformation: False or misleading information, spread without evidence of intentionality or
coordination.

Internet Research Agency: A Russian entity (sometimes referred to as a “troll farm”) that engaged in
foreign interference in the 2016 U.S. elections on behalf of Russian business and political interests,

Subreddit: A sub-community within Reddit devoted to a specific subject.

Troll: An individual who systematically posts inflammatory, divisive, abusive, and hyperpartisan content,
often under the cover of anonymity.

Scheme,” The Australian Government, December 2008, hips//wwwag.govau/integrity/
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Appendix B:
Canadian Government
Ministries and Departments

The role of safeguarding Canada against foreign interference falls to a number of agencies.

Canadian Security Intelligence Service (CSIS): is Canada’s primary national intelligence service, It is
responsible for collecting, analyzing, reporting, and disseminating intelligence on threats to Canada's
national security and for conducting operations, covert and overt, within Canada and abroad.

Democratic Institutions Secretariat of the Privy Council Office: is mandated to improve, strengthen
and protect Canada's democratic institutions.

Part of the mandate of Dominic Leblanc, the President of the Queen’s Privy Council for Canada (the
Minister responsible for the Democratic Institutions Secretariat), is to lead a review of measures the
Government of Canada put in place to protect its electoral process from cyber threats, particularly
the Critical Election Incident Public Protocol, and bring forward recommendations to further protect
Canada's electoral and democratic institutions from cyber and non-cyber interference. This includes
working with existing and new domestic and international stakeholders, as well as other orders of
government, to strengthen Canada's whole-of-society preparedness, resilience and civic engagement
in the face of evolving threats to democracy.

Global Affairs Canada (GAC): is currently led by three ministers - the Minister of Foreign Affairs, the
Minister of International Trade, and the Minister of International Development. The Minister of Foreign
Affairs is responsible for foreign policy matters and, as the senior minister in the department, has
overall responsibility for the department.

Rapid Response Mechanism Canada (RRM Canada): acts as an early warning system by providing
open-source data analytics pertaining to threats to democracy and leveraging the G7 RRM network, in
terms of information exchange and the potential response. Additionally, RRM Canada conducts open-
source analyses of recent elections in order to identify tactics and trends in foreign interference. Before
the 2019 Federal Election, RRM Canada published previous studies of the European Parliamentary
Elections, Ukrainian presidential election, and Alberta election.

Royal Canadian Mounted Police (RCMP): Canadian federal and national police service. The responsible
for direct law enforcement action in order to defend Canadian elections from foreign interference.

Security and Intelligence Threats to Elections (SITE) Task Force: worked to prevent covert,
clandestine, or criminal activities from influencing or interfering with the electoral process in the lead
up to the October 2019 Canadian federal election. The Task Force is comprised of officials from the
Communications Security Establishment, the Canadian Security Intelligence Service, the Royal Canadian
Mounted Police, and Global Affairs Canada. SITE did not observe any activities that met the threshold
for public announcement or affected Canada's ability to have a free and fair election.
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Other relevant agencies:

Canadian Radio-television and Telecommunications Commission (CRTC): is an administrative tribunal
that regulates and supervises broadcasting and telecommunications in the public interest.” The CRTC's
mandate is entrusted to it by the Parliament of Canada and administered through the Minister of
Canadian Heritage. It focuses primarily on achieving policy objectives established in the Broadcasting
Act, the Telecommunications Act, and Canada's Anti-Spam Legislation.

Office of the Chief Electoral Officer (CEO): is the nonpartisan agency responsible for administering
Canadian Federal elections and referendums. Elections Canada is an office of the Parliament of Canada
and reports directly to Parliament rather than to the Government of Canada.

Office of the Privacy Commissioner: along with the CEO, provided guidance to Canadian political

parties about complying with the Elections Modernization Act in April 2019. The Privacy Commiissioner,
however, played no oversight role in enforcing the Act.
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About the Digital Forensic Research Lab:

The DFRLab’s mission is:

To identify, expose, and explain disinformation where and when it occurs using open source research;

to promote objective truth as a foundation of government for and by people; to protect democratic
institutions and norms from those who would seek to undermine them in the digital engagement space.
To create a new model of expertise adapted for impact and real-world results.

To forge digital resilience at a time when humans are more interconnected than at any point in history, by

building the world's leading hub of digital forensic analysts tracking events in governance, technology,
security, and where each intersect as they occur, as well as a network of #DigitalSherlocks.
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