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THREATS TO THE CANADIAN FEDERAL ELECTION 2021

{U/F0U0) This report covers the Security and Intelligence Threats 1o Elections Task Foroe {SITE
TF ohservations of forsign threat actory intentions and activities relating to Foreign Interference
{Fi} i the 44th Canadian General Blection (GE441,

{U//0U0) Though not a focus of SITE TF, the issue of domestic threats and electoral security has
besn a key concern for the Security and Intelligence community for GE44.  SITE TF committed 1o
reporting significant threats linked 1o the glection up to the Panel of 5 {PS) and the Flection
Security Coordination Commities {ESCC] for their awareness, As @ result, this report ingludes
reflections oo electoral security.

Surnary of Key Observations - Forelgn Threat Actors:

%

{T5//CEQ] The People’s Republic of China {PRC) sought to clandestinely and dereptively influence
Canada’s 2021 federal election. This Fl was pragmatic In nature and focused primarily on
supporting individusls viswed 1o be gither pro-PEC or neutral” onissues of interest 1o the PRC
government and Chinese Commurdst Party (0P

{U//0U0) SITE TF also observed online/media sctivities aimed at discouraging Canadians,
particularly of Chingse heritage, from supporting the Conservative Party of Canada {OPC), party
ipader Erin OTools, and particularly former Steveston-Rishmond Fast candidate Kenny Chi
GE44. While we do not have dear evidence that thizs online activity was 3 PRO-directed #
campaign, we have shaerved indicators of potential coordination between various Canada-based
Chinese language news outlets as well as PRC and CUF news outlets,

{15/, 17CED) Indian officials were observed expressing interest in individual electoral contests. _

acourred in @ covert manner and demonstrates Government of indis™s Imtent o influence the
sutcone of Danadian elections,

engage in sctivities contrary to Canadian interests, requiring ongoing vighance and mordloring,

“ndian £ may have

FiF! - Canada Relegse 015 -~ April &, CANGIZ3ER

2024

2of 13



For Public Belsase

CANO002359

Canada Releass 015 - April 3, CANDDZ35S

2024

& {S//CEO) Quer the course of the weil period, SITE TF saw no evidence o indicate that foreign state
actors were specifically targeting Elections Canads {(BC) or Caraddian slectoral systerns and
ngtworks.

Summary of Key Observations ~ Blections Sequrity:

» {PB! Following the announcement of GE4S, there was o significant increase in the number of
direct and indirect threats made towards Protected Persons, with the Prime Minister {P0) being
the primary focus. These threats were persistent throughout the slection perod,

s {PB} Anti-LOVID restriction grisvences drowe both online discussions and In-person protests
throughowt the campaign periad. Vielent rhetoric and behaviour sscalated throughout Sugust
and September, and thers were several public order incidents.

= [PBR} A riumber of protests were either promoted by, or attended by, idesiogically motivated
finked individuals, including conspiracy theorists, ardbgovernmerd and racislly ardd sthno-
natioralist mothwated individuals.

= {PB} Howsever, there is no intelligence 1o indicate that protests were formally organized by any
idesiogically motivated groups,

Details

Seope and Sources

{U//0UOT This report covers the Securty and intellipence Threats to Elections Task Force {SITE TF)
phservations of forelgn threst actory’ intentions and sctivities relating to Foreign iterferance [Fll inthe
A4th Canadian General Blection {GE44). 11 is hased on analysis, reporting and obssrvations - from both
classified and unclassified sources ~ reviewed in the lead up 1o, and during, the wiit period {16 August
10 20 September 20215

{70001 This report doss not alm to assess the impact of foreipn threat sctor activity on the outcoms
of the election,

SITE TF Members and Role

{UY JITE TF consists of members from the Communications Security Establishment {U58), the Canadian
Security Intelligence Service {CHS), Global Affairs Canada [GAT), and the Royal Carsdian Mounted Police
{RUMPYL  The SITE TFs role is to help sefepuard Canadian federal elections from Fl by

» Providing a cear point of engagement with the securlly and itelligence community for
Government partngrs engaged in related work,
# Reviewing and forusing Intelligence collection, assessmant, and open-source analysis related to

forsign interference in Canada’s democratic process in g coordinated mannsr.
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* Providing situationa! awareness for Government pariners, senior public servants, and other
relevant partners.
* Pramoting the use of intelligence, assessment, and open-source information analysis in the

protection of electorsl processes through sharing with partners or, when respective mantdates
permil, take acting o mitigate the threst

{U3 SITE TF defines Foreign Interfersnce {FI} as: "ootivity conducted or supported by o forelgn statefoctor
that is detrimented to Conodion nationd] interests and is dlandesting, deceptive or involves o threst to o
person”  in the context of Uavadian electorsl processes, the objective of FI is 1o affect slectors
outcomes andfor undermine public confidence in Canadian democratic institutions. By contrast, forsign
influpnce activity Is cwert and forms a part of routine globe! diplomatic engagement,

Detailed Observations on Foreign Threat Actors

The People’s Republic of China

{T5//CEO) The People’s Republic of Ching {PRUY sought to dandestinely and deceptively influence
Carada’s 2021 federal glection. This FI was pragmatic in nature and forused primarily on supporting
individuals viewed to be either ‘pro-PRC or ‘neutral’ on issues of interest to the PRC government and
{hinese Communist Party {C0PY,

[TS/7CED The 2021 federsl election appears to have been of significant interest 10 PRE thrsat-relater
actors. This interest was almost certainly due 1o 8 perception that one major pulitical party, e, the
Conservative Party of Conada {CPC), was actively discussing PRCrelated matters and promsting a
piatform that was percetved by PRO state actors as being contrary to their interests. Other bilatersl issues
at the time {g.g., the final stages of the Meng Wanzhou, Michag! Kowrig and Michae! Spavor cases) also
atmuost certainly played a key role,

official positiononthe PRC.  around this time, the PRC primarily preferred
1o support Liberal Party of Canada {LPC) candidates and nppose the {RC, '
LBC mninority was the preferred electoral outcome of the PRC as the LPC was

percebeed to be riendlier to the PRC and 3 minornity government could ensure political infighting would
inhibit Government of Canada policy responses to the PRL
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of the PROs interests. PRO government representatives were gware that they were not supposed to be
invoived In Canady’s slertinn, yel took steps o interfere regardless.

network of trusted contacts both before and

: prosies and threat acturs
acted in g manner that was entirely congrusnt with the PRC s interests, and supported individusls krown

to be “favoursd by and opposed to those viewed 1o be “anti-PRCY.

g niot need direct tesking 1o act in the PRO govermnment's intersst.,

£ Exomple:
{T5//CEQ)

{T5//CEO}

(YS//CEQ)

» {TS//CEC)

s (TS{/CEO}

Continysd.,,

4
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o (TS//CEQ)

during Election 2021 These warnings primarily sought 1o bighlight negative corsequences if Canadians
voted for the CPC

L7000 Following o deep dive inte Canada’s Sinophone media scosystem, SITE TF identified numersus
articles posted and shaved among PRO and Canada-based Chinese-language news websites and WeChat
news scoounts containing false claims about former CPU candidate for Steveston-Richmaond East, Kenny
{hig, and his Private Mambees” Bill G282 (A Aot 1o establish the Forgign Influsrice Registey). The seticies
claimed that, if glected, Chiu would pass 3 “foreign power registry act” that would designate “srw
individus! or group connected with China a5 2 spokesparson of the Chinese government”

{UAF0UD) The anidles portraved Chiu and Bl C-282 in a false or mislgading way, and the narrative
appeared smbedded or alongside other news stories that desimed Conservative Party leader Erin OToole
“almnst wanted to breek diplomatic relations with CThina™ with his GE44 platform.

the CCP openly issued stark warnings via a propaganda media mechanism 1o Canadians

{8//CEO) there is a common narrative in these articles, the dlose timing and
publication of similar content across severs! platforms is um&uai% the

materisl rdrrors narratives publicly presented by the PFRO government and the (:i’:if}
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{SEFCECH Iy some cases, P threat sotors ngluding the PRCY seek 1o ulilize the ‘grey one’ between
appropriate, overl activities, and Hisgitimate and candesting schivity. The COP's united front work, for
example, is designed 1o take place in this legal and normative grey one. B s difficult to degisively
conciude whether certain individuals or entities are acting at the behest of the Party-state given shared
imterests between the BRC government, the CUP, ard these entitiss, individusts or groups of concern can
have well-established relationshins with the PRC's povernment and/or Party entities and proactively act
i @ manner that benefits PRC interesty given an intimate knowledge of Party-state privrities and »
penersl understanding of issues of concern. By proattively behaving in this manner, individuals or groups
of concer invite ‘benefits’ and the favour of the PRC and CCPR,

{S//CED) Indian officials — ~— gontinue to

conduct Fi activities in Canada, both directly and through thelr Canadian proxes, During 6844 indian
officials were observed expressing interest in individual electoral contests and likely hoped pro-india
candidates would prevall or, 8t least, that perceived anti-india candidates would not be {re-elected.

{TS//CEDY indian officials, proxies, and sympathizing politicians continue 1o support Indian interssts in

{S//CED)

interest of indian officials to see candidates who prefer a pro-india agends gain power in Canada,

itisinthe
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(70U In late 2020 snd early 2021, SITE TF observed heightened interest in Canadian mﬁtﬁ»‘:ﬁi

Despitey st 5
did rot observe content related to Canadian politics from these media outlets throughout GE44.

Post-Flection Observations

Russis

{S//CED)

processes, with an ultimate gosl of destabilizing or delegitimizing demoorstic states, There are no
frdications that Russia prefers a particular Canadian political party or leader through which FI could be
dirpcted. The Kremiin Bkely assesses thet major Canadian federal parties did not differ significantly in
thedr stance toward Russia, o addition, Russia was dearly pre-occupied with ity oon elactions which

took place from 17 1o 18 September,
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FLFOIC While SITE TF is focused on Fl, both the RUMP and (SIS, have mandstes and suthorities 1o lonk
at domestic threats {within certain thresholds),  The ssue of domestic threats to politicians and slection
events has bean a key contern singe the Capito! Hill riots in the US on & fanuary 2021, While this issue
did not manifest in Canada in the same way 83 the US, there was nevertheless 3 notable increase in
viotent rhetorie, threats and ingidents during the wiit period,  For GE44, SITE committed 10 reporting
significant threals linked 1o the elpction up 1o the P5 and the broader ESCC community for thelr
awareness {even If SITE TF was not the lead entity in responding to all thresis),

{PR} Following the announcement of the federal election on 15 August 2021, there was s significant
increase in the number of direct and indiregt theeals made towards Protected Persons, with the Prime
WMinister (FM] being the privnary focus, These threals were persistent throughout the election period,

{PB} During the initial phase of campaigning, the Official Party leaders posted their detalled itineraries
onling. Onve posted, multiple social mediz pages that were anti-Liberal, anti-Trudeau or anti-COVID
restriction measyures in nature would post the location of the PM. These sites axisted prior (o the
announcernent of the slection, however, and generally shared anti-lockdownfami-vacoinefanti-mask
protest information and cortent expressing varipus grivvances against the Liberal government,

{PB} Anti-COVID restriction grievances drove both online discussions and in-person protests throughout
the campaign period. Violent rhetoric and behaviour escalated throughout August and September,
which included a number of public order Incidents ocourring at various PM campaign stops in Ontarig,
at the Al Party Leader’s English language debate and at various hospital protests.

{PB} During the advance polling perisd, Flections Canada reported a numbser of conflicts at poliing
stations, the most common being voters refusing to wear masks. There were also two reported incidents
of vivlence which resulted i law endorsement involvernent,

{PB} A number of campaign events that were met by protest were either promoted by, or sttended by,
ideolugically muotivated linked individuals, with conspiracy thearists, anti-government and racially and
ethno-nationalist motivated individuals being most prevalent. These events also attracted individuals
that were nut aligned with any specific ideology or entity, but who had experienced personal hardships
due o the pandemiz. Since April 2020, Canada has encountered weekly protests in multiple cities
opposing COVID- 18 public health measures. These protests, also attended and promoted by idestogicslly
motivated individuals, have generally been pescelul In nature and have persisted in the pust-election
period,

{RF/CED) Hotably, only one ingiden? resulted In the denial of volers scoess 1o @ poll. The incident
occurred on Sy Nations” territory near Brantford, Ontario. In this case 20 protestors blocked socess to
the polling stationand called for Elections Canads to remove the poll from the reserve. Siz Nations Police

g
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responded bul Electinns Canads opled (o move the poll before police could intervene, No protestors st
thiz event were arrested or charged.  As such, the only incident which resulted iIn wiler
imterference/suppression was oonducted by 2 group of activists that haed no connection o the
overwheiming rmajority of anti-vactine/ami-COVID restriction protests, and which prige to election night
ware believed (o pose the greatest threat 1o voler 300ess 10 polis.

{PB} There has besn no apparent formal organization for protests detected (for example, by IWMVE
groups) snd the sscalation in violent behaviouwr at public pvents started to dissipate befors the slection
was wver, There were no major thrests reported during Slection Day,

{PB} Since the outvoms of the election, claims of election fraudfrigging have been sbserved on social
media, but discussions opposing vaccing passports were muore commaon than claims of slection fraud.

10
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LESBONS LEARNED/RECOMMENDATIONS

SITE TF Mandate: {U//0U0) SITE TF's mandate is forused on Fl threats to federal elections. During 5844,
there was a new and significant appetite for information on domestic/IMVE thrests anyd slsttoral
serurlty more generally,  This necessitated some changes in reporting processes {principally within
RUMPY and changed the nature of the regular briefings to the PA,

Recompmendation: Given the current threat environmaent, determine if the sue of domestic
threatsfelectinns security should be formally included in the SITE TF mandate,

LCorununications as a Tool to Counter Pl {U//OUD) Communications iz a oritical lever in the Gol’s toolkit
for building resitience t and responding to foreign interference. GoC comenunications was a challenge
in the lead up to, and throughout, GE44, in part due to the Caretaker Convention. For example, the GoC
did not proasctively communicate plans to sefeguard the election a3 was done for GE42. As a result,
academics, media and the leader of the Conservative Party ~ presumably unaware of the extensive
measures in place — all criticized the GoC's lack of action to safeguard the elsction, Similarly, in the
context of the Caretaker Convention, it was not entirely clear how incidents below the PY's threshold,
but sl worthy of public swareness, might be addressed,

Recommendation: Review the GoU's communications plan with a view o being muore strategic
about both proactive and reactive communications with respect to election security in order 1o
rraximize opporturities 1o reise public awareness and build resiience againat ¥ threets,

The Challenge of Ft in a Complex Online Information Environment: {3//CEQ) RRM Canada monitoring
reflected the pre-plection threat assessment that any foreign state affiliated disinformation will likely

CANO002359

Becommendation: Ensure GALs Rapid Response Mechanism Canada team, whose funding
surssets in March 2022, is provided with new and increased funding; cominue toeontract sxternal
partners from academia, civil socisty and industry 1o supplement SITE monitoring; and ensure
government funding for acaderia and civil society to conduct independent monitoring and
repurting on potential Fi in this domain {e.g., through POH's Digital Citizen Initiative} In order to
further boost awareness snd resifience.

11
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information Sharing/Roles and Responsibifities: (S//CEQ} The pervasiveness of domestic and foreign
threats in the online information environment, and a growing demand for intelligence on this space, saw
an increase in the number of entities engaged in online monitoring and a desire to share that information
more broadly. During GE44, SITE TF held positive discussions with GC pariners engaged in this activity,
while the RCMP hosted an EC analyst within the RCMP's Combined Threat intelligence Group for
coordination purposes. In addition, RCMP instituted new process to enable broader sharing of threat
related information.  These activities represent key successes, a5 SITE TF was able 1o better integrate
diffuse threat monitoring capabilities from across government.

Recommendation: Continue to solidify our understanding and management of this evolving
space. Hold discussions/workshops with partners engaged in online/social media monitoring to
clarify roles, responsibilities, capabilities and to improve communications, partnering and
information sharing practices.

Governance and Framewark: {S$//CEOQ)} The opportunity for SITE TF to meet with and brief the P5 in
person was an improvement on the GE43 process, allowing SITE TF members to better understand P5
concerns and target reporting, SITE TF welcomes ongoing and regular feedback during the writ period
to ensure that we are meeting expectations, addressing intelligence and knowledge gaps and fulfilling
our mandate.

Recommendation: Continued SITE TF presence at P5 threat briefings, and regular check-ins at
DM/ADM level for feedback/debriefs on P53 discussions,

Political Party Engagement: (S//CEQ) Meetings with cleared political party members offered a unigue
opportunity to provide specific context to the threat environment, build a rapport with party
representatives and open a two-way path for dialogue.

Recommendation: Review how the S&I community might engage with political party members
outside of an election cycle to address ongoing issues of Fl.
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