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Background:
Case Study - use of spyware in Canada
Z open-source reparting indicates that, after he moved to Canada,

On September 18, 2018, the University of
Toronto's Citizen Lab® published a research paper on Pegasus, a spyware that infected devices of activists wordwide
In October 2018, open

! Gitizen Lab s a think tank that conducts resaarch ralated to online censorship and identifying thraats 10 an individual's privacy onling
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sources confirmed that was using Pegasus spyware

builds its cyber arsenal with commercially available tools

B. that the NSO Group sells cyber tools fo foreign government agencies and has sold the Pegasus tool
to state actors—including the —who are known to use surveillance tools to target
dissidents, human fights activists and advocates worldwide. Pegasus is a highly advanced tool with both ‘zero click’ and 'one
click' attacks. The ‘zero click’ attack infects a farget's phone through a short phone call that automatically infects a compatible
phone. A 'one click' attack relies on spear phishing technigues as an initial infection vector. (U)
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NS0 Group - PEGASUS

The N30 Group - also known as O Cyber Technologies, OSY Technologies and Westbridge depending on jurisdiction - i an
Israeli company that was founded in 2010 by former members of the |sraehi Inteligence Conps responsible for signals intelligence,
Unit 8200. The NSO Group confracts with multiple governments to provide advanced cyber capacities. While the NSO Group
does nof disclose their clients, investigation by The Guardian and The Citizen Lab has collected a significant amownt of data that
has identified a number of probable NSO clients, including Mexico, Morocco, Togo, Rwanda, Hungary, Sawdi Arabia, the LAE,
Bahrain, Azerbaijan, Kazakhstan and India. (U)

The NS0 Group's rencwned product, Pegasus, has been the subject of considerable controversy, Several media outlets reported
that the malware has been used by governments, such as the KSA, India and UAE, 1o spy on activists, journalists, lawyers and
polticians. While infections through Pegasus can be discovered in i0S devices through examining the device, defecting Pegasus
infection on Android devices is mare difficult. The use of Pegasus by Saudi Arabia prior 1o and following the murder of Jamal
Khashogoi prompled the NSO Group to freeze its ties to Saudi Arabia, panding review, Attlempls were made 1o compromise the
devices of Khashoggi's wife in the manths prior o his death; his fiancée’'s phone was also compromised in the days following his
murder. Pegasus was also used to target a number of Khashoggi's close associates and individuals who were imvolved in the
investigation into his death, including Canadian resident and prominent Sauwdi regime crific, Omar Abdulaziz. (L)

DARKMATTER

Various media reports have highlighted concems sumounding the activities,
powers, and potential targets of DarkMatier — most of this under the name
Project Raven — where operatives ufilized an arsenal of cyber toals, including a
cutiing-edge espionage platiorm known as Karma fo spy on human rights
aclivists, journalists and political rivals. In kate 2020, DarkMatter formally

changed its company name to Digital 14, the name change
was & mene atlempt to distance the company from negative attention in the
media. (L)
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THIS INFORMATEON 15 SHARED WITH Y COUR ORGANLZATION FOR INTELLIGENCE PURFOSES ONLY AND MaY NOT BE USED
IN LEGAL PROCEEDINGS. THIS DOCLUMENT MAY MOT BE RECLAZSIFIED, DISSEMINATED OR DRSCLOSED IM WHOLE OR 1M
PART WITHCUT THE WRITTEMN PERMESSION OF CSIS, THIS DOCLUMENT CONSTITUTES A RECORD WHICH MAY BE SUBJECT
TO EXEMPTIONS LINDER THE FEDERAL ACCESS TO INFORMATION ACT OR PRIVACY ACT OR UNDER APPLICAELE
PROVINCIAL OR TERRITORIAL LEGISLATIUN. IF 4 REQUEST FOR ACCESS UNDER THESE ACTS |5 MADE, THE RECEIVING
AGENCY MUST CONSLLT CSI5 I RELATION TO APFLYING THE AVAILABLE EXEMPTIONS. FURTHER, G3ES MAY TAKE ALL
MNECESEARY STEPS INDER SECTION 38 OF THE CANADA EVIDEMCE ACT OR OTHER LEGISLATION TO PROTECT THIS
INFORMATION, IF ¥YOU LEARMN THAT THIS INFORMATION HAS OR MAY BE DISCLOSED, THAT THESE CAVEATS HAVE NOT
BEEM RESPECTED OR IF YOI ARE UNABLE TO ABIDE BY THESE CAVEATS, INFORM CSIS IMMEIHATELY
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