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Challenge On An International Scale

M o n d e  diplomatique

oecembie  2017, pages 12 ex 15

Denmark  to  ramp
up cyber  security
efforts  - defence
minister

u

Eurp prpars cybr fss t prtct
lctis frm Russia itrfrc

o 

Russia’s Interference in the U.S.
Election Was Just the Beginning
Democracies across the West are vulnerable to foreign influence -and
some are under attack.

Lt  SUM’tCT D**L  OBJ ttrres  OCCl0tNT*£tS

Igrc  russ, 
1’bsssi  a la paraia

Ls Occitaux s
crt  pur accusr
la Russi 
cybrattaqus
Chose  inedite,  les Etats  Ums,  le  Royam e  Uni.  les  Pays-Bas
et  le  Canada  ont  accse  la  Rssie  d ’etre  respcnsable  de
cyberattaqes  majeres.

[J Australia forms task force to guard
elections from cyber attacks

June 09 2018 09:36 AM

ACCUEIL  INFO  INTERNATIONAL POLITIQUE AMERICAINE

L’interference  rsse et le silence
de Donald Trmp

V 4

SuccessfullVtSountering
; ' t”

Russian Electoral Interference  1
75 Lessons Learned from rhe Macron Leaks

Elctis 2019: Why Iia cat urstimat
th 'frig ha'
India has become  more vulnerable  to  attacks. Only,  the 'weapons  of  mass  destruction'  now  arc data
and social  media,  which  any  nation can use to influence  our elections.

Election Interference in the Digital Age: Building
Resilience to Cyber-Enabled Threats
tfEUProtects 15 October 2018 to 16 October 2018
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Protecting 2019 General Election

• Janary 30, 2019 - Announcement details range of measures, new
and existing, to protect the General Election, including:
-  Security and Intelligence Threats to Elections (SITE) Task Force;

-  Creating the Digital Citizen Initiative;

-  Offering additional cyber technical advice, guidance, and services to political
parties;

-  Offering classified threat briefings to key leadership in political parties; and

-  Engaging with social media platforms, including through the Canada Declaration
for Electoral Integrity Online

• Jne 11, 2019- Cabinet Directive on the Critical Election Incident
Public Protocol (the Protocol) published

• May 2019 - Panel began meeting to prepare for election
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Protecting Democracy Ecosystem

Media

All Canadians

Political actors

Social Media
Platforms

Elections
Canada

Security
Agencies

Canada’s
Democracy

Academia and
Civil Society

Critical
Election
Incident
Public

Protocol

Commission^
of Canada
Elections

Protecting  our democratic  institutions  from
incidents  that threaten  our ability  to have a free
and fair election is a shared responsibility  for
all Canadians.

Panel of senior public servants:
• Clerk of the Privy Council;
• National Security and Intelligence Advisor;
• Deputy Minister of Justice and Deputy Attorney General;
• Deputy Minister of Public Safety; and

\  • Deputy Minister of Foreign Affairs.

4



CAN014252

PIFI -  C
anada R

elease 021 -  A
pril 5, 

C
A

N
014252 

5 o
f 19

2024

■  ■  Government  Gouvernement
of Canada du Canada TOP SECRET/O/CE0

Election Incident Response Architectre

ADM Level
Engagement
•ADM  Elections Security
Coordinating  Committee
•ADM  Ad Hoc Cyber
•ADM  National  Security
Ops

DG-Level
Engagement
•DG Elections  Security
Coordinating  Committee
•DG Cyber Ops
• DG Emergency  Response
Committee

DM Operations
Committee

Commissioner
of Canada
Elections

Chief Elections
Officer

SITE
collect, analyze, share, investigate,  brief

In accordance with  existing mandates  and Canadians laws

CSE, RCMP, CSIS, GAC

I
I
I
I
I
I
I
I
I
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Critical Election Incident Pblic Protocol

0
CRITICAL
ELECTION
INCIDENT
PUBLIC

PROTOCOL

AWARENESS

THE  GOVERNMENT

OF CANADA  BECOMES

AWARE  OF  AN

INTERFERENCE  ATTEMPT

IN  THE  ELECTION  DURING

THE  W RIT  PERIOD.

SHARING
INFORMATION

HEADS  OF  NATIONAL

SECURITY  AGENCIES

BRIEF  THE  CRITICAL

ELECTION  INCIDENT

RESPONSE  PANEL:

Clerk of the Privy Council

National Security and
Intelligence Advisor

Deputy ministers of
Justice Canada, Public Safety

& Global Affairs Canada

ASSESSING
THREAT

IF  THE  PANEL  FINDS  THAT

THERE  IS  A  SUBSTANTIAL

THREAT  TO  A  FREE  AND

FAIR  ELECTION:

Inform the Prime Minister,
political party officials and

Elections Canada of the
incident and that a press
conference will be held

CANADIANS  ARE

INFORMED  OF:

Any steps they
should take to

protect themselves

What is known about
the incident

PUBLIC
ANNOUNCEMENT

M  Government Gouvernement
of Canada du Canada CANADA.CA/EN/DEMOCRATIC-INSTITUTIONS Canada 6
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Secrity and Intelligence Threats To Elections (SITE) Task
Force

Security  and Intelligence  Threats to Elections  Task Force - Partner  Roles
Leading to Election 2019

MCUSStf lU f fM  OFFICIAL US OUT

SECURITY  AND INTELLIGENCE
THREATS TO ELECTIONS TASK FORCE

WHAT ARE WE TALKING ABOUT?

Covert, clandestine,  or criminal  activities
interfering  with or inflencing  electoral

processes  m Canada

MANDATE/ROLE ACTIVITIES

r ®
CSE

laforratiM  Technology Sacnty

•  Prondmg advice.  gidance. and services to  help ensre the protection of
electronic information and of systems of importance

Foreiga Intelligence

•  Collection of foreig n intelligence for Government of Canada on threat actors

Sapportmi  CSIS and RCMP

•  PwxJing  assistance on technical  operations

•  Providing intelligence and cyber assessments on the attentions.
activities, and capabilities of foreign threat acton

•  Protecting Gorermert  systems and networks related
to elections throgh  cyttv  defence measres

•  Providing cyber secnty advice and grfance  to polibcal
parties, provinces and other instittions mwived in
democratic processes

G ia

-

CSIS

liteHigenc*  and Threat Redctioa

•  Collection of information abot foregn  mflenced activities that are
detnmental to the interest of Canada and are clandestine or deceptive
or irwolw a threat to any person

•  Contering sch activities throgh  threat redction measres

lateUigenca Assessment

•  Providing advxe  intelligence reporting and intelligence assessments to
Government of Canada abot foreign inflenced activities

•  Promdmg threat bnehngs and mtelligonce reporting to
Elections Canada and theCommissorwrof  Electans

•  Prondmg an assessment of hostile state activity
methodologies and capabilities to Government of
Canada decision maters

- ®
GAC

GlebalAflavi Cada

•  Open sorce research on global trends and data on threats to democracy

•  Partnership with C7 contries to share information and ccnrdinato
responses to threats as appropriate

•  Providing research on disinformation campaigns
targeting Canada by foreign actors

•  Reporting on global trends, metrics, and incidents

•  Coordinating attnbtion d  incidents

RCMP
Rvyal Canadian Molt'd Poi«

National Secmrty

•  The primary responsibility for preventing, detecting, denying and
respondmg to national secnty-reiated  cnmmal  threats in Canada

•  hvestigates  cnmmal cdtenses arising from terrorism, espionage.
cyber attacks, and foreign mflenced activities

•  The toy investigatory body for Elections Canada if criminal activity
«  sspected

•  Investigates any criminal activity related to interference
or mflenceof Canada s electoral (accesses

•  Works closely m partnersh<> with mteligence,
law enforcement and reglatory agencies

| x |  Govomement  Government
■  d  Canada  or Canada Canada 7
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2019 General Election -  Otcomes

• No threats met the threshold and therefore none were reported to
Canadians.

• Procedurally, an evaluation of the CEIPP was conducted and written
by Mr. Jim Judd.

-  while the Panel did not intervene during the 2019 election, it was prepared to do
so and decision-making about potential interventions did take place behind the
scenes as appropriate;

-  the Panel included a range of public service experience and was supplemented
where needed; and,

-  the Panel was appropriately  supported and worked well with its principal partners
(e.g., Elections Canada, security agencies).

• That does not mean no activity was observed. SITE conducted a
review and produced a classified, after action report.

8
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Canada’s Ongoing Threat Environment

What do we know?

Who are the main threats?

What Happened During the US Election?

What can we expect and how is this complicated by the current
pandemic?
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What do we know

foreign state actors over time have
largely sed hman intelligence (HUMINT) in an effort to
inflence Canada’s electoral processes.

-  This is partly a result of the way that Canada conducts its elections (paper
based ballots, relatively robust federal financing laws, political party
constitutional nomination processes)
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Who are the main threats?

India andThe People’s Repblic of China (PRC),
the Rssian Federation, pose the top-tier foreign interference
(Fl) threats to Canada’s democracy.
--------- These states believe that they can operate under certain conditions in

Canada with relative impunity.
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What Happened Dring the US Election?

<— In General, US Authorities at the Cyber-Security and Infrastructure
Security Agency (CISA) have said the most recent US election was
relatively free of foreign interference

*—This is credited to actions of the US Government in naming threats
as they emerged

<—For example, the FBI made a public statement exposing Russian
and Iranian attempts at election interference

Of note, the Iranians attempted to pass themselves off as members of the Proud
Boys, a far-right militia, but were quickly detected and attributed by Facebook
and the US Intelligence Services
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What can we expect?

Consistent with the 2019 Canadian Federal election, there is no evidence of a
significant specific cyber threat to Canadian elections or electoral processes.

PRC HUM INT for eign  interference-threat activities have not shifted or
diminished following the 2019 election.

] RRC cont inues efforts to cu lt ivate relationsh ips with current MPs and influence their v iews on
issues of strategic importanc e.

Foreign state actors are increasingly able to c land est inely  leverage domestic
political rhetoric in their online disinformation campaigns, making this type of
interference more difficlt to attribte.

COVID related social and political restrictions
may create additional opportnities for online disinformation campaigns.
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Next Steps

• The Panel of Five has begun meeting again

• The Election Security Coordination Committees are meeting to
monitor and adapt to emerging trends and threats

-  PHAC now has representatives at all levels to coordinate response should
adversaries use the current pandemic to augment their efforts

• SITE continues to track, assess, react and share intelligence on
foreign interference activity by foreign state and non-state actors.

14
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Slide Notes
Slide 2:
Attmpts  by frig  stats a  -stat  actrs t itrfr  i mcratic  a  lctral  prcsss  ar t  a w  thrat.

I past 10 yars,  almst  40 atis  hav  xpric  maipulati  a  itrfrc  i thir  mcratic  istitutis  a  prcsss  t
varyig  lvls  -  this is a glbal challg  fr mcracis.

Caaa  is t  immu t this thrat  - w   t prpar  ur citizs  a  systms t rsp  t this thrat

Gvrmts  a citizs  hav t ct  with ths  challgs  a risks whil  rspctig  mcratic  rights a frms.

A 2017 public  thrat  rprt  frm th Cmmuicatis  Scurity  Establishmt  itifi  plitical  partis  a pliticias,  lctral
activitis,  a  th mia  as vulrabl  t thrats,  but als t  that ur systm has ihrt  strgths  built-i.  Fr  xampl,  papr 
bas  ballts  cat  b “hack ” .

Th 2019 upat  t this rprt  rifrc  that it was vry  likly  that Caaia  vtrs  wul  cutr  sm frm f  cybr  itrfrc
urig  th 2019 lctis.  Caaia  plitical  partis,  thir  caiats  a  staff  wr  als itifi  as likly  t b targt.

Slide 3:
Agaist  this backrp,  Caaa  put i plac a umbr  f  masurs  t safguar  th 2019 lctis.

O Jauary  30, Miistrs  Gul,  Gal  a Sajja auc  th whl-f-gvmmt  pla  t cutr  itrfrc  i th lcti.
This Pla  was vlp  i rcgiti  f  th glbal  tr  f  frig  itrfrc  a isifrmati  i th mcratic  spac a
buils  th xprics  f  sm f  ur ky allis  wh xpric  itrfrc  i thir  w lctis  (.g. th U.S., Frac  tc.).

Caaa  vlp  a pla  structur  aru  fur pillars: hacig  citiz  prparss,  imprvig  rgaizatial  raiss,  xpctig
scial mia  platfrms  t act, a  cmbattig  frig  itrfrc.  This whl-f-gvmmt  iitiativ  brught  tgthr  10 iffrt
fral partmts  a agcis,  as wll as cllabrati  frm Elctis  Caaa  a th Cmmissir  f  Caaa  Elctis.

A umbr  f  w  masurs  wr  put i plac  t prtct  th 2019 Gral Elcti,  icluig:
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Lvragig  th wly-stablish  Scurity  a  Itlligc  Thrats  t Elctis  Task Frc  (SITE) t imprv  awarss  f  frig
thrats  a supprt  assssmt  a rsps.  Th SITE task frc  brigs  tgthr  ur atial  scurity  a itlligc  partrs  at
CSIS, RCMP, CSE a Glbal Affairs  Caaa.

Cratig  th Digital  Citiz  Iitiativ  t xpa  citiz  fcuss  prgrammig   rsilic  agaist  isifrmati  a  supprtig  a
halthy  ifrmati  csystm.

Offrig  aitial  cybr  tchical  avic,  guiac,  a srvics  t plitical  partis  t buil  thir  cybr  hygi  a scurity.

Offrig  classifi  thrat  brifigs  t ky larship  i plitical  partis  t prmt  situatial  awarss  a  curag  thm  t
strgth  itral  scurity  practics  a  bhaviurs.

Egagig  with igital platfrms  t curag  thm  t implmt  spcific  vlutary  masurs  t icras  trasparcy  a  cmbat  th
spra  f  isifrmati,  icluig  sigig  th Caaa  Dclarati  fr Elctral  Itgrity  Oli.

O f  th sigatur  iitiativs  is th stablishmt  f  th Critical Elcti  Icit  Public Prtcl,  which  is a mchaism  fr
cmmuicatig  with Caaias  urig  th writ pri  i a clar, traspart,  a impartial mar  abut icits  that thrat  th
itgrity  f  th lcti.

Wrk  is gig  t prvi  Gvrmt  with  ptis  t prtct  mcracy  fr GE44 a  by

Slide 4;
Th Prtcl  is   f  may  safguars  twars  prtctig  th 2019 Gral  Elcti,  a  part f  a brar  csystm  f  playrs  that
ach hav a rl  i prtctig  ur mcratic  istitutis.  This is ultimatly  a shar  rspsibility.

Th Prtcl  was put i plac  bcaus  thr  may b istacs  i which  th gvrmt  ca tct  ccrt  isifrmati  r
itrfrc  campaigs  that cul  hav  a sigificat  impact   Caaa ’s lcti,  a  s  t ifrm  Caaias  abut  ths
ccurrcs.
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Th Prtcl  was amiistr  by a Pal  f  DMs wh hav  vast  xpric  i scurity,  itratial  affairs, law, public  plicy,  a
public  safty, a wh brig  varius  csiratis  t th cisi-makig  tabl.

Th Pal  mt rgularly,  a was appris  f  th thrat  virmt   a gig  basis urig  th writ pri.

Th Prtcl  was als stablish  i a way that rflcts  th Cartakr  Cvti.  Th Cartakr  Cvti  puts it practic  th
pricipl  that th gvrmt  is xpct  t “rstrict  itslf ’ i mattrs  f  plicy,  spig  a  appitmts  urig  th lcti
pri,  xcpt  whr  acti  is “urgt ” a “i th atial  itrst ”.

Th Prtcl  iclu  prvisis  fr: ifrmig  caiats,  rgaizatis  r lcti  fficials  if  thy hav  b  th kw  targt  f  a
attack; brifig  th grup  f  sir  public  srvats  at th hart  f  th Prtcl;  ifrmig  th Prim  Miistr  a  thr  party  lars
(r thir  sigats)  that a public aucmt  is pla;  a tifyig  th public.

Slide 5:
Itral  t GC Ecsystm
Cscius  f  th varius playrs  i th csystm  a f  a rquirmt  t chrtly  supprt  th Pal,  a Elctis  Scurity
Architctur  was stablish  a has mt rgularly  sic 2019.

This systm iclus  -traitial  partrs  a a rquirmt  fr th scurity  cmmuity  t gag  ths  partrs  i w  ways.

I fs  it th wrk  f  th Pal  a is supprt  a urpi  by th wrk  f  th scurity  cmmuity.

Itral  t PCO this has cssitat  cls  cllabrati  f  S&I, DI a  Cmms.

Slide 6:
This sli utlis  th stp-by-stp  prcss  f  hw  th CEIPP wrks  i practic,  a  hw  a public  aucmt  wul  b ma.

Stp 1: Awarss
Gvrmt  f  Caaa  bcms  awar  f  a lcti  itrfrc  attmpt  i th lcti  urig  th writ pri.

Stp 2. Sharig  ifrmati
Has  f  atial  scurity  agcis  brif  th Critical Elcti  Icit  Rsps  Pal.
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Stp 3. Assssig  thrat
If  th Pal  fis that thr  is a substatial  thrat  t a fr a fair lcti,  thy  ifrm  th Prim  Miistr,  plitical  party fficials
a Elctis  Caaa  f  th icit  a that a aucmt  will b ma. N  f  ths  stakhlrs  ca vt  th cisi  t
mak  a aucmt.

Stp 4. Public  aucmt
Caaias  ar ifrm  f  what is kw  abut  th icit;  a ay stps thy shul  tak t prtct  thmslvs.

Slide 7:
I August  2018, a fcal pit  task frc  cmpris  f  th CSE, CS1S, RCMP a  Glbal Affairs  Caaa  was activat.

T imprv  situatial  awarss  f  frig  thrats  t Caaa ’s lctral  prcsss  a  hlp  Gvrmt  assss  a rsp  t
thrats

Ogig  gagmt  with frig  partrs  fr lsss  lar  a  trs

Partrs  prat  withi  thir  xistig  maats,  a  th task frc  prvis  a a  layr  f  criati.

Slide 8:
Durig  th lcti,  th thrshl  triggrig  th us  f  th CEIPP was limit  t xcptial  circumstacs  that cul  impair Caaa ’s
ability  t hav  a fr a  fair lcti,  whthr  bas   a sigl  icit  r a accumulati  f  icits.

Prcurally,  valuati  f  th CEIPP was cuct  a writt  by Mr. Jim Ju,  a frmr  Caaia  public  srvat,  iplmat,  a
irctr  f  CSIS.

I trms  f  rcmmatis,  th valuati  suggsts  that giv  th currt  mirity  Parliamt,  th lwst-risk  pti  wul  b t
r-implmt  th CEIPP a th Pal,  as wll as csir  chagig  th CEIPP ’s timfram  t bgi  urig  th pr-writ  pri  a
strgth  gig  mitrig  f  lcti  itrfrc  issus. It als suggsts  ctiuig  t prvi  cybr  scurity  guiac  a
accss t classifi  itlligc  fr rprstativs  frm fral  plitical  partis  by  th lctral  pri,  a  valuatig  utcms
frm th Caaa  Dclarati   Elctral  Itgrity  Oli.
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Durig  th 2019 lcti,   thrats  mt  th thrshl  a  thrfr    wr  rprt  t Caaias.  That s  t  ma   activity
was bsrv.  SITE cuct  a rviw  a  pruc  a classifi,  aftr acti  rprt,  which fs  it th thrat  brifig.
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