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Digital Information Ecosystem Report — May 2021
Findings

* RRM Canada did not observe any significant indicators of foreign interference in its monitoring of the
broader Canadian digital information ecosystem.

& Campaigns related to the conflict in Tigray as well as the campaign by Indian students previously
identified in the March and April monthly reports remain active on Twitter.

Purpose

This report presents surmmary findings from research and analysis covering May 2021, aimed at detecting
foreign interference (Fl) in the Canadian digital information ecosystem. It is the 6th in a series of monthly reports
leading up to the 44 Canadian General Election [GE44). This series of reports is designed to establish a baseline
of online behaviour to facilitate the identification of anomalies linked to potential Fl as the election nears and
to alert decision-makers to any potential Fl activity.

Methodology

The report leverages a combination of in-house and off-the-shelf tools to examine publicly available digital
platforms and websites for indicators of foreign interference in May 2021.! In total, RRM Canada accessed a
sample of approximately 2 million Twitter posts relating to Canadian politics? from over 1.2 million individual
aceounts. RRM Canacda also analyzed approximately 6,916 submissions to various Canada-related forums on the
Reddit platform.? Finally, RRM Canada used the BuzzSumo platform to determine which news articles relating
to Canadian politics* on Facebook, Twitter, Pinterest and Reddit received the most engagement. RRM Canada
also monitors 462 accounts that belong to Chinese, Russian and Iranian government sources.

RRM Canada's methodology builds on past experience, assessing a set of indicators associated with Fl, including:
circulation of false, misleading, and polarising narratives; alignment of narratives with the objectives of hostile

! The scope of the report is limited in terms of access to platforms and data. Currently, RRM Canada has some capabilities to collect and analyse data
from Twitter, Reddit, and web domains and webpages, as well as some limited new capabilities on YouTube. Other platforms may limdt us from
obtaining data or lack commercialfout-of-the-box solutions. Search terms used to collect data can differ significantly between platforms and toals, as
each site structures data access differently. ARM Canada also leverages manual, open sounce investigations and qualitatiee analysis.

! For the purpases of this monthly, RAM Canada accessed the Twitter AP| to analyse sample tweets through the following query terms:
{"general_pol®:“#cdnpoli OR Belindd OR delectiondd OR #elxdd OR Fpolcan OR Belection2021 OR #elxn2021°, “parties”:*((WPPC OR #NDP OR #NPD OR
WPLLC OR MLPC OR #CPC OR MGPC) AND [canada or canadian or canadians OR canadien OR canadiens OR fcanada OR olttawa OR ¥CDNpoli OR iPalean))”,
“parties_2":"{Miberal OR #liberals OR #greens fgreen OA Sconservative OR foonservatives® | AND (canada or canadian or canadians OR canadien OR
canadiens OR #canada OR ottawa OR ACDONpoll OR #Polcan)®, “voting_termis™:"({vate OR votes OR voting OR ballot OR ballots OR election OR elections
OR elxn OR elen OR Felection OR scrutin OR serutins) AND (canada OR canadian OR canadians OR #canacda OR ottawa OR canadien OR canadens]] NOT
“elections canada®, "libs™:"|@justintrudeau OR Trudeau OR (Liberal Party Canada) OR @parti_liberal OR @ Eberal_party]”, “cons™:"["Erin O'Tooke" OR
(Consarvative Party Canada) OR ["0Toale™ AN Erin OR Conservative OR #CPC OR fodnpoll OR #polcan)) OR @erinotoole OR @CPC_HO OR

@PCC_ WO, “greens®:"|@AnnaméePaul OR Annamie OR (Paul AND Green AND Canada) OR [Green Party Canada] OR @CanadianGreens]”,

“NDP | @thelagmestSingh OR [Singh AND (jagmest OR NDP OR canads OR fednpoli OR Upolcan]) OR “New Democratic Party” OR “NDP” OR @NDP OR
ENPD_0G) ", "block”;"("Bloc Québécois” OR @ylblanchet OR {Blanchet AND (Yves OR Canada OR B0, OR #cdnpoli OR Rpolcan) OF @Bloctuebecois)”,
“PPC:"People’s Party of Canada® OR [Bernser AND (Maxime OR Canada OR Party OR fodnpoli OR #palcan)] OR (Maxime Bernier) OR "People’s Party”
Of @ppopulaireca OR @peoplespea OR @ MaximeBernier)].

" RAM Canada scoexsed all submissions to three communities or subreddits which aggregate issues relating to Canada and Canadian politics. These
communities were frfCanada, fr/CanadaPolitics, and /r/OnGuardForThee,

! Buzzsuma search terms Included |*Canadian Election” OR “Canadian Federal Election® OR “44th General Election®], (*Bloc Québsécois® OR “Yves
Blanchet™ OR " Yves-Frangois Blanchet”), [*Erin O'Toole” OR "Comservative Party of Canada” OR "Parti conservateur du Canada® ), [*Trudeau” OR "lustin
Trudeau® OR "Liberal Party of Canada" OR "Parti likeral du Canada® |, [*Annamiz Paul” OR "Green Party of Canada®™ OR "Parti vert du canada®), {*Maxime
bernier” OR “Parti poluaire™ OR “people party”), (NDP OR NPD OR “jagmeet singh™ OR “New Democratic Party™ OR “Nouseau Parti démooratique® |, and
|Canada).
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state actors; or highly suspicious and abnormal shifts in volume and scope of engagement on a given topic
accompanied by signs of coordination and inauthenticity. All RRM Canada reporting is subject to an ethical and
methodological framework, Government and non-government partners also inform RRM Canada’s reporting.

May 2021 Baseline

Twitter

Of the approximately 2M tweets in the May sample, the most shared content came primarily from well-

established Canadian sources. Top media source domains shared within our Twitter data analysis are as follows;
1. torontosun.com —5072 links;

che.ca— 3912 links;

ctvnews.ca — 2828 links;

conservative.ca — 2687 links; and

globalnews.ca = 2197 links.

ot e

Some of the most shared stories on Twitter in May 2021 included:*
+ Content critical of Bill C-10, which was by far the maost shared;®
= AVox article on the conflict in Ethiopia's Tigray region;” and
= A link to 338 Canada’s current federal political party polling data.®

Reddit

RRM Canada also analyzed all submissions to several popular Canada-related forums on the Reddit platform,
from May 1-31, 2021.° Of the 6,916 submissions in this collection, the most engaged posts, as measured by likes
(called "upvotes” on Reddit), include the following content:
1. A user-generated post about sexual assault in Canada’s residential schools'® - 26,220 upvotes;
2. AToronto Star article about the rising cost of housing in Canada® - 13,347 upvates; and
3. A Global News article about an Ontario car dealership/mechanic using a client’s car for a "loyride""? -
12,040 upvotes,

¥ Enact number of shares i difficult to measure 8s Twitter data s less structured compared to other data sources and content can be shared in multiple
ways. KRM Canada continues to refine our data aggregation and filtering methodologies and more precise measurements willl be included in future
reporting.

E Cantent related to bill C-10 was by far the most wisible in owur sample, For examples of the most shared links see:

il i fdocs . orms di'e1F g5l Searttellk7 Ghy TafiwubSw S0 Ta2d UMalpubLivwidvewlorm fusp=send form ,

T https: ) fenarwvon com 22370629/ ethiopia-ligray -eritrea-amhara-war-ethnic-cheansing

® hetps:/(33Bcanada com/palls. htm

" Reddit |s a social news aggregation, web content rating, and discussion website. Users submit content to the site such as links, text posts, and images,
which are then voted up or down by other users. Dnoe 3 peece of content is submetted, it can also be discussed among reddit users in a comments
section. Reddit is subdivided divided into forums called communities or “subreddits™ which aggregate content by topic. For this reporting period RRM
Canada downboaded and analyzed all submissions from the r/Canada, rfCanadaPolitics and, r/OnGuardForThee subreddits. Future reports may expand
the list of relevant subreddits and user comments will also be accounted for as we continue to refine our methodologies,

" hittps i redd it lsngudhldh2 T1 png

n hl'l'ps:,ffm.tl‘_st:r.nnmfnplninnfmnlrih.lm.f}ﬂ-llfﬂiﬂill'irlﬂllnd-Imt.ln-pr'u:ps-arr-win_' ing-inequality-and-nheritances-will-onby-further the-
gap.htmil

1 hitps:/fglobalnews.ca)/news/ TEIZ0TE/nissan-milton -repairs-car-driven-to-woodstock/
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Of the 6,916 submissions in the May collection, the most engaged posts, as measured by user comments, include
the following content:
1. The Toronto Star article mentioned above about housing prices — 2,176 comments;
2. A Global News article about Canadian support for “Vaceine Passports™ — 2,021 comments; and
3. A National Post article about millennials emigrating from largerCanadian cities due to various
government regulations that favour the baby boomer generation® — 2,008 comments.

Facebook, Twitter, Pinterest and Reddit through BuzzSumo

According to the BuzzSumo analytics platform, the top-shared articles about Canadian politics in May included
the following stories:
1. An article about a rare albino moose sighting in northern Ontario; '
2. A CBC and a following CNN article about the discovery of the remains of 215 children found at a
former residential school in British Columbia;™ and
3. A CBC article about Greyhound buses ceasing operations in Canada.””

Foreign Government Sponsored Accounts

RAM Canada monitors 462 accounts that belong to Chinese, Russian and Iranian government and state-linked
sources, For the May reporting period, these accounts did not appear to focus on Canada or any Canadian
political issues.

RRM Canada did not observe any significant indicators of foreign interference in its monitoring of the broader
Canadian digital information ecosystem, as it relates to the themes identified above.

Detection of Advocacy Campaigns in Canadian Political Discussion Space

Groups of accounts that generally post and amplify content related to a single issue through retweets can be an
indicator of coordinated inauthentic campaigns. However, as observed in RRM Canada’s March and April
monthly reporting, grass roots advocacy campaigns can exhibit similar signatures. In an effort to detect
influence campaigns targeting Canadian political discussions, RRM Canada conducted a social network analysis
using a hashtag co-occurrence graph based on our May Twitter sample (see figure 1).

In this graph, individual hashtags are represented as nodes. If two or more hashtags were posted by the same
account in the May Twitter sample, a link is drawn between the two nodes. Hashtags that are most often posted

" hitps: Hﬂatlmalpmt mmjnﬁn-nm’samlna mﬂdeaua mnlmalnr&ﬂeﬁr‘ﬂnam -big-cities-as-big-governament-cood|es-hoomens

' hitps:/fthisamazingnatures.netlify. app/ netlify/functionsfserver/post/ 21238/ Palug=212 38K IFEutm=thisamaringnaturer

' This stary continues to dominate Canadian news in lune, however it was originally posted on May 27 by CBC followed by a number of other national
and international news agencies. While the artiches were less shared than other links in aur twitter sample, this discovery, along with related First
Mations mswes was heavily discussed within our Ma-,- Twitter umnle hetps: fwwwche cafnews/canadabritish-colembiath-e m SCINBADs-1e-

S.children- |- 1.6043778 and hitps:/fwww.cnn.com /202 1/05F 28 fworld/children-
mains-discovered-can, -k -gchoolfindas. htm|
T hitps:/ fwww.cbe.ca/news/business greyhound-canada-1.60252 76
[APG]
PIFI - Canada Release 006 - March 22, CANO16823

2024

CAN016823

30of6



For Public Release

RRM Open Data Analysis FOR OFFICIAL LISE ONLY

by the same accounts are then clustered together. Hashtags that are posted by many accounts which post many
different hashtags tend to cluster in the centre, forming the main components of the discussion of Canadian
palitics on Twitter; while hashtags that are not often posted with many other hashtags tend to cluster towards
the outer edges of the graph.

For example, the blue cluster in the centre of the graph shows the emergence of an authentic discussion of First
Mations issues following the late May discovery of the remains of 215 children in an unmarked grave at the site
of a former residential school. Meanwhile, the numerous clusters of hashtags at the outer edges of the graph
are formed by accounts generally posting content related to single issues, and likely constitute information
campaigns. In these cases, clusters 1, 4 and 5 are hashtags related to Indian and other student activists engaged
in a campaign to pressure the Government of Canada to hasten the granting of study permits, as was reported
in the April monthly. Clusters 2 and 3 are hashtags related to the conflict in Ethiopia's Tigray region, as
previously reported in the March monthly. Both these campaigns are still active on Twitter although are less
significant as a percentage of our total sample in May than when they were originally reported in March and
April respectively. Cluster 6 is a false positive relating to US politics where Canada was mentioned in the
discussion.
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Prepared by: GAC/IOL/RRM Canada
Approved: GAC/IOL/Dabner
Released: June 24, 2021

Disclaimer: G7 Rapid Response Mechanism Canada [RRM Canada) monitors and shares information consistent
with Canada's privacy laws and the Ministerial Direction for Avoiding Complicity in Mistreatment by Foreign
Entities. The information sharing practices of Global Affairs Canada are subject to review by the Privacy
Commissioner, the Information Commissioner of Canada, the Office of the Auditor General and the Mational
Security and Intelligence Committee of Parliamentarians, among others. Nothing in the present decument shall
be construed as adding any obligation or normative commitment under international or national law for any G7

member.
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