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Clerk of the Privy Council and
Secretary to the Cabinet

Greffier du Conseil  prive et
Secr6taire du Cabinet

Ottawa,  Canada
K1A  0A3

MEMORANDUM FOR THE PRIME MINISTER
c.c.: Nathalie G. Drouin, Jody Thomas

SECRET

ENGAGEMENT WITH PARTY LEADERS ON FOREIGN INTERFERENCE
(Decision Sought/Signature Required)

SUMMARY

• A growing body of evidence has highlighted that Parliamentarians may be of specific interest
to foreign interference (Fl) threat actors.

• PCO has briefed you under separate cover about steps taken to ensure awareness of
intelligence reports related to Parliamentarians (Tab A).

•  To counter Fl threats, increased awareness -  through means of public communication and
tailored engagements -  is a key element of an effective strategy.

• PCO recommends that you offer classified briefings (provided by Canada's security
agencies) to leaders of recognized federal political parties in the House of Commons (i.e.,
parties with at least 12 elected members, as per the Parliament of  Canada Act). These
briefings would support better-informed policy debate, and better position Canada ’s political
Party Leaders to take action to protect themselves,  their parties, and Canada ’s national
security  from specific threats. It would also enable these leaders to read any classified
annex of the report of the Independent Special Rapporteur  (ISR), and/or reports from the
National Security & Intelligence  Committee of Parliamentarians (NSICOP) and the National
Intelligence and Intelligence Review Agency (NSIRA).

• To facilitate these briefings, it is also proposed that Party Leaders be provided with the
opportunity to obtain a TOP SECRET security clearance and be briefed on handling
classified information. Together, these measures would enable Canada's security agencies
to prepare and deliver tailored classified briefings up to the TOP SECRET level, as needed.

•  You have sent letters to Party Leaders advising them of the opportunity for classified
briefings (Tab B). Two Party Leaders have publicly stated that they would refuse the offer.
PCO will stand ready to liaise with the offices of any Party Leaders who would eventually
accept the offer to ensure security  forms are properly filled out and submitted. Upon
receiving clearances,  PCO will then work to coordinate the briefings, in coordination with
your office.

•  Do you agree?

Canada
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BACKGROUND

• There has been growing interest in the matter of Fl in democratic processes. Debate
on these issues has been ongoing in the House of Commons, including within the
Standing Committee on Procedure and House Affairs (PROC).

• CSIS intelligence does show that Parliamentarians have, in fact, been wittingly or
unwittingly involved in Fl attempts with various levels of intensity.

• PCO has briefed you under separate cover about the steps taken to ensure
awareness of intelligence reports related to Members of Parliament (Tab A).

Considerations

• As lawmakers and politicians, all Parliamentarians are at risk of being targeted by Fl
actors and, increasingly, by domestic extremism, as are many of their constituents.

•  You have sent letters to Party Leaders offering classified briefings. Should Party
Leaders accept this offer they would first have to undergo a security clearance
process, like members of NSICOP. The outcome of the process cannot be pre
determined. Should any serious concerns emerge during the clearance process,
they would be brought to the attention of PCO, and will be dealt with on a case by
case basis.

• Party Leaders would be briefed on receiving and handling classified information.
Contrary to members of the NSICOP, they could claim immunity, based on
parliamentary privilege, were they to divulge classified information during House of
Commons proceedings.  The NSICOP Act specifies that no member or former
member may claim immunity based on parliamentary privilege if they divulge
classified information in Parliamentary proceedings.

• Based on the experience of the Security and Intelligence  Threats to Elections (SITE)
Task Force (in the context of previous federal elections), some Party Leaders may
choose not to accept an invitation to classified briefings. Nevertheless, offering these
briefings to opposition leaders would reiterate the government’s commitment to
transparency.

• This approach could also allow classified reports from NSICOP, the NSIRA, and the
Independent  Special Rapporteur to be shared with political Party Leaders.

Recommendation

•  In view of ongoing debates around Fl, democratic processes, and growing threats to
Canada ’s national security, it is recommended that classified briefings be offered to
the leaders of political parties. In the near term, this would serve to improve
awareness on the level and types of foreign interference in political spheres. It would
also highlight other threats to Canada ’s national security, political parties, and
Parliamentarians themselves.
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• Such briefings would support informed policy debate on Fl and other  national
security  threats, such as violent extremism. The briefings would better position
Canada ’s political Party Leaders to take action to protect themselves,  their parties,
and Canada's national security. This initiative could also signal publicly that Canada
and all Canadian political parties take threats to national security seriously.

•  The focus of the briefings would be to provide Party Leaders with information that is
not available publicly, or through the regular means by which officials provide
unclassified information to Parliament. As such, it is envisioned that the briefings
would be delivered at the SECRET level, though with the option of going up to TOP
SECRET, if required. Care would be taken to protect all Cabinet Confidences.

•  The briefings would carefully balance the privacy rights of individuals with national
security  considerations. The Privacy Act  “permits the disclosure  of personal
information where, in the opinion of the head of the institution (that is disclosing said
information), the public interest in disclosure clearly outweighs any invasion of
privacy that could result from the disclosure. ” As such, personal information related
to threats facing or posed by members of the party could be disclosed to the Party
Leader  as part of these briefings, as required. Party Leaders’ awareness of threats
affecting or involving the members of their parties in both the House of Commons
(and the Senate, if applicable) would assist  them in proactively applying mitigating
measures, which would directly contribute to the public interest.

• Individual  classified briefings would be offered to political Party Leaders exclusively
and would be delivered in person in a secure location. This format would allow
increased awareness of those key elected officials, while protecting classified and
personal information. PCO would coordinate the briefings, which would involve
senior  representation from CSIS and the Communications Security Establishment
(CSE), and would take place every four months, or as needed.

• PCO would advise your office of the dates and topics in advance of the briefings, the
first of  which would offer an overview  of the intelligence community ’s activities,
processes and priorities, followed by the Fl threat, including in past federal elections.
Future briefings would prioritize the most pressing national security topics of the day,
potentially  including Fl and ideologically motivated violent extremism.

•  If you agree with this proposal, PCO will engage with Party Leaders’ offices who
have expressed an interest in receiving these  briefings to ensure that security
clearance paperwork is properly filled out and submitted. Upon confirmation of
clearances,  PCO will coordinate the briefings, in consultation  with your office.

Attachments

10254917 Chayer/

Janice Charette
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National  Security  and Intelligence  Conseillfere  a la s6curit6  nationale  et  au  renseignemenl
Advisor  to  the  Prime  Minister  aupres  du  Premier  ministre

Ottawa,  Canada
K1A0A3 SECRET

MEMORANDUM  FOR THE PRIME MINISTER
c.c. Janice Charette, Nathalie G. Drouin

STEPS TAKEN TO ENSURE AWARENESS OF INTELLIGENCE
REPORTS RELATED TO MEMBERS OF PARLIAMENT

(Information Only)

o In the course of  their activities, national security and intelligence agencies, mainly the
Canadian Security  Intelligence Service (CSIS) and the Communications Security
Establishment (CSE), collect intelligence on national security threats with a nexus to
Parliamentarians and their families. When the threats are credible and reach a level that
demands an operational response, these  agencies  conduct operations under their
respective Minister's authority to mitigate the threat.

o You recently  issued clear  direction to ensure that you, your office, and Ministers are
proactively made aware of intelligence reports related to national security  threats to
Parliamentarians and their families.

o Public Safety  portfolio agencies and CSE are developing and implementing internal
measures to ensure that their respective Ministers are proactively made aware of  these
threats and of any required operational responses conducted under their authorities. On
May 16, the Minister of  Public Safety Issued a ministerial  directive to CSIS in which he
articulated his expectations as to how threats  to Parliament and Parliamentarians would be
investigated, mitigated, and communicated. Advice  is being developed on the possibility of
providing classified briefings to Leaders of the Opposition,  which will be provided
separately.

o As these measures are being implemented, and to ensure that you and your office are also
kept abreast of these threats, CSIS and CSE will notify  the Privy Council Office (PCO) of
any intelligence  report related to threats to Parliamentarians and their families, and of any
related operational  response. PCO will then notify you and your office, and will provide
relevant advice  for further  action as required.

□ Recommendations are being developed on a more systematic  and comprehensive
approach to proactively  elevate key Intelligence reports, while protecting the privacy rights
of individuals of interest to threat actors. This includes developing processes and advice to
enhance the efficiency  and accountability framework  related to the dissemination and use
of intelligence in support of strategic decision-making, including by better tracking
readership and more effectively flagging specific reports for Ministers' attention.

f  '

Jody Thomas

1185839A 'Chayer

Canada
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Monseur Blanhet,

Nous aons u au ours des derners mos que le Canada fat fae a dfferentes
menaes pour la seurte natonale, dont quelques-unes nsquent de touher nos
nsttutons demoratques. Dans un monde ou nos adersares deploent pluseurs
moyens eolutfs pour menaer nos nterets natonaux, l est plus mportant  que
jamas d’entretenr un dalogue san et transparent sur les menaes et la melleure
fa^on de les ontrer.

Aujourd’hu, le rapporteur  speal ndependant  a puble son premer rapport sur
1’ngerene etrangete au Canada. Ce tapport  a etc dstrbue a otre abnet et a elu
des hefs des parts reonnus a la Chambre des ommunes,  en plus d’etre rendu
aessble au publ. Le rapporteur  speal ndependant  a egalement produt une
annexe onfdntlle qu renferme un omplement  d’nformaton  et est mse a la
dsposton des personnes qu possedent les autorsatons de seurte requses.

Je ous ers done, a ous et aux autres hefs de part, pour entamer le proessus
d’autorsaton neessare, s ous le desrez. Des representants du Bureau du Consel
pre ommunqueront  ae otre abnet sous peu a e sujet.

Dans 1’espor de ontnuer  d’ehanger ae ous sur e dosser d’mportane, je ous
pre de reeor. Monseur, mes sneres salutatons.

M. Yes-Franos Blanhet
Chef du Blo Quebeos
Sute 202, edfe Wellngton

Chambre des ommunes
Ottaa (Ontaro)

KIA  0A6
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Dear Mr- Sngh,

The reent months hae undersored that Canada s fang a number of natonal
seurty threats, nludng some that may affet our demorat nsttutons. In a
orld here our adersares hae many eolng tools to threaten our natonal
nterests, t s more mportant  than eer to hae a healthy, transparent dalogue on
these threats and ho  best to ounter them.

Today, the Independent  Speal Rapporteur  (ISR) produed  hs frst report on
foregn nterferene n Canada. Ths report has been shared th your offe, as ell
as the offes of  the other leaders of  reognzed partes n the House of  Commons,
as ell as publly. The ISR has also produed a onfdental annex to ths frst
report, ontanng addtonal detals; that annex s aalable to those ndduals th
the releant seurty learanes.

As suh, I am rtng to you and other party leaders to launh the requste seurty
learane proess, should you so hoose. Offals from the Pry Counl Offe
(PCO) ll engage your offe shortly to start ths proess.

I look forard to further dsussons on these mportant  tops.

Snerely,

Mr. Jagmeet Sngh
Leader of  the Ne Demorat  Party
Sute 579, Confederaton  Buldng

House of Commons
Ottaa, Ontaro

KIA 0A6
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Dear Mr. Polere,

The reent months hae undersored that Canada s fang a number of  natonal
seurty threats, nludng some that may affet our demorat nsttutons. In a
orld here our adersares hae many eolng tools to threaten out natonal
nterests, t s more mportant than eer to hae a healthy, transparent dalogue on
these threats and ho best to ounter  dem.

Today, the Independent  Speal Rapporteur (ISR) produed hs frst report on
foregn nterferene n Canada. Ths report has been shared th your offe, as ell
as the offes of the other leaders of  reognzed partes n the House of  Commons,
as ell as publly. The ISR has also produed a onfdental annex to ths frst
report, ontanng addtonal detals; that annex s aalable to those ndduals th
the releant seurty learanes.

As suh, I am rtng to you and other party leaders to launh the requste seurty
learane proess, should you so hoose. Offals from the Pry Counl Offe
(PCO) ll engage yout offe shortly to start ths proess.

I look forard to further dsussons on these mportant  tops.

Snerely,

Mr. Perre Polere
Leader of the Conserate Party of Canada
Sute 754, Confederaton Buldng

House of  Commons
Ottaa, Ontaro

KIA 0A6
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