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OPEMN DATA ANALYSIS
Digital Information Ecosystem Report - December 2020
Findings

* Rapid Response Mechanism (RRM] Canada did not detect significant indicators ofpainting-te
foreign interference [F1] in the Canadian digital information ecosystem in December 2020.

Purposa

This report presents summary findings from research and analysis completed-in-covering December
2020, aimed at detecting foreign-interference(Fl} in the Canadian digital information ecosystem. It is
the first in a series of monthly reports leading wp to the 44™ Canadian General Election (GE44), This
series of reports is designed to establish a baseline of online behaviour tothat-weuld facilitate the
identificathon of anomalies inked to potential Fl as the election nears.

Mathodology

The report leverages a combination of in-house and off-the-shelf tools te examine publicly available
digital platforms and websites® for mdicators of foreign interference in Decembser 2020, In total, RRM
Canada accessed” approximately 1 million posts relating to GE44. RRM Canada's methodolagy builds
on past experience and assesses a set of indicators associated with FI, including: the appearance and
circulation of false, misleading, and polarising narratives; alignment of narratives with the objectives
of hastile actors; or unprecedented wolume and scope of engagement on a given topic accompanied
by signs of coordination and inauthenticity, All RRM Canada reporting is subject to an ethical and
methodological framework-s-polticalby-newiral

Decamber 2020 Baseline

Overview [Engogement, Activity, Vaolume): RRM Canada monitored national and international news
coverage discussing Canadian political parties, party leaders and mentions of elections in Canada® on
the Cision platform. In total, RAM Canada identified 142 959 articles relating to Canadian paolitics or
elections. OF those, 71% came from Canadian sources, 17% from US sources, and 2% came-from
sources the platform determined to be India-based. ARM Canada judges that Indian interast in
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Canadian politics likely stems from remarks made by Prime Minstar Justin Trudeau on 30 Nevembar
2020. The top read articles, according to Clsion, all come from the Yahoo news feed®. Glven our
proximity to the USsited States, significant Canada-related news coverage is to be expected. The bulk
of allthose articles detected on Cision ware shared on the following social media platforms: Faceboak,
Reddit and Twitter.

| Themes and Narrotives: RRM Canada sought to obtain a baseline foref themes of stories shared on
social media related broadly to the Canadian digital information ecosystem for the month of
Decamber.*

+ Covid-19 vaccines, including details on roll out, use, and speed ®

* The rise of new variant strains of Covid-19, in particular originating from the United Kingdom.”

# Trade relations and border clasures, including between United Kingdom and the United States. Commented [BG-2]; Are these top thames? This |s ot
clear.

|
J

| Top themes/stories on Twitter® relating to Canadian politics included the following: Canada-China
relations; social justice issues related to democracy as well as economic and social justice; protests;
and LS political activities.

RAM Canada did not observe any significant indicators of foreign interference in its monitoring of the
broader Canadian digitial infermation ecosystem, as it relates to the major themes identified above,
Those issues that met RRM Canada’s threshold requiring deeper analysis based on primary assessmant

| were; 1) criticism of Canada's politics in the Indian online information sub-ecosystem, and 2) Peoples’
Liberation Army wintar training in Canada.

Analysis of Notable Issues of Potential Fereign Interference
India Farmer Protest and Indian Information Ecosystem”

On November 30, 2020, Prime Minister Justin Trudeau made comments expressing concern for Indian
farmars, primarily from the Indian state of Punjab, who had travelled to Dalhi, to protest Indian
government farm reforms. '® Following these comments, RRM Canada observed an increase in the level
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of interest for Canada in the Indian news ecosystem with varisus sources publishing negative stories
about Prime Minister Trudeau and Canadian politics. RRM Canada observed Indian news media publish
articles critical of PM Trudeau and the Liberal government, including, in some cases, false or misleading
narratives about the following subjects:

« PM Trudeau's 2018 wisit to india;

+ Canadian "vote banks" politics attempting to appeal te Sikh/Punjabi diaspara;
& Depicting PM- Trudeau a3 a sympathizer to Khalistani separatists;

# Canada as an overall hub for terrorists;

s Canada-China ralations (including recent PLA story); and,

* COVID-19 related federal spending and perceived misuse of public funds.**

In manitoring key political issues likely to play out during the Canadian ebections, it is our assessment
that (Canadian) discussions around these topics may be vulnerabilities that could be exploitable by
foreign hostile actors, particularly those targeting diaspora communities.

Supplementing open source investigation and gualitative analysis, ARM Canada conducted a large-
scale analysis of nearly 600 wabsites and more than 1800 webpages discussing the PM’'s remarks
regarding the ongoing protest in India in order to monitor for any suspicious activity that would
indicate covert foreign information operations.”? RRM Canada identified 34 websites that consistently
published stories critical of Canada. Of these websites, TheW(ire.in and Hindustan Times.com ranked
amaong the maost referenced websites (2.5%) in the larger collection alongside established sources like
NPR.arg and NYTimes.com. Indian articles referencing Canada performed on average slightly better
than other stories shared during the month of December.”® RRM Canada did not observe any
significant indicators of foreign interference, such as linked te inauthentic coordination,
amplification or dissemination of content, targeting the Canadian digital information ecosystem.

Praple’s Liberation Army Winter Training in Conada

On December 9, 2020, The Globe and Mail published an article on the controversy surrounding the
Chinas Paople's Liberation Army (PLA) military exercises in Canada.'* This story subsequently
circulated online including on YouTube. RAM Canada, using open source investigation and
experimental tools leveraging YouTube’s recommendation algorithm, trisdiecked to determine the
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spread of false or misleading narratives and signs of potential artificial amplification and coardination
of videos an the PLA story 15 18

RRM Canada’s analysis uncovered a total of 421 YouTube videos related to the PLA's military exercises
in Canada. The dataset of YouTube videos predaminantly indicate user accounts are directed towards
established Canadian, US, or European based news sources such as CBCnews, Globalnews, CTVNaws,
DWNews, or PBS News Hour.' No known Chingse government media saurces were obzerved within
this collection, While the bulk of this data was produced by established western sources, RRM Canada
observed two news sources from India reporting on the PLA controversy and directing criticism
towards PM Trudeauw.'® Analysts also found one channel producing ideclogically driven content likely
by and for US audiences, and another systematically republishing videcs fram the Indian news channael
Wion.

Saparately, RRM Canada did identify relevant and notable anomalies regarding PLA activities in Canada
in its broader monitoring of the Canadian digital information ecosystem.*® ARM Canada notes that the
mast widely spread link that includes the word ‘Canada’ in its title is a Youtube video from a closed
sccount titled ‘Fighterjet F16 downed by Chinese Troops in Canada #inwvasion to Honduran
Carvan,China Flooding' (all errors in title). This video appeared on December 12, three days after the
Glabe and Mail published a stary about the People’s Liberation Army of China conducting exercizes in
Canada. Burzsumo and CrowdTangle data indicates that this link was shared between 4.2 million and
5.0 million times on Facebook, nearly entirely on private pages and in private groups.™ RRM Canada
did not observe any significant indicators of foreign interference, such as Hnked o inauthentic
coordination, amplification or dissemination of content, targeting the Canadian digital information
etodyEbem.

Next Steps:

RAM Canada will continue to explore the evolution of Bsues highlighted in this repert, as well as
emerging threats and wulnerabilities for information manipulation that mayean potentially be
exploited by hostile fareign sctars,
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Disclaimar: G7 Rapid Aeipecds Machanism Carada [RAM Canada) manitan and shared infarmation cormitent with Cansda™ privesy
lerws aned the Minizterial Direction for Avpiding Compficity in Mistregtmant by Foreign Entities. The information sharing practices of Globel
Affairs Canady are subject to reylew by the Privacy Commissioner, the Information Commissioner of Canada, the Office: of the Auditor
Genaral ard thi National Seosiey and Intelligence Commnittes of Padlamentariars, among others. Nothing in the prasant documaent shal
b eoratrusd as adding ary abligation or normative cemmitrmect under inkermationsl or netional law far any GT mambaer,
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