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MEMORANDUM  FOR THE PRIME MINISTER

BRIEFING TO PARLIAMENTARIANS  ON
FOREIGN INTERFERENCE  AND EXTREMISM  IN CANADA

(Decision  Sought  I Signture  Required)

SUMMARY

o  In its 2018 specil  report on your trip to Indi in Februry  2018, the Ntionl
Security  nd Intelligence  Committee  of Prlimentrins  (NSICOP) recommended
tht  Members  of Prliment  (MPs) nd sentors  be briefed upon being sworn in
nd regulrly  therefter  on the risks of foreign  interference  nd extremism  in
Cnd.  The recommendtion  ws  reiterted in the NSICOP ’s 2019 nnul
report, which ws submitted to you in August  2019.

o  Prlimentrins  cn be trgeted  by foreign interference  ctivities  tht  seek to
exploit  their  role s legisltors  nd the influence they cn exert  on government
policy nd on Cnd ’s democrtic  institutions. It is possible  tht
prlimentrins  could come into contct  with individuls  who hold violent
extremist  views or who re proxies covertly  dvncing  the interests of foreign
stte  ctors.

o  The Cndin  Security Intelligence Service (CSIS) hs prepred  n unclssified,
introductory  briefing nd plcemt  on foreign interference  risks fced  by
prlimentrins  (Tab A). The briefing could be delivered to MPs nd sentors  in
sessions  offered by the Leder  of the Government  in the House of Commons
(Government  House Leder) nd the Government  Representtive  in the Sente  in
the erly  weeks  of the 43rd Prliment.

o Following this initil  briefing, the Government  House Leder  nd the Government
Representtive  in the Sente  could engge  with House nd Sente leders on
opportunities  to integrte  the briefings into orienttion  ctivities  orgnized  by
House nd Sente  dministrtion.

o  In the interim, PCO is working  with prtners in the ntionl  security  community  to
estblish   process  for identifying dditionl  briefings on issues relted to foreign
interference  nd extremism  in Cnd  tht  could be provided to prlimentrins.

o  Do you agree?
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Background

o The Canadian Security  Intelligence  Service Act  describes  foreign
interference  s “foreign influenced ctivities  within or relting to
Cnd  tht  re detrimentl  to the interests  of Cnd  nd re
clndestine  or deceptive  or involve  thret  to ny person. ”

o Foreign sttes  trget  prlimentrins  nd their stff  for foreign
interference  ctivities  becuse  they re decision-mkers  in the
legisltive  process nd becuse they re in  position to influence
government  policy on issues of interest to foreign sttes.

o In their  role s prlimentrins,  MPs nd sentors  regulrly  engge
with constituents  nd Cndins,  which could potentilly  bring them
into contct  with individuls  who hold violent  extremist  views or who
my be covertly  cting in the interests  of  foreign power.

o On December  3, 2018, the NSICOP's  specil  report on your trip to
Indi in Februry  2018 ws  tbled  in Prliment.  Among other issues,
the specil  report exmined the circumstnces  surrounding llegtions
of foreign  interference  in the context  of the trip nd recommended  tht,
in the interest  of ntionl  security, MPs nd sentors  be briefed upon
being sworn in nd regulrly  therefter  on the risks of foreign
interference  nd extremism  in Cnd.

o The NSICOP ’s 2019 Annul  Report, which ws  submitted  to you in
August  2019 nd must be tbled in Prliment  within the first  30 sitting
dys of the 43rd Prliment,  reitertes  the recommendtion.

o Countering  foreign  interference  ws  lso  key objective  of Cnd ’s
pln to sfegurd  the recent generl  election. As prt  of this pln,
clssified  briefings were offered to security-clered  representtives  of
the mjor  politicl  prties throughout  the pre-election period, in order to
encourge  them to tke preventtive  mesures  within their  prty
orgniztions.

PCO Comments

o Providing  briefing to prlimentrins  on the risks of foreign
interference  could rise wreness  of the issue nd provide strtegies
to mitigte  the risk nd thereby  protect  Cnd ’s interests.

o The risks tht  prlimentrins  fce with respect to extremism  in
Cnd  is lso  growing concern given the incresed ssertiveness
of vrious  ideologiclly  motivted violent  extremists.  Though  these
individuls  usully  engge in the online spce, there hs been n
emergence  nd, in some cses,   re-emergence  of  cdre  of ethno
ntionlist  s well s rcilly  nd religiously motivted  individuls  in
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Cnd.  Some of these  individuls  nd groups re supported  by
foreign  stte  nd non-stte  ctors.

o CSIS hs prepred  n unclssified,  introductory  briefing for
prlimentrins  tht  rises wreness  on foreign interference
ctivities,  highlights  tctics  used to crry out these  ctivities,  nd
proposes  mesures  to mitigte the risk. A plcemt  hs been
developed  to support  the briefing (Tab A). Introductory  remrks  for the
briefing will provide   generl  wrning bout the risks of extremism  in
Cnd.

o The Government  House  Leder  nd the Government  Representtive
in the Sente could engge with House nd Sente leders to offer the
briefings to MPs nd sentors.  Offering the briefings in the erly
weeks  of the 43rd Prliment  my be well received by former  NSICOP
members  who reiterted  the recommendtion  in their  2019 Annul
Report.

o Following the initil  briefings, the Government  House Leder  nd the
Government  Representtive  in the Sente  could lso engge  with
House  nd Sente  leders  to explore the potentil for integrting  the
briefings  into existing  orienttion sessions  provided to new MPs nd
sentors  by House  of Commons nd Sente dministrtion.

o Going forwrd, PCO will work with the ntionl  security  community  to
identify  dditionl  topics  tht  could be ddressed  in future briefings  on
foreign  interference  nd extremism  in Cnd.  When providing the
briefings, CSIS will lso solicit the input of prlimentrins  on
potentil  future briefing  topics  in these res.

o Do you agree?

In Shugrt

Attchment
/Cintrt/Kh  nnj |
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Foreign Interference in Canada -  BE ALERT

YOU AND YOUR STAFF HAVE A KEY ROLE TO PLAY IN PROTECTING CANADA'S DEMOCRACY ANO INSTITUTIONS.

Common Fl Techniques: HOW CAV YOL' PROTECT YOLRSELF?

you to w .SOTecre  back’ <x relay

tetelf

Canada

Fl HAS BEEN OBSERVED AT ALL LEVELS OF GOVERNMENT IN CANADA: MUNICIPAL,  PROVINCIAL AND FEDERAL

EltCliaTIOM

L CYBER TOOLS SOCIAL MEDIA
MANIPULATION

BLACKMAIL'
THREATS

ILLICIT
TWANCING

The Canadian Security  Intelligence

Service  Act describes  Forelgn-hfluenced
Actlvltle* as: "activities  within  or relat
ing to Canada that are detrimental  to
the interests  of Canada and are clan
destine or  deceptive,  or involve a
threat to  any person."

TARGETS OF FOREIGN STATES INCLUDE:
•  The general population and specific communities:

political parties: candidates: parliamentarians and
their paid and volunteer staff.

•  Government and elected officials are targeted
because of their access to privileged Information,
contacts, and decision-makers.

•W W *
W r t r t t i
ireelvenmy.
aM pcsM itA e
m it t  of r t t w

States conduct  Foreign Interference  to
further their  own strategic national
interests,  for
•  Strategic,  military,  intelligence  and

economic  gain;
•  regime  preservation;  or
•  discrediting liberal-democratic

institutions.

Foreign-lnfluenced  Activities, or
Foreign  Interference  (Fl) is  extensive

and aggressive  activity  undertaken  by
foreign  states, typically  covert,  against
Canadians  and  Canadian institutions,
to advance their strategic  interests  to
the detriment  of  Canada.
•  Fl differs from normal  diplomatic

conduct  or acceptable  foreign
state-actor  lobbying.

•  Active, overt diplomacy and
lobbying  are healthy parts of
democracy.  ClmdeaUne  or  deceptive

foreign  interference  is not.

Canadian Cenlre  lor
Cyber Security
1-833-CYBfR  8B

RCMP
,'oel« inny)9ll

FOREIGN STATES OR THEIR PROXIES MAY
TARGET YOU, DIRECTLY OR INDIRECTLY,
BECAUSE:
•  You possess information they want;
•  You have access to information they want;
•  You are In a position to Influence government policy.

U ra l  actors may seek Io use you as 1 proxy Io  ccrduc:
illicit financing cn the*  behalf

6e await  and
keep track ol  odd
stria!  interac
tions, Ingotoi
requests lo meel
privately. ant!
ootof-piare
Introductions or
pngagements.

iHdien du
ffient de  s6cjnt6

PERSON-TO-PERSON FOREIGN INTERFER-
ENCE REMAINS COMMON PRACTICE,
PERPETRATED BY:
•  Foreign government officials; Intelligence

officers; Proxies and individuals purposefully
selected (both witting and unwitting) -  commu
nity members, office staff.

Be discrete. a raid
‘ever- sharing',
and assume
public comena
tioos ar e
monitored

Your electronic devices can be compromised through a
range oftradecrafl.
Soctahy-englneefed e-mails (ix .

M H

and sharing details abort  your UeSfU j® !
dOV'^S. ca? pc’?r:>’  ly
?.yrr-.|  s y t ts  En7~.ii
These cyber tools enata  threat
actors lo  co ’iect poLentialTy useful
information that can be used in a
foreign influence operation (e.g.
voter date, compromising
information about a candidate).

Be a rtfu l  io
MW  yw  store
eniitolat
re-fostfrm
others}. take

,BOteoladd
online irterac-
OMSBltd
central

(ncr -rm m vit  thret)
1 833-22G-7622

PCO G13-9G0-4O00

Avoid storing
compromising
details Bboni
yaor hie with
entrusted
individuals, both
in-person and
online. Avoid
placing yawseif
io eomprmising
situations.

For example, a threat actor could
knowingly seek lo provide you with
incorrect information. In the hope
lhat you will correct them, thereby
providing information they were
actually looking lor.

ElciSon  results when a targeted person is manpulatoa
into sharing valuable information through a casual
conversation.

^CULTIVATION

Effective threat actors seek to build long-lasting, deep
relationships with targeted persons. These retetionshcs
enable the manipulation cl  targets
when required, for example.
through requests lor inappropriate
and special favours’.

To establish a relationship, targets
must first be cultivated. Cultivation
begins with a simple introduction,
with the end goal ol recruHmenl
over time. Snared interests and
innocuous social gatherings are
often leveraged lor cultivation.

PoBtoal parties and candidates
may also receive funds seemingly
from a  Canadian. though this may
have originated from a foreign
threat actor.

The use of blackmail and/or threats represents one of the
most aggressive forms of recruitment and coercion.

If a threat actor becomes aware of
compromising or otherwise
embarrassing details regardno  your
life, they can seek to blackmail you.

Sometimes, blackmail or threats
may occur alter a  long period of
cultivation and relationship-building.
A threat actor may also seek to place
you In a compromising situation in
an effort lo blackmail you later.

ycuw ifdftloyoj
Cr.^S^jrip/Ofcefo-
'»r"t.dd',y
cl  the lokc.wr.g
rfeOutrii’ig onthc
M ’jen 'ycvr  cr :*rrr

CSIS
M e n  secunr re's)

n n ru n n fi  TADO CT.  fl  is a significant threat to the Integrity of our political system, democratic institutions,  economy, and fundamental
LANAUA IS A I Anut I. rights and freedoms.

Ttxext actors  manipjale  social media to  spread
disinformation. amplify a  particular message, or W
users, w te i  approbate

By using specific manpuiaiicc
lades,  threat actors can potentially
impad  voter op rnons and degreie
the reputations of elected oflctafs
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Office / Bureu

Jen Cintrt 1-DLHP/1-DAP  F. BCP
Admin typist

Gret Bossenmier  13 201S

'otre signture Your Signture

Your Decision / Votre decision

[Action Requested / lylesi^re^y suivi :

Approved By / Approuve par :
Nme / Nom

QJ Your Comments / Vos commentires Q  Your Meeting / Votre reunion

 Your Informtion / A titre d'informtion

Drfting Officer / Redcteur

To / Pour : Date :

In Shugrt Nov 25, 2019

Subject / Objet:

Briefing to Parliamentarians on Foreign Interference and Extremism in Canada

From / De : Via: nn
IQNme / Nom Office / Bureu Nme / Nom < U tt  I 0 13 Office / Bureu

+ Ml Khnn 1-ASPA/ 1-SAAP F.BCP
+ In McCown 1-DSG/1-SSG  F.BCP

- +
Allen Sutherlnd j 1-ASMOGD/1-SAAGR F.BC SA

For the attention of / A (’attention du:
[X] Prime Minister / Premier Ministre

[Remarks / Observations : [ 

Q]  Clerk / Greffier [J|  Minister/Ministre

[Reference Numbers / Numeros de reference : ~ [

WEBCIMS # 2019-LHP-00239 InfoXpressTrnsmittl  Note/Bordereu  de trnsmission

InfoXpress Briefing Note / Note de breffge

GCDocs # 7154901 InfoXpress Other Numbers / Autres numeros

[in consultation with / En consultation avec :

 SD / PDS
 a / a
 S&I/SR
 NSIA/CSNRA

Q  Other / Autre :

 ERDP/PDER
 MOG/AG
 IAS/LDR
 Corp / SM

 P&P/PP
Q  Leg. Couns

 SPS/PS
 Youth / SJ

 LSMP/SLPM
. /  CJ  Pri Affirs / LPP

 PSR/RFP

 COMMS/COMMS
 F&  DP/PED
 RDU/RL

[Distribution after signature / Distribution apres signature : [

0  Dvid Morrison
Q  Gret Bossenmier
Q  Philip Jennings
Q  Other / Autre :

[X] Ken McKillop
Q  Mtthew Mendelsohn
Q  Jodie vn Dieen

Q  Tho Phm
 Christine Fox

Q  Mtthew She

 In McCown
I Jnine Shermn
Q  Ctherine Blewett
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