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Baseline Threat Assessment
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Background

1. C515 is providing a bassline threat assessment on the foreign interfarenca (F1) thraat to the June 19, 2023 by-
elections in Notre-Dame-de-Grace-Wesimount, Quebec; Oxford, Ontario; Portage-Lisgar, Manitoba; and, Winnipeg
South Cantre, Manitoba.! This assessment focuses on the Fl threat from the most significant threat actors known to
engage in F| in Canada: the People’s Republic of China (PRC), India, Russia, Pakistan, Iran, and|

f. CSIS Is actively monitoring for any indications that these or other foreign states or state actors are
engaging in Fl activities around these by-elections. As a member of the Security and Intelligence Threats to Elections
Task Force (SITE TF), CSIS will report any developments through SITE TF's daily Situational Reports. (S//CEQ)

Foreign Interference Threat Overview

2. Sophisticated, pervasive and persistent Fl activities constitute a serious threat to Canada's national security and the
integrity of Canada's democratic institutions. For certain foreign states, Fl activities are part of their normal pattemn of

1 According 1o the Eleclions Canada wabsile, the nominaton for candidates for all four idings closas on May 29, 2023, and a complele lisl of confirmead
canddales will be available on May 31, 2023, (U)
¥ C81S collection efforts are aligned with the Canadian Intalipence Prontes and intelligence Requirerments. (S)
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behaviour in Canada and often peak during election periods. Foreign states can employ Fl activites to influence
Canadian politics by i) deceplively supporting individuals who are perceived to be receptive to foreign state interests,
and ii) opposing individuals who are perceived to be against these foreign states. To accomplish their goals, threat
actors exploit loopholes in political party nomination processes; engage in money and financing operations; mobilize
and leverage community organizations; manipulate media outlets, including social media; and, engage in cyber threat
activity. (S//CEQ)

3. An important F| tool for many of the threat actors cited during election periods is to leverage Canadian diaspora
populations as a voting bloc, in an attempt to try and shape electoral outcomes. While this is not the only tool at the
disposal of these threat actors, it is a powerful one in electoral districts with large Canadian diaspora populations. This
is not to say that these threat actors aren't interested in ridings with low diaspora populations, however, the largely
miner diaspora communities in the majority of these four ridings reduces the risk. (S//CED)

Key Threat Actors

People's Republic of China (PRC)

low proportions of Chinese Canadian diaspora populations in each of the four by-election ridings means the possible
leverage of a PRC diaspara voler bloc is diminished.

India

¥ Dua o the Independent Special Rapporteur, NSIRA, NSICOP, and media attention. (L)
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o | (SIICEO)

o

(S)

the low proportions of Indian Canadian diaspora populations means the possible leverage of
an Indian diaspora voter bloc is diminished. (S//CEQ)

Russia

Russia is largely preoccupied on Fl and disinformation campaigns related to the conflict in Ukraine
and upcoming presidential elections in Russia in 2024,

Pakistan

the low proportions of Pakistan Canadian diaspora
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populations in each of the four by-election ridings means the possible leverage of a Pakistan diaspora voter bloc is
diminished. (SI/CEQ)

Iran
| the low proportions of Iranian

Canadian diaspora populations means the possible leverage of an Iranian diaspora voter bloc is diminished.

(S/ICEQ)

Outlook

12. PRC, India, Russia, Iran, Pakistan|

The low proportions of diaspora populations from foreign states known to
engage in Fl in Canada in each of the four by-election ridings means the possible leverage of a diaspora voter bloc is
diminished. CSIS will continue to actively moniter for any indications of Fl by foreign states or state actors around
these by-elections and will report any developments through SITE TF's daily Situational Reports. (S/'CEQ)
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CSIS_PUBLICATIONS / SCRS_ PUBLICATIONS

THIS INFORMATION IS SHARED WITH YOUR ORGANIZATION FOR INTELLIGENCE PURPOSES ONLY AND MAY NOT BE USED
IN LEGAL PROCEEDINGS. THIS DOCUMENT MAY NOT BE RECLASSIFIED, DISSEMINATED OR DMSCLOSED IN WHOLE ORIN
PART WITHOUT THE WRITTEN PERMISSI0N OF C3I5. THIS DOCUMENT CONSTITUTES & RECORD WHICH MAY BE SUBJECT
TOEXEMPTIONS UNDER THE FEDERAL ACCESS TO INFORMATION ACT OR PRIVACY ACT OR UNDER APPLICABLE
PROVINCIAL OR TERRITORIAL LEGISLATION. IF A REQUEST FOR ACCESS UNDER THESE ACTS IS MADE, THE RECENING
AGEMCY MUST CONSULT C5IS IN RELATION TO APPLYING THE AVAILABLE EXEMPTIONS, FURTHER, CSIS MAY TAKE ALL
NECESSARY STEPS UNDER SECTION 38 OF THE CANADA EVIDENCE ACT OR OTHER LEGISLATION TO FROTECT THIS
INFORMATION. IF YOL LEARN THAT THIS INFORMATION HAS OR MAY BE DISCLOSED, THAT THESE CAVEATS HAVE NOT
BEEN RESPECTED OR IF YOU ARE UNABLE TO ABIDE BY THESE CAVEATS, INFORM C5I5 IMMEDIATELY.
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