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PS w ill  engage  in  a second  consultation  on  the  implementation  o f  a  Foreign  Influence

Transparency  Registry  (F ITR)  (TAB C) and  consult  on  changes  to  the  Canadian  Security

Intelligence  Service  Act  (TAB  D). JUS  w ill  consult  on  changes  to  the  C rim ina l  Code,  the
Security  o f  In form ation  Act  (SO IA)  and  the  Canada  Evidence  Act  (CEA)  (TAB E). Your
colleague,  the  Honourable  A r if  V iran i,  M in ister  o f  Justice,  is  expected  to  be briefed  shortly.

MEMORANDUM  FOR THE MINISTER  OF PUBLIC SAFETY,  DEMOCRATIC
INSTITUTIONS  AND INTERGOVERNMENTAL  AFFAIRS

The  launch  o f  FI  consultations  is  currently  planned  fo r  the  week  o f  August  28,  2023.  The  Privy
Council  O ffice  (PCO)  w ill  be inform ing  the  Prime  M inister  and  his  O ffice  o f  this  intended  start
date,  along  w ith  provid ing  the  associated  consultation  papers.  Public  Safety  (PS)  has  developed  a
consultation  plan  and  tim eline  (TAB A), as well  as an overarching  chapeau  narrative  (TAB B)
intended  fo r  the  Consulting  w ith  Canadians  webpage  to  tie  the  various  consultation  initiatives
into  a broader  Government  o f  Canada  narrative  on ongoing  efforts  to  counter  FI.

Securite publique
Canada

Deputy Minister

Ottawa,  Canada
K1A0P8

Public Safety
Canada

Public  Safety  Canada  has been  working  closely  w ith  the  Canadian  Security  Intelligence  Service
(CSIS)  and  the  Department  o f  Justice  (JUS)  on  proposals  to  modernize  Canada ’s approach  to
countering  foreign  interference  (F I).  This  note  is to  inform  you  o f  the  planned  launch  o f  public
and  stakeholder  consultations  that  constitute  a significant  part  o f  th is  effort.
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W ith  respect  to  the  F IT R, the  cons ultat ion  paper  reflects  the  outcomes  o f  the  first  roun d o f
consultations  s. 39 - Cabinet  Confidence A  second
round  o f  consultations  w ill  a llow  fo r  further  refinement,  as well  as additional  discussion  w ith
targeted  stakeholders,  including  w ith  Provinces,  Territories,  M unicipalities,  and  Indigenous
(PTI)  partners.
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W ith  respect  to  the  CSIS  Act,  CSIS  proposes  to  consult  the  Canadian  public  on  the  potential  for
CSIS  Act  amendments  in  key  areas  related  to  CSIS ’s core  authorities,  and  bolstering  Canada ’ s
response  to  countering  F I,  including:

•  Enhancing  CSIS ’ s ab ility  to  communicate  inform ation  and  advice  to  non-federal  partners;

•  Supporting  CSIS ’s capacity  to  collect  inform ation  to  counter  fore ign  interference  in  a
dig ita l  age;

•  C losing  the  gap  in  foreign  intelligence  collection  created  by  technological  evolution;

•  Enhancing  CSIS ’s capacity  to  capitalize  on  data  analytics;  and
•  Introducing  a periodic  review  o f  the  CSIS  Act  to  better  keep  pace  w ith  the  evolving

threat.

BACKGROUND

PS has  been  working  closely  w ith  CSIS  and JUS  to  advance  commitments  from  the  M odernizing
Canada's  Approach  to  Countering  Hostile  Activities  by  State  Actors  Memorandum  to  Cabinet
(H ASA  M C),s.  39 - Cabinet  39  - {1 This  includes  consulting  Canadians  on
enhancements  to  the  Government  o f  Canada ’s counter-FI  legislative  toolk it.

As  a first  step,  on  M arch  10, 2023,  the  then  M inister  o f  Public  Safety  launched  a 60-day  public
and  stakeholder  consultations  on  the  creation  o f  a F ITR  to  bolster  defences  against  non ­
transparent  foreign  influence  activities  in  Canada.  W hile  online  consultations  form ally  closed  on
M ay  9, 2023,  discussions  w ith  targeted  stakeholders  remain  ongoing,  includ ing  PTIs.

A lm ost  1,000  online  responses  were  received  from  Canadians,  and  PS engaged  w ith  over  80
stakeholders  from  various  organizations,  communities,  advocacy  groups,  professional
associations,  religious  groups,  and  representatives  from  provincial  and  territoria l  governments.
Several  key  themes  emerged  during  these  consultations:

•  There  is broad  support  fo r  FITR,  on  the  grounds  that  it  w ill  enhance  transparency,  protect
vulnerable  communities,  and  help  deter  m align  foreign  influence.

•  A  F ITR  must  be consistent  w ith  The  Canadian  Charter  o f  R ights  and  Freedoms.  It  must
not  be used  to  create  a “ blacklist ” , or  to  stigmatize  or  further  marginalize  certain
Canadian  communities.

•  A  F ITR  is  not  a universal  tool  to  counter  F I;  rather,  it  is  on ly  one  o f  many  tools  needed  to
counter  FI.

s. 39 - Cabinet  Confidence
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CONSIDERATIONS

These  papers  have  been  developed  by  departments  and  reviewed  and  approved  by  Deputies  led
by  the  C lerk.  They  have  also  been  reviewed  through  a 4 corners  discussion.  The  current  plan  is
to  return  to  Cabinet  as soon  as possible  in  the  Fall  Session.  This  tim ing  is subject  to  the  launch  o f
consultations  the  week  o f  August  28,  2023.

The  execution  o f  the  consultations  is  intended  to  be  two-fo ld:

Public  Consultations
Public  consultations  w ill  be  undertaken  via  an online  portal.  The  F ITR  and  CSISAct  consultation
papers,  supported  by  web  content  drawn  from  the  overarching  chapeau  narrative,  w ill  be hosted
on  the  PS website.  The  Crim inal  Code,  SO IA,  and  C EA  consultation  paper  w ill  be hosted  on  the
JUS  website.  The  overarching  chapeau  narrative  w ill  also  bring  these  consultations  together
under  the  Consulting  w ith  Canadians  web  domain  w ith  weblinks  to  the  respective  papers.

Stakeholder  Consultations
Stakeholder  consultations  w ill  be undertaken  via  roundtable  and  bilateral  meeting  formats  w ith

select  stakeholders  (evergreen  list  TAB G). A  diverse  number  o f  stakeholders  and groups,
including  Indigenous  groups,  diaspora  community  groups,  academics,  advocacy  groups,
industry,  etc.,  are  being  considered  fo r  roundtable  consultations  by  JUS  and  CSIS.  JUS  has
indicated  a preference  fo r  conducting  its  roundtables  separately  due  to  sensitivities  regarding
CSIS  interactions  w ith  certain  groups.  However,  there  is  noted  overlap  between  stakeholders  and

groups  that  CSIS  and  JUS  are seeking  to  consult.  Partners  are working  together  to  determine
where  engagements  can  be combined  to  avoid  consultation  fatigue.

W ith  respect  to  FITR,  the  prim ary  intent  is to  engage  PTIs.  These  discussions  w ill  be combined,

where  possible,  w ith  CSISAct,  C rim ina l  Code,  SO IA,  and  CEA.

A  communications  plan  fo r  the  consultations  is attached  (TAB H).

A  draft  o f  the  W hat  W e  Heard  So Far  (W W HSF)  Report  from  the  first  round  o f  F ITR
consultations,  w ith  an accompanying  M em o  (PS-040703),  was  sent  fo r  your  approval  in  early
August.  It  is  recommended  that  the  F ITR  W WHSF  Report  be released  prio r  or  concurrently  to

the  launch  o f  the  second  round  o f  consultations.  It  is  included  under  TAB F fo r  reference.

PIFI - Canada  Release  033  - August  12,
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NEXT STEPS

W ork  is  underway  to  finalize  the  documents  fo r  release  and  to  be  ready  to  go  live  the  week  o f
August  28,  2023.

Should  you  require  any  additional  inform ation,  please  do  not  hesitate  to  contact  me  at 613-614-
4715,  or  Patrick  Boucher  at 613-990-4976.

Shawn  Tupper
Deputy  M inister

Attachment(s)  (8):
Tab  A :  Consultation  Placemat  and  Timeline
Tab  B:  Countering  Foreign  Interference  (Chapeau  Piece)
Tab  C:  Foreign  Influence  Transparency  Registry:  Updated  Public  Consultation  Paper
Tab  D :  Enhancing  Measures  To Counter  Foreign  Interference  Public  Consultation
Paper  -  Whether  To Amend  The Canadian  Security  Intelligence  Service  Act
Tab  E:  Public  Consultations  on  Potential  Amendments  to  the  Security  o f  In form ation  Act,
C rim ina l  Code  and  Canada  Evidence  Act
Tab  F :  What  We've  H eard  So Far  -  Foreign  Influence  Transparency  Registry  Consultation
Summary
Tab  G:  Tentative  Consolidated  Stakeholders  L ist
Tab  I I :  Launch  o f  the  Government  o f  Canada  Consultations  on  Foreign  Interference
Comm  uni  cat  ions  Approach

Prepared  by:  NCSB
Consulted:  CSIS
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CONSULTATIONS AND  ENGAGEMENT  ON FOREIGN  INTERFERENCE

SOIA AND  CRIMINAL  CODE CEA AND  CRIMINAL  CODECSIS ACTFITR

Consultation  objectives :

Consultation  objectives :
Consultation  objectives :Status:

Way  Forward :

Way  Forward :Way  Forward :

Way  Forward :

PS intends  to  conduct  targeted  consultations  w ith

oo

o

Desired  outcome : Address  CSIS Act  challenges  w ith
legislative  amendments  in key  areas  impacting  CSIS'
ability  to  counter  Fl.

Inform  and  educate  stakeholders  on  CSIS' mandate,
including  CSIS Act  challenges;
Listen  to  stakeholder's  experiences  to  better
understand  unknown  impacts  of  C5/5 Act  challenges
on society;
Broach  areas  where  changes  to  the  CSIS Act  could
help  CSIS better  address  modern  Fl threats;
Obtain  feedback  on  ways  to  balance  modern  tools
w ith  privacy  concerns;
Develop  and/or  maintain  trusted  relationships  w ith
stakeholders  (especially  communities  targeted  by Fl);
Demonstrate  CSIS' com m itm ent  to  national  security
transparency;  and
Garner  support  to  pass CSIS Act  amendments.

Desired  outcom e : Considered  an international  best

practice,  a Foreign  Influence  Transparency  Registry

(FITR) would  strengthen  transparency  and

accountability  on  foreign  influence  in Canada  through

disclosure  requirements.

Desired  outcom e : Canada's  legislative  scheme  for  the

protection  and  use  o f  national  security  in form ation  in

adm inistrative  and  crim inal  proceedings  is responsive

to  the  evolving  th reat  environm ent  and  the

seriousness  o f  Fl.

•  To foster  transparency  on  potential  developm ent
o f  legislative  measures,  policies  and  programs
targeting  Fl;

•  To gather  in form ation  on  key  issues,  priorities  and
concerns  regarding  Fl threats  and  how  to  counter
them ;  and,

•  To ensure  that,  in cooperation  and  consultation
w ith  Indigenous  peoples,  the  proposed  measures
are  consistent  w ith  the  United  Nations  Declaration

on  the  Rights  o f  Indigenous  Peoples  Act.

To foster  transparency  on  potential  developm ent
o f  legislative  measures,  policies  and  programs
targeting  Fl;
To gather  in form ation  on  key  issues,  priorities  and
concerns  regarding  Fl threats  and  how  to  counter
them ;  and,
To ensure  that,  in cooperation  and  consultation
w ith  Indigenous  peoples,  the  proposed  measures
are  consistent  w ith  the  United  Nations  Declaration

on  the  Rights  o f  Indigenous  Peoples  Act.

PS launched  public  and  stakeholder  consultations
to  guide  the  developm ent  of  the  FITR on  March
10, 2023.
PS received  nearly  1,000  responses  and  engaged
w ith  more  than  80  stakeholders.
W hile  the  online  com ponent  o f  the  consultations
closed  on  May  9, the  proposed  sub-national
application  o f  FITR w ill  require  more  in-depth
discussions  w ith  Provinces,  Territories,
M unicipalities  and  Indigenous  partners. __________

• Consultations  on  potential  legislative  am endm ents  to  the  Canadian  Security  and  Intelligence  Service  Act  (CSIS Act),  the  Crim inal  Code,  the  Security  o f  Inform ation  Act  (SOIA),  and  the  Canada  Evidence  Act  (CEA) are  planned  fo r
the  sum m er  o f  2023.  Consultations  w ill  gauge  a w ide  range  of  views  on  the  proposed  reforms,  including  potential  impacts  on  Charter  rights  and  freedoms,  and  seek  to  foster  public  and  stakeholder  buy-in.

• Broad-based  consultations  w ill  engage  both  the  Canadian  public,  through  an online  consultation  paper,  and  targeted  stakeholders,  through  roundtable  discussions  (or  bilateral  as necessary),  from  academia,  law,  industry,  media,
advocacy  and  diverse  com m unities  and  historically  marginalized  groups.

• An  overarching  narrative  w ill  tie  in the  various  consultations  to  the  broader  challenges  posed  by  foreign  interference  (Fl) which  impacts  all  areas  o f  Canadian  society,  and  dem onstrate  how  legislative  amendments  could  bolster
Canada's  response.  A  strategic  public  communications  approach  w ill  present  the  consultations  as a continuation  o f  the  Public  Safety-led  consultations  on  the  Foreign  Influence  Transparency  Registry  (FITR),  as part  o f  a broader
e ffort  o f  the  Government  o f  Canada  to  modernize  Canada's  too lk it  to  counter  Fl.

• This  narrative  w ill  be featured  on  the  Consulting  Canadians  webpage  as well  as the  Public  Safety  and  Departm ent  o f  Justice  (DOJ) websites  where  the  online  consultation  papers  w ill  be  housed.
• To m inim ize  stakeholder  fatigue  or  frustra tion,  Public  Safety,  DOJ, and  the  Canadian  Security  Intelligence  Service  (CSIS) w ill  coordinate  engagements,  and  hold  jo in t  sessions  where  possible.

Desired  outcom e : Canada's  crim inal  law  framework,

including  Fl related  offences  in the  SOIA and  Criminal

Code,  is responsive  to  the  evolving  threat  environm ent
and  the  seriousness  o f  Fl.

in  order  to  further
develop  the  proposed  legislation.

Led by  DOJ
Hybrid  (online  public  consultation  and  targeted
stakeholder  consultations)
Documents  w ill  include:

o

Led by  DOJ
Hybrid  (online  public  consultations  and  targeted
stakeholder  consultations)
Documents  w ill  include:

o

Led by  Public  Safety  and  CSIS
Hybrid  (online  public  consultations  and  targeted
stakeholder  consultations)
Documents  w ill  include:
o  Consultation  paper  w ith  discussion  questions  to

be hosted  on  PS webpage.
PowerPoint  presentation  to  facilitate  roundtable
discussions.

Feedback  received  to  be evaluated  by Public  Safety
and  CSIS and  summarized  in a broader  W hat  We
Heard  Report  on Fl consultations,  or  other  summary.

Consultation  paper  to  discuss  CEA and
Criminal  Code  amendments  to  be hosted  on
Departm ent  o f  Justice  webpage.
PowerPoint  presentation  to  facilitate
roundtable  discussions.

Feedback  received  to  be  evaluated  by  DOJ and
summarized  in a broader  W hat  We  Heard  Report
on  Fl consultations,  or  other  summary.

Consultation  paper  to  discuss  proposed
Criminal  Code  and  SOIA am endm ents  to  be
hosted  on  Departm ent  o f  Justice  webpage.
PowerPoint  presentation  to  facilitate
roundtable  discussions.

Feedback  received  to  be  evaluated  by  DOJ and
summarized  in a broader  W hat  We  Heard  Report
on  Fl consultations,  or  other  summary.
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Countering-Foreign  Interference  (Chapeau  Piece)

Canada is a country  open  to  the  world.  We are an advanced  trading  economy  and an open  democracy
with  positive  relations  w ith  a great  number  of  nations.  We also believe  in collective  security,  and we
have built  durable  security  and military  partnerships  w ith  like-minded  states  around  the  world.

Foreign  partners  regularly  seek to  influence  the  decisions  we  make  as a country,  just  as Canada seeks to
influence  the  decisions  of  others.  Foreign  partners  generally  use legitimate  and  transparent  means  to
advocate  their  interests,  such as lobbying,  political  dialogue,  trade  negotiations  and diplomacy.

Some foreign  states  use covert,  deceptive  and  sometimes  threatening  means to  interfere  in our  political
system  and our  economy.  They  do  so to  advance  their  own  strategic  objectives,  to  the  detriment  of
Canada's  national  interests.

The threat  of  foreign  interference  is not  new,  but  has increased  in recent  years  as the  world  becomes
more  competitive,  the  digital  world  has created  more  ways  for  people  and  governments  to  have far
reaching  impact,  and some  states  are  willing  to  use all means  available  to  them  to  challenge  our
democratic  way  of  life.  These interference  activities  are not  acceptable  and  Canada will  never  tolerate
them.

Foreign  interference  can affect  all individuals  in Canada: government  officials,  civil  society,  communities,
businesses,  academia,  and  the  media.  Examples  of  interference  by foreign  states, or  those  acting  on
their  behalf,  include:

•  Threatening,  harassing  or  intimidating  people  in Canada or  their  family  and friends  abroad
because  of  their  political  opinions  or  to  shape behaviour;

•  Attempting  to  interfere  in Canada's  democratic  institutions  and processes,  such as elections,  to
advance  their  interests;

•  Stealing  our  intellectual  property,  know-how  or  imposing  market  conditions  to  gain an economic
advantage  against  Canada;

•  Targeting  officials  at  all levels  of  government  to  influence  public  policy  and  decision-making  in a
way  that  is clandestine,  deceptive  or  threatening,  and to  the  detriment  of  Canadian  interests.

Foreign  interference  poses one  of  the  greatest  threats  to  Canada's  national  security,  our  way  of  life,  and
our  economic  prosperity  and sovereignty.  We  must  shine  a light  on these  threats,  and come  together  as
a country  to  defend  our  nation  from  those  who  attempt  to  harm  us. These examples  underscore  the
urgency  needed  to  hold  those  who  would  threaten  individuals  in Canada and Canada's  sovereignty
accountable  for  their  actions  by strengthening  the  consequences  of  engaging  in interference  activities  in
Canada.

Modernizing  Canada's  Toolkit  to  Counter  Foreign  Interference

Foreign  states,  or  their  proxies,  are  known  to  target  certain  vulnerable  groups  within  Canada -  often
based on their  ethno-religious  background.  They  do this  in an effort  to  sew divisions,  fear,  and suspicion
within  Canadian  communities.  They  can threaten  the  basic rights  of  individuals  in Canada, including
personal  security,  religious  and cultural  freedoms,  freedom  of  speech,  movement  and the  right  to  earn a
livelihood  without  interference.  Furthermore,  these  interference  activities  can result  in increased
stigmatization  of  certain  groups  in Canada.
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As the  threat  of  foreign  interference  evolves,  Canada's  response  needs to  adapt.  Domestic  and
international  experts  have  noted  that  Canada needs  to  modernize  its  tools  to  counter  the  threat  of
foreign  interference.  Canada's  closest  allies  and  like-minded  partners  have  also  brought  forward
legislative  initiatives  to  modernize  their  counter-foreign  interference  toolkits.

Consulting  w ith  Canadians  is an important  step  in this  effort  to  modernize  our  toolkit  to  counter  foreign
interference,  so that  potential  solutions  are aligned  with  our  national  values,  capture  a wide  range  of
expertise,  perspectives,  views  and opinions,  and respect  Canadian  fundamental  rights  and  freedoms.
The Canadian  public  have expressed  interest  in greater  transparency,  as well  as deeper  engagement
with  the  Government  of  Canada on national  security  issues, including  foreign  interference.

This is why  on March  10, 2023,  Public  Safety  Canada launched  public  and stakeholder  consultations  to
guide  the  development  of  a Foreign  Influence  Transparency  Registry  (FITR). The initial  phase of  public
consultations  closed  on  May  9. The FITR consultations  yielded  a large  number  of  responses  from  across
Canada and included  engagements  w ith  a wide  range  o f  groups,  such as community  organizations,
academia  and the  private  sector.  The consultations  demonstrated  broad  support  for  the  introduction  of
a FITR in Canada, but  one  of  the  main  themes  that  emerged  from  the  consultations  is that  a Registry  is
not  a universal  solution,  and  should  be accompanied  by other  legislative  amendments  to  address  other
aspects  of  foreign  interference.  You can access the  "What  We've  Heard  So Far" report  here  [insert
hyperlink],  and are invited  to  review  the  proposed  frame  here  [insert  hyperlink],  as we continue
consultations,  including  w ith  Provinces,  Territories,  Municipalities  and  Indigenous  partners.

What  we  know,  and what  has been  reinforced  through  the  consultations,  is that  Canada's  toolkit  needs
to  adapt  as the  threats  emanating  from  foreign  interference  evolve.  To address  these  gaps Canada must
consider:

•  Modernizing  the  criminal  law, including  by introducing  new  foreign  interference-related
offences  to  better  capture  the  evolving  threat.

•  Providing  the  Government  of  Canada with  better  tools  to  address  certain  types  of  activities  that
foreign  states  use to  covertly  shape  public  opinion  and  exert  undue  influence  in Canada (e.g.,
Introducing  a FITR in Canada).

•  Providing  Canada's  national  security  agencies  w ith  the  legal ability  to  share  threat  information
with  a wider  set of  Canadian  partners  than  the  federal  government  (e.g.,  Sharing  of  information
with  Canada's  private  stakeholders  to  protect  Canada's  critical  infrastructure).

•  Improving  the  ways  that  the  legal system  deals w ith  intelligence  information  in administrative
and criminal  proceedings.

•  Making  sure  that  the  Canadian  Security  Intelligence  Service has modernized  authorities  to  be
able  to  adequately  protect  Canadians  and  Canadian  institutions  in a digital  world  (e.g.,
Amending  intelligence  collection  authorities  which  are currently  lim ited  to  information  located
within  Canada).

In recognition  of  this,  and  of  the  above  challenges,  in addition  to  FITR consultations,  the  Government  of
Canada is launching  consultations  on the  Canadian  Security  Intelligence  Service  Act,  the  Criminal  Code,
the  Security  o f  Information  Act  and the  Canada  Evidence  Act.  The purpose  of  these  consultations  is to
assess potential  amendments  to  these  laws to  bolster  Canada's  counter-foreign  interference  toolkit.
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Together,  we can protect  Canadian  values,  principles,  rights  and  freedoms  from  those  who  seek to  harm
our  way of  life.

[Chapeau  to  act  as an  intro  piece  to  the  Foreign  Influence  Transparency  Registry,  Criminal  Code/Security
o f  Information  Act/Canada  Evidence  Act  and  CSIS Act  amendments]

Foreign  Influence  Transparency  Registry

Foreign  governments  regularly  seek to  influence  the  Government  of  Canada and public  opinion  in
Canada, and often  do so through  established,  legitimate,  and  transparent  channels.  When  individuals  or
entities  seek to  exert  influence  on behalf  of  a foreign  government  in non-transparent  ways,  this  can
have serious  consequences  on democratic  process  in Canada or  result  in policy  or  legislative  outcomes
unduly  favourable  to  foreign  interests.  For this  reason,  Canada's  closest  allies  and  like-minded  partners
have brought  forward  additional  measures  to  enhance  foreign  influence  transparency  in their  respective
countries.

Canada has existing  tools  to  ensure  transparency  and  address  conflicts  of  interest,  such as the  Lobbying
Act,  Conflict  of  Interest  Act and  the  Canada Elections  Act,  however  these  legislative  tools  were  not
designed  specifically  to  address  this  type  of  foreign  interference.  A foreign  influence  transparency
registry  could  address  existing  gaps and  increase  transparency  and general  public  awareness  of  non ­
transparent  foreign  influence  activities  in Canada by imposing  registration  and  information  disclosure
obligations  on individuals  and entities  engaged  in foreign  influence  activities.  Additionally,  a foreign
influence  transparency  registry  would  help  deter  non-transparent  foreign  influence  activities  by
increasing  the  risk to  individuals  who  would  seek to  avoid  registration  obligations  by designing
appropriate  compliance  measures  and penalties.

About  the  Consultation

On March  10, 2023,  the  Minister  of  Public Safety  launched  public  and  stakeholder  consultations  on a
foreign  influence  transparency  registry . While  public  consultations  closed  on May  9, 2023,  some
stakeholder  consultations  extended  beyond  this  date.  Preliminary  public  and  stakeholder  feedback  has
indicated  broad  support  for  a registry  in Canada, and respondents  have  provided  meaningful  feedback
to  government  officials  to  inform  the  design  of  a built-for-Canada  foreign  influence  transparency
registry.

Since the  close of  public  consultations,  the  Government  has worked  on developing  a registry  proposal
that  is responsive  to  the  views  provided  by the  public  and stakeholders.  As policy  refinement  and
development  continues,  the  government  intends  to  undertake  additional  engagements  with  select
stakeholders,  as well  as seek additional  views  from  the  public.

The purpose  of  this  additional  public  consultation  period  is therefore  to  solicit  additional  feedback  on
the  creation  of  a Foreign  Influence  Transparency  Registry  as a tool  for  greater  transparency  over  foreign
influence  activities  and  a deterrent  to  malign  and covert  interference  by foreign  states.

How  to  Participate

Visit  our  consultation  page [insert  hyperlink].  Consultations  will  be open  for  45 days.

Next  steps
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Feedback  from  consultation  w ith  the  public  and  stakeholders  w ill  inform  the  Government's  decision  on
what  measures  to  bring  forward,  and  what  they  could  look  like.

Related  information

•  Consultation  Paper [insert  hyperlink]
•  Foreign  Interference

Contact  us

Public  Safety  Canada
269 Laurier  Avenue  West
Ottawa,  ON KIA  0P8
Email:  TBC

Criminal  Code/Security  o f  Information  Act/Canada  Evidence  Act

Justice  Canada is seeking  to  initiate  a meaningful  dialogue  on whether  to  amend  the  Security  of
Information  Act  (SOIA) and modernize  certain  Criminal  Code offences,  whether  to  amend  the  Criminal
Code to  reform  how  national  security  information  is protected  and used in criminal  proceedings,  and to
introduce  a review  mechanism  in the  Canada  Evidence Act  (CEA) to  manage  sensitive  information.

An  Overview  of  Existing  Measures

The Government  currently  uses various  measures  to  counter  foreign  interference,  including
investigating  and  laying  criminal  charges  in accordance  with  Canadian  laws. These laws  include  Canada's
SOIA, which  criminalizes  information-related  conduct  that  may  be harmful  to  Canada, such as
unauthorized  disclosure  of  information,  spying,  economic  espionage  and foreign-influenced  threats  or
violence.  There  are  Criminal  Code offences  that  address  different  types  of  conduct  in connection  with
foreign  interference,  such as sabotage,  intim idation,  computer  hacking  and bribery,  amongst  others.
And,  there  are offences  and other  provisions  in the  Canada  Elections  Act  which  address  foreign
involvement  in our  federal  electoral  processes.

In recent  years,  however,  many  experts  have  called  on  Canada to  modernize  these  laws  to  address  new
and evolving  foreign  interference  threats  and  to  ensure  consistency  w ith  allied  countries.  The SOIA, for
example,  has not  had a substantial  revision  since 2001  and may  benefit  from  updates  to  better  respond
to  modern  threats.  Australia,  the  U.S. and the  U.K. have  all recently  taken  steps  to  enhance  their  ability
to  identify  and  counter  foreign  interference.

About  the  Consultation

Justice  Canada is examining  whether  to

•  amend  the  SOIA by introducing  new  foreign  interference  offences  that  will  improve  protections
for  people  in Canada and our  democratic  processes;

•  improve  on SOIA provisions  that  protect  against  unauthorized  disclosures  of  information  that
could  harm  Canada's  interests;

•  modernize  the  sabotage  offence  in the  Criminal  Code;
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•  introduce  a general  review  mechanism  in the  CEA to  manage  sensitive  information  in judicial
reviews  and statutory  appeal  of  federal  administrative  decisions;  and

•  other  potential  Criminal  Code and  CEA amendments  to  deal  w ith  how  national  security
information  is handled  in criminal  proceedings.

Furthermore,  Justice  Canada will  consult  on measures  that  could  be taken  to  provide  an overall
legislative  scheme  for  the  protection  and use of  national  security  information  injudicial  reviews  and
statutory  appeals  of  federal  governmental  decision  making.  Finally,  it  w ill  gauge  views  on potential
reforms  relating  to  intelligence  and evidence  in criminal  proceedings.

How  to  Participate

Visit  our  consultation  page [insert  hyperlink].  Consultations  will  be open  for  60  days.

Next  steps

Feedback  from  consultation  w ith  the  public  and  stakeholders  w ill  inform  the  Government's  decision  on
what  measures  to  bring  forward,  and  what  they  could  look  like.

Related  information

•  Consultation  Paper [insert  hyperlink]
•  Foreign  Interference

Contact  us

Department  of  Justice
284 Wellington  Ave
Ottawa,  ON K1A0H8
Email:  TBC

CSISAct

The Canadian  Security  Intelligence  Service  (CSIS) is seeking  to  initiate  a meaningful  dialogue  on potential
amendments  to  the  Canadian  Security  Intelligence  Service Act  (CSIS Act)  to  more  effectively  counter
modern-day  threats,  including  foreign  interference.

An  Overview  of  CSIS Act Challenges  Impacting  ability  to  Counter  Foreign  Interference

Canada is witnessing  aggressive  foreign  interference  from  highly-capable  state  actors  who  exploit
technology  and  other  means  to  advance  their  national  interests  to  the  detriment  of  Canada's. To
counter  this  sophisticated  threat  requires  CSIS to  have  the  right  tools  and  authorities.

The objective  in amending  the  CSIS Act  is to  ensure  CSIS can continue  to  protect  Canada and Canadians
in an increasingly  digital  world.  In the  face of  sophisticated  foreign  interference  threats,  CSISAct
amendments  will:

•  Enable CSIS to  help  Canadian  society  build  resilience  against  foreign  interference;
•  Support  CSIS' capacity  to  collect  information  to  counter  foreign  interference  in a digital  age; and
•  Ensure that  national  security  legislation  keeps pace w ith  evolving  threats.
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About  the  Consultation

CSIS will  consult  the  Canadian  public  on  the  potential  for  C5/S Act  amendments  in key areas  including:
(1) enhancing  CSIS' ability  to  communicate  information  and advice  to  non-federal  partners;  (2)
supporting  CSIS' capacity  to  collect  information  to  counter  foreign  interference  in a digital  age; (3)
closing  the  gap in foreign  intelligence  collection  created  by technological  evolution;  (4) enhancing  CSIS'
capacity  to  capitalize  on data  analytics;  and (5) introducing  a periodic  review  of  the  CSIS Act  to  better
keep pace w ith  the  evolving  threat.  As a complement  to  public  consultations,  CSIS will  also  engage  with
a broad  array  of  stakeholders  in round  table  discussions,  including  those  from  community  advocacy
organizations,  businesses,  critical  infrastructure,  academia,  and legal, privacy  and  transparency  experts.

The consultations  will  allow  Canadians  to  participate  in a full  and informed  discussion  about  national
security  tools  and  authorities.  CSIS recognizes  that  the  authorities  in the  CSIS Act  must  reflect  the  values
and ideals  of  those  it  seeks to  protect.  Engaging in a dialogue  with  Canadians  on maintaining  the  right
balance  between  protecting  national  security  and  respecting  Canadians'  expectations  of  privacy  is a
prerequisite  to  achieving  this  objective.

How  to  Participate

Visit  our  consultation  page [insert  hyperlink].  Consultations  will  be open  for  60  days.

Next  steps

Feedback  from  consultation  w ith  the  public  and  stakeholders  w ill  inform  the  Government's  decision  on
what  measures  to  bring  forward,  and  what  they  could  look  like.

Related  information

•  Consultation  Paper [insert  hyperlink]
•  Foreign  Interference

Contact  us

Public  Safety  Canada
269 Laurier  Avenue  West
Ottawa,  ON K1A0P8
Email:  TBC
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Lutte  contre  I'ingerence  etrangere  (apergu  general)

Le Canada est un pays ouvert  sur  le monde.  Nous avons  une economic  commerciale  avancee  et  une
democratic  ouverte  et entretenons  des relations  positives  avec un grand  nombre  de nations.  Nous
croyons  egalement  a la securite  collective  et  nous  avons  etabli  des partenariats  militaires  et  de securite
durables  avec des Etats du monde  entier  partageant  les memes  points  de vue.

Les partenaires  etrangers  cherchent  souvent  a influencer  les decisions  que nous prenons  en tant  que
pays, tout  comme  le Canada cherche  a influencer  les decisions  des autres.  Les partenaires  etrangers
utilisent  generalement  des moyens  legitimes  et  transparents  pour  defendre  leurs  interets,  tels  que  le
lobbying,  le dialogue  politique,  les negociations  commerciales  et  la diplomatie.

Certains  Etats etrangers  utilisent  des moyens  clandestins,  trompeurs  et  parfois  mena^ants  pour
s'immiscer  dans notre  systeme  politique  et  notre  economie.  Ils le font  pour  promouvoir  leurs  propres
objectifs  strategiques,  au detriment  des interets  nationaux  du Canada.

La menace  d'ingerence  etrangere  n'est  pas nouvelle,  mais  elle  s'accroit  depuis  les dernieres  annees  a
mesure  que  le monde  devient  de plus  en plus competitif,  que  le monde  numerique  multiplie  les moyens
pour  les particuliers  et  les gouvernements  d'avoir  un impact  considerable  et  que  certains  Etats sont
prets  a utiliser  tous  les moyens  a leur  disposition  pour  remettre  en cause notre  mode  de vie
democratique.  Ces activites  d'ingerence  sont  inacceptables,  et  le Canada ne les tolerera  jamais.

L'ingerence  etrangere  peut  toucher  tou t  le monde  au Canada : les fonctionnaires,  la societe  civile,  les
communautes,  les entreprises,  les universites  et  les medias.  Voici  quelques  exemples  d'ingerence  par
des Etats etrangers  ou des personnes  agissant  en leur  nom  :

•  Menacer,  harceler  ou  intim ider  des personnes  au Canada ou leur  famille  et leurs  amis  a
I'etranger  en raison  de leurs  opinions  politiques  ou  pour  modeler  leur  comportement;

•  Tenter  de s'ingerer  dans les institutions  et  les processus  democratiques  du Canada, comme  les
elections,  pour  promouvoir  leurs  interets;

•  Voler  notre  propriety  intellectuelle,  notre  savoir-faire  ou imposer  des conditions  de marche
pour  obtenir  un avantage  economique  sur le Canada;

•  Cibler  des fonctionnaires  a tous  les ordres  de gouvernement  pour  influencer  les politiques
publiques  et la prise  de  decision  d'une  maniere  clandestine,  trompeuse  ou menagante,  et  au
detriment  des interets  canadiens.

L'ingerence  etrangere  constitue  I'une  des plus  grandes  menaces  pour  la securite  nationale,  le mode  de
vie,  la prosperite  economique  et  la souverainete  du Canada. Nous devons  faire  la lumiere  sur  ces
menaces  et  nous  unir  en tant  que  pays pour  defendre  notre  nation  contre  ceux qui tentent  de  nous
nuire.  Ces exemples  soulignent  I'urgence  qu'il  y  a a tenir  pour  responsables  de leurs  actes ceux  qui
menacent  des personnes  au Canada et  la souverainete  du pays, en renforfant  les consequences  de la
participation  a des activites  d'ingerence  au Canada.

Moderniser  la boite  a outils  du  Canada pour  lutter  contre  I'ingerence  etrangere

Nous savons que certains  Etats etrangers,  ou leurs  mandataires,  ciblent  certains  groupes  vulnerables  au
Canada, souvent  en se fondant  sur  leur  appartenance  ethnoreligieuse.  Ils agissent  ainsi  dans le but  de
semer  la division,  la peur  et  la suspicion  au sein des communautes  canadiennes.  Ils peuvent  menacer  les
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droits  fondamentaux  d'individus  au Canada, notamment  leur  securite  personnelle,  leurs  libertes
religieuses  et  culturelles,  leur  liberte  d'expression,  leur  liberte  de mouvement  et  leur  droit  de gagner
leur  vie  sans ingerence.  En outre,  ces activites  d'ingerence  peuvent  entrainer  une  stigmatisation  accrue
de certains  groupes  au Canada.

La menace  d'ingerence  etrangere  evolue,  et le Canada doit  adapter  ses mesures.  Des experts  nationaux
et internationaux  ont  fait  remarquer  que  le Canada doit  moderniser  ses outils  pour  lutter  contre  cette
menace.  Certains  des allies  les plus proches  du Canada et  de ses partenaires  aux vues  similaires  ont
introduit  des mesures  legislatives  pour  moderniser  leurs  outils  de lutte  contre  I'ingerence  etrangere.

La consultation  des Canadiens  est une  etape  importante  de la modernisation  de notre  boite  a outils
pour  lutter  contre  I'ingerence  etrangere.  Elie fera  en sorte  que  les solutions  soient  alignees  sur nos
valeurs  nationales,  tiennent  compte  d'un  large  eventail  d'expertises,  de perspectives,  de points  de vue
et d'opinions,  et respectent  les droits  fondamentaux  et  les libertes  des Canadiens.  Le public  canadien  a
exprime  son interet  pour  une plus  grande  transparence,  ainsi  que  pour  une  collaboration  approfondie
avec le gouvernement  du  Canada sur les questions  de securite  nationale,  dont  I'ingerence  etrangere.

C'est  pourquoi,  le 10 mars  2023,  Securite  publique  Canada a lance  des consultations  aupres  du public  et
des intervenants  afin  d'orienter  I'elaboration  d'un  registre  pour  la transparence  en matiere  d'influence
etrangere  (RTMIE).  La phase initiale  des consultations  publiques  s'est  achevee  le 9 mai dernier.  Les
consultations  sur le RTMIE ont  donne  lieu  a un grand  nombre  de reponses  a I'echelle  du Canada et  a des
discussions  avec un large  eventail  de  groupes,  comme  des organisations  communautaires,  le monde
universitaire  et  le secteur  prive.  Elies ont  demontre  qu'il  y a un vaste  soutien  a I'introduction  d'un  RTMIE
au Canada, mais I'un  des principaux  themes  qui en sont  ressortis  est qu'un  registre  n'est  pas une
solution  universelie  et  que  celui-ci  devrait  etre  accompagne  d'autres  changements  legislatifs  qui
traiteraient  d'autres  aspects  de I'ingerence  etrangere.  Vous pouvez  consulter  le « Rapport  sur ce que
nous  avons  entendu  » (inserer  I'hyperlien]  et examiner  le cadre  propose  [inserer  I'hyperlien]  pendant
que nous  poursuivons  les consultations,  notamment  avec les provinces,  les territoires,  les municipalites
et  les partenaires  autochtones.

Ce que nous savons,  et  ce qui a ete  confirme  par  les consultations,  c'est  que  la boite  a outils  du Canada
doit  s'adapter  a revolution  des menaces  emanant  de I'ingerence  etrangere.  Pour  combler  les lacunes,  le
Canada doit  envisager  ce qui su it :

•  Moderniser  le droit  penal,  y compris  en introduisant  de nouvelles  infractions  liees a ingerence
etrangere  afin  de mieux  saisir  la menace  en constante  evolution.

•  Fournir  au gouvernement  du Canada de meilleurs  outils  pour  contrer  certains  types  d'activites
que les Etats etrangers  utilisent  pour  fag:onner  secretement  I'opinion  publique  et  exercer  une
influence  indue  au Canada (p. ex., I'introduction  d'un  RTMIE au Canada).

•  Donner  aux organismes  de securite  nationale  du Canada la possibility  legale  d'echanger  des
renseignements  sur les menaces  avec des partenaires  canadiens  ne faisant  pas parti  du
gouvernement  federal  (p. ex., la communication  de renseignements  a des intervenants  du
secteur  prive  canadien  pour  proteger  les infrastructures  essentielles  du pays).

•  Ameliorer  la fagon  dont  le systeme  judiciaire  traite  les renseignements  dans  les poursuites
administratives  et  criminelles.

•  Veiller  a ce que le Service  canadien  du renseignement  de securite  dispose  de pouvoirs
modernises  afin  d'etre  en mesure  de proteger  adequatement  les Canadiens  et  les institutions
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canadiennes  dans  un monde  numerique  (p. ex., modifier  les pouvoirs  de collecte  de
renseignements  qui sont  actuellement  limites  aux informations  situees  a I'interieur  du Canada).

Compte  tenu  de la situation  et  des difficultes  susmentionnees,  le gouvernement  du Canada lance,  en
plus  des consultations  sur le RTMIE, des consultations  sur la Loisur  le Service  canadien  du
renseignement  de securite,  le Code criminel,  la Loi sur  la protection  de I'information  et  la Loi sur  la
preuve  au  Canada.  Ces consultations  ont  pour  objectif  d'evaluer  les modifications  qui pourraient  etre
apportees  a ces lois dans le but  de renforcer  les outils  de lutte  contre  I'ingerence  etrangere  dont  dispose
le Canada.

Ensemble,  nous  pouvons  proteger  les valeurs,  les principes,  les droits  et  les libertes  des Canadiens
contre  ceux  qui cherchent  a nuire  a notre  mode  de vie.

[Aper^u  general  qui  servira  d'introduction  au registre  pour  la  transparence  en matiere  d'influence
etrangere  et  aux  modifications  du  Code criminel,  de la  Loi sur  la protection  de I'information,  de la  Loi sur
la preuve  au Canada et  de la  Loi sur  le Service  canadien  du renseignement  de securite/.

Registre  pour  la  transparence  en matiere  d'influence  etrangere

Les gouvernements  etrangers  cherchent  souvent  a influencer  le gouvernement  du Canada et  I'opinion
publique  au Canada, et  le font  frequemment  par  des voies  etablies,  legitimes  et  transparentes.
Toutefois,  lorsque  des personnes  ou des entites  cherchent  a exercer  une  influence  au nom  d'un
gouvernement  etranger  de maniere  non transparente  ou de fagon  malveillante,  les consequences
peuvent  etre  graves.  Ces activites  pourraient  interferer  avec les processus  democratiques  du Canada ou
entrainer  des resultats  politiques  ou legislatifs  indument  favorables  aux interets  etrangers.  C'est
pourquoi  certains  des allies  les plus  proches  du Canada et  de ses partenaires  aux vues similaires  ont
propose  des mesures  supplementaires  qui visent  expressement  a ameliorer  la transparence  en matiere
d'influence  etrangere  dans leurs  pays respectifs.

Le Canada dispose  de certains  outils  pour  garantir  la transparence  et  tra iler  les conflits  d'interets,  tels
que  la Loi sur  le lobbying,  la Loi sur  les conflits  d'interets  et  la Loi electorale  du Canada,  mais  ces outils
legislatifs  n'ont  pas ete  congus  precisement  pour  repondre  a la menace  complexe  que  constitue
I'influence  etrangere  malveillante.  Un registre  pour  la transparence  en matiere  d'influence  etrangere
pourrait  combler  les lacunes  existantes  et  accroitre  la transparence  et la sensibilisation  du grand  public
aux activites  d'influence  etrangere  malveillante  au Canada en imposant  des obligations  liees  a
I'inscription  et  la divulgation  de renseignements  pour  les individus  et  les entites  se livrant  a des activites
d'influence  etrangere.  En outre,  un registre  pour  la transparence  en matiere  d'influence  etrangere
supporte  par  des mesures  de conformite  et des sanctions  contribuerait  a dissuader  les activites
d'influence  etrangere  malveillante  en augmentant  le risque  pour  les personnes  qui chercheraient  a se
soustraire  aux obligations  d'inscription  en concevant  des mesures  de conformite  et des sanctions.

A propos  des  consultations

Le 10 mars  2023, le ministre  de la Securite  publique  a lance des consultations  aupres  du public  et  des
intervenants  au sujet  d'un  registre  pour  la transparence  en matiere  d'influence  etrangere . Les
consultations  publiques  ont  pris  fin  le 9 mai 2023,  mais  certaines  consultations  aupres  des intervenants
se sont  proIongees  au-dela  de cette  date.  Selon les premiers  commentaires  recueillis,  le public  et  les
intervenants  appuient  largement  I'etablissement  d'un  registre  au Canada.  Les repondants  ont  fourni  aux
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representants  du gouvernement  des commentaires  significatifs  qui leur  permettront  d'orienter  la
conception  d'un  registre  pour  le Canada.

Depuis  la cloture  des consultations  publiques,  le gouvernement  travaille  a I'elaboration  d'une
proposition  de registre  tenant  compte  des avis exprimes  par  le public  et  les intervenants.  Au fur  et a
mesure  que  I'elaboration  et le perfectionnement  des politiques  se poursuivra,  le gouvernement  a
I'intention  de mobiliser  encore  une fois  certains  intervenants  et  de  solliciter  d'autres  avis de la part  du
public.

L'objectif  de cette  periode  supplementaire  de consultation  publique  est done d'obtenir  des
commentaires  supplementaires  sur I'etablissement  d'un  registre  pour  la transparence  en matiere
d'influence  etrangere  dans  le but  d'accroitre  la transparence  des activites  d'influence  etrangere  et de
dissuader  les Etats etrangers  de se livrer  a des activites  d'ingerence  malveillante  et  secrete.

Comment  participer

Rendez-vous  sur  notre  page sur les consultations  [inserer  I'hyperlien].  Les consultations  se tiendront
pendant  45 jours.

Prochaines  etapes

Les commentaires  issus des consultations  aupres  du public  et  des intervenants  eclaireront  la decision  du
gouvernement  quant  aux mesures  a mettre  en ceuvre  et  a leur  forme.

Renseignements  connexes

•  Document  de consultation  [inserer  I'hyperlien)
•  Interference  etrangere

Nous  joindre

Securite  publique  Canada
269, avenue  Laurier  Quest
Ottawa  (Ontario)  K1A0P8
Courriel  : A confirmer

Code crim inel/Loi  sur  la  protection  de I'inform ation/Loi  sur  la  preuve  au  Canada

Justice  Canada souhaite  entamer  un dialogue  constructif  pour  savoir  s'il  convient  de modifier  la Loi sur
lasecurite  de /'information  et  de moderniser  certaines  infractions  prevues  dans le Code criminel,  s'il  y  a
lieu  de modifier  le Code criminel  pour  reformer  la fagon  dont  les renseignements  relatifs  a la securite
nationale  sont  proteges  et utilises  dans les procedures  penales,  et  s'il faut  introduire  un mecanisme
d'examen  dans la Loisur  la preuve  au Canada  afin  de gerer  les renseignements  de nature  delicate.

Apergu  des mesures  actuelles

Le gouvernement  applique  actuellement  diverses  mesures  pour  contrer  I'ingerence  etrangere,  dont
mener  des enquetes  et  porter  des accusations  criminelles  conformement  aux lois canadiennes.  Ces lois
comprennent  la Loi sur  la protection  de /'information,  qui  criminalise  les comportements  lies a
I'information  susceptibles  de nuire  au Canada, comme  la communication  non  autorisee,  I'espionnage,
I'espionnage  economique  et  les menaces  ou les actes  violents  pour  le compte  d'une  entite  etrangere.  Il
existe  des infractions  au Code criminel  qui concernent  differents  types  de comportements  lies a
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I'ingerence  etrangere,  comme  le sabotage,  I'intim idation,  le piratage  informatique  et  la corruption.
Enfin, la Loi electorale  du Canada  prevoit  des infractions  et  d'autres  dispositions  relatives  a I'ingerence
etrangere  dans nos processus  electoraux  federaux.

Ces dernieres  annees,  cependant,  de nombreux  experts  ont  appele  le Canada a moderniser  ces lois  pour
faire  face aux nouvelles  menaces  d'ingerence  etrangere  et  a leur  evolution,  et  pour  assurer  la coherence
avec les pays allies.  La Loi sur  la protection  de I'information,  par  exemple,  n'a pas fait  I'objet  d'un
remaniement  important  depuis  2001  et  pourrait  beneficier  d'une  mise  a jour  pour  qu'elle  reponde
mieux  aux  menaces  modernes.  L'Australie,  les Iztats-Unis  et  le Royaume-Uni  ont  tous  pris  recemment
des mesures  pour  renforcer  leur  capacite  a deceler  et  a contrer  les activites  d'ingerence  etrangere.

A propos  des  consultations

Justice  Canada etudie  les possibilites  suivantes  :

•  Modifier  la Loisur  la protection  de I'information  en introduisant  de nouvelles  infractions
d'ingerence  etrangere,  ce qui protegerait  davantage  les citoyens  canadiens  et  nos processus
democratiques;

•  Ameliorer  les dispositions  de la Loi sur  la  protection  de I'information  contre  les communications
non  autorisees  d'information  susceptibles  de nuire  aux interets  du Canada;

•  Moderniser  I'infraction  de  sabotage  prevue  dans  le Code criminel;

•  Introduire  un mecanisme  general  d'examen  dans la Loi sur  la preuve  au Canada  qui permettra
de gerer  les renseignements  de nature  delicate  dans le cadre  des controles  judiciaires  et  des
appels  prevus  par  la loi en ce qui  a trait  a des decisions  administratives  federates;

•  Apporter  d'autres  modifications  au Code criminel  et a la Loi sur  la preuve  au Canada  sur  la
question  du traitement  des renseignements  relatifs  a la securite  nationale  utilises  dans  le cadre
des procedures  penales.

En outre,  Justice  Canada consultera  sur  les mesures  qui pourraient  etre  prises  pour  fournir  un cadre
legislatif  global  sur  la protection  et  I'utilisation  des renseignements  relatifs  a la securite  nationale  dans
les controles  judiciaires  et  les appels  prevus  par la loi des decisions  du gouvernement  federal.  Enfin,
Justice  Canada recueillera  des avis  sur  les reformes  eventuelles  concernant  les renseignements  et les
elements  de preuve  dans  les procedures  penales.

Comment  participer

Rendez-vous  sur  notre  page sur les consultations  [inserer  I'hyperlien].  Les consultations  se tiendront
pendant  60 jours.

Prochaines  etapes

Les commentaires  issus des consultations  aupres  du public  et  des intervenants  eclaireront  la decision  du
gouvernement  quant  aux  mesures  a mettre  en ceuvre  et  a leur  forme.

Renseignements  connexes

•  Document  de consultation  [inserer  I'hyperlien]
•  Interference  etrangere

Nous  joindre
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Loi  sur  le SCRS

Le Service  canadien  du renseignement  de securite  (SCRS) souhaite  entamer  un dialogue  constructif  sur
les modifications  possibles  a la Loi sur  le Service  canadien  du  renseignement  de securite  (Loi sur  le SCRS)
afin  de pouvoir  lutter  plus  efficacement  contre  les menaces  contemporaines,  dont  I'ingerence
etrangere.

Apergu  des aspects  de la Loisur  le SCRS qui  freinent  la lutte  contre  I’ ingerence  etrangere

Le Canada est temoin  d'une  ingerence  etrangere  agressive  de la part  d'acteurs  etatiques  tres
competents  qui  exploitent  la technologie  et  d'autres  moyens  pour  promouvoir  leurs  interets  nationaux
au detriment  de ceux du Canada. Pour  contrer  cette  menace  sophistiquee,  le SCRS doit  disposer  des
outils  et  des pouvoirs  appropries.

Les modifications  a la Loi sur  le SCRS auraient  pour  but  de permettre  au SCRS de continuer  a proteger  le
Canada et  les Canadiens  dans  un monde  de plus  en plus  numerique.  Face aux menaces  sophistiquees
d'ingerence  etrangere,  les modifications  a la Loi sur  le SCRS auraient  les effets  suivants  :

•  Permettre  au SCRS d'aider  la societe  canadienne  a se premunir  contre  I'ingerence  etrangere;
•  Soutenir  le SCRS dans sa capacite  a recueillir  de I'information  pour  contrer  I'ingerence  etrangere

a I'ere  numerique;
•  Veiller  a ce que la legislation  en matiere  de securite  nationale  suive  I'evolution  des menaces.

A propos  des  consultations

Le SCRS consultera  le public  canadien  sur  la possibility  d'apporter  des modifications  a la Loisur  le SCRS
dans des domaines  cles, notam m ent : (1) ameliorer  la capacite  du SCRS a communiquer  des
renseignements  et  des conseils  a des partenaires  non  federaux;  (2) soutenir  le SCRS dans sa capacite  a
recueillir  de I'information  pour  contrer  I’ ingerence  etrangere  a I'ere  numerique;  (3) combler  I'ecart  dans
la collecte  de renseignements  etrangers  cree par I'evolution  technologique;  (4) ameliorer  la capacite  du
SCRS a tirer  parti  de I'analyse  des donnees;  et  (5) introduire  un examen  periodique  de la Loi sur  le SCRS
afin  de mieux  suivre  revolution  de la menace.  En complement  des consultations  publiques,  le SCRS
participera  egalement  a des tables  rondes  avec un large  eventail  d'intervenants,  notamment  des
organisations  de defense  des interets  des communautes,  des entreprises,  des infrastructures
essentielles,  des universitaires  et des experts  en matiere  de droit,  de protection  de la vie  privee  et  de
transparence.

Les consultations  permettront  aux Canadiens  de participer  a une  discussion  complete  et  informee  sur  les
outils  et  les pouvoirs  en matiere  de securite  nationale.  Le SCRS reconnait  que les pouvoirs  conferes  par
la Loi sur  le SCRS doivent  rendre  compte  des valeurs  et  des ideaux  de ceux qu'il  cherche  a proteger.  Un
dialogue  avec  les Canadiens  sur  le maintien  d'un  juste  equilibre  entre  la protection  de la securite
nationale  et  le respect  des attentes  des Canadiens  en matiere  de protection  de la vie  privee  est une
condition  prealable  a la realisation  de cet  objectif.
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Comment  participer

Rendez-vous  sur  notre  page sur les consultations  [inserer  I'hyperlien].  Les consultations  se tiendront
pendant  60 jours.

Prochaines  etapes

Les commentaires  issus des consultations  aupres  du public  et  des intervenants  eclaireront  la decision  du
gouvernement  quant  aux mesures  a mettre  en ceuvre  et  a leur  forme.

Renseignements  connexes

•  Document  de consultation  [inserer  I'hyperlien]
•  Interference  etrangere

Nous  joindre

Securite  publique  Canada
269, avenue  Laurier  Quest
Ottawa  (Ontario)  K1A0P8
Courriel : A confirmer
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ENHANCING  MEASURES TO COUNTER FOREIGN INTERFERENCE

Foreign Influence  Transparency  Registry
Updated  Public  Consultation  Paper

Overview  /  Background

Foreign  governments  regularly  seek to  influence  the  Government  of  Canada and public  opinion  in
Canada, and often  do so through  traditional  and lawful  diplomatic  activities.  Influence  activities
undertaken  by a foreign  principal,  when  sufficiently  transparent,  may  not  pose a significant  harm  to
Canada or  Canadians. However,  some  foreign  governments  —  or  their  proxies  — may  leverage
individuals  or  entities  to  engage in non-transparent,  malign  foreign  influence  activities  intended  to
shape Canadian  government  policy,  outcomes,  or  public  opinion,  w ithout  disclosure  of  the  foreign
government  ties. These activities  could  interfere  w ith  democratic  processes  in Canada or  result  in policy
or  legislative  outcomes  unfairly  favourable  to  foreign  interests.  While  Canada has a number  of  existing
tools  to  support  transparency,  new  measures  are being  considered,  specifically  a Foreign  Influence
Transparency  Registry  (FITR).

In March  2023,  the  Prime  Minister  announced  the  latest  steps  in the  Government  of  Canada's  plan  to
address  foreign  interference.  These included  establishing  a new  National  Counter  Foreign  Interference
Coordinator  at Public  Safety  Canada to  provide  sustained  central  leadership  and  coordinate  efforts  to
combat  foreign  interference,  and announcing  the  intent  to  consult  the  public  to  guide  the  creation  of  a
FITR. Public  Safety's  consultation  paper  was published  on March  10, 2023,  and the  public  consultation
portal  closed to  new  responses  on May  9, 2023.

A FITR would  increase  transparency  and general  public  awareness  of  foreign  influence  activities  in
Canada through,  among  other  provisions,  enhanced  public  disclosure  requirements  for  individuals  or
entities  acting  on behalf  of  foreign  principals  to  influence  Canada and Canadians.  Additionally,  a FITR
would  help  deter  malign  foreign  influence  activities  by increasing  the  risk  to  individuals  who  would  try  to
avoid  registration  obligations  by designing  compliance  measures  and  penalties.

Public  and stakeholder  feedback  indicated  broad  support  for  a registry  in Canada. Respondents  provided
meaningful  feedback  to  inform  the  design  of  a FITR for  Canada, and  the  Government  has taken  steps  to
ensure  that  a proposal  is taking  into  account  the  views  of  the  public  and  stakeholders.  A summary  of
"What  We Heard  So Far" [insert  hyperlink]  is now  available.

The following  provides  an overview  of  the  Government's  approach  to  a FITR in Canada, currently  under
consideration  and informed  by the  input  from  public  and  stakeholder  consultations  undertaken  to  date.
We invite  reactions  and/or  comments  to  help  us refine  the  final  form  of  FITR.

Scope and  Obligations

A FITR would  need to,  at  a minimum,  impose  registration  and information  disclosure  requirements  on a
number  of  foreign  influence  activities.  Relevant  information  provided  during  the  registration  process
would  be made  publicly  available  for  Canadians  to  consult  freely.
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To trigger  a registration  requirement,  three  elements  should  be present:

1) Foreign  Influence  Arrangement

Any  arrangement  between  an individual  or  entity  and a foreign  principal,  where  the  individual  or  entity
acts  at the  direction  of  or  in association  w ith  a foreign  principal  to  engage  in foreign  influence  activities
in relation  to  a government  or  political  process  would  be registrable.

A foreign  principal  would  include  a foreign  power,  foreign  state,  and foreign  economic  entity  as defined
in the  Security  of  Information  Act.

The foreign  influence  arrangement  itself  would  be registrable,  and  disclosure  requirements  could
include  providing  information  on any  activities  undertaken  pursuant  to  that  arrangement.  The disclosure
obligation  is on the  individual  or  entity  carrying  out  the  activity,  not  on the  foreign  principal.

2) Foreign  Influence  Activities

The Government  is considering  three  types  of  activities  that  may  constitute  a "foreign  influence  activity"
where  undertaken  in an arrangement  w ith  a foreign  principal:

•  Communication  w ith  a public  office  holder
•  Communication  or  distribution  of  information  to  the  public
•  Disbursement  of  money  or  thing  of  value

3) Political  or  governmental  processes

The activity  that  is undertaken  pursuant  to  the  foreign  influence  arrangement  would  have to  be in
relation  to  a political  or  government  process  at the  federal  level  or  other  levels  of  jurisdiction  for  the
registering  obligation  to  trigger.  A political  or  government  process  could  include:

•  Any  proceeding  of  a legislative  body;
•  The development  of  any legislative  proposal;
•  The development  or  amendment  of  any policy  or  program;
•  The making  of  a decision  by a public  office  holder  or  government  body,  including  the  awarding

of  a contract;
•  The holding  of  an election  or  referendum;  and
•  The nomination  o f  a candidate  or  the  development  of  an electoral  platform  by a political  party.

Exemptions

A limited  number  of  exemptions  would  be required  for  the  registry  to  ensure  that  certain  lawful
arrangements  are  not  captured.  Based on feedback  gained  during  consultations,  the  Government  is
considering  a smaller  number  of  exemptions  as opposed  to  a larger  list.  Fewer  exemptions  would  reduce
the  risk  of  hostile  actors,  and  their  proxies,  avoiding  registration  requirements  by finding  loopholes  in
exemptions.
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The obligation  to  register  would  not  apply  in these  circumstances:

•  Foreign  nationals  who  hold  passports  that  contain  a valid  diplomatic,  consular,  official  or  special
representative  acceptance  issued by the  Chief  of  Protocol  for  the  Department  of  Foreign  Affairs,
Trade  and Development;

•  Employees  of  a foreign  principal  who  are acting  openly  and in their  official  capacity;  and,
•  Arrangements  to  which  His Majesty  in Right  of  Canada is a party.

The Government  would  also provide  that  the  Governor-in-Council  (GIC) may,  by regulations,  make
provision  for  further  exemptions  to  which  registration  obligations  would  not  apply.

Application  to Provincial,  Territorial,  Municipal  governments  and  Indigenous  organizations

Malign  foreign  influence  is problematic  at  all levels  of  society.  A Foreign  Influence  Transparency  Registry
(FITR) should  therefore  apply  to  influence  activities  directed  at all levels  of  jurisdiction  in Canada,
including  municipal,  provincial,  and territorial  governments,  as well  as Indigenous  groups.  This  is
something  that  was a clear  recommendation  throughout  the  consultation  process  from  both
stakeholders  and  the  public.  To provide  time  to  properly  consult  with  these  other  levels o f  government
and indigenous  partners,  prospective  legislation  would  propose  to  only  bring  into  force  the  application
of  the  legislation  to  the  other  levels  of  jurisdiction  and indigenous  partners  at a date  to  be fixed  by the
GIC.

Administration

Many  respondents  in the  consultation  process  were  in favour  of  the  FITR being  administered  by an
independent  entity  to  increase  trust  in the  regime,  and  reduce  the  risk  of  political  interference.  Based on
this  feedback,  the  Government  is considering  designing  the  registry  to  be administered  by an
independent  Commissioner  appointed  for  up to  seven years  by the  Governor-in-Council  following
consultations  w ith  the  opposition  parties  in the  House of  Commons  and recognized  groups  in the
Senate.

Compliance

One of  the  key objectives  of  the  FITR is to  promote  transparency  for  foreign  influence  activities  in
Canada. To promote  compliance  w ith  the  registration  obligations  contemplated  pursuant  to  the
proposed  legislation  and to  deter  non-compliance,  certain  compliance  tools  may  be proposed.  Modern
compliance  frameworks  typically  include  both  civil  and criminal  sanctions.  A FITR would  rely  primarily  on
civil  sanctions,  notably  through  the  use of  administrative  monetary  penalties  (AMPs),  and reserve
criminal  sanction  for  more  serious  breaches.

First,  registrants  would  be required  to  update  their  registration  information  on a regular  basis to  ensure
the  registry  presents  the  most  up to  date  information.

Second,  the  Government  is considering  four  contraventions  that  could  be included  in the  statute:

•  Failing to  register  an arrangement  w ith  the  prescribed  timeframe;
•  Failing to  update  arrangement  information  pursuant  to  the  prescribed  timeframe;
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•  Knowingly  providing  false  or  misleading  information  to  the  Commissioner;  and,
•  Obstructing  the  operation  of  the  registry.

Where  it  is determined  that  a violation  has occurred,  the  Commissioner  may  issue a Notice  of  Violation
noting  various  information,  such as the  violation  of  the  legislation,  the  name  of  the  individual  or  entity  in
violation,  the  proposed  penalty,  the  right  to  pay the  penalty  or  make  representations  about  the  violation
and penalty,  and  if  no  such action  is taken  that  the  individual  or  entity  will  be deemed  to  have
committed  the  violation.  In that  case, a Notice  of  Violation  and  the  administrative  monetary  penalty
would  be published,  including  the  name  of  the  person  or  entity  found  to  be in violation  of  the
legislation.  Recipients  of  Notices  of  Violation  would  be able  to  seek a Judicial  Review  before  the  Federal
Court  of  Canada.

Notices  of  violation  would  need to  be codified  in legislation  as a tool  available  to  the  Commissioner  to
enforce  the  act,  but  other  notices  could  be utilized  by the  Commissioner  in the  conduct  of  his or  her
duties.  These would  not  necessarily  need to  be written  in legislation.  For example,  the  Commissioner
may  decide  to  issue compliance  notices,  which  would  not  necessarily  need  to  be made  public,  for
instances  where  an individual  may  be in a registrable  arrangement  but  has yet  to  register.  The purposes
of  these  notices  would  be to  encourage  potential  registrants  to  bring  themselves  into  compliance  with
their  obligations.

For more  serious  contraventions  of  the  FITR, the  Commissioner  would  be able  to  refer  the  matter  to  a
law  enforcement  entity  of  jurisdiction,  who  would  be able  to  independently  conduct  a criminal
investigation  and refer  the  matter  to  the  Public Prosecution  Service  of  Canada to  take  appropriate
actions.

Investigative  Tools and  Information  Sharing

The Commissioner  would  be able  to  receive  complaints  or  information  signaling  possible  contraventions
of  the  legislation  and would  exercise  its  discretion  on whether  to  investigate  or  to  refuse  to  conduct  an
investigation.  To support  its investigations,  the  Commissioner  would  rely  on a number  of  tools,
including  informal  investigative  approaches  and  more  formal  tools,  such as the  ability  to  summon  and
enforce  the  attendance  of  persons  before  the  Commissioner  and compel  them  to  give  oral  or  written
evidence  on oath;  and, compel  persons  to  produce  any documents  or  other  things  that  the
Commissioner  considers  relevant  for  the  investigation.

Reporting  and  Oversight

FITR would  almost  certainly  impose  a number  of  reporting  and  oversight  mechanisms  to  support  its
proper  administration,  including  an annual  reporting  requirement  by the  Commissioner,  the  content  of
which  would  be set out  in regulations.  Furthermore,  the  Commissioner's  activities  would  be reviewable
by two  bodies:  the  National  Security  and Intelligence  Review  Agency  (NSIRA) and  the  National  Security
and Intelligence  Committee  of  Parliamentarians  (NSICOP). Finally,  the  FITR regime  could  be reviewable
by Parliament  every  five  years.

4

PIFI - Canada  Release  033  - August  12,
2024

CAN021860

Unclassified | Non classifie

27 of  110



CAN021860

For  Public  Release

Unclassified | Non classifie

Ongoing  policy  refinement:  What  do you think?

Policy  refinement  and engagement  efforts  are ongoing  on some  aspects  of  FITR. Below  are  areas where
the  Government  is seeking  additional  input  from  stakeholders.

Application  to  other  levels  of  jurisdiction

1. Are  there  specific  considerations  in extending  registration  obligations  to  individuals  or  entities
engaging  in foreign  influence  activities  at other  levels  of  jurisdiction  or  those  involving
indigenous  governance?

Exemptions

2. What  is the  extent  to  which  legal activities  and  solicitor-client  privilege  information  should  be
exempt  from  registration  obligations?

3. Given the  scope  of  the  registration  obligations,  are  there  other  activities  that  should  be exempt
from  registration  obligations?

General:

4. Are there  any specific  aspects  of  the  proposed  model,  built  on what  we've  heard  to  date,  that
require  further  refinement?

5
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AMELIORER LES MESURES POUR CONTRER L'INGERENCE ETRANGERE

Registre pour  la transparence  en matiere  d'influence  etrangere
Document  de consultation  publique  actualise

Vue d'ensemble  et  contexte

Les gouvernements  etrangers  cherchent  regulierement  a influencer  le gouvernement  du Canada et
I'opinion  publique  au Canada, et  le font  souvent  au moyen  d'activites  diplomatiques  traditionnelles  et
legitimes.  Les activites  d'influence  exercees  par un commettant  etranger  qui,  lorsqu'elles  sont
suffisamment  transparentes,  peuvent  ne pas causer  de prejudice  important  au Canada ou aux
Canadiens.  Toutefois,  certains  gouvernements  etrangers,  ou  leurs  mandataires,  peuvent  inciter  des
personnes  physiques  ou des entites  a participer  a des activites  d'influence  etrangere  non  transparentes
et de nature  malveillante  visant  a fa^onner  la politique  du gouvernement  canadien,  les resultats  ou
I'opinion  publique,  sans divulguer  leurs  liens  avec le gouvernement  etranger.  Ces activites  pourraient
interferer  avec les processus  democratiques  du Canada ou entrainer  des resultats  politiques  ou
legislatifs  injustement  favorables  aux  interets  etrangers.  Meme  si le Canada dispose  d'un  certain
nombre  d'outils  pourfavoriser  la transparence,  de nouvelles  mesures  sont  a I'etude,  en particulier  un
registre  pour  la transparence  en matiere  d'influence  etrangere  (RTMIE).

En mars  2023,  le premier  ministre  a annonce  les dernieres  mesures  definies  dans le plan  du
gouvernement  du Canada pour  lutter  contre  I'ingerence  etrangere.  Ces mesures  comprennent
notamment  la creation  d'un  nouveau  poste  de coordinateur  national  de la lutte  contre  I'ingerence
etrangere  a Securite  publique  Canada pour  assurer  un leadership  central  durable  et  coordonner  les
efforts  de lutte  contre  I'ingerence  etrangere,  et  I'annonce  de I'intention  de consulter  le public  pour
orienter  I'etablissement  d ’un RTMIE. Le document  de consultation  de Securite  publique  Canada a ete
publie  le 10 mars  2023  et  le portail  de consultation  publique  a ete  ferme  a la reception  des nouvelles
reponses  le 9 mai  2023.

Un RTMIE accroitrait  la transparence  et  la sensibilisation  du grand  public  aux activites  d'influence
etrangere  au Canada grace, entre  autres,  a des exigences  renforcees  en matiere  de communication
publique  pour  les personnes  ou entites  agissant  au nom  de commettants  etrangers  en vue d'influencer
le Canada et  les Canadiens.  En outre,  un RTMIE contribuerait  a dissuader  les activites  d'influence
etrangere  malveillante  en augmentant  le risque  pour  les personnes  qui  essaieraient  de contourner  les
obligations  liees a I'inscription  en concevant  des mesures  de conformite  et  des sanctions.

De faijon  generale,  le public  et  les intervenants  etaient  en faveur  de la creation  d'un  registre  au Canada.
Les repondants  ont  fourni  des commentaires  utiles  pour  la conception  d'un  RTMIE au Canada, et  le
gouvernement  a pris  des mesures  pour  s'assurer  qu'une  proposition  prend  en compte  les opinions  du
public  et  des intervenants.  Un resume  du Rapport  sur  ce que  nous  avons  entendu  [inserer  le lien]  est
maintenant  disponible.

Les paragraphes  qui  suivent  donnent  un apenju  de I'approche  du gouvernement  concernant  la creation
d'un  RTMIE au Canada, actuellement  a I'etude  et  eclairee  par les commentaires  formules  par le public  et
les intervenants  au cours  des consultations  entreprises  a ce jour.  Nous vous  invitons  a nous  faire  part  de
vos reactions  ou de vos commentaires  pour  nous  aider  a mettre  au point  les derniers  details  du RTMIE.
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Champ  d'application  et  obligations

Un RTMIE devrait,  a tout  le moins,  imposer  des exigences  en matiere  d'inscription  au registre  et  de
communication  de renseignements  pour  un certain  nombre  d'activites  d'influence  etrangere.  Les
renseignements  pertinents  fournis  au cours  de la procedure  d'inscription  au registre  seraient  mis  a la
disposition  du public  afin  que  les Canadiens  puissent  les consulter  librement.

Une obligation  d'inscription  au registre  prendrait  forme  lorsque  trois  elements  sont  reunis  :

1) Entente  visant  une influence  etrangere

Toute  entente  entre  une  personne  ou entite  et  un commettant  etranger,  dans le cadre  de laquelle  la
personne  ou I'entite  agit  sous la direction  d'un  commettant  etranger  ou en association  avec lui pour  se
livrer  a des activites  d'influence  etrangere  en rapport  avec un gouvernement  ou un processus  politique,
serait  inscrite  au registre.

Un commettant  etranger  comprendrait  une  puissance  etrangere,  un Etat etranger  et  une entite
economique  etrangere,  conformement  a la definition  enoncee  dans la Loi sur  la protection  de
/'information.

L'entente  visant  une influence  etrangere  elle-meme  devrait  etre  inscrite  au registre,  et  les exigences  en
matiere  de divulgation  pourraient  comprendre  la prestation  de renseignements  sur toutes  les activites
entreprises  dans  le cadre  de cette  entente.  L'obligation  de divulgation  incombe  a la personne  ou a
I'entite  qui  exerce  I'activite,  et  non  au commettant  etranger.

2) Activites  d'influence  etrangere

Le gouvernement  envisage  trois  types  d ’activites  susceptibles  de constituer  une  « activite  d'influence
etrangere  » lorsqu'elles  sont  entreprises  dans le cadre  d'une  entente  avec un commettant  etranger :

•  la communication  avec un titulaire  de charge  publique;
•  la communication  ou la diffusion  de renseignements  au public;
•  le versement  de sommes  d'argent  ou le don  d'objets  de valeur.

3) Processus politiques  ou gouvernementaux

L’activite  entreprise  dans le cadre  de l'entente  visant  une  influence  etrangere  doit  etre  liee a un
processus  politique  ou gouvernemental  au niveau  federal  ou a un autre  niveau  de competence  pour  que
l'obligation  de s'inscrire  au registre  prenne  forme.  Un processus  politique  ou gouvernemental  peut
comprendre  :

•  toute  procedure  d'un  organe  legislatif;
•  I'elaboration  d'une  proposition  legislative;
•  I'elaboration  ou la modification  d'une  politique  ou d'un  programme;
•  la prise  de decision  par un titulaire  de charge  publique  ou un organisme  gouvernemental,  y

compris  I'attribution  d'un  contrat;
•  I'organisation  d'une  election  ou d'un  referendum;
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•  la nomination  d'un  candidat  ou I'elaboration  d'un  programme  electoral  par  un parti  politique.

Exemptions

Pour  garantir  que  certaines  ententes  legales ne sont  pas prises  en compte,  le registre  devrait  compter
un nombre  limite  d'exemptions.  D'apres  les commentaires  recueillis  dans  le cadre  du processus  de
consultation,  le gouvernement  envisage  de reduire  le nombre  d'exemptions  plutot  que  d'en  dresser  une
liste  plus  longue.  Un nombre  lim ite  d'exemptions  reduirait  le risque  que des acteurs  hostiles,  et  leurs
mandataires,  se soustraient  aux  exigences  d'inscription  au registre  en trouvant  des failles  dans les
exemptions.

Les exemptions  pourraient  comprendre  :

•  I'etranger  titulaire  d'un  passeport  contenant  une acceptation  valide  qui  I'autorise  a occuper  un
poste  en tant  qu'agent  diplomatique  ou consulaire,  ou en tant  que  representant  officiel  ou
special,  delivree  par  le chef  du protocole  du ministere  des Affaires  etrangeres,  du  Commerce  et
du Developpement;

•  les employes  d'un  commettant  etranger  qui agissent  ouvertement  et  en leur  qualite  officielle;  et
•  les ententes  auxquelles  Sa Majeste  du chef  du Canada est partie.

Le gouvernement  prevoit  egalement  que  le gouverneur  en  conseil  peut,  par voie  reglementaire,  prevoir
d'autres  exemptions  auxquelles  les obligations  liees a I'inscription  au registre  ne s'appliqueraient  pas.

Application  aux  qouvernements  provinciaux  et  territoriaux,  aux  administrations  municipales  et  aux
organisations  autochtones

L'influence  etrangere  malveillante  est inquietante  dans toutes  les spheres  de la societe.  Un registre  pour
la transparence  en matiere  d'influence  etrangere  (RTMIE) devrait  done  s'appliquer  aux  activites
d'influence  dirigees  vers tous  les ordres  d'administration  au Canada, y compris  les gouvernements
provinciaux  et  territoriaux,  les administrations  municipales  et  les groupes  autochtones.  II s'agit  la d'une
recommandation  claire  formulee  par  les intervenants  et  le public  tout  au long  du processus  de
consultation.  Afin  de disposer  du temps  necessaire  pour  consulter  comme  il se doit  ces ordres  de
gouvernement  et ces partenaires  autochtones,  le projet  de loi proposerait  I’entree  en vigueur  de
I'application  de la loi aux  autres  administrations  et  aux partenaires  autochtones  a une  date  fixee  par  le
gouverneur  en conseil.

Administration

De nombreuses  personnes  interrogees  dans le cadre  du processus  de consultation  se sont  dites  en
faveur  de I'administration  du RTMIE par  une  entite  independante  afin  d'accroftre  la confiance  dans le
regime  et de reduire  le risque  d'ingerence  politique.  Sur la base de ces commentaires,  le gouvernement
envisage  de concevoir  un registre  qui serait  administre  par  un commissaire  independant  nomme  par le
gouverneur  en conseil  pour  une  periode  maximale  de sept  ans, apres  consultation  des partis
d'opposition  a la Chambre  des communes  et  des groupes  reconnus  au Senat.

Conformite

Unclassified | Non classifie

PIFI - Canada  Release  033  - August  12,
2024

CAN021860 32 of  110



CAN021860

For  Public  Release

Unclassified | Non classifie

NON CLASSIFY

L'un des principaux  objectifs  du RTMIE est de promouvoir  la transparence  des activites  d'influence
etrangere  au Canada. Afin  de promouvoir  le respect  des obligations  en matiere  d'inscription  au registre
prevues  dans  le projet  de loi et  de decourager  I'inobservation  de ces obligations,  certains  outils  de
conformite  peuvent  etre  proposes.  Les cadres  de conformite  modernes  prevoient  generalement  des
sanctions  civiles  et  penales.  Un RTMIE s'appuierait  principalement  sur des sanctions  civiles,  notamment
par  le biais  de sanctions  administratives  pecuniaires  (SAP), et  reserverait  les sanctions  penales  aux
infractions  les plus  graves.

Premierement,  les declarants  seraient  tenus  de mettre  a jour  regulierement  les renseignements  sur  leur
inscription  au registre  afin  de garantir  que  le registre  presente  les renseignements  les plus recents.

Deuxiemement,  le gouvernement  envisage  d'inclure  quatre  infractions  dans la loi :

•  le defaut  d'inscrire  une  entente  au registre  dans  les delais  prescrits;
•  le defaut  de mettre  a jour  les renseignements  relatifs  a I'entente  dans les delais  prescrits;
•  le fait  de fournir  sciemment  des renseignements  faux  ou trompeurs  au commissaire;
•  le fait  d'entraver  le fonctionnement  du registre.

Lorsqu'il  est etabli  qu'une  violation  a ete  commise,  le commissaire  peut  dresser  un proces-verbal  de
violation  dans  lequel  il consigne  divers  renseignements,  tels  que  la violation  de la loi,  le nom  de la
personne  ou de I'entite  en infraction,  la sanction  proposee,  le droit  de payer  la sanction  ou de presenter
des observations  sur  la violation  et  la sanction;  si aucune  de ces mesures  n'est  prise,  la personne  ou
I'entite  sera reputee  avoir  commis  la violation.  Dans ce cas, un avis de violation  et la sanction
administrative  pecuniaire  seraient  publies,  y compris  le nom  de la personne  ou de I'entite  en infraction
avec la loi.  Les destinataires  des avis de violation  pourraient  presenter  une demande  de controle
judiciaire  devant  la Courfederale  du Canada.

L'emission  d'un  avis de  violation  devrait  etre  codifie  dans la loi  en tant  qu'outil  d'application  de la loi mis
a la disposition  du commissaire;  cependant,  d'autres  avis pourraient  etre  utilises  par  le commissaire
dans I'exercice  de ses fonctions.  De tels  avis ne devraient  pas necessairement  etre  indiques  dans  la loi.
Par exemple,  le commissaire  peut  decider  d'emettre  des avis de conformite,  qui  n'auraient  pas
necessairement  besoin  d'etre  rendus  publics,  dans les cas oil  une  personne  pourrait  etre  partie  a une
entente  a inscrire  au registre  dont  I'inscription  n'a pas encore  ete faite.  Ces avis auraient  pour  but
d'encourager  les declarants  potentiels  a se conformer  a leurs  obligations.

En cas d'infractions  plus  graves  relatives  au RTMIE, le commissaire  aurait  le pouvoir  de renvoyer  ('affaire
a une  entite  d'application  de la loi  competente  qui  serait  en mesure  de mener  une  enquete  criminelle
independante  et  de renvoyer  I'affaire  au Service  des poursuites  penales  du Canada afin  qu'il  prenne  les
mesures  appropriees.

Outils  d'enguete  et  portage  des renseignements

Le commissaire  pourrait  recevoir  des plaintes  ou des renseignements  signalant  d'eventuelles  infractions
a la loi et  il exercerait  son pouvoir  discretionnaire  pour  enqueter  ou refuser  d'enqueter.  Pour  soutenir
ses enquetes,  le commissaire  s'appuierait  sur  un certain  nombre  d'outils,  y compris  des techniques
d'enquete  informelles  et  des outils  officiels,  comme  la capacite  d'assigner  et  de contraindre  des
personnes  a comparaitre  devant  lui,  de les enjoindre  a deposer  oralement  ou  par  ecrit  sous la foi du
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serment,  et  de produire  les documents  et  autres  pieces qu'il  juge  necessaires  en vue de mener
I'enquete.

Etablissement  de rapports  et  mecanismes  de surveillance

La mise en place  d'un  RTMIE serait  tres  certainement  accompagnee  d'un  certain  nombre  de mecanismes
de surveillance  obligatoires  afin  de soutenir  sa bonne  administration,  y compris  une exigence  de
produire  un rapport  annuel  par  le commissaire,  dont  le contenu  serait  defini  par  reglement.  En outre,  les
activites  du commissaire  pourraient  etre  examinees  par  I'Office  de surveillance  des activites  en matiere
de securite  nationale  et  de renseignement  (OSSNR) et  le Secretariat  du Comite  des parlementaires  sur la
securite  nationale  et  le renseignement  (CPSNR). Enfin, le RTMIE pourrait  etre  examine  par  le Parlement
tous  les cinq ans.

Raffinement  continu  des politiques  : Qu'en  pensez-vous?

Des efforts  de raffinement  des politiques  et  d'engagement  sur certains  aspects  du RTMIE sont  en cours.
Vous  trouverez  ci-dessous  les domaines  dans lesquels  le gouvernement  souhaite  obtenir  une
contribution  additionnelle  des intervenants.

Application  a d'autres  ordres  d'administration

1. Existe-t-il  des considerations  particulieres  concernant  I'elargissement  des obligations  en matiere
d'inscription  au registre  aux personnes  ou aux entites  exer^ant  des activites  d'influence
etrangere  a d'autres  ordres  d'administration  ou des activites  concernant  la gouvernance
autochtone?

Exemptions

2. Dans quelle  mesure  les activites  legales  et  les renseignements  proteges  par le secret
professionnel  liant  I'avocat  a son client  devaient-ils  etre  exemptes  des obligations  liees a
('inscription  au registre?

3. Compte  tenu  de la portee  des obligations  liees a I'inscription  au registre,  existe-t-il  d'autres
activites  qui  devraient  etre  exemptees  de ces obligations?

Generalites  :

4. Compte  tenu  de ce que  nous  avons  entendu  jusqu'a  present,  existe-t-il  des aspects  particuliers
du modele  propose  qui devraient  etre  affines?
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ENHANCING MEASURES TO COUNTER  FOREIGN INTERFERENCE
PUBLIC CONSULTATION  PAPER

WHETHER  TO  AMEND  THE  CANADIAN  SECURITY  INTELLIGENCE
SERVICE  A C T

Today ’s Evolving  Threat  Landscape

As  an advanced  economy  and  open  democracy,  Canada  is  targeted  by  foreign  states,  or  those

acting  on  their  behalf,  who  seek  to  advance  their  strategic  objectives.  W hile  foreign  states  may

advance  their  interests  in  legitim ate  and  transparent  ways,  some  also  act  in  ways  that  threaten  or

intim idate  people  in  Canada,  their  fam ilies  elsewhere,  or  are  covert  and  deceptive,  and  harm ful  to

Canada ’s national  interests.

Canadian  human  rights  activists  and  dissidents  exercising  their  constitutionally-protected  freedom

o f  expression  are  prim e  targets  o f  state-backed  threats  o f  intim idation.  Influence  and  harassment

are used  to  pressure  diverse  Canadian  communities  to  act  in  the  interests  o f  foreign  states. State

actors  target  and  obtain  the  personal  inform ation  o f  Canadians  to  enable  their  foreign  interference

activities  across  all  sectors.  State  actors  also  attempt  to  target  provincia l,  territoria l,  m unicipal,  and

Indigenous  governments,  who  have  lim ited  access  to  federal  intelligence  assessments.

Technology  enables  and  accelerates  these  threats,  especially  in  the  online  space,  where  w idely

available  secure  applications  and  tools  like  virtual  private  networks  (VPNs)  and  end-to-end

encryption,  which  help  to  protect  the  privacy  o f  Canadians  and  Canadian  companies,  make  threat

actors  d ifficu lt  to  detect  and  identify.  N ot  on ly  has technology  changed,  but  Canadians  expectation

o f  privacy  relating  to  data  and  technology  has also  changed.  CSIS ’ authorities  were,  however,

w ritten  in  1984,  at a time  when  the  p ro lific  use and  expansion  o f  d ig ita l  technology  could  not  have

been  foreseen;  and  since  then  the  CSIS  Act  has  on ly  seen targeted  amendments.

To  investigate  the  aggressive  and  corrosive  foreign  interference  that  Canada  faces  today  requires

that  CSIS  has a too lk it  appropriate  fo r  modern  technology  and  modern  day  threats.  Amendments

to  the  CSIS  Act  would  better  equip  CSIS  to  carry  out  its  mandate  to  investigate,  advise  the

Government  o f  Canada,  and  take  measures  to  reduce  threats  to  the  security  o f  Canada.

CSIS ’ Role in Protecting Canada's  National  Security

CSIS  is mandated  to:

•  Investigate  activities  suspected  o f  constituting  threats  to  the  security  o f  Canada

(espionage/sabotage,  foreign  interference,  terrorism,  subversion  o f  Canadian  democracy)

and  reports  on  these  to  the  Government  o f  Canada;

•  Take  measures  to  reduce  these  threats;
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•  Provide  security  assessments  on  indiv iduals  who  require  access  to  sensitive  government
inform ation  or  sensitive  sites;

•  Provide  security  advice  relevant  to  the  Citizenship  Act  or  the  Im m igration  and  Refugee

Protection  Act;  and

•  Collect  foreign  intelligence  w ith in  Canada  at the  request  o f  the  M inister  o f  Foreign  A ffairs

or  the  M inister  o f  National  Defence.

CSIS  intelligence  is used  to  advise  the  Government  o f  Canada.  For  example,  espionage  and

foreign  interference  intelligence  informs  best  practices  in  safeguarding  critica l  infrastructure,

federally-funded  science,  and  Canadian  innovation.  Inform ation  from  CSIS ’ investigations  can

also  be directed  to  the Royal  Canadian  Mounted  Police  to  inform  national  security  crim inal

investigations.

W hile  CSIS  provides  critica l  intelligence  to  the  Government  o f  Canada  to  respond  to  foreign

interference,  there  are  lim itations  to  CSIS ’ authorities,  which  hinder  Canada ’ s ab ility  to  face  the

sophisticated  and  aggressive  tactics  seen  today.

Principles  Guiding  CSIS Act  Amendments

The  authorities  in  the  CSIS  Act  must  reflect  the  values  and  ideals  o f  Canadians,  whom  CSIS  seeks

to  protect.  A  pre-requisite  to  amending  the  CSIS  Act  is an inform ed  conversation  w ith  Canadians

about  what  role  CSIS  should  play  as a modern  c iv ilian  intelligence  service.

CSIS  wants  to  hear  your  views  on  how  CSIS  should  continue  to  protect  Canada ’s national

security,  while  also  continuing  to  protect  the  rights  and  freedoms  o f  people  in  Canada.

The  proposals  fo r  amendments  seek to  enhance  CSIS ’ authorities  to better  counter  foreign

interference  and  protect  Canada ’s national  security  in  a d ig ita l  world.  CSIS  Act  amendments

w ould  help  to:

•  Enable  CSIS  to  disclose  inform ation  to  those  outside  the  Government  o f  Canada  fo r  the

purpose  o f  increasing  awareness  and  resiliency  against  foreign  interference;

•  Create  new  jud ic ia l  authorization  authorities  tailored  to  the  level  o f  intrusiveness  o f  the

techniques;

•  Close  the  gap  created  by  technological  evolution,  and  regain  the  ab ility  fo r  CSIS  to  collect,
from  w ithin  Canada,  foreign  intelligence  about  foreign  states  and  foreign  individuals  in

Canada;

•  Enhance  CSIS ’ capacity  to  capitalize  on  data  analytics  to  investigate  threats;  and

•  Ensure  that  national  security  legislation  keeps  pace  w ith  evolving  threats  and  Canadians
evolving  expectation  o f  privacy.
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Safeguards

CSIS  is committed  to  increasing  transparency  to  ensure  that  the  Canadian  public  has trust  in  their

security  intelligence  service.  M aintaining  systems  o f  review ,  oversight,  and  transparency  w ill

remain  prim ary  objectives  w ith  any  CSIS  Act  amendments.  The  rights  and  freedoms  o f  people  in

Canada  are  a cornerstone  o f  Canadian  democracy  and  a principal  consideration  in  CSIS ’ work.

CSIS  has m ultip le  layers  o f  protections  to  ensure  respect  fo r  the  rights  o f  people  in  Canada,  which

are protected  under  the  Canadian  Charter  o f  Rights  and  Freedoms  (the  CharterY  For  instance,

CSIS  is required  to  seek  a Federal  Court  warrant  before  undertaking  activities  that  are  more  than

m in im ally  intrusive,  and  undergoes  non-judicial  rigorous  external  review.  The  National  Security

and  Intelligence  Review  Agency,  and  the  National  Security  and  Intelligence  Committee  o f

Parliamentarians  provide  a review  function  fo r  CSIS ’ activities.  O ther  CSIS  activities  are  subject

to  the  review  and  approval  o f  the  Intelligence  Commissioner,  who  acts  as a quasi-judicial

oversight  body.

The  fo llow ing  key  principles  would  guide  any  possible  CSIS  Act  amendments:

Trusted: Protect  indiv iduals ’ rights  and  freedoms  in  line  w ith  the  Charter  and  Canadians ’
expectations.

Accountable:  Com ply  w ith  the  rule  o f  law  and  jud ic ia l  oversight;  ensuring  accountability  to  the
Government  o f  Canada  and  the  Canadian  public.

Reliable: Support  the  Government  o f  Canada  in  protecting  Canada ’s national  security,  and  remain
a reliable  and  trusted  partner  both  domestically  and  internationally.

Responsible  steward: Use  Government  resources  effective ly  to  advance  CSIS  operations  in  a

technologically  advanced  world.

Prepared: Equipped  to respond  to  the  threats  o f  tomorrow.

3 | P a g e

Unclassified | Non classifie - For Official Use Only | Pour usage officiel uniquement

PIFI - Canada  Release  033  - August  12,
2024

CAN021860 38 of  110



CAN021860

For  Public  Release

Unclassified | Non classifie - For Official Use Only | Pour usage officiel uniquement

Issue #1: Whether  to enable CSIS to disclose  information  to those  outside  the Government  of
Canada for the purpose  of increasing  awareness  and resiliency  against  foreign interference

Context

A t  the  tim e  o f  enacting  the  CSIS  Act,  national  security  was  strictly  the  purview  o f  the  federal

government,  where  espionage  and  foreign  interference  targeted  m ilita ry  technology  and  federal

government  institutions.  For  that  reason,  CSIS  is authorized  to  collect,  retain,  and  provide

necessary  intelligence  to  the  Government  o f  Canada  to  make  decisions  to  protect  Canada ’s

national  security.  Today,  foreign  interference  impacts  every  level  o f  government  and  all  sectors  o f

society,  including  Canadian  communities,  academia,  the  media,  and  private  enterprises.  CSIS ’

expertise  and  intelligence  are  increasingly  relevant  to  those  outside  o f  the  federal  government,  and

these  partners  turn  to  CSIS  more  than  ever  fo r  inform ation.  W hile  national  security  remains  a

federal  responsibility,  it  is  clear  that  countering  foreign  interference  requires  a whole-of-society

effort.

What  is the issue?

The  CSIS  Act  does  not  provide  CSIS  w ith  suffic ient  authority  to  disclose  classified  intelligence  to

domestic  partners  outside  the  Government  o f  Canada.  This  means  that  CSIS  generally  cannot

share  relevant  in form ation  w ith  provinces,  territories.  Indigenous  governments,  o r  m unicipalities,

except  in  lim ited  situations,  such  as fo r  the  purposes  o f  law  enforcement  or  when  they  can  take

action  that  w ould  reduce  a specific  threat  further  to  CSIS ’ threat  reduction  mandate  (TR M ).  CSIS

uses its  TRM  mandate  to  communicate  inform ation  w ith  partners  outside  o f  the  Government  o f

Canada  in  an  effort  to  reduce  specific  threats,  when  other  means  are  not  available.  However,  the

TRM  mandate  is meant  fo r  reducing  specific  threats,  and  not  fo r  disclosing  inform ation  fo r  the

purpose  o f  building  awareness.

Prohibitions  on  disclosure  also  lim it  how  CSIS  can  share  relevant  inform ation  w ith  private  sector

and  academic  institutions.  Such  lim itations  prevent  CSIS  from  directly  sharing  inform ation  that

could  help  these  partners  build  resilience  to  foreign  interference  and  espionage  threats.

G iven  the  rise  in  threats  facing  Canada,  CSIS  has made  significant  efforts  to  increase  outreach  and

awareness  o f  threats.  However,  as the  CSIS  Act  lim its  the  disclosure  o f  threat-related  inform ation,

CSIS  provides  high-level,  unclassified,  and  general  threat  briefings  to  those  who  are  the  target  o f

foreign  interference,  but  are outside  o f  the  Government  o f  Canada.  CSIS ’ inab ility  to

communicate  more  specific  and  tangible  inform ation  prevents  a fu ll  and  frank  discussion  o f

threats,  lim iting  partners ’ ab ility  to  develop  inform ed  m itigation  measures  or  build  resiliency.

W ith  CSIS  Act  amendments,  CSIS ’ inform ation  could  help  partners  be  more  aware  o f  the  threats

they  face,  be  able  to  better  identify  specific  foreign  interference  techniques,  and  take  protective

measures  to  w ithstand  foreign  interference.
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Potential  area for legislative  change

CSIS  w ould  be authorized  to  disclose  inform ation  to  other  entities  or  persons,  in  addition  to  the

Government  o f  Canada,  on threats  to  the  security  o f  Canada,  fo r  the  purpose  o f  increasing

awareness  and  resiliency  against  threats  to  the  security  o f  Canada.  W ith  a broader  disclosure

authority,  CSIS  w ould  also  implement  safeguards  recognizing  the  need  to maintain  privacy

protections,  as well  as protect  CSIS ’ investigative  techniques  and  sources.

What  Do You Think?

1) Should  CSIS  be authorized  to  disclose  inform ation  to  those  outside  o f  the  Government  o f

Canada  to  build  resiliency  against  threats,  such  as foreign  interference?

2)  In  your  view ,  what  considerations  should  apply  to  the  sharing  o f  inform ation  w ith  those

outside  o f  the  Government  o f  Canada  about  the  threats  they  face?  W hat  type  o f  lim its

should  there  be  on  when  and  w ith  whom  CSIS  can  share  information?

Issue #2: Whether  to implement  new judicial  authorization  authorities  tailored  to the level of
intrusiveness  of  the techniques

Context

CSIS  collects  m in im ally  intrusive  inform ation  under  its  section  12 or  16 mandate.  When  the

collection  is more  than  m in im ally  intrusive,  CSIS  uses its  section  21 authority  to  obtain  warrants

from  the  Federal  Court.  Prior  to  applying  fo r  warrants,  CSIS  must  consult  the  Deputy  M inister  o f

Public  Safety,  and  the M inister  o f  Public  Safety  must  authorize  the  m aking  o f  the  application  to

the  Federal  Court.  Section  21 has  always  required  all  warrant  applications  to  satisfy  the  same

requirements,  even  though  investigative  techniques  can  vary  greatly  in  their  relative  degree  o f

intrusiveness.  Section  21 provides  fo r  a single  warrant  authority,  featuring  requirements  that  are

appropriate  fo r  the  most  intrusive  investigative  techniques.  Perform ing  a single  collection  activity

(e.g.,  a single  exam ination  o f  a USB)  would  require  CSIS  to  meet  the  same  requirements  as

obtaining  a warrant  authorizing  more  extensive  warrant  powers  (e.g.,  authorizing  the  ongoing

interception  o f  private  communications)  that  can  be executed  repeatedly  fo r  a year.

What is the issue?

CSIS ’ warrant  authority  requires  that  regardless  o f  the  type  o f  warranted  techniques  CSIS  wants  to

em ploy,  the  warrant  application  must  demonstrate  that  non-warranted  investigative  techniques

have  been  tried  and  failed,  or  w hy  they  are  un like ly  to  succeed  or  impracticable  in  urgent

circumstances,  o r  that  inform ation  o f  importance  w ill  not  be obtained  w ithout  the  warrant.  These

elements  are referred  to  collective ly  as the  “ investigative  necessity ”  requirements.  This  means  that

whether  CSIS  is seeking  a warrant  to  obtain  the  name  and  address  o f  an indiv idual  behind  an IP

address  or  the  call  detail  records  from  a device,  or  to  intercept  an  ind iv idua l ’s private

communications  for  up  to  a year,  the  same  requirements  apply.
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S im ilarly,  CSIS  is required  to  meet  the  same  strict  requirements  fo r  a warrant  authorizing  CS1S to

receive  and  examine  the  contents  o f  a device  one  tim e  (e.g.,  a USB  key),  as to  conduct  repeated

examinations  o f  an indiv idual ’ s devices  or  the  interception  o f  communications  to  and  from  those

devices  fo r  up  to  a year.  CSIS  also  lacks  a separate  authority  to  compel  an entity  to  preserve

perishable  inform ation  (e.g.,  financial  transaction  data  that  w ould  otherwise  need  to  be deleted  by

the  financial  institution).  This  means  that  in form ation  o f  importance  to  an investigation  could  be

lost  while  CSIS  takes  the  necessary  steps to  obtain  a section  21 warrant.

By  contrast,  law  enforcement  investigators  have  access  to  a variety  o f  warranted  powers  tailored

to  the  level  o f  intrusiveness  o f  the  techniques  being  requested.  There  are  important  differences

between  CSIS ’ authorities  and  those  available  to  law  enforcement,  such  as the  fact  subjects  o f  law
enforcement  warrants  often  receive  notice  and  can  more  easily  challenge  these  warrants  whereas

the  subjects  o f  CSIS  warrants  may  never  know  fo r  national  security  reasons.  A t  the  same  time,

CSIS  is subject  to  strong  M inisteria l  and  review  body  oversight,  something  that  law  enforcement

does  not  have  comparably.  Nonetheless,  over  the  years,  the  C rim ina l  Code  has seen amendments

to  a llow  for  greater  flex ib ility  while  still  ensuring  effective  jud ic ia l  oversight.  For  example,  the

production  order  provisions  were  introduced  to  C rim ina l  Code  in  2004.  In addition,  in  the  context

o f  a crim inal  investigation,  demonstrating  “ investigative  necessity ”  is  frequently  a requirement

when  law  enforcement  investigators  seek  to  intercept  private  communications  or  intrusive  video

surveillance,  but  not  fo r  a ll  warranted  collection  methods.

Potential  area for legislative  change

New  tailored  jud ic ia l  authorization  provisions  could  be considered,  alongside  CSIS ’ existing

warrant  authority,  fo r  specific  investigative  techniques.  This  could  include  a preservation  order

authority,  which  would  a llow  CSIS  to  obtain  a jud ic ia l  authorization  com pelling  a th ird  party  to

preserve  perishable  inform ation  that  CSIS  has reasonable  grounds  to  suspect  w ill  assist  w ith  an

intelligence  investigation,  before  seeking  a production  order  or  warrant  to  obtain  the  inform ation,

but  w ithout  CSIS  having  to  demonstrate  the  investigative  necessity  requirement  to  the  court.

Another  new  tool  that  could  streamline  CSIS ’ ab ility  to  investigate  threats  is a production  order

authority,  which  w ould  enable  CSIS  to  compel  a th ird  party  to  produce  inform ation  where  CSIS

has reasonable  grounds  to  believe  that  the  production  o f  the  inform ation  is like ly  to  yield

inform ation  o f  importance  that  is like ly  to  assist  CSIS  in  carrying  out  its  duties  and  functions.  The

production  order  could  be  used to  obtain  inform ation  such  as basic  subscriber  inform ation,  call

detail  records,  or  transaction  records.  A  new  tailored  warrant  authority  could  assist  the  Service  in

conducting  a single  collection  activity,  like  obtaining  and  exam ining  a USB  stick.  These  types  o f

single  collection  activ ities  are  inherently  more  predictable  in  terms  o f  their  impact  on  privacy

interests  -  and  as a result  less privacy  intrusive  -  than  the  types  o f  activities  that  may  be

authorized  under  existing  warrant  powers,  which  can  encompass  a ll  investigative  techniques  and

continued  collection  for  up  to  a year.  This  authority  would  s till  require  CSIS  to  have  reasonable

grounds  to  believe  that  the  collection  activ ity  is like ly  to  y ie ld  inform ation  o f  importance  that  is
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like ly  to  assist  CSIS ’ duties  and  functions  under  sections  12 or  16 o f  the  CSIS  Act,  while

continuing  to  provide  effective  jud ic ia l  oversight.

Lastly,  it  may  be impracticable  at times  fo r  the  M inister  o f  Public  Safety  to  authorize  a CSIS

warrant  application.  This  could  be fo r  a number  o f  reasons,  including  that  the  M inister  is  outside

o f  the  country  and  unable  to  review  a time-sensitive  application.  In  such  instances,  the  M in ister ’ s

authorization  power  could  be delegated  to  enable  CSIS  to  obtain  the  necessary  warrants  from  the

Federal  Court  to  advance  its  national  security  investigations.

What Do You Think?

1) Should  CSIS  be able  to  compel  an entity  to  preserve  perishable  inform ation  when  it

intends  to  seek a production  order  or  a warrant  to  obtain  that  information?

2)  Should  CSIS  be able  to  compel  production  o f  inform ation  when  it  reasonably  believes  that

the  inform ation  is like ly  to  y ie ld  inform ation  o f  importance  that  is like ly  to  assist  in  the

performance  o f  its  duties  and  functions  under  sections  12 or  16 o f  the  CSIS  Act?

3)  Should  CSIS  be able  to  conduct  a single  collection  activ ity,  like  a one  tim e  collection  and

examination  o f  a USB  reasonably  believed  to  contain  threat-related  inform ation,  w ithout

having  to  demonstrate  investigative  necessity?  I f  yes,  what  requirements  should  CSIS  have

to  meet  fo r  seeking  d ifferent  warrant  powers?

4)  In  situations  where  the  M inister  o f  Public  Safety  is unable  to  authorize  the  m aking  o f  a

CSIS  application  fo r  jud ic ia l  authorization  to  the  Federal  Court  and  where  the  matter

cannot  wait,  should  there  be a mechanism  to  delegate  this  authority?  I f  yes,  who  should
this  authority  be  delegated  to  and  in  what  types  o f  situations  should  this  apply  to?

Issue #3: Whether  to close the gap, created  by technological  evolution,  and regain the ability
for CSIS to collect,  from within  Canada,  foreign intelligence  about  foreign states and foreign
individuals  in Canada

Context

Section  16 o f  the  CSIS  Act  authorizes  CSIS  to  collect,  at the  request  o f  the  M inister  o f  Foreign

A ffairs  or  the  M inister  o f  National  Defence,  inform ation  relating  to  foreign  states  and  persons

(i.e.,  foreign  intelligence)  “ w ith in  Canada. ”  Technology  has drastically  evolved  since  the  adoption

o f  section  16 in  1984,  and  Parliament  could  not  have  foreseen  how  the  “ w ith in  Canada ”

geographic  lim itation  w ould  restrict  foreign  intelligence  collection  given  how  inform ation  today  is

largely  d ig ita l  and  borderless.

What is the issue?

In  1984,  through  the  CSIS  Act,  Parliament  provided  CSIS  w ith  its  section  16 foreign  intelligence

assistance  mandate.  Parliament  recognized  that  the  collection  o f  foreign  intelligence  in  Canada
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requires  expertise,  which  was  best  provided  by  CS1S. However,  Parliament  lim ited  this  mandate  to

collection  “ w ith in  Canada, ”  as it  did  not  want  CS1S to  collect  foreign  intelligence  abroad.

Furthermore,  the  Communications  Security  Establishment  Act  exp lic itly  prohibits  the

Communications  Security  Establishment  (the  CSE)  from  directing  any  o f  its  collection  activities  at

a Canadian  or  any  person  in  Canada.

The  Federal  Court  and  Federal  Court  o f  Appeal  ( 2018  FC  738,  2018  FC  A  207,  2020  FC  757 , 2021

FCA  165 ) have  interpreted  the  “ w ith in  Canada ”  lim itation  to  mean  that  CSIS  cannot  collect

inform ation  relating  to  foreign  states  and  persons,  from  w ith in  Canada,  when  that  inform ation  is

located  outside  o f  Canada.  Because  o f  technological  advancements,  these  decisions  have  reduced

CSIS ’ v is ib ility  on  the  activities  o f  foreign  states  or  foreign  indiv iduals  w ith in  Canada ’s borders
when  electronic  inform ation  is located  outside  o f  Canada.  The  Courts  have  made  it  clear  that

“ recalibrating  the  investigative  techniques  open  to  the  Service  [under  section  16 o f  the  CSIS  Act]

in  light  o f  significant  technological  change  is a matter  fo r  Parliament  and  not  the  courts ”  ( 2021

FCA  165, para  6).

The  wording  o f  the  CSIS  Act  and  the  CSE  Act  create  a foreign  intelligence  gap.  C losing  this  gap  is

critica l  to  supporting  the  Government  o f  Canada  in  managing  Canada ’s foreign  relations  and

national  defence  by  understanding  the  capabilities,  intentions  or  activities  o f  foreign  states  or

foreign  individuals,  who  may  be involved  in  foreign  interference  activities.

Potential  area for legislative  change

Regain  an ab ility,  lost  largely  due  to  technological  advancements,  fo r  CSIS  to  collect,  from  w ith in

Canada,  foreign  intelligence  about  foreign  states,  and  foreign  individuals  in  Canada,  which  resides

outside  Canada,  while  s till  m aintaining  the  other  existing  lim itations.  The  collection  has to  be  at

the  request  o f  the  M inister  o f  Foreign  A ffa irs  or  M inister  o f  National  Defence,  w ith  the  consent  o f

the  M inister  o f  Public  Safety,  and  subject  to  the  Federal  Court ’s authorization  and  conditions.  In

addition,  any  collection  under  section  16 cannot  be directed  at Canadian  citizens,  permanent

residents,  or  corporations  incorporated  in  Canada.

What Do You Think?

1) Should  the  CSIS  Act  be  amended  so that  CSIS ’ ab ility  to  collect  foreign  intelligence  at the

request  o f  M inisters  can  keep  pace  w ith  the  evolution  o f  technology,  which  creates

d igita lly  borderless  inform ation?  I f  so, what  should  be the  lim itations?

Issue #4: Whether  to amend the CSIS Act  to enhance  CSIS ’ capacity  to capitalize  on data
analytics  to investigate  threats in a modern era

Context

The  authority  outlined  in  sections  11.01 to  11.25  o f  the  CSIS  Act,  commonly  referred  to  as the

dataset  regime,  was  introduced  as part  o f  B ill  C-59  as an acknowledgement  that  data  and
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technology  had re-shaped  the  threat  and  investigatory  landscape,  as well  as in  response  to  the

Federal  Court ’ s “ associated  data ”  decision  (2016  FC  1105) . The  regime  was  meant  to  provide

CSIS  w ith  the  authority  to  collect,  retain,  and  use datasets  that  are  not  “ directly  and  immediately

related ”  to  a threat  to  the  security  o f  Canada,  but  that  may  assist  in  CSIS ’ duties  and  functions

under  sections  12 to  16 o f  the  CSIS  Act.  The  regime  includes  numerous  safeguards  and  protections

to  m inim ize  the  personal  and  private  inform ation  o f  individuals  in  collected  datasets,  especially

fo r  Canadians  and  individuals  in  Canada.

What  is the issue?

Despite  the  introduction  o f  the  dataset  regime,  CSIS ’ ab ility  to  retain  and  use datasets,  even  when

the  relevance  to  CSIS ’ mandate  is clear  and  obvious,  is lim ited.

The  90-day  evaluation  period  is one  o f  several  requirements  that  hinders  the  ab ility  to  make  use o f

this  regime.  Specifically,  when  CSIS  collects  a dataset,  a strict  90-day  evaluation  period  starts,

during  which  CSIS  must  complete  a series  o f  tasks,  including  translation,  decryption,  applying

privacy  protections,  and  organizing  the  data.  I f  it  is a foreign  dataset,  CSIS  must  also,  during  the

90-day  evaluation  period,  remove  the  Canadian  records  to  either  delete  them  or  constitute  a

separate  Canadian  dataset.  CSIS  must  also  prepare  and  subm it  the  requisite  application  for

M inisteria l  or  jud ic ia l  authorization  to  retain  the  dataset  w ith in  the  same  90-days.  Should  CSIS  be

unable  to  fu lly  evaluate  the  dataset  and  prepare  and  subm it  the  requisite  application  fo r  retention

w ith in  the  90-day  tim eline,  it  must  destroy  the  dataset.

For  example,  a trusted  partner  could  provide  the  Sendee  w ith  a dataset  o f  in form ation  (accounts,

contact  inform ation,  relationships)  from  a country  known  to  engage  in  foreign  interference.  The

inform ation  predom inantly  relates  to  non-Canadians  outside  Canada  (foreign  inform ation),  though

the  dataset  may  also  contain  some  Canadian  inform ation.  Under  the  legislation,  foreign  datasets

and  Canadian  datasets  have  different  pathways  fo r  approval  and  retention.  For  CSIS  to  retain  the

to tality  o f  this  inform ation  under  the  dataset  regime,  it  would  need  to  evaluate  the  foreign  dataset

w ith in  the  90-day  evaluation  period,  including  rem oving  any  Canadian  inform ation,  and  request
authorization  from  the  M inister  o f  Public  Safety  to  retain  the  foreign  dataset;  the  Intelligence

Commissioner  must  also  review  and  approve  the  M inister ’s authorization.  Separately,  CSIS  would

be  required  to  obtain  the  M in ister ’s approval  to  make  an application  to  the  Federal  Court  fo r

authorization  to  retain  the  Canadian  inform ation  as a Canadian  dataset.  Prior  to  doing  so,  the

Service  must  reasonably  believe  that  the  Canadian  inform ation  would  belong  to  an approved  class

o f  Canadian  datasets.  The  totality  o f  this  process  could  require  up  to  five  separate  submissions  for

review  by  the M inister,  Intelligence  Commissioner,  and/or  the  Court,  resulting  in  a delay  o f  up to

six  to  nine  months  before  CSIS  can  explo it  the  data,  by  which  tim e  its  intelligence  value  may  have

dim inished  significantly.  I f  CSIS  cannot  evaluate  and  apply  to  retain  the  dataset  w ith in  the

statutory  tim e  lim it,  it  is required  to  destroy  a ll  the  data.

The  regime  also  contains  certain  ambiguities  that  have  hindered  CSIS ’ ab ility  to  leverage  datasets

in  the  way  Parliament  intended,  and  have  the  potential  to  derogate  from  CSIS ’ duties  and
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functions  under  sections  12 and  16 o f  the  CSIS  Act.  C larify ing  these  ambiguities  w ith  select

amendments  would  im prove  the  v iab ility  o f  the  regime  and  provide  the  clarity  required  to  avoid

m ultip le  legal  interpretations.

Other  lim ita tions  in  the  dataset  regime  result  in  lost  opportunity  and  value.  For  example,  CSIS  is
currently  unable  to  query  or  explo it  Canadian  datasets  fo r  the  provision  o f  security  assessments  or

screening  advice  under  section  15 o f  the  CSIS  Act.  As  part  o f  screening  applications,  applicants

must  provide  their  education  and  employment  histories,  among  other  inform ation,  which  supports

the  assessment  o f  loyalty.  Efforts  by  an applicant  to  hide  or  om it  their  association  w ith  certain

institutions  can  be relevant  to  a screening  investigation.  A  Canadian  dataset  o f  individuals  in

Canada  that  have  studied  at a university  associated  w ith  a foreign  m ilita ry  could  not  be queried  for

the  purpose  o f  a screening  investigation.

CSIS  works  w ith  many  domestic  partners  like  CSE  and  the  RCMP  in  furtherance  o f  its  national

security  mandate.  The  datasets  that  CSIS  may  be  able  to  collect  under  the  regime  could  be

relevant  to  the  mandate  o f  other  agencies.  However,  CSIS  is unable  to  share  those  datasets  w ith

partner  departments  because  the  regime  does  not  contemplate  the  sharing  o f  whole  datasets.  This

lim ita tion  also  hinders  cooperation  w ith  foreign  partners  in  relation  to  datasets  that  could  be  o f

mutual  relevance,  such  as a dataset  that,  although  not  d irectly  related  to  a threat,  is like ly  to  assist

in  the  investigation  o f  a state  known  to  engage  in  aggressive  foreign  interference  tactics.

Potential  area for legislative  change

The  Government  could  introduce  targeted  amendments  to  the  dataset  regime  to  alleviate  some  o f

the  more  challenging  elements  by,  fo r  example,  perm itting  extensions  o f  the  evaluation  period,  as

well  as increasing  the  duration  o f  the  determ ination  o f  classes  o f  Canadian  datasets  and/or

authorizations  to  retain  foreign  and  Canadian  datasets.

Other  amendments  could  c larify  that  the  dataset  regime  only  applies  to  datasets  that  do  not  fa ll

under  any  other  CSIS  Act  authority,  that  the  classes  o f  Canadian  datasets  must  be valid  on ly  at

collection,  and  to  enable  foreign  datasets  that  contain  Canadian  inform ation  to  be treated  as

Canadian  datasets  (the  more  stringent  process  o f  the  two)  to  avoid  m ultip le  applications  for

authorization.  Further  amendments  could  also  enable  CSIS  to  share  datasets  under  strict

conditions  and  could  enable  CSIS  to  query  or  exploit  Canadian  datasets  fo r  section  15 screening

investigations.

What  do you think?

1) How  could  CSIS  increase  its  ability  to  collect  and  use datasets  in  a tim ely  and  relevant

manner,  w h ile  respecting  protected  Charter  rights,  in  a data-driven  world?

2)  Should  CSIS  be able  to  query  or  explo it  Canadian  datasets  fo r  section  15 purposes?  I f  so,

do  you  th ink  there  should  be additional  safeguards  or  lim itations  in  place?
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3)  Should  CS1S be able  to  share  Canadian  or  foreign  datasets  w ith  domestic  partners  who

have  the  law ful  authority  to  collect  the  type  o f  in form ation  contained  in  the  dataset?  I f  so,

what  safeguards  or  conditions  should  be in  place,  i f  any?

4)  Should  CSIS  be allowed  to  share  foreign  datasets  w ith  foreign  partners?  I f  so, what

safeguards  or  conditions  should  be in  place,  i f  any?

Issue #5: Whether  to introduce  a requirement  to review the CSIS Act  on a regular  basis  so
that CSIS may keep pace with evolving  threats

Context

The  threat  environment  facing  Canada  is in  a constant  state o f  evolution,  and  Canada  needs  to

ensure  it  has the  tools  necessary  to  detect  and  address  national  security  threats.  However,  CSIS  Act

amendments  are  ad-hoc  as there  is  no  provision  requiring  statutory  review.

What  is the issue?

Unlike  the m ajority  o f  Canada ’s allied  partners,  there  is no  statutory  requirement  to  review  the

CSIS  Act  on  a regular  basis  to  ensure  that  the  Act  keeps  pace  w ith  technology  and  data,  and  their

impact  on  national  security  threats.  As  a result,  CSIS ’ authorities  are prone  to  fa lling  out  o f  date,

leaving  Canada  and  Canadians  vulnerable.

Better  equipping  CSIS  to  address  the  threats  o f  today,  but  also  the  threats  o f  the  future  is critical

fo r  protecting  Canada  and  Canadians  national  security.  Up  to  date  authorities  also  bolster  CSIS

and  Canada ’s ab ility  to  engage  w ith  allies,  m aintaining  Canada ’s reputation  as a trusted  partner  in

the  figh t  against  national  security  threats  that  more  frequently  cross-borders.

Potential  area for legislative  change

Introduce  a statutory  requirement  fo r  Parliament  to  periodically  review  the  CSIS  Act.

What  Do You Think?

1) Should  legislation  require  that  CSIS ’ authorities  be regularly  reviewed  to  keep  pace  w ith

technological  advances  and  Canada ’s adversaries?  I f  so, how  often?

2)  Do  you  have  any  other  views  to  share  regarding  the  development  and  possible
amendments  to  the  CSIS  Act?
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RENFORCER LES MESURES VISANT A CONTRER  L’INGERENCE
ETRANGERE

DOCUMENT DE CONSULTATION  PUBLIQUE

FAUT-IL  MODIFIER  LA LO ISU R  LESERVICE  CANADIEN  DU
RENSEIGNEMENT  DE  SECURITE!

Evolution du contexte  actuel de la menace

En tant  que  democratic  libre  et ouverte  jouissant  d ’une  economic  developpee,  le Canada  est la

cible  d ’Etats  etrangers,  ou  d ’acteurs  agissant  en leur  nom,  qui  cherchent  a servir  leurs  objectifs

strategiques.  Pour  ce faire,  certains  de  ces Etats  emploient  des moyens  transparents  et  legitimes,

tandis  que  d ’autres  menacent  ou  intim ident  des personnes  au Canada  et leurs  fam ilies  ailleurs  dans

le  monde,  ou  menent  des activites  clandestines  et trompeuses  qui  nuisent  aux  interets  nationaux  du

Canada.

Les  defenseurs  des droits  de la  personne  et  les  dissidents  qui  exercent  leur  liberte  d ’expression,  un

droit  protege  par  la  Constitution,  sont  les  p rinc ipa ls  cibles  des  manoeuvres  d ’ intim idation

appuyees  par  des Etats.  L ’ ingerence  et le harcelement  sont  utilises  pour  pousser  des membres  de

diverses  communautes  au Canada  a servir  les  interets  d ’ Etats  etrangers.  Des  acteurs  etatiques
parviennent  a obtenir  les  renseignements  personnels  de Canadiennes  et de Canadiens  pour  mener

des activites  d ’ ingerence  etrangere  dans  tous  les  domaines.  Ils  tentent  aussi  de prendre  pour  cible

les gouvernements  provinciaux,  territoriaux,  m unicipaux  et autochtones,  qui  n ’ont  qu ’un  acces

lim ite  aux  evaluations  federates  du  renseignement.

La  technologic  facilite  et intensifie  ces menaces,  notamment  en ligne,  o il  il  est d iffic ile  de reperer

et d ’ identifier  les auteurs  de menace  en raison  de la grande  disponib ilite  des  applications  et des

outils  securises,  comme  les  reseaux  prives  virtuels  (RPV)  et le chiffrem ent  de bout  en bout,  que  la

population  et les  entreprises  canadiennes  utilisent  pour  proteger  leurs  renseignements  personnels.

Non  seulement  la technologie  a change,  mais  les  attentes  de la population  canadienne  en matiere

de confidentialite  concemant  les donnees  et  la technologie  ont  elles  aussi  evolue.  Or,  le SCRS

dispose  de pouvoirs  qui  lu i  ont  ete  accordes  en 1984,  a tine  epoque  oil  I ’omnipresence  et le
developpement  des  technologies  numeriques  etaient  imprevisibles.  Depuis,  la I.o i  su r  !e  SC 'RS  ( la

7.w)  n ’a ete m odifiee  que  de fa<?on ciblee.

Pour  enqueter  sur  l ’ ingerence  etrangere  insistante  et nefaste  que  subit  le  Canada  aujourd ’ hui,  le

SCRS  a besoin  d ’outils  adaptes  a la technologie  et aux  menaces  modemes.  M odifie r  la I.o i  doterait

ce dernier  de moyens  m ieux  adaptes  a sa m ission,  qui  est d ’enqueter  sur  les  menaces  pesant  sur  la

securite  nationale,  de conseiller  le  gouvernement  du  Canada  a ce sujet  et de prendre  des  mesures

visant  a attenuer  ces menaces.
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Role du SCRS en matiere  de protection  de la securite  nationale  du Canada

Le  SCRS  a pour  m ission  :

•  d ’enqueter  sur  les  activites  soup?onnees  de constituer  des menaces  pour  la securite  du

Canada  (espionnage  ou  sabotage,  ingerence  etrangere,  terrorisme  et subversion  de  la

democratic  canadienne)  et d ’ inform er  le gouvernement  du  Canada  a leur  sujet;

•  de prendre  des mesures  visant  a attenuer  ces menaces;

•  de foum ir  des evaluations  de securite  sur  les  personnes  qui  doivent  acceder  a des
inform ations  ou  a des sites  sensibles  du  gouvernement  du  Canada;

•  de donner  des conseils  de securite  en rapport  avec  la  Loi  sur  la  citoyennete  ou  la  L o i  sur

/  ’im m igration  et la  protection  des  refiigies',

•  de recueillir  des renseignements  etrangers,  dans  les lim ites  du  Canada,  a la  demande  des

ministres  des  A ffa ires  etrangeres  ou  de la Defense  nationale.

Les  renseignements  communiques  par  le SCRS  servent  a conseiller  le  gouvernement  du  Canada.

Par  exemple,  ceux  qui  concernent  1’espionnage  et  1’ ingerence  etrangere  sont  employes  pour

determiner  les  pratiques  exemplaires  en matiere  de protection  des  infrastructures,  de travaux

scientifiques  finances  par  le gouvernement  federal  et d ’ innovation  canadienne.  Le  SCRS  peut

aussi  transmettre  a la Gendarmerie  royale  du  Canada  (G RC)  des inform ations  tirees  de ses

enquetes  qui  sont  utiles  a des enquetes  crim inelles  Hees a la securite  nationale.

Si le  SCRS  foum it  au gouvernement  du  Canada  des  renseignements  essentiels  qui  I ’aident  a

combattre  1’ ingerence  etrangere,  ses pouvoirs  sont  lim ites,  ce qui  am oindrit  la  capacite  du  Canada

de lutter  centre  les tactiques  complexes  et offensives  utilisees  aujourd ’ hui.

Principes  directeurs  de la modification  de la Loi sur le SCRS

Les  pouvoirs  conferes  par  la Loi  doivent  tenir  compte  des  valeurs  et des ideaux  de la population

canadienne,  que  le SCRS  cherche  a proteger.  Avant  de  m odifie r  la Lo i,  il  faut  avoir  une  discussion

eclairee  avec  la population  pour  obtenir  son avis  sur  le ro le  que  le SCRS  devrait  jouer  a titre  de

service  de renseignement  modeme  et c iv il.

Le  SCRS  souhaite  recueillir  votre  avis  sur  la fayon  dont  il  devrait  continuer  a proteger  la securite

nationale  du  Canada,  tout  en continuant  a proteger  les droits  et les  libertes  de la population.

Les  m odifications  proposees  visent  a doter  le SCRS  de pouvoirs  m ieux  adaptes  a la lu tte  centre

1’ ingerence  etrangere  et a la protection  de la securite  nationale  dans  un  monde  numerique.  Elies

contribueraient  a :

•  permettre  au SCRS  de communiquer  des inform ations  aux  intervenants  exterieurs  au

gouvernement  du  Canada,  afin  d ’accroitre  la sensibilisation  et  la resilience  centre

1’ ingerence  etrangere;
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•  creer  de nouveaux  pouvoirs  necessitant  1’obtention  d ’ une autorisation  judic ia ire
parfaitement  adaptes  au degre  d ’ intrusion  propre  aux  techniques  a utiliser;

•  com bler  1’ecart  creuse  par  les progres  technologiques  et retablir  la capacite  du  SCRS  de

recueillir  depuis  le  Canada  des  renseignements  etrangers  sur  d ’autres  Etats  et des

ressortissants  etrangers  qui  se trouvent  au  Canada;

•  renforcer  la capacite  du  SCRS  de tirer  parti  de I ’analyse  des  donnees  pour  enqueter  sur  les

menaces;

•  ve ille r  a ce que  les  lois  sur  la securite  nationale  evoluent  aussi  vite  que  les  menaces  et  les

attentes  de la population  canadienne  en matiere  de respect  de  la v ie  privee.

Mesures  de protection

Le  SCRS  tient  a accroitre  sa transparence  pour  que  la population  canadienne  ait  confiance  en son

service  du  renseignement  de securite.  Quelles  que  soient  les m odifications  apportees  a la Lo i,  le

m aintien  des dispositifs  d ’examen,  de  surveillance  et de  transparence  demeurera  une  priorite.  Les

droits  et les libertes  de la population  canadienne  sont  au cceur  meme  de  la democratic  canadienne

et  leur  respect  est  une  consideration  majeure  pour  le  SCRS  dans  le  cadre  de  son  travail.  Le  SCRS

fa it  1’objet  de nombreuses  mesures  visant  a garantir  le respect  des droits  de la  population

canadienne,  qui  sont  proteges  par  la  ChaHe  canadienne  des  dro ils  e l  libertes  (la  Charte).  Par

exemple,  i l  est tenu  d ’obtenir  un  mandat  de la Cour  federale  avant  de mener  des activites  de

collecte  plus  que  m inim alem ent  envahissantes.  Il  doit  egalement  se soumettre  a un  examen  externe

non  jud ic ia ire  rigoureux.  L ’O ffice  de  surveillance  des activites  en matiere  de securite  nationale  et

de renseignement  et le  Com ite  des parlementaires  sur  la securite  nationale  et le renseignement

examinent  ses activites.  D ’autres  de ses activites  sont  assujetties  a 1’examen  et a I ’approbation  du

commissaire  au renseignement,  organe  de  surveillance  quasi  judiciaire.

Les  principes  cles  ci-dessous  seraient  utilises  pour  orienter  les  m odifications  de la L o i :

Confiance  : Proteger  les  droits  et les  libertes  des citoyens,  conformement  a la Charte  et  aux
attentes  de la population.

Responsabilite  : A g ir  conformement  a la primaute  du  droit  et aux  exigences  en matiere  de
controle  jud ic ia ire  et  rendre  des  comptes  au gouvernement  et a la population  du  Canada.

Fiabilite  : A ider  le  gouvernement  federal  a proteger  la securite  nationale,  et demeurer  un

partenaire  solide  et digne  de confiance  tant  au pays  et  qu ’a 1’etranger.

Gestion responsable  : U tiliser  adequatement  les ressources  du  gouvernement  de  fa?on  a faire

progresser  les operations  du  SCRS  dans  un  monde  avance  sur  le plan  technologique.

Preparation  : Disposer  des  outils  necessaires  pour  contrer  les  menaces  de demain.
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Question  n° 1 : Faut-il  autoriser  le SCRS a communiquer  des informations  a des personnes
on a des organisations  exterieures  au gouvernement  du Canada  pour renforcer  la sensibilite
et la resilience  a I’ingerence  etrangere?

Contexte

Lorsque  la  L o i  a ete adoptee,  la  securite  nationale  relevait  exclusivement  du  gouvernement
federal,  car  les  activites  d ’espionnage  et  d ’ ingerence  etrangere  prenaient  alors  pour  cible  les

technologies  m ilitaires  et  les institutions  federales.  Pour  cette  raison,  le SCRS  est autorise  a

recueillir,  a conserver  et a communiquer  les renseignements  necessaires  au  gouvernement  du

Canada  pour  1’aider  a prendre  des  decisions  visant  a proteger  la securite  nationale.  Au jourd ’hui,

I ’ ingerence  etrangere  touche  tons  les ordres  de gouvernement  et tous  les pans  de la societe,

notamment  les communautes  canadiennes,  le m ilieu  universitaire,  les  medias  et les  entreprises

privees.  [/expertise  et les  renseignements  du  SCRS  sont  de plus  en plus  utiles  aux  personnes  et

aux  organisations  exterieures  au gouvernement  federal,  et ces partenaires  se toument  plus  que

jam ais  vers  le SCRS  pour  obtenir  des informations.  La  securite  nationale  demeure  une  competence

federale,  mais  il  ne fa it  aucun  doute  que  la lutte  centre  I ’ ingerence  etrangere  necessite  un  effort

concerte  de toute  la  societe.

Quel est le probleme?

La  L o l  n ’autorise  pas  le SCRS  a communiquer  des renseignements  classifies  a des partenaires

canadiens  exterieurs  au gouvernement  du  Canada.  Autrement  d it,  en regie  generale,  le  SCRS  ne

peut  transmettre  d ’ inform ations  pertinentes  aux  provinces,  aux  territoires,  aux  m unicipalites  ou

aux  gouvemements  autochtones,  sauf  dans  certaines  situations  (p.  ex.,  pour  les besoins  des forces

de I ’ordre  ou  lorsque  ces partenaires  peuvent  agir  pour  attenuer  une  menace  precise,  en vertu  du

mandat  qu ’a le SCRS  de prendre  des  mesures  de reduction  de la  menace  [M R M ]).  Il  arrive  que  le

SCRS  se serve  de ses pouvoirs  relatifs  aux  M R M  pour  fourn ir  des inform ations  a des partenaires

exterieurs  au gouvernement  du  Canada  en vue  d ’attenuer  des menaces  precises,  lorsqu ’ il  n ’y  a pas
d ’ autres  solutions  possibles.  Toutefois,  les  M RM  ne doivent  pas  servir  a communiquer  des

inform ations  a des fins  de  sensibilisation,  mais  a a ffa ib lir  une  menace  donnee.

Cette  interdiction  lim ite  aussi  les  inform ations  utiles  que  le  SCRS  peut  transmettre  au secteur

prive  et aux  etablissements  universitaires.  Cela  empeche  le SCRS  de communiquer  directement  a

ces partenaires  des inform ations  qui  pourraient  les  aider  a renforcer  leur  resilience  face  aux

menaces  associees  a I ’ ingerence  etrangere  et a 1’espionnage.

Devant  la  m ultip lication  des  menaces  visant  le Canada,  le SCRS  a deploye  des efforts

considerables  pour  accroitre  la  collaboration  et la sensibilisation  a ces menaces.  Cependant,

comme  la Loi  lim ite  les  informations  qu ’ il  peut  communiquer,  il  o ffre  des seances  d ’ inform ation

generales,  de haut  niveau  et non  classifiees  sur  la menace  aux  personnes  et aux  organisations

exterieures  au gouvernement  du  Canada  qui  sont  visees  par  I ’ ingerence  etrangere.  Son  incapacity  a

transmettre  des  inform ations  precises  et  concretes  fa it  obstacle  a des discussions  tranches  sur  toute
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1’ ampleur  et la nature  des menaces,  done  empeche  ses partenaires  de  prendre  des mesures

d ’ attenuation  eclairees  et d ’accentuer  leur  resilience.

Une  fois  la L o i  m odifiee,  les inform ations  donnees  par  le SCRS  pourraient  aider  ses partenaires  a

m ieux  connaitre  les menaces  qui  pesent  sur  eux,  a m ieux  reperer  certaines  techniques  d ’ ingerence

etrangere  et  a prendre  des  mesures  de protection  pour  y  resister.

Changement  legislatif  possible

Le  SCRS  serait  autorise  a transmettre  des inform ations  sur  les menaces  pour  la securite  nationale  a

des personnes  ou  a des organisations  exterieures  an gouvernement  du  Canada,  afin  de renforcer  la

sensibilite  et la  resilience  aux  menaces  pour  la securite  du  pays.  S ’ il  pouvait  communiquer  plus

largement  ces inform ations,  il  prendrait  des mesures  repondant  au besoin  de proteger  a la fois  les

renseignements  personnels  et ses techniques  d ’ enquete  et ses sources.

Qu ’en pensez-vous?

1) Faut-il  autoriser  le SCRS  a fourn ir  des inform ations  a des personnes  ou  a des  organisations

exterieures  au gouvernement  du  Canada  pour  renforcer  leur  resilience  aux  menaces,

notamment  a 1’ ingerence  etrangere?

2)  A  votre  avis,  quelles  considerations  devraient  s ’ appliquer  a la communication

d ’ inform ations  a des personnes  ou  a des organisations  exterieures  au gouvernement  du

Canada  au sujet  des  menaces  dont  elles  font  1’objet?  Quelles  lim ites  faudrait-il  fixer  quant

aux  destinataires  auxquels  le SCRS  peut  donner  des inform ations  et au moment  o il  il  pent

le faire?

Question nu 2 : Faut-il doter le SCRS de nouveaux  pouvoirs  necessitant  une autorisation
judiciaire  adaptes  au degre d'intrusion  propre aux techniques  a employer?

Contexte

En vertu  de Particle  12 et  de Particle  16 de la Loi,  le  SCRS  peut  collecter  des informations  quand
les moyens  utilises  sont  tres peu  intrusifs.  Si la  collecte  necessite  des  moyens  plus  intrusifs,  le

SCRS  invoque  1’ article  2 1 pour  demander  un  mandat  a la Cour  federale.  Auparavant,  il  doit
consulter  le sous-m inistre  de Securite  publique,  et le m inistre  de la  Securite  publique  doit

approuver  le depot  de  la  demande  a la Cour  federale.  Aux  termes  de 1’article  21,  il  faut  que  toutes

les demandes  de mandat  satisfassent  les  memes  criteres,  meme  si le degre  d ’ intrusion  varie

grandement  en fonction  des  techniques  d ’enquete  employees.  A insi,  il  n ’existe  actuellement  qu ’ un

seul  type  de demande  de mandat,  dont  les criteres  correspondent  aux  techniques  d ’enquete  les plus

intrusives.  Par  consequent,  pour  etre  autorise  a mener  une  activite  de  collecte  ponctuelle  (comme

1’ examen  d ’une  cle  USB),  le  SCRS  doit  rem plir  les  memes  criteres  que  pour  obtenir  un  mandat

Pautorisant  a exercer  de fa?on  repetee,  pendant  un an, des pouvoirs  plus  etendus  necessitant

1’ obtention  d ’un  tel  mandat  (p.  ex. 1’ interception  en continu  de  communications  privees).
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Quel est le probleme?

Pour  obtenir  un  mandat,  le  SCRS  doit  demontrer  qu ’ il  a essaye,  en  vain,  les  techniques  ne

necessitant  pas de mandat,  que  de telles  techniques  ont  pen  de chances  de succes  ou  sont

impraticables  quand  il  y  a urgence,  ou  que,  sans mandat,  il  n ’obtiendra  aucune  inform ation

importante,  et ce, quel  que  soit  le  type  de technique  necessitant  un mandat  qu ’ il  desire  employer

(une  exigence  appelee  « necessite  pour  les besoins  de 1’enquete  »).  A ins i,  il  est tenu  de respecter

les memes  criteres,  qu ’ il  souhaite  avoir  un mandat  pour  connaitre  le nom  et I ’adresse  d ’ un

individu  qui  utilise  une  adresse  IP  donnee,  pour  consulter  le registre  detaille  des appels  effectues

sur  un  appareil  ou  pour  intercepter  les  communications  privees  d ’une  personne  pendant  un  an au

maximum.

De  la meme  fa^on,  le SCRS  doit  rem plir  les  memes  criteres  stricts  pour  demander  un  mandat

1’ autorisant  a recevoir  un  appareil  (p.  ex. une  cle  USB)  et a en examiner  le contenu  une  seule  fois

que  pour  effectuer  des examens  repetes  des appareils  d ’une  personne  ou  d ’ intercepter  les

communications  en provenance  ou  a destination  de  ces appareils  pendant  un  an au maximum.  Par

ailleurs,  le SCRS  manque  d ’ un  pouvoir  distinct  de contraindre  une  organisation  a conserver  des

inform ations  ephemeres  (p.  ex. des donnees  sur  des transactions  que  1’ institution  financiere

concernee  devrait  autrement  effacer).  II pent  done  perdre  des inform ations  importantes  pour  une

enquete  pendant  la demarche  necessaire  a I ’obtention  d ’ un mandat  en vertu  de Particle  21.

A u  contraire,  les  enqueteurs  des forces  de 1’ordre  ont  acces  a un eventail  de  pouvoirs  autorises  par

mandat  qui  sont  m ieux  adaptes  au degre  d ’ intrusion  propre  aux  techniques  a autoriser.  Il  existe  des

differences  considerables  entre  les  pouvoirs  dont  peuvent  se prevaloir  le  SCRS  et les  forces  de

1’ ordre.  Par  exemple,  les  personnes  visees  par  un mandat  polic ier  en sont  souvent  avisees  et

peuvent  plus  facilement  le contester  que  celles  qui  font  1’objet  d ’ un mandat  du  SCRS,  qui

pourraient  ne jam ais  1’apprendre,  pour  des  questions  de securite  nationale.  Cependant,  le  SCRS

fa it  1’objet  d ’une  etroite  surveillance  par  le m inistere  et par  des  organismes  de surveillance,  ce qui

n ’est  pas  le  cas  des  forces  de 1’ordre.  Cela  d it,  au f i l  des ans,  des m odifications  ont  ete  apportees

au Code  crim inal,  pour  une  plus  grande  souplesse  des  pouvoirs  necessitant  un mandat,  sans
comprom is  pour  1’exercice  d ’un  controle  jud ic ia ire  efficace.  Par  exemple,  les  dispositions  sur  les

ordonnances  de communication  ont  ete  introduites  dans  le Code  crim inal  en 2004.  En  outre,  dans

le  cadre  d ’une  enquete  crim inelle,  les  enqueteurs  des forces  de 1’ordre  doivent  souvent  etablir  la

« necessite  pour  les besoins  de 1’enquete  » pour  intercepter  des communications  privees  ou

effectuer  une  videosurveillance  intrusive,  mais  pas pour  toutes  les  methodes  de collecte  exigeant

un  mandat.

Changement  legislatif  possible

De nouvelles  autorisations  judic ia ires  adaptees  pourraient  etre  envisagees  pour  certaines

techniques  d ’enquete,  en plus  des  pouvoirs  prevus  dans  les mandats  auxquels  le SCRS  a deja

acces. Par  exemple,  le  SCRS  pourrait  demander  une  ordonnance  de preservation  a la Cour,  sans

avoir  a en etablir  la  necessite  pour  les  besoins  de 1’enquete,  ce qui  1’autoriserait  a contraindre  un 
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tiers  a preserver  des inform ations  ephemeres,  s ’ il  a des m otifs  raisonnables  de soup^onner  qu ’elles

seront  utiles  dans  une  enquete  de renseignement  et  s ’ il  a I ’ intention  de demander  une  ordonnance

de communication  ou  un  mandat  pour  les  obtenir.

Une  ordonnance  de communication  serait  un  autre  outil  qui  pourrait  s im p lifie r  la tenue  d ’une

enquete  sur  une  menace.  E lie  permettrait  au SCRS  de  contraindre  un  tiers  a lu i  communiquer  des

inform ations,  s ’ il  a des m otifs  raisonnables  de croire  qu ’ elles  sont  probablement  importantes  et
qu ’elles  1’ aideront  probablement  dans  I ’exercice  de ses fonctions.  II  pourrait  demander  une

ordonnance  de  communication  pour  obtenir  des donnees  comme  des inform ations  de  base sur  un
abonne,  des  releves  detail  les  des appels  ou  des releves  de transactions.  Ce  nouveau  pouvoir  adapte

autorise  par  un  mandat  pourrait  aider  le SCRS  a mener  une  activite  de  collecte  une  seule  fois,  par

exemple  obtenir  et examiner  une  cle  USB.  Par  nature,  ces types  d ’activites  de collecte  ponctuelles

ont  des repercussions  plus  previsibles  -  et  par  consequent  moins  importantes  -  sur  le  dro it  a la vie

privee  que  les types  d ’activites  qui  peuvent  etre  autorisees  en vertu  des  pouvoirs  prevus  dans  les

mandats  actuels,  qui  peuvent  comprendre  1’ utilisation  de toutes  les techniques  d ’enquete  et une

collecte  en continu  pendant  un an au maximum.  Comme  le SCRS  devrait  toujours  avoir  des m otifs

raisonnables  de croire  que  1’activite  de collecte  lui  permettra  probablement  d ’obtenir  des

inform ations  importantes  qui  1’aideront  probablement  a exercer  les fonctions  qui  lu i  sont  conferees

en vertu  des articles  12 ou  16 de la L o l  sur  le  SCRS,  une  surveillance  jud ic ia ire  efficace  serait

maintenue.

Enfin,  il  sera  parfois  irrealisable  pour  le  m inistre  de la Securite  publique  d ’approuver  que  le

SCRS  fasse  une  demande  de m andat , et  ce pour  un  certain  nombre  de  raisons,  dont  le  fa it  que  le

m inistre  est a 1’etranger  et  q u 'il  n ’est pas en mesure  d ’examiner  une  demande  urgente.  Dans  de
tels  cas,  le pouvoir  d ’autorisation  du  m inistre  pourrait  etre  delegue  afin  que  le SCRS  puisse

obtenir  les  mandats  necessaires  de la  Cour  federate  pour  faire  avancer  ses enquetes  sur  la  securite

nationale.

Qu’en pensez-vous?

1) Le  SCRS  devrait-il  etre  en mesure  de  contraindre  une  personne  ou  une  organisation  a

preserver  des inform ations  ephemeres  lorsqu ’ il  a I ’ intention  de demander  une  ordonnance

de communication  ou  un  mandat  pour  obtenir  ces informations?

2)  Le  SCRS  devrait-il  etre  en mesure  de  contraindre  une  personne  ou  une  organisation  a lui

communiquer  des inform ations  s ’ il  a des m otifs  raisonnables  de croire  que  ces

inform ations  sont  probablement  importantes  et qu ’elles  1’aideront  probablement  dans

I ’exercice  des fonctions  qui  lu i  sont  conferees  en vertu  des articles  12 ou  16 de \a Lo is u rle

SCRS?

3)  Le  SCRS  devrait-il  etre  en mesure  de  mener  une  activite  de collecte  ponctuelle,  par

exemple  obtenir  et  examiner  une  cle  USB  s ’ il  a des  m otifs  raisonnables  de croire  qu ’elle

contient  des  informations  liees  a la menace,  sans avoir  a en prouver  la necessite  pour  les
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besoins  de 1’ enquete?  Dans  1’affirm ative,  quelles  exigences  lu i  faudrait-il  respecter  pour

demander  des mandats  qui  autorisent  differents  pouvoirs?

4)  Lorsque  le m inistre  de  la Securite  publique  n ’est pas  en mesure  d ’autoriser  le SCRS  a

presenter  une  demande  d ’autorisation  judic ia ire  a la Cour  federate  et que  la question  ne

pent  pas attendre,  devrait-il  exister  un  mecanisme  de delegation  de ce pouvoir?  Dans

I ’affirm ative,  a qui  ce pouvoir  devrait-il  etre  delegue  et dans  quels  types  de situations

devrait-il  s ’appliquer?

Question  n° 3 : Faut-il  combler  une lacune causee  par les progres technologiques  et retablir
la capacite  du SCRS de recueiliir,  depuis le Canada,  des informations  sur d’autres  Etats  et
des ressortissants  etrangers  qui se trouvent  au Canada?

Contexte

L ’article  16 de la Lo i  sur  le  SCRS  autorise  le SCRS  a recueiliir,  a la  demande  du  m inistre  des

Affa ires  etrangeres  ou  du  m inistre  de la Defense  nationale,  des inform ations  sur  des  Etats  ou  des

ressortissants  etrangers  (c ’est-a-dire  des  renseignements  etrangers)  « dans  les lim ites  du  Canada  ».

Comme  la technologic  a enormement  evolue  depuis  I ’adoption  de  l ’article  16 en 1984,  le

Parlement  ne pouvait  pas savoir  a quel  point  la lim ite  geographique  « dans  les lim ites  du  Canada  »

restreindrait  la collecte  de  renseignements  dans  un  contexte  ou les inform ations  sent  numeriques

dans  une  large  mesure  et ne connaissent  pas de frontieres.

Quel est le probleme?

Lorsqu ’ il  a adopte  la Lo i  sur  le  SCRS  en 1984,  le Parlement  a donne  au SCRS  le  mandat  de  preter

assistance  a la collecte  de renseignements  etrangers.  II  a reconnu  que  la  collecte  de  renseignements

etrangers  au Canada  necessitait  du  savoir-faire,  et  que  le  SCRS  etait  le m ieux  place  pour

accom plir  cette  tache.  Toutefois,  le Parlement  a restreint  ce mandat  a la collecte  « dans  les lim ites

du  Canada  », parce  qu ’ il  ne voula it  pas  que  le SCRS  recueille  des renseignements  etrangers  dans

d ’ autres  pays.  En  outre,  la  Loi  sur  le  Centre  de  la  securite  des  telecommunications  in terd it  au

Centre  de la  securite  des telecommunications  (CST)  de viser,  dans  ses activites  de collecte,  des

Canadiens  ou  des personnes  se trouvant  au Canada.

La  Cour  federate  et la Cour  d ’appel  federale  (2018  CF  738 . 2018  CAF  207 . 2020  CF  757 ,

2021  CAF  165 ) ont  interprets  1’expression  « dans  les lim ites  du  Canada  » ainsi  : il  est in terd it  au

SCRS  de recueiliir,  depuis  le Canada,  des inform ations  sur  des  Etats  ou  des ressortissants

etrangers  si elles  se trouvent  a I ’exterieur  du  Canada.  Depuis  que  ces decisions  ont  ete  rendues,

etant  donne  les avancees  technologiques,  le SCRS  n ’a plus  qu ’ une vue  lim itee  sur  les  activites

menees  par  des Etats  ou  des ressortissants  etrangers  en sol canadien  lorsque  les informations

electroniques  se trouvent  a I ’exterieur  du  Canada.  Les  tribunaux  ont  clairement  indique  qu ’ « il

incombe  au legislateur,  et  non  aux  tribunaux,  de  rajuster  en fonction  des  percees  technologiques

les techniques  d ’enquete  dont  pent  faire  usage  le Service  [en  vertu  de l ’article  16 de la Lo i  su r  le

SCRS\  » ( 2021  CAF  165 , paragraphe  6).
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Les  libelles  de la Lo i  sur  le  SCRS  et de la L o i  sur  le  ('S T  engendrent  une  lacune  en matiere  de

renseignements  etrangers.  II  est essentiel  d ’aider  le gouvemement  du  Canada  a gerer  ses relations

etrangeres  et a assurer  la defense  nationale.  11 faut  absolument  com bler  cette  lacune  si 1’ on  veut

que  le gouvemement  comprenne  bien  les moyens,  les intentions  ou  les activites  des Etats  ou

ressortissants  etrangers  qui  peuvent  se liv rer  a des activites  d ’ ingerence  etrangere.

Changement  legislatif  possible

Redonner  au SCRS  une  certaine  capacite,  perdue  essentiellement  en raison  des progres

technologiques,  de recueillir  depuis  le  Canada  des  renseignements  etrangers  qui  se trouvent  a

1’exterieur  du  Canada  sur  d ’autres  Etats  et  des ressortissants  etrangers  se trouvant  au Canada,  tout

en conservant  les  autres  lim ites  imposees.  La  collecte  d ’ inform ations  doit  etre  effectuee  a la

demande  du  m inistre  des A ffaires  etrangeres  ou  du  m inistre  de  la Defense  nationale  et  est

assujettie  au consentement  du  m inistre  de  la Securite  publique  ainsi  qu ’a 1’ approbation  et aux

conditions  de la Cour  federate.  De  plus,  les  activites  de collecte  menees  en vertu  de  Particle  16 ne

peuvent  pas viser  des citoyens  canadiens,  des residents  permanents  ou  des personnes  morales

constitutes  au Canada.

Qu ’en pensez-vous?

1) La  Loi  sur  le  SCRS  devrait-elle  etre  m odifiee  a fin  que  la  capacite  du  SCRS  de  recueillir

des renseignements  etrangers  a la demande  de  m inistres  evolue  au meme  rythme  que  la

technologic,  qui  se trouve  a generer  des inform ations  numeriques  qui  ne connaissent  pas  de

frontieres?  Dans  ( ’affirm ative,  quelles  devraient  etre  les lim ites?

Question n° 4 : Faut-il modifier  la Loi sur  le  SCRS  pour accroitre  la capacite  du SCRS de
tirer profit de I'analytique  des donnees  pour enqueter  sur les menaces a I'ere moderne?

Contexte

En  ajoutant  au projet  de lo i  C-59  le regime  applicable  aux  ensembles  de  donnees  etabli  aux

articles  11.01 a 11.25  de  la Loi  sur  le  SCRS,  le leg is la tes  a reconnu  que  les  donnees  et la

technologic  avaient  redefini  le contexte  de la menace  et des  enquetes.  Il  se trouvait  aussi  a donner

suite  a la decision  de la Cour  federale  sur  les  « donnees  connexes  » (2016  CF  1105) . Ce regime

visait  a autoriser  le SCRS  a recueillir,  a conserver  et a u tiliser  les  ensembles  de donnees  qui,

« dans  1’ immediat,  ne sont  pas directement  lies  »  a une  menace  envers  la securite  nationale,  mais

qui  peuvent  1’aider  dans  I ’exercice  des fonctions  qui  lu i  sont  conferees  en vertu  des  articles  12 a
16 de la Loi  sur  le  SCRS.  11 prevoit  de  nombreuses  mesures  de protection  pour  reduire  au

m inim um  les inform ations  personnelles  et privees  figurant  dans  les ensembles  de donnees

recueillis,  surtout  celles  qui  sont  liees  a des Canadiens  ou  a d ’autres  indiv idus  se trouvant  au

Canada.
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Quel est le probleme?

M algre  I ’ entree  en vigueur  du  regime  applicable  aux  ensembles  de  donnees,  le SCRS  n ’est pas

vraiment  en mesure  de conserver  et d ’ utiliser  des  ensembles  de donnees,  meme  quand  il  est

manifeste  qu ’ ils  sont  utiles  a 1’exercice  de son mandat.

La  periode  d ’evaluation  de  90  jours  est une  de ces exigences  qui  com pliquent  ( ’application  du

regime.  Plus  precisement,  lorsque  le SCRS  recueille  un  ensemble  de donnees,  une  periode

d ’evaluation  de 90  jours  s tride  commence,  au cours  de laquelle  le SCRS  do it  accom plir  une  serie

de taches,  dont  en traduire  et en decrypter  le content!,  u tiliser  des  techniques  de revision  liees  a la

protection  de la vie  privee  et en organiser  les  donnees.  S ’ il  s ’agit  d ’un  ensemble  de donnees

etranger,  le  SCRS  doit  egalement,  pendant  la periode  d ’evaluation  de 90  jours,  en extraire  les

inform ations  ayant  trait  a des Canadiens  afin  soit  de les detruire  soit  de  constituer  un ensemble  de

donnees  canadien  distinct.  II  doit  aussi  preparer  et presenter  les demandes  d ’approbation  par  le

m inistre  et  d ’autorisation  judic ia ire  necessaires  pour  conserver  1’ensemble  de donnees  au cours  de

la meme  periode  de  90  jours.  Si le SCRS  est incapable  d ’evaluerpleinem ent  1’ensemble  de

donnees  et de presenter  la demande  de conservation  requise  dans  le delai  de 90  jours,  il  doit

detruire  1’ensemble  de  donnees.

Par exemple,  un partenaire  de conflance  foum it  au SCRS  un  ensemble  de donnees  renfermant  des

inform ations  (comptes,  coordonnees,  relations)  drees  des dossiers  d ’un pays  qui  a 1’habitude  de se

liv rer  a des activites  d ’ ingerence  etrangere.  Les  inform ations  portent  principalement  sur  des

individus  qui  ne sont  pas  des Canadiens  et qui  se trouvent  a 1’exterieur  du  Canada  (inform ations

etrangeres),  mais  1’ensemble  de donnees  pourrait  egalement  contenir  des inform ations  liees  a des

Canadiens.  La  L o i  prevoit  des  processus  d ’approbation  et de conservation  differents  pour  les

ensembles  de donnees  etrangers  et les  ensembles  de  donnees  canadiens.  Pour  etre  en mesure  de

conserver  la totalite  de ces inform ations  en vertu  du  regime  applicable,  le  SCRS  doit  evaluer

1’ ensemble  de donnees  etranger  dans  les  90  jours  suivant  la collecte,  en extraire  toutes  les

inform ations  liees  a des  Canadiens,  puis  demander  au m inistre  de la Securite  publique

1’autorisation  de le  conserver.  Le  commissaire  au renseignement  doit  aussi  examiner  et approuver

1’ autorisation  du  m inistre.  Par ailleurs,  le SCRS  doit  obtenir  I ’ approbation  du  m inistre  pour

demander  a la  Cour  federale  1’autorisation  de conserver  les  informations  liees  a des Canadiens

sous  la forme  d ’un ensemble  de donnees  canadien.  Au  prealable  cependant,  le Service  doit  avoir

des m otifs  raisonnables  de croire  que  les  inform ations  liees  a des Canadiens  fon t  partie  d ’ une

categoric  approuvee  d ’ ensembles  de donnees  canadiens.  La  totalite  du  processus  pourrait

necessiter  jusqu ’a cinq  demandes  distinctes  qui  seront  presentees  au m inistre,  au commissaire  au
renseignement  ou  a la Cour,  ce qui  s ign ifie  que  le  SCRS  ne pourrait  pas exploiter  les  donnees

avant  six  a neuf  mois.  II  est possible  qu ’elles  soient  beaucoup  moins  utiles  sur  le  plan  du

renseignement  a ce moment-la.  Si le SCRS  ne peut  pas evaluer  1’ensemble  de donnees  et presenter

les demandes  necessaires  pour  le conserver  dans  les  delais  fixes  par  la Lo i,  il  est oblige  de detruire

toutes  les  donnees.
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Le  regime  comporte  aussi  des  ambiguites  qui  empechent  le SCRS  de tire r  parti  des  ensembles  de

donnees  de la fa<;on prevue  par  le Parlement  et qui  pourraient  nuire  a 1’exercice  des  fonctions  qui

lu i  sont  conferees  en vertu  des articles  12 et 16 de  la Loi  sur  le  SCRS.  Un  nombre  restreint  de

m odifications  qui  dissiperaient  ces ambiguites  ameliorerait  la v iab ilite  du  regime  et foum ira it  les

eclaircissements  necessaires  pour  eviter  de m ultiples  interpretations  jurid iques.

D ’ autres  lim ites  du  regime  applicable  aux  ensembles  de donnees  fon t  aussi  que  le  SCRS  perd  des

occasions  et des  inform ations  utiles.  Par  exemple,  a 1’heure  actuelle,  le SCRS  ne pent  pas

interroger  ou  exploiter  des ensembles  de donnees  canadiens  pour  fournir  des evaluations  de

securite  ou  des  conseils  au titre  de 1’ article  15 de la L o i  s tir  le  SCRS.  Dans  le cadre  du  processus

de filtrage  de securite,  les  demandeurs  doivent,  entre  autres,  fournir  des inform ations  sur  leurs

etudes  et leurs  antecedents  professionnels,  ce qui  est utile  pour  evaluer  leur  loyaute.  Les  efforts

d ’ un  demandeur  pour  dissim uler  ou  omettre  ses liens  avec  certaines  institutions  peuvent  etre

pertinents  dans  une  enquete  de filtrage.  Le  SCRS  ne peut  cependant  pas  interroger  un ensemble  de

donnees  canadien  portant  sur  les  personnes  au Canada  qui  ont  etudie  dans  une  uni  versite  associee

aux  forces  armees  d ’ un autre  pays  dans  le cadre  d ’une  enquete  de filtrage.

Le  SCRS  collabore  avec  de nombreux  partenaires  canadiens,  comme  le  CST  et  la  GRC,  dans

1’ exercice  de son  mandat  lie  a la securite  nationale.  Les  ensembles  de donnees  qu ’ il  pourrait  etre

en mesure  de recueillir  en  vertu  du  regime  pourraient  presenter  un  interet  dans  le  cadre  du  mandat

d ’ autres  organismes.  Toutefois,  le  SCRS  ne peut  pas communiquer  ces ensembles  de donnees  a

des organismes  partenaires  parce  que  le regime  ne prevoit  pas la communication  d ’ensembles  de

donnees  complets.  Cette  lim ite  1’empeche  aussi  de collaborer  avec  des partenaires  etrangers

lorsque  des ensembles  de  donnees  pourraient  etre  d ’ interet  m utuel,  par  exemple  lorsqu ’un

ensemble  de donnees,  bien  qu ’ il  ne soil  pas directement  lie  a une  menace,  pourrait  etre  utile  dans

1’ enquete  sur  un Etat  qui  se livre  energiquement  a des  activites  d ’ ingerence  etrangere.

Changement  legislatif  possible

Le  gouvernement  pourrait  proposer  des m odifications  ciblees  au regime  applicable  aux  ensembles

de  donnees  afin  d ’attenuer  certaines  des  pires  d ifficu ltes,  par  exemple,  permettre  des prolongations

de la periode  d ’evaluation  ou  accroitre  la duree  des categories  d ’ensembles  de donnees  approuvees

ou  des autorisations  de  conserver  des  ensembles  de donnees  canadiens  et etrangers.

D ’ autres  m odifications  pourraient  preciser  que  le regime  ne s ’ applique  qu ’ aux  ensembles  de

donnees  qui  ne sont  vises  par  aucun  autre  pouvoir  dans  la Loi  sur  le  SCRS,  que  les categories

d ’ ensembles  de donnees  canadiens  ne doivent  etre  valides  qu ’a I ’etape  de  la collecte  et que  les

ensembles  de donnees  etrangers  qui  contiennent  des  inform ations  liees  a des Canadiens  peuvent

etre  traites  comme  des ensembles  de donnees  canadiens  (le  plus  rigoureux  des deux  processus)
afin  d ’ eviter  de multiples  demandes  d ’autorisations.  D ’autres  encore  pourraient  permettre  au

SCRS  de communiquer  des ensembles  de donnees  sous  reserve  de conditions  strictes  et

d ’ interroger  ou  d ’exploiter  des ensembles  de donnees  canadiens  dans  le  cadre  d ’enquetes  de

filtrage  menees  au titre  de Particle  15.
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Qu ’en pensez-vous?

1) Comment  le SCRS  pourra it-il  s’ y  prendre  pour  etre  m ieux  en mesure  de recue illir  et

d ’ utiliser  des  ensembles  de donnees  rapidement  et efficacement,  tout  en respectant  les

droits  garantis  par  la  Charte,  dans  un monde  axe  sur  les  donnees?

2)  Le  SCRS  devrait-il  pouvoir  interroger  ou  exploiter  des ensembles  de donnees  Canadians

aux  fins  de 1’article  15? Dans  1’ affirm ative,  pensez-vous  que  des mesures  de protection  ou

des lim ites  additionnelles  devraient  etre  mises  en place?

3)  Le  SCRS  devrait-il  pouvoir  communiquer  des ensembles  de donnees  canadiens  ou

etrangers  a des partenaires  canadiens  qui  sont  autorises  par  la  lo i  a recueillir  le type

d ’ inform ations  que  ces ensembles  de donnees  contiennent?  Dans  1’affirm ative,  quelles

mesures  de protection  ou  conditions  devraient  etre  mises  en place,  le cas  echeant?

4)  Le  SCRS  devrait-il  etre  autorise  a communiquer  des ensembles  de donnees  etrangers  a des

partenaires  etrangers?  Dans  1’affirm ative,  quelles  mesures  de protection  ou  conditions

devraient  etre  mises  en place,  le  cas echeant?

Question  n" 5 : Faut-il  ajouter  une disposition  exigeant  que la Loi sur le SCRS  fasse 1'objet
d'un examen regulier  afin que le SCRS puisse evohier  an meme rythme que les menaces?

Contexte

Le  contexte  de la menace  est en constante  evolution,  et le Canada  doit  s ’assurer  de disposer  des

outils  dont  il  a besoin  pour  detecter  les menaces  pour  la  securite  nationale  et  les  contrer.  Toutefois,

la  Loi  sur  le  SCRS  n ’est m odifiee  que  de fa?on  ponctuelle  parce  qu ’aucune  disposition  ne prevoit

qu ’elie  fasse  1’objet  d ’un  examen  regulier.

Quel est le probleme?

Contrairement  a la m ajorite  de  ses allies,  le Canada  n ’a prevu  aucune  disposition  legislative

exigeant  que  la  Lo i  sur  le  SCRS  fasse 1’objet  d ’un  examen  regulier  pour  s ’assurer  qu ’elie  evolue

au meme  rythme  que  les  technologies  et les  donnees  et qu ’ elie  tient  compte  de leurs  repercussions

sur  les menaces  pour  la securite  nationale.  Par  consequent,  il  est a peu  pres  inevitable  que  les

pouvoirs  du  SCRS  deviennent  desuets,  ce  qui  rend  le  Canada  et  les  Canadiens  vulnerables.

Il  est essentiel  de donner  au SCRS  les outils  necessaires  pour  contrer  les  menaces  actuelles,  mais

aussi  celles  de demain,  et  ainsi  proteger  le  Canada  et  les  Canadiens  contre  les menaces  pour  la

securite  nationale.  Des  pouvoirs  a jou r  renforceraient  la  capacite  du  SCRS  et du  Canada  de

collaborer  avec  des allies  et permettraient  au Canada  de conserver  sa reputation  a titre  de

partenaire  de confiance  dans  la  lutte  contre  les menaces  pour  la  securite  nationale  qui  transcendent

de plus  en plus  souvent  les frontieres.
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Changement  legislatif  possible

Ajouter  une  disposition  exigeant  que  le  Parlement  examine  regulierement  la I.o i  sur  le  SCRS.

Qu’en pensez-vous?

I ) Faudrait-il  que  la L o i  exige  que  les  pouvoirs  conferes  au SCRS  fassent  I ’objet  d ’ un  examen

regulier,  de maniere  a evoluer  au meme  rythme  que  les  technologies  et les adversaires  du
Canada?  Dans  f  affirm ative,  a quelle  frequence?

2)  Avez-vous  d ’autres  opinions  dont  vous  aimeriez  nous  faire  part  concernant  les

m odifications  possibles  de la I.o i  sur  le  SCRS?
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ADDRESSING  FOREIGN  INTERFERENCE

Whether  to Amend the Security  of  Information  Act  and
Modernize  certain Criminal  Code  offences,  and to Introduce  a review  mechanism

in the Canada Evidence  Act  to manage sensitive  information

Context

As  an advanced  economy  and  open  democracy,  Canada  is often  targeted  by  foreign  states,  or

those  acting  on  their  behalf,  seeking  to  advance  their  own  strategic  objectives.  W hile  foreign

states  usually  advance  their  interests  in  legitim ate  and  transparent  ways,  some  also  act  in  ways

that  threaten  or  intim idate  people  in  Canada,  their  fam ilies  elsewhere  or  are  covert  and

deceptive,  and  harm ful  to  Canada's  national  interests.

Often  described  as foreign  interference,  these  deceptive,  coercive  and  threatening  activities  can

target  all  levels  o f  government,  the  private  sector,  academia,  diverse  communities  and  the

general  public.

W e  know  that  in  Canada,  threat  actors  seek,  among  other  things,  to:

•  A ttack  or  undermine  the  integrity  o f  democratic  institutions,  and  covertly  influence  the

outcomes  o f  electoral  processes,  including  the  nom ination  o f  candidates,

•  Cultivate  influentia l  people  to  sway  government  decision-making  and  policies  to  advance

their  interests,  and  discredit  those  who  threaten  their  interests,

•  Intim idate  or  harass  individuals  who  speak  out  against  repression  in  foreign  states,  in

attempts  to  stamp  out  dissent  and  lim it  democratic  rights  and  freedoms  in  Canada,  as part

o f  a campaign  o f  transnational  repression,

•  Intim idate  the  fam ilies  o f  these  individuals  who  reside  in  those  foreign  states,

•  Steal  Canadian-made  knowledge  and  innovation  to  support  their  own  m ilita ry  or

economic  objectives,

•  Underm ine  the  legitim acy  o f  Canada ’s representatives  abroad,  o r  the  goals  o f  the
Canadian  government ’s international  activities,  and

•  Insert  themselves  into  Canada ’s supply  chains  and  critica l  infrastructure.

W hile  foreign  interference  activities  are  not  new,  they  have  increased  in  volum e  and  com plexity

in  recent  years.  This  is w hy,  more  than  ever,  Canada  must  be equipped  w ith  the  necessary  tools
to  take  proactive  and  decisive  action  against  the  threats  posed  by  foreign  interference.
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Existing  Measures

The  Government  currently  uses various  measures  to  counter  foreign  interference,  including

investigating  and  laying  crim inal  charges  in  accordance  w ith  Canadian  laws.  These  laws  include

Canada ’s Security  o f  In form ation  Act  (SO IA),  which  crim inalizes  inform ation-related  conduct

that  may  be harm ful  to  Canada,  such  as unauthorized  disclosure  o f  inform ation,  spying,

economic  espionage  and  foreign-influenced  threats  or  violence.  There  are  ( 'rim ina l  ( 'ode

offences  that  address  d ifferent  types  o f  conduct  in  connection  w ith  foreign  interference,  such  as

sabotage,  intim idation,  computer  hacking  and  bribery,  amongst  others.  In  addition,  there  are
offences  and  other  provisions  in  the  Canada  Elections  Act , which  address  foreign  involvem ent  in

our  federal  electoral  processes.  For  example,  it  is an offence  fo r  a foreign  indiv idual  o r  entity  to

unduly  influence  an elector ’s vote.  It  is also  an offence  fo r  th ird  parties  in  an election  to  use

foreign  funds  fo r  their  activities.

In  recent  years,  however,  many  experts  have  called  on  Canada  to  modernize  its  laws  to  address

new  and  evolving  foreign  interference  threats,  such  as those  emanating  from  emboldened  and

assertive  foreign  states,  and  the  growth  o f  com m unity  and  online  media,  and  social  media

avenues  fo r  threats  and  other  forms  o f  interference,  and  to  ensure  consistency  w ith  allied

countries.  The  SOIA,  fo r  example,  has not  had  a substantial  revision  since  2001  and  may  benefit

from  updates  that  would  better  respond  to  modem  threats.  Australia,  the  United  States  (US)  and

the  United  K ingdom  (U K )  have  all  recently  taken  steps  to  enhance  their  ab ility  to  identify  and

counter  foreign  interference.

Key  concerns  w ith  the  existing  legal  framework  include  uncertainty  as to  whether  conduct  linked

to  foreign  interference  would  always  be  adequately  captured  under  existing  laws,  o r  would

provide  police  and  prosecutors  w ith  enforceable  foreign  interference  offences  that  are  consistent

w ith  the  Canadian  ( 'harie r  o f  R ights  and  freedom s  (the  Charier),  including  freedom  o f

expression  which  includes  freedom  o f  the  press.

Section  20  o f  the  SOIA,  fo r  example,  addresses  foreign  interference,  but  on ly  in  a lim ited  way.

The  offence  is lim ited  to  circumstances  where  someone  uses threats  or  violence  to  advance  the

interests  o f  a foreign  entity,  and  the  burden  is on  the  prosecution  to  show  that  the  purpose  was  to

increase  the  capacity  o f  a foreign  entity  to  harm  Canadian  interests,  or  where  the  threats  or

violence  are  reasonably  like ly  to  harm  Canadian  interests.  It  does  not  cover,  fo r  example,  other

types  o f  non-violent  foreign  interference,  including  interference  w ith  democratic  processes.

Some  other  acts  may  be an offence  under  the  C rim ina l  Code  o r  other  statutes,  but  existing

crim inal  offences  that  are  committed  fo r  the  benefit  o f  foreign  states  may  not  fu lly  reflect  the

serious  im pact  o f  the  fore ign  interference.
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The  Government  is assessing  whether  it  is desirable  and  appropriate  to  amend  the  crim inal  law

to  address  these  concerns.  This  consultation  paper  describes  how  existing  provisions  could  be

modernized,  such  as the  dated  sabotage  offence  in  the  C rim ina l  Code  and  the  SO IA  provisions

on  unauthorized  disclosure,  which  were  struck  down  by  a low'er  court  in  Ontario  under  section  7

(life ,  liberty  and  security  o f  the  person)  and  2(b)  (freedom  o f  expression)  o f  the  Charier.

S im ilar  to  recent  reforms  in  the  U K  and  Australia,  the  Government  is considering  creating  new

offences  that  respond  to  the  modern  threat  landscape.  The  amendments  being  considered  could

provide  more  certainty  as to  what  activities  w ould  be crim inalized  as foreign  interference,  and

provide  penalties  that  reflect  the  seriousness  o f  such  activities.  In  addition,  the  Government  is

considering  whether  there  are ways  to  enhance  deterrence  by  increasing  the  risks  to  foreign

entities  considering  such  activities  in  Canada.

Furthermore,  this  consultation  paper  seeks  input  on  measures  that  could  be  taken  to  provide  an

overall  legislative  scheme  in  the  Canada  Evidence  Ac!  and  the  C rim ina l  Code  fo r  the  protection

and  use o f  national  security  in form ation  in  judic ia l  reviews  and  statutory  appeals  o f

governmental  decision-making.  F inally,  it  w ill  seek  views  on  potential  reforms  regarding  how

national  security  in form ation  is  used  and  protected.

Respecting  Individual  Rights and Freedoms

The  Charter  sets  out  the  fundamental  rights  and  freedoms  that  we,  as a country,  believe  are

necessary  in  a free  and  democratic  society.  The  C harter  applies  to  all  levels  o f  government  and

protects  the  fo llow ing:  fundamental  freedoms,  including  freedom  o f  expression  and  democratic

rights;  the  right  to  live  and  seek  employment  anywhere  in  Canada;  legal  and  equality  rights;  the

offic ia l  languages  o f  Canada  and  m inority  language  education  rights;  Canada ’ s m ulticultural

heritage;  and  the  rights  o f  Indigenous  peoples.

Subject  to  a few  exceptions,  including  the  right  to  vote  and  the  right  to  enter,  remain  in  and  leave

Canada,  any  person  in  Canada  -  whether  a Canadian  citizen,  permanent  resident  or  newcomer  -

benefits  from  the  rights  and  freedoms  contained  in  the  Charter.

The  SO IA  and  C rim ina l  Code  can  affect  rights  that  are protected  by  the  Charter,  as w e ll  as the

public  interest,  in  various  ways.  In  the  national  security  context,  legitim ate  concerns  have  been

raised  as to  whether  government  powers  to  address  serious  threats  to  Canada ’ s safety  and

security  unnecessarily  impede  indiv idual  rights  and  freedoms,  such  as freedom  o f  expression

under  section  2(b),  the  right  to  life,  liberty  and  security  o f  the  person  under  section  7, and  the

right  to  be free  from  unreasonable  search  and  seizure  under  section  8 o f  the  Charter.

Indeed,  these  concerns  came  to  the  forefront  in  the  successful  legal  challenge  to  section  4 o f  the

SOIA  in  the  early  2000s,  when  the  media,  c iv il  liberty  organizations,  and  others,  critic ized  the

provision  fo r  its  ch illing  effect  on  freedom  o f  expression  and  the  press.  A ny  new  amendments  to

Canada ’s laws  that  protect  against  foreign  interference  or  unlaw fu l  disclosure  o f  inform ation  that

can damage  Canada ’ s interests  w ill  give  rise  to  legitim ate  worries  about  the  protection  o f  other
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im portant  values,  rights,  and  interests.  These  interests  include  the  Charter  protection  fo r  freedom

o f  expression,  which  includes  freedom  o f  the  press,  and  ensuring  that  any  new  offences  are not

overly  broad.  W ith  this  in  m ind,  it  is  crucial  that  any  reforms  strike  an appropriate  balance

between  ensuring  an effective  crim inal  justice  response  to  foreign  interference  and  respecting  the

fundamental  rights  and  freedoms  o f  people  in  Canada.

L ink  back  to  the  main  PS consultations  page,  as well  as the  other  consultations  (To  be

determined  in  consultation  w ith  Comms,  PS, and  CSIS.)  L inks  could  be made  to  other

inform ative  sites:  https://www.canada.ca/en/security-intelligence-
service/corporate/publications/foreign-interference-threat-to-canadas-democratic-

process.html#toc5
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Annex  1

These  illus tra tive  scenarios  m ight  help  explain  w hat  is m eant  by  fore ign  in terference:

Scenario  1

Ms.  M is com m unity  organizer  in a small  Canadian  city.  Her  fam ily  and  friends  have
encouraged  her  to  run  fo r  elected  office.  Because  Country  F disagrees  w ith  her  views,  Country
F initiates  a disinform ation  campaign  against  her,  w ith  the  help  o f  o ther  people  in Canada.  The
disinform ation  campaign  targets  the  supporters  o f  Ms.  M  and  aims  to  create  confusion  about
her  campaign  w ith  false  narratives.  Country  F interferes  w ith  her  nom ination  campaign  by
sending  confusing  in form ation  to  her  supporters  about  when,  where,  and  how  to  vote  fo r  Ms.
M.

Scenario  2

M r.  A  is a student  attending  a Canadian  university.  They  organized  a series  o f  on-campus
protests  against  Country  X, a foreign  state  tha t  is known  to  violate  the  human  rights  of
m inorities  based  on  the ir  religious  beliefs  and  racial  ethnicity.  M r.  A (as the  organizer)  and
participants  begin  to  receive  threatening  and  harassing  emails,  social  media  messages,  and
phone  calls.  M r.  A 's  personal  in form ation,  and  that  o f  other  participants,  is also  posted  online,
and  fam ily  members  begin  to  receive  threats.  Country  X has been  involved  in  the  coordination
o f  th is  harassment  campaign.

Scenario  3

Ms.  C is a perm anent  resident  tha t  em igrated  from  Country  Z. She has  lived  in Canada  fo r
several  years,  but  recently  started  receiving  emails  and  phone  calls  from  individuals  identifying
themselves  as security  officials  from  Country  Z te lling  her  to  re turn  home  to  face  prosecution
fo r  alleged  crimes.  She has  received  visits  from  unknown  individuals  at  her  residence  claim ing
to  be  officials  from  Country  Z advising  her  to  re turn  home.  She has also  received  recent
photographs  o f  herself  and  her  fam ily  members  in the  mail.  She suspects  tha t  she  is being
followed,  and  tha t  spyware  m ight  have  been  installed  in her  personal  electronic  devices,  as
the  callers  know  personal  and  private  in form ation,  including  where  she  lives,  her  fam ily  and
friends,  and  where  she  works.  The  phone  calls  are  increasingly  hostile  and  threatening;  most
recently,  she  has  been  to ld  th a t  if  she  does  not  re turn  home,  her  fam ily  members  in Country  Z
w ill  be  arrested  and  tried  fo r  her  alleged  crimes.

Scenario  4

M r.  B is a scientist  working  fo r  a Canadian  tech  company.  W hile  working  at  tha t  company,  he
begins  to  receive  offers  from  a tech  company  based  in Country  Y, a foreign  state  tha t  is  doing
sim ilar  work,  and  considers  moving  to  the  new  company.  At  the  direction  o f  the  tech  company
based  in Country  Y, which  was  working  in association  w ith  the  foreign  state,  Mr.  B. begins  to
transfer  highly  sensitive  protected  data  from  the  Canadian  company  he  works  fo r  to  his
personal  devices,  w ithout  the ir  knowledge  or  consent.  The  employee  then  submits  his
resignation  to  the  Canadian  company  and  leaves  Canada  to  w ork  fo r  the  foreign  company.  He
transfers  tha t  protected  data  to  the  new  place  he works.  The  foreign  state  in which  tha t
company  is located  benefits  from  the  stolen  in form ation,  and  the  disclosure  o f  the
in form ation  results  in harm  to  Canadian  interests.

5
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What  We've  Heard  So Far:
Foreign  Influence  Transparency  Registry  Consultations  Summary

On 10 March  2023,  the  Government  of  Canada launched  public  consultations  to  guide  the  creation  of  a
Foreign  Influence  Transparency  Registry  (FITR).

Public  Safety  Canada (PS) received  almost  1,000  responses  from  Canadians  across the  country  through
an online  consultation  portal.  PS also engaged  with  a diverse  range  of  stakeholders  that  brought  forward
unique  perspectives  to  help  shape  the  design  of  the  FITR.

•  A total  of  932  responses  were  received  through  the  online  portal  and 71 separate  email  submissions
were  received.

Online  Consultation:  Respondents  by Category

Member  public 51%
Business 17%

Academia 8%
Canadian government ^ ^ ^ ^ B  8%
Other (please specify) 7%

Non-governmental  organization I^ ^ H  6%
Community  representative organization  ■  2%

Religious organization I  1% , 1 t 1 x t

0% 10% 20% 30% 40% 50% 60%

•  Over 80 individual  stakeholders  were  engaged.
o PS engaged  with  representatives  from  over  40 different  organizations,  as well  as individual

academics  and subject  matter  experts.
o In-person  and  virtual  stakeholder  consultations  took  place  w ith  various  stakeholder  groups,

including  academics,  business,  and community  organizations.

While  online  consultations  closed  on 9 May,  dialogue  with  stakeholders  has remained  ongoing  on the
FITR and on  foreign  interference  (Fl) more  broadly.

Key Themes:

•  There  is very  broad  support  for  the  FITR. Supportive  feedback  indicates  that  it will:
o  enhance  transparency;
o  help  protect  communities  targeted  by malign  foreign  influence;  and,
o  strengthen  deterrence.

•  Among  the  primary  concerns  raised  are  that  the  FITR may:
a) disproportionately  target  minority  communities;
b) be misused  to  create  a "blacklist";
c) lead foreign  states,  especially  non-democratic  ones, to  reciprocate  with  a similar  registry

to  target  Canadian  NGOs and diplomats;
d) fail  to  capture  the  activities  of  nefarious  actors  who  do not  want  to  comply;
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e) not  address  all aspects  of  Fl; and,
f) create  unnecessary  bureaucracy  for  legitimate  actors.

•  In addition,  stakeholders  urged  the  Government  to  undertake  structural  and  cultural  reform
within  the  national  security  bureaucracy,  continue  outreach  with  communities  at  particular  risk
from  Fl, and allocate  additional  resources  towards  the  enforcement  of  existing  counter ­
interference  legislation.

Targeted  Feedback:

General  Administration

•  Purpose and guiding  principles:  There  is broad  support  for  the  FITR between  online  respondents  and
stakeholders.  Feedback  indicates  the  FITR will:  enhance  transparency;  help  protect  communities
targeted  by malign  foreign  influence;  and  strengthen  deterrence.

•  Foreign  principals : Respondents  agreed  that  foreign  states  and  their  proxies  should  be included  in
the  definition  of  foreign  principal.  Most  stakeholders  also agreed  that  the  registry  should  apply  to  all
countries,  while  a small  m inority  of  stakeholders  think  that  there  should  be exemptions  for  NATO or
FEYES allies,  and some  argued  in favour  of  a list of  problematic  countries  only.  Some participants
wondered  if  non-state  actors  and  non-state  affiliated  foreign  actors  should  be included  as
registrable  principals.

FITR Components

•  Registrable  activities : Most  respondents  agreed  with  the  categories  proposed  by Public  Safety
(parliamentary  lobbying,  general  political  lobbying  and advocacy,  disbursement,  and
communications  activity).  A key outstanding  issue to  address  remains  whether  exchange-of-favor
might  also be considered  as a registrable  activity.

•  Exemptions:  While  online  respondents  largely  disagreed  w ith  the  use of  exemptions,  stakeholder
groups  fe lt  that  exemptions  should  exist  and be as narrow  as possible.  Legal practitioners  asserted
that  an exemption  should  exist  for  persons  who  provide  legal advice  and representation  to  foreign
governments.  Academic  representatives  asserted  that  an exemption  should  exist  for  activities  that
are  predominantly  academic  or  scholastic  in nature  (e.g., teaching  and  research  activities;  advocacy
efforts  on behalf  of  international  students  and temporary  foreign  workers).  And Community
Organizations  asserted  that  an exemption  should  exist  for  humanitarian  organizations.

•  Compliance  and  penalties : The overwhelming  majority  of  online  respondents  agreed  that  there
should  be penalties  for  non-compliance,  and  that  those  penalties  should  be scalable.  Monetary
penalties  alone  may  not  deter  wealthy  individuals/entities  and may  call into  question  the
impartiality  of  the  FITR. Additionally,  respondents  noted  that  legislation  (i.e.,  s. 19 of  the  CSIS Act)
should  be amended  to  better  enable  enforcement  of  FITR (particular  as it related  to  the  sharing  of
information).  Complications  associated  w ith  the  use of  sensitive  material  in legal proceedings  was
raise  by Legal practitioners  as particularly  relevant  in the  context  of  the  FITR

•  Enforcement : Respondents  noted  that  the  success of  the  FITR will  depend  on sufficient  enforcement
of  the  Registry.  Respondents  noted  that  enforcement  capacity  w ill  need  to  be robustly  resourced  to
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be effective.  Legal practitioners  expressed  interest  in including  provisions  to  allow  for  the  seeking  of
advisory  opinions  -  similar  to  the  Lobbying  Act.

•  Handling  of  privacy  information : One stakeholder  recommended  that  the  Government  consider
information  disclosure  requirements  as set  out  in Section  5(2)  of  the  Lobbying  Act.  In stakeholder
consultations  a common  theme  was that  all information  requested  for  the  purpose  of  registration
should  be publicly  available  to  avoid  the  appearance  of  a "secret  list"  or  "black  list."  Legal
practitioners  raise  the  need to  diligently  apply  the  Canadian  Charter  o f  Rights  and  Freedoms.

Next  Steps:

The input  from  these  consultations  is informing  decision-making  and  the  design  of  new  measures  that
may  be brought  forward.  As this  takes  shape,  continued  outreach,  particularly  w ith  Provinces,
Territories  and  Indigenous  partners,  will  be required.
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Ce qu'on nous a dit jusqu'ici:
Sommaire  des  consultations  sur  un  registre  pour  la transparence  en  m atiere  d 'in fluence

etrangere

Le 10 mars  2023, le gouvernement  du Canada a lance  des consultations  publiques  pour  orienter  la
creation  d'un  registre  pour  la transparence  en matiere  d'influence  etrangere  (RTMIE).

Securite  publique  Canada (SP) a regu pres de 1 000  reponses  de la part  de Canadiens  de partout  au pays
par  le biais  d'un  portail  de consultation  en ligne. SP a egalement  mobilise  un large eventail
d'intervenants  qui ont  presente  differentes  perspectives  pour  aider  a fagonner  la conception  du RTMIE.

•  Au total,  932 reponses  ont  ete  regues par le biais  du portail  en ligne  et  71 par  courriel.

Consultations  en ligne  : repondants  par  categorie

51%

17%

0% 10% 20% 40% 50% 60%30%

Milieu  universitaire  8%

Governement  du  Canada  8%
Autre  (veuillez  preciser)  7%

Organisme  non  gouvernemental  6%
Organisme  porte-parole  de la communaute  ■  2%

Organisme  religieux  I  1%

Membre  du  public

Affaires

•  Plus de 80 intervenants  ont  ete  mobilises.
o SP a mobilise  des representants  de plus  de 40 organismes  differents,  ainsi  que  des universitaires

et  des experts  en la matiere.
o Des consultations  en personne  et  virtuelles  ont  eu lieu  avec  divers  intervenants,  notamment  des

universitaires,  des entreprises  et  des organisations  communautaires.

Bien que les consultations  en ligne  ont  pris  fin  le 9 mai,  les echanges  se poursuivent  avec les
intervenants,  tant  au sujet  du  RTMIE que  sur la plus  vaste  question  de I'ingerence  etrangere  (IE).

Principaux  themes

•  Le RTMIE beneficie  d'un  tres  large soutien.  Les commentaires  favorables  indiquent  qu'il
permettra  :

o  d'ameliorer  la transparence;
o  d'aider  a proteger  les communautes  ciblees  par  I'influence  etrangere  malveillante;
o  et  de renforcer  la dissuasion.

•  Selon les principales  preoccupations  soulevees,  le RTMIE pourra it :
a) cibler  de maniere  disproportionnee  les communautes  minoritaires;
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b) etre  utilise  a mauvais  escient  pour  creer  une  « liste  noire  »;
c) inciter  les Etats etrangers,  en particulier  ceux  qui  ne sont  pas democratiques,  a creer  un

registre  similaire  pour  cibler  les ONG et les diplomates  canadiens;
d) ne pas consigner  les activites  des acteurs  malveillants  qui  refusent  de se conformer;
e) ne pas aborder  pas tous  les aspects  de I'lE;
f)  creer  des formalites  bureaucratiques  inutiles  pour  les acteurs  legitimes.

•  En outre,  les intervenants  ont  exhorte  le gouvernement  a entreprendre  une  reforme  structurelle
et  culturelle  au sein  de la bureaucratie  en matiere  de securite  nationale,  a poursuivre  la
sensibilisation  des communautes  particulierement  menacees  par I'lE et  a allouer  des ressources
supplementaires  a ('application  des lois  existantes  a I'appui  de la lutte  contre  I'ingerence.

Retroaction  ciblee

Administration  generale

•  Objectif  et  principes  directeurs  : les repondants  en ligne  et  les intervenants  se sont  dits  largement
en faveur  du RTMIE. Les commentaires  indiquent  qu'il  permettra  d'ameliorer  la transparence,  de
proteger  les communautes  ciblees  par  ('influence  etrangere  malveillante  et  de renforcer  la
dissuasion.

•  Commettants  etrangers  : les repondants  ont  convenu  que la definition  de « commettant  etranger  »
devrait  comprendre  les Etats etrangers  et  leurs  mandataires.  La plupart  des intervenants  ont
egalement  convenu  que le registre  devrait  s'appliquer  a tous  les pays, tandis  qu'une  petite  minorite
d'entre  eux pensent  qu'il  devrait  y  avoir  des exemptions  pour  les allies  de I'OTAN ou du Groupe  des
cinq;  d'autres  ont  plaide  en faveur  d'une  liste  de pays problematiques  uniquement.  Certains
participants  se sont  demande  si les acteurs  non  etatiques  et  les acteurs  etrangers  non  affilies  a un
Etat devaient  etre  inclus  dans la liste  des mandants  soumis  a I'obligation  de declaration.

Composantes  du RTMIE

•  Activites  devant  etre  inscrites  au registre  : la plupart  des repondants  se sont  dits  d'accord  avec les
categories  proposees  par  SP (lobbying  parlementaire,  lobbying  et  defense  des interets  politique
generaux,  decaissement  et activite  de communication).  Une question  reste  en suspens,  a savoir  si
I'echange  de faveurs  peut  egalement  etre  considere  comme  une activite  devant  etre  inscrite  au
registre.

•  Exemptions  : alors  que  les repondants  en ligne  se sont  dits  largement  en desaccord  avec le recours
aux exemptions,  les groupes  d'intervenants  ont  affirme  qu'il  devrait  y  en avoir,  et  qu'elles  devraient
etre  aussi limitees  que  possible.  Les praticiens  du droit  jugent  que  les personnes  qui fournissent  des
conseils  juridiques  et celles  en  representation  aupres  de gouvernements  etrangers  devraient  etre
exemptees.  Les representants  du milieu  universitaire  estiment  qu'une  exemption  devrait  exister
pour  les activites  de nature  principalement  universitaire  ou  scolaire  (par exemple,  les activites
d'enseignement  et de recherche,  les efforts  de defense  des interets  des etudiants  internationaux  et
des travailleurs  etrangers  temporaires).  Les organisations  communautaires  ont  affirme  que les
organisations  humanitaires  devraient  etre  exemptees.
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•  Conformite  et sanctions  : la tres  grande  majorite  des repondants  en ligne  a convenu  qu'il  faudrait
prevoir  des sanctions  en cas de non-conformite  et  que  ces sanctions  devraient  etre  modulables.  Les
sanctions  pecuniaires  ne suffisent  pas a dissuader  les personnes  et  entites  fortunees  et  peuvent
mener  a une  remise  en question  de I'impartialite  du registre.  En outre,  les repondants  estiment  que
certaines  lois  (c'est-a-dire  ('article  19 de la Loi sur  le SCRS) devraient  etre  modifiees  pour  permettre
une meilleure  application  du RTMIE (en particulier  sur le plan  de I'echange  de renseignements).  Les
juristes  ont  indique  que  les complications  liees a I'utilisation  de materiel  sensible  dans les
procedures  judiciaires  etaient  particulierement  pertinentes  dans le contexte  du registre.

•  Application  du registre  : les repondants  ont  fait  valoir  que  le succes du RTMIE dependra  de son
application  suffisante  et  qu'il  faudra  se doter  de  ressources  solides  pour  etre  efficace  a cet  egard.
Les juristes  ont  exprime  leur  interet  envers  I'inclusion  de dispositions  permettant  de demander  des
avis consultatifs,  a I'instar  de celles  de la Loisur  le lobbying.

•  Traitement  des renseignements  sur la vie  privee  : un intervenant  a recommande  au gouvernement
d'envisager  des exigences  en matiere  de divulgation  de renseignements  conformes  a celles  prevues
au paragraphe  5(2) de la Loi sur  le lobbying.  Lors des consultations,  les intervenants  ont  souleve  un
theme  commun  : tous  les renseignements  demandes  aux fins  de declaration  devraient  etre
accessibles  au public  afin  d ’eviter  I'apparition  d'une  « liste  secrete  » ou d'une  « liste  noire  ». Les
juristes  ont  souligne  la necessite  d'appliquer  avec diligence  la Charte  canadienne  des droits  et
libertes.

Prochaines  etapes.
Les commentaires  recueillis  lors  de ces consultations  eclairement  la prise  de decision  et  la conception  de
nouvelles  mesures  qui pourraient  etre  presentees.  Au fur  et  a mesure  que  ce projet  prend  forme,  il faut
poursuivre  la sensibilisation,  en particulier  aupres  des provinces,  des territoires  et  des partenaires
autochtones.
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Tentative  Consolidated  Stakeholder  List

DOJ: 92; CSIS: 47; Overlap:  33: Total:  163

SOIA/CC/CEA BOTH CSIS Act
Academics •  Dr. Ali Ghorbani,  Canadian

Institute  for  Cybersecurity,
Universtity  of  New  Brunswick

•  Dr. Amira  Halperin,
University  of  British
Columbia

•  Dr. Farhaan  Ladhani,  Digital
Public  Square,  Munk  School
of  Global  Affairs  and  Public
Policy,  University  of  Toronto

•  Frederic  Gagnon,  Chaire
Raoul-Dandurand  en etudes
strategiques  et
diplomatiques,  Universite  du
Quebec  a Montreal

•  Kaveh Shahrooz,  University
of  Toronto

•  Lynette  Ong, University  of
Toronto

•  Sergey Sukhankin,  University
of  Alberta

•  Richard  Moon,  U of  Windsor
•  Dr. Heidi  Tworek,  UBC
•  Michael  Geist, U of  Ottawa
•  Kathleen  Mahoney,  U of

Calgary
•  Anjalee  de Silva, doctoral

student,  U of  Melbourne
•  Marilyn  Poitras,  Indigenous

Law Centre,  U Sask

•  Leah West,  Norman
Paterson  School of
International  Affairs

•  Michael  Nesbitt,  University
of  Calgary

•  Vincent  Rigby, Max  Bell
School of  Public  Policy,
McGill  University

•  Wesley  Wark,  University  of
Ottawa

•  Baljit  Nagra (UOttawa)
•  Dr. Anver  Emon (UToronto)
•  Dr. David Morin

(USherbrooke)
•  Dr. Kawser  Ahmed

(UManitoba)
•  Dr. Roromme  Chantal

(UMoncton)
•  Dr. Signa Daum  Shanks

(UOttawa)
•  Dr. Stephanie  Carvin

(Carleton)
•  Dr. Thomas  Juneau

(UOttawa)
•  Dr. Tina Park (Carleton)
•  Ms. Margaret  McCuaig

Johnston  (UOttawa)
•  Dr. Christian  Leuprecht

(QueensU)
•  Dr. Scott  Simon (UOttawa)
•  Dr. Benjamin  Fung (McGill)
•  Dr. Arjun  Chowdhury  (UBC)

Advocacy
and

Community
Organization

s

•  Advocates  Society
•  Ahmadiyya  Muslim  Jama'at
•  Alberta  Muslim  Public Affairs

Council
•  Amnesty  International
•  Belarus  Canadian  Association
•  Canadian  Civil Liberties

Association
•  Canada Tibet  Committee
•  Canada-Hong  Kong Link
•  Canadian  Center  for

Research-Action  on Race
Relations

•  Alliance  Canada Hong Kong
•  Canadian  Anti-Hate

Network
•  Human  Rights  Watch

Canada
•  League for  Human  Rights
•  National  Council  for

Canadian  Muslims
•  National  Endowment  for

Democracy
•  Ukrainian  Canadian

Congress
•  World  Sikh Organisation  of

Canada

•  Hamed  Esmaeilion
•  B'nai  B'rith
•  Canada Race Relations

Foundation  (Mohammed
Hashim)

•  Chinese  Canadian  National
Council  for  Social Justice

•  Cross-Cultural  Roundtable
on Security

•  Friends  of  the  Simon
Wiesenthal  Centre

•  Iranian  Women's
organization  of  Ontario  (Dr.
Fariba Bashiri)
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Ontario

SOIA/CC/CEA BOTH CSIS Act
•  Canadian  Council  of  Muslim •  The Central  and  Eastern  • Local 88 (Laura Luu)

Women European  Council  in • Medecins  sans Frontieres
•  Canadian  Human  Rights Canada (Joanne  Liu)

Commission •  Raoul Wallenberg  Centre  • National  Japanese
•  Chinese  Canadian  National for  Human  Rights Association  of  Canada

Council • Dr. Nima  Machouf
•  Council  o f  Agencies  Service • Pakistan-Canada

South  Asians Association  (Haroon  Khan)

•  Council  o f  Iranian  Canadians • Richmond  Chinese

•  Federation  for  a Democratic Community  Society  (Clara

China Show)

•  Freedom  House • The Centre  of  Israel and

•  Islamic  Association  of  NW Jewish Affairs

Calearv • Vancouver  Chinatown

•  Islamic  Community  Centre  of Foundation  (Carol  Lee)

•  Montreal  Institute  for
Genocide  and Human  Rights
Studies

•  Mosaic  Institute
•  Movement  for  Democracy  in

China (Calgary)
•  Muslim  Association  of

Canada
•  Muslim  Association  of

Canada (MAC) -  Edmonton
•  Muslim  Community  of

Quebec
•  Muslim  Council  of  Calgary

Foundation
•  Mustafa  Bahran,  member  of

the  Friends  of  Yemen and a
former  Yemeni  minister
engaged  in civil  society  issues
in the  diaspora

•  Nathan  Law, Hong Kong
Activist,  Former  Legislator

•  National  Congress of  Black
Women  Foundation

•  National  Council  of  Canadian
Muslims

•  Ontario  South  Asian
Community  Association

•  Ottawa  Muslim  Association
•  Peace Track Initiative

(Yemen)
•  Saskatchewan  Human  Rights

Commission
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•  The Democracy  Fund
•  Toronto  Association  for

Democracy  in China
•  Uyghur  Canadian  Solidarity
•  Uyghur  Research Institute
•  Vancouver  Society  in Support

of  Democratic  Movement  in
China

Industry  and
Business

•  Biotech  Industry  Association
(TBC)

•  Canadian  Association  of
Defence  and  Security
Industries

•  Canadian  Gas Association
•  Canadian  Security

Telecommunications
Advisory  Committee

•  Canadian  Water  and
Wastewater  Association

•  Canadian  Internet
Registration  Authority
Jennifer  Quaid,  Canadian
Cyber Threat  Exchange

•  Business Council  of  Canada •  Canadian  Chamber  of
Commerce

•  Canadian  Council  of
Innovators

•  Communitech
•  Credible  Professional

Accountable
Canada/Chinese
Professional  Association  of
Canada (Andi  Shi)

•  MARS Discovery  District
(Yung Wu)

•  Supply  Chain Canada
•  The Digital  Technology

Supercluster

Legal •  Arab  Canadian  Lawyers ’
Association

•  Association  des avocats  de la
defense  de Montreal

•  Barreau  du Quebec
•  Canadian  Association  of

Muslim  Women  in Law
•  Canadian  Bar Association -

Criminal  Law Section
•  Canadian  Constitutional

Foundation
•  Canadian  Council  of  Criminal

Defence  Lawyers
•  Muslim  Canada Lawyers'

Association
•  Chinese  and South  East Asian

Legal Clinic
•  Criminal  Lawyers  Association
•  Federation  of  Asian Canadian

Lawyers
•  South  Asian Bar Association
•  South  Asian Bar Association  -

BC

•  Matthew  Gourlay  (Amici)
•  Anil  Kapoor:  Barrister,

Kapoor  Barristers  and
Adjunct  Prof,  York
University  Osgoode  Hall
Law School

•  Gib Van Ert: partner  and
lawyer,  Olthius  Ven Art

•  Shontana  Chaudhury:
Lawyer,  Pape Chaudhury
LLP
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SOIA/CC/CEA BOTH CSIS Act
•  South  Asian Legal Clinic of

Ontario

Media •  Canadian  Association  of
Journalists

•  Canadian  Ethnic  Media
Association

•  Canadian  Journalism
Foundation

•  Canadian  Journalism  Project
•  Canadian  Journalists  for  Free

Expression
•  Journalists  for  Human  Rights

NS
Practitioners

/Law
Enforcement

•  Canadian  Association  of
Chief  of  Police -  Law
Amendments  Committee

•  Daniel  Jean, former  National
Security  Advisor  to  the  Prime
Minister

•  Greta  Bossenmaier,  former
Chief,  CSE

•  Mr.  Michel  Juneau-Katsuya,
former  Senior  Intelligence
Officer  and  Manager,  CSIS

•  Ms. Carolyn  Bartholomew,
Chairman,  United  States-
China Economic  and  Security
Review  Commission

•  Ms. Jessica Davis
•  P/T/M  law  enforcement

agencies
•  Richard  B. Fadden,  former

National  Security  Adviser  to
the  Prime  Minister  of
Canada, Deputy  Minister  of
National  Defence  and
Director  of  the  CSIS

•  Ward  P.D. Elcock, former
Director,  CSIS

PTMIs and
Agents  or
Officers  of
Parliament

•  Federation  of  Canadian
Municipalities

•  Inuit  Tapirlit  Kanatami
•  Metis  National  Council
•  P/T officials
•  Assembly  of  First Nations

•  Office  o f  the  Privacy
Commissioner

Public  Policy •  Government  Relations
Institute  of  Canada

•  Public  Affairs  Association  of
Canada

•  Centre  for  International
Governance  Innovation

•  Canadian  Institute  for
Advanced  Research
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SOIA/CC/CEA BOTH CSIS Act
•  Public  Affairs  Council
•  Public  Policy  Forum

•  Mr.  Aaron  Shull (Centre  for
International  Governance
Innovation  -  CIGI)

Transportati
on and

Aviation

•  Air  Transport  Association  of
Canada

•  Association  of  Canadian  Port
Authorities

•  Canadian  Airports  Council
•  National  Airlines  Council  of

Canada
Universities/

University
Institutions

and
Associations

•  Universities  Working  Group
on Research Security

•  Canadian  Association  of
University  Teachers

•  Colleges  and  Technical
Institutes  of  Canada

•  U15
•  Universities  Canada
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Launch of the  Government  of  Canada Consultations  on Foreign Interference
Communications  Approach

Background

As part  of  the  Government  of  Canada's  ongoing  efforts  to  counter  foreign  interference  (Fl), a multi ­
pronged  consultation  may  be launched  mid-  to  late-August  2023  (TBC). The work  includes  consultations
on the  Canadian  Security  Intelligence  Service  Act  (CSIS Act),  Criminal  Code, Security  o f  Information  Act
(SOIA), Canada Evidence Act  (CAE), as well  as ongoing  engagement  (targeted  and  general)  on the
Foreign  Influence  Transparency  Registry  (FITR).

Communication  Objectives

•  Inform  the  Canadian  public  and  stakeholders  about  the  consultations  in order  to  encourage
greater  participation  and  solicit  feedback.

•  Promote  transparency  on potential  amendments  to  the  law,  and  the  development  of  new
measures,  policies  or  programs  targeting  foreign  Interference,  in accordance  with  Open
Government  principles.

•  Tie various  consultations  into  a broader  Government  of  Canada narrative  on  ongoing  efforts  to
counter  Fl.

Recommended  Approach

A medium  profile  approach  is recommended  to  launch  the  consultations.  This includes:

•  A jo int  Public  Safety  (PS) and Department  of  Justice  (DoJ) news  release  to  announce  the
consultations,  supported  by a media  lines  and questions  &  answers  (MLQA)  document.  The
news  release would  situate  the  consultation  in a broader  context  of  regular  engagement  with
Canadians  on national  security  issues.

•  Hosting  a combined  narrative  (the  "chapeau  piece")  on the  Consulting  w ith  Canadians  webpage
that  explains  the  whole-of-government  approach  to  Fl and links  to  the  PS webpage  (CSIS Act and
ongoing  FITR efforts)  and the  DoJ webpage  (Criminal  Code, SOIA, CEA) where  the  online
consultation  papers  will  be housed.

•  Online  consultation  papers  w ill  be made  available  through  the  PS and DoJ webpages
respectively.  The PS webpage  will  be updated  to  include  a link  entitled  "Consultations  and
Engagement  on Countering  Foreign  Interference."  This w ill  replicate  the  combined  narrative  and
include  the  CSIS Act  online  consultation  paper  and the  updated  FITR paper,  as well  as a link  to
the  DoJ webpage.

•  The CSIS website  w ill  also be leveraged  to  drive  potential  participants  to  the  Consulting  with
Canadians  site.

•  Beyond  the  launch,  communications  opportunities  w ill  be assessed and additional
communications  activities  could  be implemented  to  maintain  momentum  during  the
consultation  period,  including:

o  Bolstering  Public  Safety's  Fl web  presence .
o  Leveraging  PS's Cross Cultural  Roundtable  September  meeting,  and any other  Fl-related

ministerial  events.
•  Consideration  will  be given  to  communications  for  targeted/affected  (diaspora)  communities

(i.e.,  comms  in languages  other  than  EN/FR).
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•  Developing  a media  relations  protocol  in support  of  communications  following  the  consultation
launch  (e.g., for  proactive  media  engagement)  to  provide  clarity  on which  department  is
speaking  to  what.

•  Partners  will  amplify  the  PS social media  plan and issue social media  posts to  promote  individual
launches.  Partner  posts will  be amplified  by PS for  greater  reach as well.  Further  posts  will  be
published  to  encourage  public  participation  in the  consultations  while  they  are still  open.

•  Communications  will  help support  a coordinated  approach  in releasing  the  consultations  "What
We Heard"  reports  in due course.

•  While  not  a response  to  current  events,  this  plan will  be revisited  to  re-validate  approach  and
activities  should  a public  enquiry  on Fl in electoral  processes  proceed  in alignment  with  that
potential  public  enquiry.
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