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POLITICO

<3 PSO

Facebook

l.o The Threat-
Foreign interference meddling

China influence
operation targeted US
midterm elections
Fake social media accounts originating  in the
world's  second-largest  economy peddled
partisan attacks to American voters, according
to a report  from  Meta.

A social mette inhuence opecaDcn originating m Ctna  targeted
US. vote's according to a report D» Meta I Johannes
E W/AFP vu Getty xnegot

THE
GU)HE
MAIL*

election results CSIS official tells MPs
China “foremost
aggressor” in foreign
interference

STEVEN  C H ASE  > SENIOR  PARLIAM ENTARY

REPORTER
PUBLISHED  NOVEM BER  4 .  2022

Disinformation and Chinese
propaganda n particular
candidates/  issues are widely
spread in diaspora Chinese
communities via social media such
as WeChat especially during
elections tim es
In an attempt  toAbd+ty to sway
votes
Fundamentally  threatening  the
democratic  structure
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The PRC Influence
Operation

Hybrid Tactics as the Grand Strategy—and
Disinformation

The "Three Warfare”—coordinated use of
strategic psychological operations, overt and
covert media manipulation,  as well as legal
warfare designed to manipulate strategies,
defense policies, and perceptions  of target
audiences abroad
I.e. Disinformation, Electoral Interference

»  Aims at coercing western  democracies  and
mislead its audiences  into taking actions that
align with Beijing’s interests
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2.0 Ramifications -
Liberal Democracy
at stake

The nature  of liberal democratic  society
makes it vulnerable  to China’s influence
operation

e.g. Free media and free flow of information

modified narratives also create confusion in
the general public's perception

may have severe impact on certain
communities i.e. Taiwanese, Hongkongers,
Tibetans and Uyghurs

Such foreign interference  is a fundamental
threat  to our liberal democratic  system and
which includes the ability to maintain the
informational integrity of democracies
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3.1 Mapping

CHINA

'j VOi  tAtrnul  C vfjm ai

The geographical  location and distribution  of
WeChat news accounts in the Indo-Pacific

region.
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3.1 Mapping
A B C

Account  name  (EN) Account  name W eixin  ID
Sky Kiwi  NZ ISkyklwiNZ

3 Go Kiwi Go_Kiwi
4 Kan Kiwi S S ffiB * kankiwi
5 Chinese  Herald Chinese_Herald
6 Kiwi  Daily Kiw i.Daily

We  Biz link webizlink
8 This  is New  Zealand i27T®SrB= zhecaishinz
9 NZ Hou Garden HouGarden  Com
10 Go To NZL GoToNZL
11 Go Sky Kiwi arB^5?M »» GoSkykiwi
12 City  Walker  /  New  K Vision newkvision
13 NZ Info  NZ1 B tB^ 'ga NZinfoNZl
14 Morning  NZ Morning-NZ
15 GD CHCH tgWSfiW gdchch
16 Mandarin  Pages ¥3j mpages
17 Mao  Media ?JiB=Kiwi^f5JiS mao_medla
18 Go Welly go  welly
19 NZ Messengers nzmessengers
20 Sky Soku s f iB ^ a ta s SKY-SOKU
21 NZ FM 90.6 NZFM9O6
22 Waikato  Weekly waikato_weekly
23 Wellcome  NZ wellcomenz
24 Cedar  Media  NZ J fiB ^ e iS iH CedarMediaNZ
25 Home  Voice  NZ /  kevinzeng homevoicenz
26 Go South  Island GoSouthlsland

NZ China  News NZCHINANEWS
28 Asia-Pacific  Times huayumeiti
29 W TVinfo WTVS-HiR WTVinfo

•  WeChat news account ecosystem  in
New Zealand—acquiring  data from
WeChat subscription  accounts

Account  entity ____________________________Account  type  Subscriber  II (N t  CNS  A fflla ted  IP location
(company 1000000 |Yes 0iB=
company 1000000  No

individual 464422  No 8fiB=
company 349791  Yes

company 301874  No K B -
company 272425  Yes K B =
company 218319  No SfB=
company 151219  No Bill
company 141697  No K B -
company 121680  Yes 8 fB=
company 95663  Yes K B =
individual 81019  No K B =
company 74666  No SfB=
individual 49629  No KBM
company 41615  No K B =
company 32953  No K B =
company 23000  No MS

itJ J t« 8 !S IS » W W « < IS a s  company 19488  Yes SB=
company 16945  No MS

New  Zealand  Radio  Chi media 15973  Yes W B=
11320  No K B =

company 7674  No
3  ZS JS t  H —  g  1® 3 company 6542  No

individual 3675  No SB=
ItM K fS J I f iX f t f f i l r tK a s ) company 3056  No  *  ~7

company 2742  Yes
K B *  /

551 No

company No K B *
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Q3BX10:25«M  oo  G  •

Q  ...Official Account

5

8

10

12

13

14

15

16

Foflow

®Bq ’®5XB6ftft«=FWrlSiHAR*S
tt—B*a«StSMdjQ»5M!

4>sn»ttes«:juajwts>8is
E iS ttiP .

X T a ¥ t7 » 1 t5 S !R "5 if i0 a 5 9 « S I
BDiSJD (2 0 2 2 ?  11 f l  14  H ® » )

17

18

2

3

Account  name  (EN)

Embassy of  the PRC in Australia
Consulate-General  of  the  PRC in Sydney Anicles

Embassy of  the PRC in Japan
Consulate-General  of  the PRC in Nagoy;
Embassy of  the PRC in New Zealand
Consulate-General  of  the  PRC in Auckla
Consulate-General  of  the  PRC in Melboi
Consulate-General  of  the  PRC in Osaka
Embassy of  the PRC in the  Republic of  K
Consulate-General  of  the  PRC in Pusan
Consulate-General  of  the PRC in Nagasa
Consulate-General  of  the PRC in Gwang
Consulate-General  of  the PRC in Nagoy;
Consulate-General of  the  PRC in Fukuok
Consulate-General  of  the  PRC in Sappor
Education Section of  the Chinese Emba:

PRC-related WeChat news account
in the Indo-Pacific

Weixin  ID Account  entity Account  type

aozhoufeihong government
xinizhiia government
chinaembassypn B AS  A W government
consulate_nagoya *¥A  *  H&W tg government
chinaembassy_nz 4>f£ASitWE9i?fiS^AW government
chinaconsulate_akl government
gh_b5488fe569da government
Osaka_Consulate government
chinaemb_kor 4^A EJW E3iA 8K S]A W government
busanzlg ^¥AK«?0EK2LlJ,e.^Wtt government
consulate_nagasaki government
gwangu_consulate government
ZLGJEJU
gh_fc3638bc3221
gh_57aba0017290
gh_aabac63d5f0c
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4.0 Collecting Data Online search tools
Pros/  Secure, simple to use
Cons/ No filter system, different to acquire data
when passed certain period of time

WeChat in app search system
Pros/  filter system make it easier to acquire data
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4.2 Mapping

•  OSINT/  Cross reference  with the
database of Global Chinese Media
Cooperation Union o'

to see if they have any
affiliation  with the China News
Service (CNS)

O a  m kco o

■ I  VMM •««£  ■RAJIV *xaa

|M
■> •<)

(UM  UM»>

(■«»■■> ■■••»■■«««
(«■«

■> RMaffMIB

•  Manual check on the media’s
participation in these  bi­
annual conference via
chinanews.com.cn

SfiHil  t its *  i f f  Z f i  «  *

The overseas participants  list  of
> (M aitX U K «

lU C H t tE  • o ifia a  ■ a iu ico i

the 1 Oth Global Chinese Media
Conference

H » « K HK

a a a a  ? « » «  ta a n a a a

2 a a « £ £ *>  fifty  ME
3 a a

a a « « *« « « «
5 a a « - T « « ■ a im

•a f£ft ■ n a a n

a a CJ»if

« hlW H 'l* •4 A H S > » « n

» a ww »M*i<Na»Mian.HH.Kftaftw
10 a a »S4M »»S:aH .« llK

II * a M x a a a ta A

12
MftP.fthBfilEW-S'*  ME • frJtfiftftM
fv ftM

IJ * a E M

14 a a MftP.R&XfilA

IS •a ■a * M U N A R JlS
16 KiEfl fifi
|? •f t y w ftftim fiftft
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5.0 Future  Research-

•  How is WeChat news ecosystem in
Canada?

•  What are the correlations  between
the media (news accounts) and
different entities?

•  Affiliation with the CNS/ PRC

»  Network Mapping based on
subscriber  accounts

Mapping the WeChat
Ecosystem in Canada
•  Geographical distribution
•  Specific TTPs used

For Public R
elease
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Slide  Notes
Slide 3:
First announced  by the Central  Military  Commission  (CMC)  in 2003

Slide 4:
How do we call ourselves  a liberal country  when we can’t even protect our own citizens,  election  and the fundamentals  of  our system?

Slide 5:
There are indeed a large  amount  of  potential research we can do with these  data.
Most importantly,  the primary  data gives us the proof  we need, they speak  for our research  findings  and back up our further  analysis
of  Tactics, Techniques  and Procedure  (TTPs).  For instance,  this figure shows the Australia  has the highest  amount  of  WeChat news
accounts  in the Indo-Pacific  region. So why is it the case? Why Australia?  Is it because  of  the demographic-concentrated  Chinese
population?  Or is it because  of  the worsening  Australia-China  relationship  in the past few years?  These  data give insights  on the
current situation,  future trends  and may even suggest  possible  countermeasures.

Slide 6:
Network  Mapping  based  on subscriber  accounts
Blue: no affiliation  with  China  News Service
Red: have affiliation  with China  News Service,  either they joined  the Global  Chinese  Media Cooperation  Union
( fPW W ja  media partnership  designed by CNS) or they participated  in their  bi-annual  conference
Sizes of  nodes are proportion  to the number  of  subscribers  of  the accounts
Also shows the association  of  wechat news account  and its account  entity (registered  company)  in New Zealand  (E.g. one of  the most
popular  account  based on subscribers  is Sky Kiwi NZ, its parent  company have two other
media  accounts  (We Biz Link and Go Sky Kiwi) have quite  a number  of  followers  as well (and they are all CNS-related!!)
Some company  like have no clear affiliation  with  PRC or other state media, however,  holds at least 5
different  subscriber  accounts.

Slide 7:
Data that can be acquired  via WcChat:
Account  Name
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Weixin ID
Account  Entity & Type
IP address

Data that had to be acquired  elsewhere:
Subscriber  number  (News Rank)
CNS affiliation

Slide 8:
Data that can be acquired  via WeChat:
Rename  history
Date establishment

Data that had to be acquired  elsewhere:
Subscriber  number  (News Rank)
Average  article  read/ average  headline
CNS affiliation

Slide 10:
Network  Mapping  based  on subscriber  accounts
Blue: no affiliation  with  China  News Service
Red: have affiliation  with China  News Service,  either they joined  the Global  Chinese  Media Cooperation  Union
( W W W m e d i a  partnership  designed by CNS) or they participated  in their  bi-annual  conference
Sizes of  nodes are proportion  to the number  of  subscribers  of  the accounts
Also shows the association  of  wechat news account  and its account  entity (registered  company)  in New Zealand  (E.g. one of  the most
popular  account  based on subscribers  is Sky Kiwi NZ, its parent  company  ( W) have two other
media  accounts  (We Biz Link and Go Sky Kiwi) have quite  a number  of  followers  as well (and they are all CNS-related!!)
Some company  like J t f R S u ' L “ J have no clear affiliation  with PRC or other state media, however,  holds at least 5
different  subscriber  accounts.
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Slide 12:
Explain  how we can get the data for the PRC ’s disinformation  via its online  search platforms like

Pros/  Secure, simple to use
Cons/  No filter  system, different  to acquire data when passed  certain  period  of time

Slide 13:
Explain  how we can get the data via WeiXin/WeChat  in apps search  tools

Pros/  filter system make it easier  to acquire  data

Slide 14:

Slide 16:
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