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Mapping the WeChat News Environment in
the Indo-Pacific

Data Analyst
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1.0 The Threat—

IHOEEaBhlasiadigBntEldint election results CSIS official tells MPs

China influence
operation targeted US
midterm elections

Fake sonclal msedia sooounts orsginatiing i the
wurrlil's second-largst eoonomy peddied
partisan sacks o Amerscan volers, soconding
i @ mepord Froia Meti

China “foremost
aggressor” in foreign
interference

STEVEN CHASE *» SENIOR PARLIAMENTARY

REPORTER
PUBLISHED NOVEMBER 4, 20323

Disinformation and Chinese

propaganda n particular

candidates/ issues are widely

spread in diaspora Chinese

communities via social media such

as WeChat especially during

elections Himes

In an attempt toAbise to sway i
votes G/
Fundamentally threatening the THHY
democratic structure
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The PRC Influence
Operation

Hybrid Tactics as the Grand Strategy—and
Disinformation

- The "Three Warfare"—coordinated use of
strategic psychological operations, overt and
covert media manipulation, as well as legal
warfare designed to manipulate strategies,
defense policies, and perceptions of target
audiences abroad

- lLe. Disinformation, Electoral Interference

>> Aims at coercing western democracies and
mislead its audiences into taking actions that
align with Beijing's interests
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2.0 Ramifications—
Liberal Democracy
at stake

The nature of liberal democratic society
makes it vulnerable to China's influence
operation

e.g. Free media and free flow of information

modified narratives also create confusion in
the general public's perception

may have severe impact on certain
communities i.e. Taiwanese, Hongkongers,
Tibetans and Uyghurs

Such foreign interference is a fundamental
threat to our liberal democratic system and
which includes the ability to maintain the
informational integrity of democracies
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3.1 Mapping

The geographical location and distribution of
WeChat news accounts in the Indo-Pacific
region.
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This is New Jealand
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3.1 Mapping
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® WeChat news account ecosystem in
New Zealand—acquiring data from
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Account name (EN]
Embassy of the PRC in Australia
Consulate-General of the PRC in Sydney
Embassy of the PRC in Japan
Consulate-General of the PRC in Nagoys
Embassy of the PRC in New Zealand
Consulate-General of the PRC in Auckla
Consulate-General of the PRC in Melbo
Consulate-General of the PRC in Osaka
Embassy of the PRC in the Republic of K
Consulate-General of the PRC in Pusan
Consulate-General of the PRC in Nagasa
Consulate-General of the PRC in Gwang
Consulate-General of the PRC in Nagoy:
Consulate-General of the PRC in Fukuok
Consulate-General of the PRC in Sappaor
Education Section of the Chinese Emba:

g Official Account
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4.0 Collecting Data

Online search tools

Pros/ Secure, simple to use

Cons/ No filter system, different to acquire data
when passed certain period of time

WecChat in app search system
Pros/ filter system make it easier to acquire data
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How we get the data—Online Search Tools
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In apps search tools—WeiXin/ WeChat
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4.2 Mapping

OSINT/ Cross reference with the
database of Global Chinese Media
Cooperation Union (¥ IXRE
{EBRE) to see if they have any
affiliation with the China News
Service [CNS)

B i Sl SR OYEE s

E [ e

® Manual check on the media’s '

participation in these bi-
annual conference via

chinanews.com.cn
S ' a
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5.0 Future Research

How is WeChat news ecosystem in
Canada?

What are the correlations between
the media (news accounts) and

different entities?

Affiliation with the CNS/ PRC

>> Network Mapping based on
subscriber accounts

Mapping the WeChat
Ecosystem in Canada

® Geographical distribution
® Specific TTPs used

&*

%o

G7

CANO024018

aseajay ongnd Jod



CANO024018

For Public Release

i
1
il
E‘I.'!
-
=
=
=
Q
e
)
- |
p—]
—
o
M ﬁ
g
-~ £
=3 -
T <
S
-
PIFl - Canada Release 034 - August 12, CAMNDO24018 200f 23

2024



YZ0E

‘Z1 1nbny - pEQ asESeY EpEUED - 1dI1d

BLOFEONYD

ECH0 LE

Slide Notes
Slide 3:
First announced by the Central Military Commission (CMC) in 2003

Slide 4:
How do we call ourselves a liberal country when we can't even protect our own citizens, election and the fundamentals of our system?

Slide 5:

There are indeed a large amount of potential research we can do with these data,

Most importantly, the primary data gives us the proof we need, they speak for our research findings and back up our further analysis
of Tactics, Techniques and Procedure (TTPs). For instance, this figure shows the Australia has the highest amount of WeChat news
accounts in the Indo-Pacific region. So why is it the case? Why Ausiralia? Is it because of the demographic—concentrated Chinese
population? Or is it because of the worsening Australia-China relationship in the past few years? These data give insights on the
current situation, future trends and may even suggest possible countermeasures,

Slide 6:

Network Mapping based on subscriber accounts

Blue: no affiliation with China News Service

Red: have affiliation with China News Service, either they joined the Global Chinese Media Cooperation Union

(TS E A S (6 B )a media partnership designed by CNS) or they participated in their bi-annual conference

Sizes of nodes are proportion to the number of subscribers of the accounis

Also shows the association of wechat news account and its account entity (registered company) in New Zealand (E.g. one of the most
popular account based on subscribers is Sky Kiwi NZ, its parent company (557 £F 58 7 R ek (3 2EHS 158 25 5)) have two other
media accounts { We Biz Link and Go Sky Kiwi) have quite a number of followers as well (and they are all CNS-related!!)

Some company like b 57ES 5807 20 (LG8 145 =] have no clear affiliation with PRC or other state media, however, holds at least 5
different subscriber accounts.

Slide 7:
Data that can be acquired via WeChat:
Account Mame

CAN024018

asea@y 2gnd Jo4



YZ0E

‘Z1 1nbny - pEQ asESeY EpEUED - 1dI1d

BLOFEONYD

ECTH0ZE

Weixin 1D

Account Entity & Type
1P address

Data that had to be acquired elsewhere:

Subscriber number (News Rank)
CNS affiliation

Slide 8:

Data that can be acquired via WeChat:
Rename history

Date establishment

Data that had to be acquired elsewhere:

Subscriber number (News Rank)
Average article read/ average headline
CNS affiliation

Slide 10:

Network Mapping based on subscriber accounts

Blue: no affiliation with China News Service

Red: have affiliation with China News Service, either they joined the Global Chinese Media Cooperation Union

(T R A5 (15 B9 )Wa media partnership designed by CNS) or they participated in their bi-annual conference

Sizes of nodes are proportion to the number of subscribers of the accounts

Also shows the association of wechat news account and its account entity (registered company) in New Zealand (E.g. one of the most
popular account based on subscribers is Sky Kiwi NZ, its parent company (15 5740 85 4R 28 {5 B EHE SR 2 5]) have two other
media accounts (We Biz Link and Go Sky Kiwi) have quite a number of followers as well (and they are all CNS-related!!)

Some company like 1t 5988 87 o (L £ 5845 1H 25 5] have no clear affiliation with PRC or other state media, however, holds at least 5

different subscriber accounts.
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Slide 122
Explain how we can get the data for the PRC’s disinformation via its online search platforms like

Pros/ Secure, simple to use
Cons/ Mo filter system, different 1o acquire data when passed certain period of time

Slide 13:
Explain how we can get the data via WeiXin/WeChat in apps search tools

Pros/ filter system make it easier to acquire data

Slide 142

Slide 16:
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