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FOREIGN ACTOR THREATS & INTIMIDATION

and lnguistical ly diverse communithes.

e In-Person Threats @ Cyber Threats

An IN-PERSON THREAT occurs when an A CYBER ATTACK can compromise your
individual in close proximity places you in electronic deviee and espose personal

g immediate I!EI"IEE'T. information
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E Phone Threats Electronic Message Threats
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- A PHOME THREAT i4 & threat received by An ELECTRONIC MESSAGE THREAT is a threat
telephone. Try to get as much information recoived through direct messaging, email, or
on the caller and the threat as possible, social media. i may include threats of
unless the threat s nearby or may blackmall or adverse conseguences i the
imminenthy harm you or others. recipient does not comply.

REPORTIMNG

Clearty articulate WHY you believe you are being targeted and WHY you believe th
detail matters

¥YOU HAVE MADE A REPORT, WHAT SHOULD YOU EXPECT?
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UNCLASSIFIED

WHAT IS FOREIGN ACTOR INTERFERENCE [FAI)? WHY ¥YOU MAY BE AT RISK OF BEING TARGETED?  , You have access to sensitive or protected information,

4 < especially if you work or have worked in law enforcement,
Fal is any lllegal hostile activity undertaken by forelgn states that s overt, covert, = You have fied your country of origin security or government
glandestine and/or deceptive. it can include threats, harassment, intimidation and = You have been apenly critical about your or other « You have access bo intellectual information that is sought
ather eriminal acts that can negatively impact the well being of Canada’s eulturally states/leaders/governments

by & hostile state

REAL LIFE EXAMPLE OF FAI

A foreign university student hos been organizing protests and posting onlffne cbout humon nghts obuses n
their home cowntry

Online camments and [requent mesdnges warn the sdudent that they ore being watched, and that their fomily
could be harmed should they continue their octivities. Some communications are in their notive language,

The stdent believes they ore bedng followed. A stronger opprooched them, warning that their fomily would
be denied @ visitor visa to Conado if they continued Fheir ootivities.

WHAT SHOULD YOU DO IF YOU ARE BEING TARGETED?

Impartant detalls to recond: When and why you are being targeted, Prowide a
description of the suspect, induding their name, appearance, gender, hesght, (-a._ . l._..
weight, skin colour, hair and eye color, woice, dathing, or any ather distimguishing 11l
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