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Revision Amendments Date
1 First release Month XX, 2019
2 Comments responded to, modified to keep CONOP specific to the 2019 8 May, 2019
election and not a general partnership. Injury Matrix updated to reflect
Pilaybook version
3 Response levels changed fo reflect CCCS and Stakeholder roles and 15 May, 2018
respansibilities
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staff
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TERM OF CONCEPT OF OPERATIONS
DOCUMENT

This document comes into effect on the day that it is signed by the Parties and will remain in effect until
either Party rescinds this document.

This document may be modified in writing at any time with the written consent of both Parties. Any
revisions made after the signing of the document should be documentad at the front of this document.

PRIVACY AND DATA PROTECTION

The Canadian Cyber Centre for Cyber Security (CCCS) is part of the Communications Security
Establishment (CSE). Data obtained during the course of cyber event management activities will be
considered to be under CSE control if it is relevant (or in the case of private communications, essential)
to CSE's mandate as stated in 273.64(1)(b) of the National Defence Act. That data, from which any
personal information, as defined under the federal Privacy Act, will first be removed, may be used for
the purposes of fulfilling that mandate, and may be shared with domestic and internal partners involved
with cyber security, both in the public and private sector. Data that is not relevant to CSE's mandate
must be deleted in accordance with CSE's retention schedules.

CS5E’s activities are subject to rigorous CSE policies and, in case of activities involving possible private
communication interceptions, to a ministerial approval detailing the safeguards and protection measure
of the data obtained by CSE. CSE activities are subject to federal privacy and access to information
legislation, amang other applicable legislation, and are subject to review by the CSE Commissioner, the
Information Commissioner, the Privacy Commissioner, the Auditor General and any other body
established by Parliament for review purposes. Interviews or documentation may be requested as pan
of a review; Elections Canada (EC) will cooperate fully with any such requests,

For the Communications Security Establishment:
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1 INTRODUCTION

| 1.1 PURPOSE

The Cyber Defence Operations Working Group (CDOWG) is a partnership between the Canadian
Centre for Cyber Security (CCCS) and Elections Canada (EC). The purpose of the CDOWG, is to
provide an operational framewaork for cybersecurity information sharing and for the management of
cyber security events (including cyber threats, vulnerabilities or security incidents) that impact or
threaten to impact the 43" general election scheduled for October 2019.

This Concept of Operations (CONOP) outlines the actions required to ensure that cyber security events
are addressed in a consistent, coordinated and timely fashion. The following procedures and policies
will be tested and reviewed through simulations and exercises, and modified as required.

| 1.2 AUDIENCE

The intended audience for this document is for any CSE and EC staff involved in the cyber security of
the 43 general election scheduled in October 2019,

| 1.3  SCOPE

The scope of this document is limited to cyber security events (including threats, vulnerabilities or
security incidents) on EC information systems or systems that engage with EC IT systems that:

» Affect or may affect delivery of election programs and services to Canadians, government
operations, security or privacy of information or confidence in government; and

« Require an integrated Government of Canada (GC)-wide response to minimize impacts and
enable prompt mitigation and restoration of government programs and services.
This document does not address:
» Cyber security events outside the realm of the 43" general election in October 2019,
« Cyber security events coordinated by the Government Operations Centre (GOC);

= The coordination of cross-jurisdictional cyber security events (e.g. provincial, territorial,
municipal or international elections); and

« Response activities that lie outside the mandates of either CCCS or EC.

This document shall be reviewed at the request of either Party.
R @ N - N
| 1.4 OBJECTIVES

The objectives of the CDOWG CONOP are 1o
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« Create a working concept of operations to which the CDOWG stakeholders can and will turn to
for guidance on when, how, and whom to notify during a cyber incident(s);

= Increase situational awareness of cyber event coordination and management within the
CDOWG;

= Formalize and centralize processes by which CCCS and EC will conduct cyber event
management; and

= Provide specific contacts for reporting cyber incident(s).

| 1.5 DEFINITIONS'

Any observable occurrence, omission, or situation that may be detrimental to the security of

Event a cyber system, including threats, vulnerabilities, and security incidents.
SR Incidents are a subset of cyber security events. Incidents are any event (or collection of
events), act, omission or situation that has resulted in 8 compromiss.
Threat An activity imfended to compromise the security of an information system by altering the
availability, integrity, or confidentiality of a system or information it contains.
Vulnerability A factor that could be an accidental or deliberate factor in design or configuration that could

fncrease susceptibifify 1o compromise.

h‘-‘m—‘_

1 The definitions are taken from the GC CSEMP 2018.
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2 CYBER SECURITY EVENT MANAGEMENT

The overall cyber security event management process defined in this document has several phases, as
outlined in Figure 1 below. Each phase of this cycle feeds into one another through reporting and
communication between stakeholders. Mitigation advice and status updates are shared with both
affected and non-affected parties in a timely fashion, enabling situational awareness and supporting
informed decision-making.

PREPARATION

DETECTION &
DOPERATIOMAL EFFICIENCY ASSESSMENT

POST-EVENT
ACTIVITY

MITIGATION &
RECOVERY

Figure 1: Event Management Lifecycle

| 21 PREPARATION

The initial phase, preparatbion, involves planning of general readiness activities when responding to the
broad range of cyber security events. Key activities include:

» Understand the scope of the EC IT Ecosystems in support of the 43 general election;
= Assign team leads and provide the points of contact for reporting and communications;
= Provide advice and guidance regarding best practices on protecting EC infrastructure;

=ramE ,.11_1 f.‘lg; nc:

« Define roles and responsibilities; and

» Practice incident response plan through exercises, scenarios and tests to validate defence
posture and procedures.

PIFI - Canada Release 033 - August 12, CAMNO26137 9of23
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22 DETECTION AND ASSESSMENT

The second phase, defection & assessmen, involves the discovery and monitoring of potential and/or
confirmed cyber security incidents. This phase also includes an assessment to determine the scope of
response. Key aclivities o engage in during this phase:

» Look for signs of abnormal network activity through a variety of different sources such as partner
reporting, media, or disclosure?,;

« Gather relevant information, continue monitoring and detection practices, and send reports to the
appropriate incident response team;

« Determine, with the help of IT and other professionals, when a cyber security incident has occurred;
and

+ Determine the level of response and/or if necessary, follow escalation protocols.

23 MITIGATION AND RECOVERY

The third phase, mitigation & recovery, consists of all response actions required to minimize impacts to
confidentiality, availability and integrity, and to restore normal operations. While specific activities will
differ depending on the response assessment, the following are key activities to engage in during this
phase:

« Contain (block accounts, websites, services, ports, physical isolation);

» Reduce Impact (how to continue services with the resources left);

« Eradicate (remove malware, patch vulnerabilities, change compromised credentials, etc.); and
» Document {preserve logs, image systems, identify affected computers).

| 24 POST-EVENT

The final phase, posi-event activity, is vital for continual improvement of the overall cyber security event
management process and, as such, feeds back into the preparation phase to complete the event
management life cycle. Key activities within this phase include:

= Review incident response plan;

« |dentify lessons learned from the event;

» Improve defensive posture (if possible); and

« Update and enhance incident response plan (if possible).

Z An event can be disclosed through the outiets EC or CCCS has in place such as a hotline, the media, parners,
or a dedicated incident inbox.
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3 EVENT SURGE

For the 43" general election, there will be three operation centres to harmonize analysts' efforts to
detect, assess and mitigate election-related incidents promptly.
The surge will consist of three locations; The Edward Drake Building (EDB),

and Elections Canada Headguarters (ECHQ), These coordination centres have been tailored to
provide enhanced capabilities to increase operational efficiency.

« EDB: EDB will consolidate CSE stakeholders to focus efforts against election-specific threats
and decrease response times.

. Analysts from CCCS, EC, and other partners will collocate and be able to rely on their
native systems for easier information sharing and have the ability to work with information and
external engagements within a classified space. Reporting will be predominantly unclassified.

« ECHQ: EC will provide a location to amalgamate efforts against election-specific threats and
decrease response limes.

| 3.1 SURGE IN ACTION

The surge will commence once the writ is issued. Once activated, the surge will operate in four different
operational tempos: are month before the elections, ane week before the elections, the day’ afthe
elections and one week after the elections.

The first three surge stages will iteratively increase in tempo while the final stage decreases to standard
operational capacity and implements post-avent activities. The table below provides the framework to
each stage’s operational tempo and the resources and activities to be expected.

Table 1: Operational Phases of Surges

Stage Description Resources & Activities
Once * Increased distribution of
writis One month before, reporting will begin through surge communication products®
i i communication lines (Annex A) «  On call analysts

« Core hours or as needed

J;L Elevated coverage with more Duty Analysts deployed tothe = 24/7 availability and inbox
Bef coordination centres monitoring

« 2477 on-site monitoring
of Maximum resource deployment will include additional capability to review all network

Day
(Polliing analysts deployed and extended shifts/duty hours to it activity provides
| to effort
ﬂm a n

Week Conduct post-event activities and analysis. = Core hours or as needed
After

4 Day of the elections is scheduled 10 take place on or before October 21% and four hours after polls close.
4 Examples of communication product types can be found in Section 6.3.
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4 ROLES AND RESPONSBILITIES

Raoles and responsibiliies are oredominantly shared between the
section within CCCS and EC IT Security but may diverge to a CCCS
lead when the threat reaches a level 4 (refer to response levels for more information).

| 41 PREPARATION

Task(s) Lead

Understand the scope of the systems with an impact on the elections CCCIST Semrﬁ;d EC
Provide advice and guidance regarding best practices on protecting EC cces
infrastructure and if needed provide defence services
Address and advise on vulnerabilities CCECS and EC
Using CONOP as guiding principles to develop a cyber event management
plan that:

« Establishes the organizational structure for incident response;

« Defines roles and responsibilities; and S and D

« Assign team leads and provide the points of contact for reporting and

communications.
Practice incident response plans through exercises, scenarios and tests to
validate defence posture and procedures CCCS and EC
| 42 DETECTION & ASSESSMENT
Task(s) Lead
Look for signs of abnormal network activity CCCS and EC
Notify the appropriate COOWG stakeholder of potential or confirmed activity CCCS and
(Annex A) EC IT Security
Gather relevant information, continue monitoring and detection practices, and CCCS and EC
relay findings to incident lead and/or partner agencies for awareness
If necessary, engage with subject matter experts to determine analytical CCCs and
directionfaction regarding cyber security concerns EC IT Security
on on S
. W

Triage of internal EC incidents and low level threats ;

« EC employs methodology based on the GC-CSEMP (Annex B.2) ECHIT Swoay
Triage of medium and higher incidents and threats cces and

« CCCS’s injury model can be found in (Annex B.1) EC IT Security

PIFI - Canada Release 033 - August 12, CANO26137 12 of 23
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| 43 MITIGATION & RECOVERY
Task(s) Lead
Contain (block accounts, websites, services, ports, physical isolation) CCCSand ECIT
Reduce impact (how to continue services with the resources left) CCCs and EC IT
Eradicate (remove malware, patch vulnerabilities, change compromised ECIT
credentials, etc.)
Document (preserve logs, image CCCS _ and IT
systems, identify affected computers) Security
Cyber Forensics CCCS
| 44 POST-EVENT ACTIVITY
Task(s) Lead
Review incident response plan cces Secur?t},rnd ECIT
Identify and document lessons leamed from the event (i.e. After Action cccs  landIT
Reports) Security
: : CCCS and ECIT
Improve defensive posture (if possible) s ecu”.w”
d ECIT
Update and enhance incident response plan (if possible) i 5 ecur?t: %

was listed as the lead, EC may also conduct an After Action Report internally.
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5 DETERMINING RESPONSE

Responses will be determined based on a variety of factors potentially subject to change including the risk,
severity of injury (actual or potential), competing priorities and capabilities. Responses will guide stakeholder
engagement, expectations and deliverables. In the event there is a variance regarding the classification of
severity, a CCCS| representative and an EC representative may assess the impact of the cyber event
using appropriate methodologies from each organization.

| 51 INJURY TEST(S)

The: injury tests of CCCS (Annex B.1) and EC (Annex B.2) share a common purpose which is to form the
basis of assessment by measuring the degree of injury that has occurred or could reasonably be expected to
occur due to 8 compromise.

| 52 RESPONSE LEVELS

5.2.1 GC-CSEMP COORDINATION

The Government of Canada Cyber Security Event Management Plan (GC-CSEMP) response levels may
differ from CCCS response levels. The GC-CSEMP establishes response levels based on the need for
cross-governmental coordination procedures. CCCS establishes response levels based on the potential or
actual injury to one or more departments. At a minimum CCCS will follow GC-CSEMP with respect to cross-
governmental coordination. There are four response levels that govern the cyber security event
management activities of CCCS in support of EC. Below is a summary of the possible response activities for
each level.

5.2.2 LEVEL 1: DAY-TO-DAY OPERATIONS WITHIN A DEPARTMENT

A Level 1 event represents day-to-day operations. At this state, response is managed in accordance with EC
standard procedures and communication is coordinated with CCCS for situational awareness, advice
and guidance. CDOWG communications team will also be engaged.

5.2.3 LEVEL 2: HEIGHTENED ATTENTION IS REQUIRED

A Level 2, event requires EC and CCCS technical staff be on heightened alert for cyber activity, monitoring
risk levels andfor ensuring that any impact or potential impact is contained and mitigated. CCCS may
also provide additional targeted advice to departments and agencies on how to proceed with event
response. CDOWG communications team will be engaged.

5.2.4 LEVEL 3: IMMEDIATE FOCUS AND ACTION IS REQUIRED
A Level 3 event indicates that |mmed|ate fﬂcus and acuun |s requnred Event respunsa is led by EC mth

LEVEL 4: SEVERE OR CATASTROPHIC EVENT

A Level 4 is reserved for severe impact events that affect multiple organizations and/or are challenging to
scope or mitigate. Mitigation requires complex or non-standard solutions. CCCS may provide
guidance and direction on how to proceed.

PIFI - Canada Release 033 - August 12, CANDZ6137
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6 REPORTING AND COMMUNICATION

Continuous (both routine and ad-hoc) reporting and communication are vital to operational efficiency.
CCCSs 15 the central point to EC for cyber security event reporting. While minor incidents may be
dealt with at the departmental level at EC, the majority of cyber security incidents that may or may not
affect EC should still be reported to CCCS . The expectation is that: #fn doubt, it is better to over

report than under report

| 6.1 POINTS OF CONTACT

The points of contact provided in Annex A are the distribution channels for which stakeholders can
expect to receive incident communication and reporting during this event. When contacting other
stakeholders, the expectation is that the primary contact is utilised first and secondary contacts are for
off-hours and weekends (unless stated otherwise) or in the event that there may be technical issues
with the primary method of contact.

6.1.1 CCCS CONTACTS
EC may contact the following teams at CCCS:

» CSE Team provides network defence services in the GC. They are the
24/7 contact and when there is a system failure or EC is experiencing technical difficulties with
CCCS installed services.

« CCCS is the point of contact for situational awareness or escalation of potential or actual
incidents.

6.1.2 ELECTIONS CANADA CONTACTS
CCCS5| or CSE Team may contact the following team at Elections Canada:

= EC IT Security; is the contact for CCCS and the CSE Team for
information related to an incident affecting EC or information regarding technical concems or
other cyber related issues needs to be shared.

6.1.3 IBM CONTACTS

EC will be the sole point of contact for IBM unless conditions require otherwise.

| 6.2 NOTIFYING STAKEHOLDERS

When suspm:uus a:ctwny malware or ewdence af mmpron‘nsa ns. r::un‘r"rrned CCCS or EC will notify the
: g e ineident should

siruciure.

Hilable

v S 110 AL l o
contextual information (e.g. threat type, vector, first ime/repeated incident).
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6.3 CCCS PRODUCTS

The following section outlines the expected types and frequencies of communications sent by CCCS
which may be required throughout an event's lifecycle.

6.3.1 CYBER ALERT AND ADVISORIES

A summary of the event, mitigation actions, and technical indicators sent to EC and/or GC Executives.
The timeline to issue will vary depending on the severity of the issue but a standard guideline fo be
expected is as follows:

= High Severity: Within 8 hours of disclosure;
«  Medium Severity: Within 24 hours of disclosure; and
» Low Severity: Within 72 hours of disclosure.

6.3.2 CYBER FLASH

Non-public alerts that may contain information gleaned from research, response activities as well as
mitigation recommendations about a recently identified cyber threat that affects GC and/or its interests
or assets. Recipients would include EC and/or GC Executives as soon as possible.

6.3.3 INCIDENT NOTIFICATION

Notifications regarding cyber incidents (suspected or confirmed), once they have been analyzed and
authorized for release, should be sent to Elections Canada as soon as possible,

6.3.4 AFTER ACTION REPORT

An internal report issued post-event® containing a detailed breakdown of key actions, findings and
decisions, as well and lessons learned that may be applied for future events. Due to the large scale of
elections as a cyber event, portions of these reports may be shared GC-wide and with partners for
operational maturity of managing cyber events,

‘_
& s W

& Suggested timeline for release is 2 weeks 1o 3 months depending on event complexity.
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ANNEX A - POINTS OF CONTACT

Secondary Contacts are for off-hours and weekends (unless stated otherwise) or for the event that
there may be technical issues with the primary method of contact.

CCCS CONTACTS
ACTIVITY TEAM l PRIMARY CONTACT SECONDARY CONTACT
D‘BWE CSE Phone: 613-991-8762
Cyber Incidents CCCS ' Phone: 819-956-3441
After-Hours Support: 613-716-
3567
ELECTIONS CANADA CONTACTS
ACTIVITY TEAM | PRIMARY CONTACT | SECONDARY CONTACT

Notification of Cyber Incidents, ECIT
Technical Concerns and/or Securi
lesues urity

IBM CONTACTS
TEAM I PRIMARY CONTACT
‘ IBM Security DPE
‘ Security Project Executive
PIFI - Canada Release 033 - August 12, CAMD26137 17 of 23
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ACTIVITY TEAM ' PRIMARY CONTACT

CCCS Communications

Email: Nick gamache(@elections ca

EC Communications Mick Gamache
Phone: 343-548-9061

COMMUNICATIONS CONTACTS
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Ewsentiol System Less/Damage ol

Essenticl Semnice

Business Criticol
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ANNEX B.2 - EC INJURY TEST

Severity Severe
Serious
Limited

Departmental Impact Level

Reireved from GC-CSEMP: Annex B

Marrow
Medium
Low

Low

Scope
Medium Wide
High Very High
Medium High
Low Medium

[Injury Test Result]
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ANNEX B.3 — RESPONSE LEVELS FOR EC & CCCS

The CDOWG CONOP will utilize response levels once an incident has occurred. The table demonstrates the level of response that may be
required when an incident has occurred. If there is no incident, there is no need to respond,

LEVEL 1 LEVEL 2 LEVEL 3 LEVEL 4
EC Low Impact /Low Risk - Medium Impact/Medium High Impact/High Risk - Corporaie EC does not escalate o a
RESPONSE | Director-level led Risk -Director-General or level led level 4 response within their
An event of short duration DCED level led A serious incident or unplanned f:spamn;m;;:ﬂr;; ﬁlml'
that is not likely to An unplanned event that event of unpredictable duration that o mlinaled by CCCS Fur
adversely impact or may adversely impact or adversely impacts or threatens life, Sashien g.uiacla: ity
threaten life, health or threaten life, health or health or property, or compromise :

compromise assets and property, or compromise EC assets and information on a mitigation sietagics

information. The incident EC assets and information.  large scale. Qutside emergency

is controlled using the The capabilities to manage personnel, specialist, and horizontal
capabilities of a specific the event and its may coordination will be required. Long- M
department and in require horizontal and term implications are expected g
accordance with EC outside agency's =
emeargency response assistance =3
(5]
plans E
CCCS Organizations may provide Declaration authority at CCCS provides full coordination CCCS provides full @
RESPONSE | information to the CCCS this level and above lies services and ongoing direction on coordination services including B
to identify broader patierns  with how to proceed with event eliminating, substituting and
of activities, to inform response. The implementation of implementing control
trends and to request administrative controls are measures in affected
advice and guidance. coordinated with stakeholders. organizations. The ability to
CCCS ensures that advice CCCS may provide Threat has potential to be identify the event scope and
and guidance are provided additional rap i TR T mitigated/contained if controls are coordinate efforts to stop
as requested in order to 1o crganizalill;lgns Rt immediately accessibla. axtent of compromise may be
mitigate threat and prevent " Stakeholders provide CCCS with limited. Complex coordinated
re-occurmence of event R méhc?:vsenl ongoing feedback for verification response crosses multiple
PREPONSS. ey and status updates affected organizations. CCCS

provide recommendation
for the implementation of
temporary controls 1o
mitigate the risk

will define required controls 1o
mitigate risk levels where
possible and analyze of new
sources of information
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GLOSSARY

Term Definition
CCCS Canadian Centre for Cyber Security
CDOWG Cyber Defence Operations Working Group
ClA Confidentiality, Integrity and/or Availability
CONOP Cuncept of-dpemt-i.ons
CSE Communications Security Establishment
EC Elections Canada
IT Information Technology
FERP Federal Emergency Response Plan
GC Government of Canada
GC CSEMP Government of Canada Cyber Security Event Management Plan
GOC Government Operations Centre (GOC)
GE General Elections
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ANNEX D - REFERENCES

Definition

Government of Canada Cyber Security Event Management Plan (GC CSEMP) 2018 from Treasury
Board of Canada Secretariat, January 26, 2018,

Concept of Operations (CONOP) Cyber Defence Services at Elections Canada from
Communications Security Establishment, August 1, 2018,

Operational Secunity Standard: Management of Information Technology Security (MITS) from
Treasury Board of Canada Secretariat, May 31, 2004,

Elections Canada CEHOM IBM MSSD: Communication Plan from IBM Security, November 27, 2018,
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