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DATE:  2 3 MAI 2023

File No.: PS-PS-039854
RDIMS  #: 4622227

MEMORANDUM FOR THE MINISTER OF PUBLIC SAFETY

LETTER TO MEMBERS OF PARLIAMENT ON FOREIGN INTERFERENCE

(Signature  required)

ISSUE

That  you  approve  and sign  the enclosed  letters  to Members  of  Parliament  (MPs)
offering  them  a briefing  on Foreign  Interference  (Fl).

BACKGROUND

Your  colleague,  and former  Minister  of  Public  Safety  (PS).  Bill Blair,  addressed  a
letter  to MPs  in December  2020  that  discussed  (FI),  and what the Government  of
Canada  was  doing  to actively  address  these  threats.  The  letter  was expansive  and
provided  parliamentarians  with  a briefing  on the  threat  environment,  the government
agencies  responsible  for safeguarding  the nation,  and other  government  actions  to
further  strengthen  our  institutions  and citizenry  against  foreign  interference.  The
English  (see  TAB A) and French  (see TAB B) versions  of  that letter  are attached  for
your  reference.

At your  request,  a new  letter  has been  produced  whereby  you  would  be  inviting  MPs
to a unclassified  threat  briefings  on 1'1. The briefing  would  provide  information  on the
Fl threat  and practical  advice  for  parliamentarians  and their  staff  to  protect  themselves.

Following  conversations  that the  Department  has had with  the Sergeant-at-Arms  of  the
House  of  Commons  of  Canada  and  the Director  of  Corporate  Security  of  the Senate  on
these  proposed  briefings,  both  have  accepted  to  help  facilitate  your  offer  to  provide
threat  briefings  and are  prepared  to work  with  us and party  caucuses  to  set them  up
prior  to the end  of  the  current  parliamentary  session.  That said, the Sergeant-at-Arms
strongly  recommended  that  your  office  provide  advance  notice  of  this  letter  and
invitation  to the  Caucus  Chairs  before  sending  it to parliamentarians.

The proposed  briefings  will be supported  by a  deck,  delivered  by PS and  our Fl
Coordinator,  with  support  from the  Canadian  Security  Intelligence  Service  (CSIS).  the
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Royal  Canadian  Mounted  Police  (RCMP)  and the  Communications  Security
Establishment  (CSE) . The proposed  deck will  follow  under  separate  cover  once
consultations  with  partners  are completed.

RECOMMENDATION

It is recommended  you  approved  the enclosed  letter  and send  it to MPs  (TAB A).

Should  you  require  additional  information,  please  do not hesitate  to contact  me or
Patrick  Boucher.  Senior  Assistant  Deputy  Minister.  National  and Cyber  Security
Branch,  at 613-990-4976.

Enclosures:  (2)

Shawn  Tupper

I approve: I do  not approve:

The Honourable  Marco  Mendicino  The  Honourable  Marco  Mendicino
Minister  of  Public  Safety  Minister  of  Public  Safety

Prepared  by: NCSB-NSOD/Counter-FI
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Minister of Public Safety Ministre de  la Securite publique

Ottawa,  Canada KIA  0P8

Colleagues,

As you know, foreign interference is a threat to Canada and Canadians, which is
why it should be an area of significant focus for members of this Parliament.

This issue is not new, nor is it uniquely Canadian. My colleague Minister Blair wrote
to you on December 18, 2020, addressing foreign interference  and outlining the
comprehensive steps the Government had undertaken to combat it. I have attached
this letter for your reference.

That said, foreign interference is an evolving threat, and it is important  that our
response evolves with it. There are several factors that make Canada an attractive
target of foreign interference: our promotion of democracy and human rights, our
advanced economy and intellectual property,  our membership in a number of
international fora, and being a home to diverse and multicultural  communities. We
bear witness to foreign state actors leveraging all elements of their  state power to
advance their political, economic and military objectives, posing direct threats to
our national security and sovereignty. This threat activity is being observed at
levels not seen since the Cold War.

Parliamentarians and our staff  are of immediate and heightened interest to certain
foreign state actors seeking to interfere in Canada's democratic institutions and
processes. Foreign state actors know that parliamentarians  in Canada yield
influence, and have access to decision makers as well as privileged and sensitive
information. We must remain aware of the tradecraft  used to target not only
officials but also the Canadian public, media, voters, political parties, and
candidates  and  sta ff,  both  outside  o f  and  during  an  election.

To further  increase awareness of foreign influence and election interference, I have
asked my Department, in cooperation with security agencies to make unclassified
briefings available to all Parliamentarians and their staff. Such briefings will be
organized in coordination with the Sergeant-at-Arms  of the House of Commons and
the Director of Corporate Security of the Senate of Canada shortly, working with
your respective caucuses.

In addition, through a Ministerial Directive, I have directed CSIS to: investigate all
threats to the security of Canada that target Parliament and parliamentarians;
pursue the appropriate  lawful methods in response to such threats; and ensure that
parliamentarians are informed of these threats directed at them wherever  possible
within the law and while protecting the security and integrity  of national security
and intelligence operations and investigations.
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The nature of foreign interference  threats means that all Canadians have a role to
play in protecting Canada's democracy and national security. Simply put, an
informed and engaged society bolsters our defences against foreign interference.
Foreign interference  affects officials and staff at all levels of government  (federal,
provincial/territorial,  and municipal),  and targets all facets of Canadian society,
including civil society, Canadian communities,  the private sector, academia, media,
and our democratic institutions, including elections. It  is our collective responsibility
to ensure that Canada and Canadians are resilient and are equipped to protect
themselves against foreign interference.

The threat environment  is complex and diverse. The Government of Canada
leverages many tools and actively takes measures to investigate, counter and
prevent foreign interference threats. And, importantly,  there are mechanisms in
place to report foreign interference. If  you are concerned that you, members of
your staff, or members of your constituency, are being targeted by a foreign state
or state-linked actor, report it. You can contact CSIS at 613-993-9620  or 1-800-
267-7685,  or by completing the web form at www.canada.ca/en/security-
intelliqence-service/corporate/reportinq-national-security-information.html .

In addition to contacting their local police, any individual in Canada who is
concerned that they are being targeted by state or non-state  actors for the
purposes of foreign interference  may contact the RCMP's National Security
Information Network at 1-800-420-5805,  or by email at RCMP.NSIN-
RISN.GRC@rcmp-qrc.qc.ca.

I want to conclude this letter by stating, clearly and unequivocally, that for the sake
of our national security and sovereignty, and indeed, ensuring that Canadians trust
our electoral processes, foreign interference, including acts targeting  our
democratic institutions and electoral processes, is not a partisan issue.

As Parliamentarians and leaders, it is our responsibility  to protect Canada and
Canadians from the threat of foreign interference. Together, we can protect
Canadian values, rights and freedoms and ensure the integrity  of our democratic
institutions, and civil and political system from those who seek to harm our way of
life. I am here to hear your concerns, and I will make myself available to do so.

Yours sincerely,

The Honourable Marco E. L. Mendicino, P.C., M.P.
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Minister of Public Safety Ministre de la Securite publique

Ottawa, Canada K1A0P8

Chers collegues,

Comme vous le savez, I'ingerence etrangere constitue une menace pour le Canada
et les Canadiens, et c'est pourquoi elle devrait representer  un enjeu d'interet
important  pour les deputes.

Cet enjeu n'est pas nouveau et n'est pas uniquement  canadien. Mon collegue, le
ministre Blair, vous a ecrit le 18 decembre 2020 pour vous parler de I'ingerence
etrangere et vous exposer les mesures exhaustives que le gouvernement  avait pris
pour la combattre. Je joins cette lettre a titre  de reference.

Cela etant dit, I'ingerence etrangere est une menace en constante evolution, et il
est important  que notre intervention evolue au meme rythme. Le 6 mars dernier, le
premier ministre a annonce un ensemble de mesures qui constituent les dernieres
etapes de notre plan de lutte contre ce probleme epineux.
Plusieurs facteurs font du Canada une cible attrayante pour les auteurs d'ingerence
etrangere,  notamment  la promotion  de la democratic  et des droits de la personne,
('economic avancee et la propriete intellectuelle,  notre participation  a un certain
nombre de forums internationaux et le fait que le Canada abrite des communautes
diversifies  et multiculturelles.  Nous sommes temoins du fait que des acteurs
d'Etats etrangers exploitent  tous les elements de ieur pouvoir d'Etat pour faire
avancer leurs objectifs politiques, economiques et militaires, et cela menace
directement notre securite et notre souverainete nationales. Ces menaces ont
atteint  des niveaux jamais vus depuis la guerre froide.

Les parlementaires, et notre personnel presentent un interet immediat et accru pour
certa ins  acteurs  d 'E ta ts  e trangers  qui  cherchent  a s 'inge re r  dans  les  institu tions  e t
les processus democratiques du Canada. Les acteurs d'Etats etrangers savent que
les parlementaires au Canada exercent une influence et ont acces aux decideurs
ainsi qu'a des renseignements confidentiels et sensibles. Nous devons garder a
I'esprit les techniques utilisees pour cibler non seulement les fonctionnaires, mais
aussi la population canadienne, les medias, les electeurs, les partis politiques, les
candidats et le personnel, tant durant les elections que hors periode electorale.

Afin de sensibiliser davantage a ('influence etrangere et a I'ingerence electorale, j'ai
demande aux organismes de securite nationale relevant de mon portefeuille  d'offrir
des seances d'information  non classifies  a tous les parlementaires et a Ieur
personnel. De telles seances d'informations  seront organisees sous peu en
collaboration avec le sergent d'armes de la Chambre des communes et la Directrice 
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de Securite institutionnelle  du Senat du Canada, qui travailleront  avec vos caucus
respectifs.

De plus, au moyen d'une directive ministerielle , j'ai ordonne au SCRS a: enqueter
surtoutes  les menaces a la securite du Canada dirigees centre le Parlement et les
parlementaires; appliquer les methodes legales appropriees pour repondre a de
telles menaces; et veiller a ce que les parlementaires soient informes des menaces
dirigees contre eux dans la mesure du possible et dans le respect de la loi, tout en
protegeant  la securite et I'integrite  des operations et des enquetes de securite
nationale et de renseignement.

La nature des menaces d'ingerence etrangere indique que tous les Canadiens ont
un role a jouer  dans la protection de la democratic  et de la securite nationale du
Canada. Autrement dit, une societe informee et engagee renforce nos defenses
contre I'ingerence etrangere. L'ingerence etrangere touche les fonctionnaires et le
personnel de tous les ordres de gouvernement  (federal, provincial, territorial et
municipal),  et cible toutes les facettes de la societe canadienne, notamment la
societe civile, les collectivites canadiennes, le secteur prive, le milieu universitaire,
les medias et nos institutions  democratiques, elections comprises. II est de notre
responsabilite collective de veiller a ce que le Canada et les Canadiens soient
resilients et outilles pour se proteger contre I'ingerence etrangere.

Le contexte de la menace est complexe et diversifie. Le gouvernement du Canada
utilise de nombreux outils et prend activement des mesures pour enqueter  sur les
menaces d'ingerence etrangere, les contrer et les prevenir. Et surtout, des
mecanismes sont en place pour signaler I'ingerence etrangere. Si vous craignez que
vous ou un membre de votre personnel ou de votre bureau de circonscription soyez
pris pour cible par un Etat etranger,  faites un signalement. Vous pouvez
communiquer  avec le SCRS au 613-993-9620  ou au 1-800-267-7685,  ou remplir le
formulaire Web a I'adresse https://www.canada.ca/fr/service-renseiqnement-
securite/orqanisation/siqnaler-des-informations-relatives-a-la-securite-
na tiona le .h tm l .

En plus de communiquer  avec la police locale, toute personne au Canada qui craint
d'etre ciblee par des acteurs etatiques ou non etatiques a des fins d'ingerence
etrangere peut communiquer  avec le Reseau info-securite nationale de la GRC au
1-800-420-5805,  ou par courriel a I'adresse RCMP.NSIN-RISN.GRC@rcmp-
qrc.qc.ca.

Je veux conclure cette lettre en declarant, de fagon claire et sans equivoque, que,
dans I'interet de notre securite nationale et de notre souverainete, et pour veiller a
ce que les Canadiens aient confiance dans nos processus electoraux, I'ingerence
etrangere, y compris les lois qui ciblent nos institutions  democratiques et nos
processus electoraux, ne constitue pas une question partisane.
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En tant que membres du Parlement et dirigeants, il nous incombe de proteger le
Canada et les Canadiens contre la menace d'ingerence etrangere. Ensemble, nous
pouvons proteger  les valeurs, les droits et les libertes des Canadiens et assurer
I'integrite de nos institutions democratiques et de notre systeme civil et politique
contre ceux qui cherchent a nuire a notre mode de vie. Je suis dispose a ecouter
vos preoccupations, done n'hesitez pas a m'en faire part.

Salutations distinguees,

L'honorable Marco E. L. Mendicino, C.P., depute
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