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VISION STATEMENT: A MORE COORDINATED AND ENHANCED APPROACH TO OPEN SOURCE INTELLIGENCE CAPACITIES AND CAPABILITIES WITHIN THE CANADIAN INTELLIGENCE COMMUNITY.

L.

Determing whether a community-wide definitson for OSINT and PAl s
necessary across the Canadian (G that guides OSINT activities and scope

PROBLEM STATEMENT:
There ks mo common definition for DSINT and PAIL which fragments what
constitutes OSINT across the IC. For example, research conducted in
support of intelligence anahysis is sometimes considersd OSINT, There are
different types of QSINT activities (e.g. social media monitaring versus
dark and deep web harvesting). Additsonally, there is a difference batween
the pollsction and analysis of PAI for OSINT, which complicatas the
interpretation of OSINT activites. At tha sama tima, 3 community held
definition should not restrict ongoing OSINT efforts within the IC.

COORDINATION & COLLABORATION
GOAL:

Align OSINT efforts and intefligence requirements and priorities across the
community and with partners.

PROBLEM STATEMENT:

There i no clear coordination amongst the Canadian IC that supports
Canada's DSINT functions as it relates to mapping responsibilities o lines
of effort. For example, Canadian representation in some Five Eyes OSINT
discussions have not bean a community-wide etfort

GOAL:

Ensure that DSINT activities property reflect the intelligence requisemeants
and prorties

PROBLEM STATEMENT:
Intedligance requirements and priorties across mandates demand different
raspanses, and thus differant OSINT analytical workfiows. For example

Recent events have revealed gaps, vulnerabilities, and opportunities for the Canadian Intelligence Community (IC) to effectively leverage open source
| intalligence (DSINT), while also highlighting the significance of publicly available information (PAl) in identifying threats and develoging intelligence
pictures. The Public Ordér Emergency Commission repart notes that the Government acknowledged concerns related to our abikty to properly manitar
and collect open-source information, including fraom social media, as well as the absence of a legislative framework and the lack of necessary tools to
| engage in this type of collection

The vast amounts of accessible open source data provides greater opportunity tor governmeant and non-governmental entibies to leverage PAl far
| DSINT effarts thal support intelligence operations, assessment, and decision making advantage.

AUTHORITIES

POLICY & LEGISLATION
GOAL:

Map current authorities across the community that could enable OSINT functions.
Consider policy or legislative changes that could address OSINT limiters.

PROBLEM STATEMENT:

It is unclear if existing policies and governance structures can address OSINT
requirements or gaps, or if additional legisiation is required, siméar to those put

forward by Five Eves counterparts like Australia

with polickes and procedures that ensure approprate use and compliance

and Autharities piflars, depending on its framing

(ther Five Eyes countries have developed OSINT programs that address some of the outlined goals, which the Canadian IC should examine when

| developing its own approach

| CONSIDERATIONS '

Thie Canadian IC must ensure it adheres to applicable legal and policy requirements, raspecting the Canadian Charter of Rights and Freedoms and adhering
fo the Privacy Act. Intelligence activities, including leveraging PAI for OSINT purposes, must have an appropriate lagal authority and be conducted in line

The goals and problems identified within each pillar often converge. For example, public-private partnarships cross People, Process, Tools & Technology,

There are additional considerations depending on the type of intelligence, such as whether OSINT activities are in support of threat intelligence, siralegic
intelligence, investigative intelligence, or information warlare. Enhanced OSINT capabilities will need to address thesa various types of activities

Standardize and streamling processes for appropriate OSINT training as it relates to specific OSINT
activities

FROBLEM STATEMENT:

Some departmants have adequatea training for personnel on OSINT activities, including
in-house or commercialty available couwrses. However, sometimes these programs are ad hoc
and unable to meet demand, depending an the type of training required. For example, there are
resourcd capacity concemns to administrating training fior authorized analysts conducting

INFORMATION SHARING
GOAL:

Devedop ways to establish greater information sharing and dissemination practices

related to OSINT activities—including data, information, and ana
Cabinet Menisters, and with foreign partners,
PROBLEM STATEMENT:

There is limited information sharing and dissemination protocols to share OSINT
data andvior products with other departments, senior officials, and foreign
partnars in a timely and efficient way. This is relatad to varying infarmation and
privacy restrictions, access requirements 1o specific types of data, capacity
1ssues, and unclear parameters regarding what can be shared and/or requested

betwean and amangst relevant stakeholders

lysis—between
and amongst departments, with senior officials and decesion makers including

OSINT that requires

to access publicky available platforms.
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GOAL: GOAL:

Identify whether (interjdepartment internal branchas or groups could bolster OSINT efforts under
current policy authorifies and departmental mandates, or if further human resowrces dedicated to
OSINT are required.

PROBLEM STATEMENT:

Itis not clear if other branches within departments can assist the IC in addressing OSINT
concerns undar their authorizations. For example, internal sarvices such as Communications
Directorates have the authority to monitor social media for trends and sentiments, which could
support intelligence efforts under preexisting data governance structures.

PARTNERSHIPS
GOAL:

Develop a strategic approach to services, tools, and
technology procurament

PROBLEM STATEMENT:
It is unclear what tools and databases are most
ralevant for respective OSINT activities (ranging from
strategic to tactical activities) across the IC, either
internally or extarnally 3'-':_11|3D|E. Itis not known
betwean departments which commercial tools have
been considered, vetted, adopted, or rejectad,
depending on their rebevance to fulfilling spacific
DSINT needs. Additionally, it is unchear if terms for the
acquisition of tools could be negotiated on bahalf of all
departments interested in such products.

PROBLEM STATEMENT:

There are barriers to the acquisition and adopticn of
| commercial tools, inclueding vetting and obtaining
such products, as well as legal barriers and cost
considerations. For example, there are vast amounts
of commercial tools available and the process of
idertitying, vetting, and trialing @ commencial
product can take several momhs, Tha acquasition of

GOAL:
Enhance public-private partnerships (3P) that could fulfill DSINT requirements.

PROBLEM STATEMENT:

Industry and nongovernmental partners have greater capacity and capability to provide reflexive
and agile solutions to OSINT functions—inciuding but nat imited to tools, technalogy, and
training—which the IC has not yet effectively leveraged. Additionally, emergang technologies
expand and adapt at rates that Government of Canada systems cannot maintain.

such a toal following a trial period may take even
longer.

Identify adequate processing and automation

May 10: IEG on May 24: [EG on Tools & Mid Jume: Socialize findings

system—intluding Etﬂrage and cistodianship—that
streamiing PRl data for OSINT usape (e.g. Big Data and
Al analytics).

PROBLEM STATEMENT:

- Establish four Interdepartmental Expert Groups {IEGS) addressmg A tharitios Tachmoiogy 10 Deputy Heads Accessing greater amounts of data for OSINT
intelligence analysts require different OSINT tradecraft deIJBndlng on gach pillar, which will be presented at a future ADM Intelligence } i ; s : - e > purpnses.u{:gn hindier analytical workfiows when
respective files and functions (L. strategic versus tactical intelligence Assessment Committee (ADM IAC) meeting and, once approved,  May 3: IEG on May 17: Early June overwhelmed with information if not processed and
analysis) socialized to Deputy Heads Process |EG on People Present findings at ADM IAC streamiingd appropriately.
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