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RE: Threshold and Letter to Min LeBlanc

From: @pco-bep.gc.ca=

To: J@pco-bcp.gc.ca>

Cc: [ E@pco-bop.go.ca=,
!’@pnu—hm.gc.w ;

Date: Mon, 12 Jun 2023 21:59:12 +0000

Attachments: NSIA letter to IGA Min draft.docx - DI comments.docx (26.74 kB); 20230611 - New
SITE By-Elections Doc for DMCIR - DI comments.docx (41.58 kB)

Hi ; ', with thanks to the team —

In broad strakes, there is great work done here and it is good to advance this thinking, especially as it
relates to future application. The cross-application of the threshold discussion here to these by-
elections makes sense and does not seem problematic. Moreover, it seems consistent with how ex-
Panel members have described their approach to the threshold question for past elections (noting
that an incident in one riding may have been sufficient to meet the threshold.)

There are some proposed track changes and comments in the two attachments. | would highlight
two items in particular:

* On the workplan/decision flow decument — one key guestion that may be worth exploring
|especially for the future) is whether DMCIR would “operate on a consensus basis” as it
relates to advice on whether to communicate with Canadians. Many parallels have been
drawn to CEIPP/Panel, but this key element is left largely unadressed.

o Charlie gets at this in his email below, but in some ways the document is
inconsistent. The last bullet in #4 implies Deputy Heads and Ministers retain
individual accountability, while the third bullet in #5 implies DMCIR collective
responsibility in some ways.

* On the letter —is it worth discussion about whether this letter makes more sense to be sent
from M5IA in capacity as Chair of DMCIR, or from Deputy Head of agency in charge of
SITE. The latter aligns more closely with the fact that SITE has been tasked with undertaking
the assessment. No one has asked for DMCIR's conclusions and does this risk introducing
confusions versus SITE reporting, in the current context,

o (Having said that, having a DMCIR/N5IA assessment — especially one that is public? —
might be a model that makes sense in future thinking about organization of a

permanent SITE).
From: (@pco-bep.ge.cax
Sent: Monday, June 12, 2023 11:33 AM
To: @pco-bep.go.cax

Subject: FW: Threshold and Letter to Min LeBlane
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Maybe let's take a few minutes this aft to talk it through

From: 5tinson, Sarah <_' Rt = -bep.go.ca»
Sent: Monday, June 12, 2023 9:27 AM
To: co-bocp.oc.caz

Suﬁim: FW: Threshold and Letter to Min LeBlanc

Welcome thoughts on these.

From: l@peo-bep.ge.cas

Sent: Sunday, June 11, 2023 12:29 PM

To:| {@pco-bep.ge.cax; Stinson, S-arahii i@@ cp.qc.

Cc: Chayer, Marie- Helene-l @pco-bep.ge.ca>; =
co-bop gc.ca>] Boco-bep.gc.cas;|

| co-bcp.qc.cax, , M@pco-bepge.ca»;

-bCp.gec.ca>; f@pco-

bop.ge.cax; | _ ' [@pco-bep go.cas; | I 3

peo-bep.ge.ca> : '

Subject: Threshold and Letter to Min LeBlanc

Hi Sarah and ]

Sorry for not sending this out on Friday (Sarah, not sure if you had a chance to talk to Al about any of
this?)

As discussed on Thursday afternoon, our task following the last DMCIR on SITE is to: 1) provide
additional infermation/guidance on the threshold fer public communications during the by-
elections; 2) elarify the decision-making flow; and 3) move forward with the letter from NSIA to
Minister LeBlanc.

1. Threshold: Attached is my attempt to articulate a threshold for public communications. As |
note in the document, while there was an explicit threshold in the 2021 Protocol, there was
no threshold articulated in the 16 May 2023 public announcement (5. 39 - Cabinst g |
followed Paul MacKinnon's suggested during DMCIR that the threshold would follow the
threshold from the 2021 Protocol (which was “A public announcement during the carefaker
period wouwld only occur if the Panel defermines that an incident or an accumulation of

incidents has occurred that threatens Canada's ability to have a free and fair election...” The
full 2021 threshold is at the bottom of this email).

In the attached proposal, | nuanced this threshold in the following ways:

i. Given that ministerial accountability applies and there is no caretaker convention, |
guessed that the statement that a public announcement “would only occur” should be
changed to a statement that a public announcement “could be” recommended (since
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Deputy Heads can apply judgement in accordance with their accountabilities). That said,
this seems like a guestion that's outside of my lane (a DI/MOG question perhaps?)

. | changed "have a free and fair election” to “have a free and fair by-election”. My sense

(but welcome Sarah's view) is that the term “by-election” refers to an election being
held in an individual riding (i.e. there are 4 concurrent by-elections going on right now,
not one by-election covering 4 ridings). If that's right, then | think “have a free and fair
by-alection” implies that if a by-election in any riding cannot be free and fair, then the
threshold would be triggered. But welcome Sarah’s views.

| also went back and looked at what the Judd and Rosenberg reports had to say about the

thresholds.

The ludd Report seemed to imply that the threshold should not be over-quantified:
“The threshold within the Protocol for any action by the Panel did not easily lend
itself to the application of quantifiable metrics upon which to arrive at any decision.
In the final analysis, determinations about the context of the interference were
necessary [both the action and the potential impact upon the election campaign of
any interference.]”

On the other hand, the Rosenberg Report argued that the standard required for the
threshold to be met should be clarified. In particular, it argued that one sentence in
the final paragraph — “ultimately, it is the impact of the incident on Canada’s ability to have
a free and fair election that is at issue in the determination of whether the threshold has
been met, and if a public announcement is required™- should be removed. I'm not sure that
| am well placed to provide the type of clarity that Mr. Rosenberg calls for — particularly not
in the time available — but | omitted the entire last paragraph of the 2021 Protocol threshald

in the attached document. | suspect that if this process is used for future by-elections,
further clarity on this point will be required.

Finally, one last question for Sarah: | noted that the Rosenberg Report states that “whereas section

1.0 of the 2019 Protocol had identified the problem as vulnerability to foreign interference, the 2021

revision removed the word ‘foreign’.” However, the 16 May 2023 statement explicitly flags “foreign
interference”. Was the inclusion of “foreign” for these by-elections a deliberate change from the
2021 GE? Wondering if our letter, etc, should say “foreign interference™ or just “interference”.

2. Decision making: Some DMCIR members also expressed confusion about the decision-

making flow. | am not exactly sure that the best articulation of this flow would be, given that

Ministerial accountability remains in place and there is no caretaker convention,

On the one hand, | could see an argument that, as suggested by the announcement,
DMCIR itself is providing advice to Ministers on any measures to be taken (e.g. public
announcement, or operational measure). For public announcements, this would be
consistent with the Cabinet protocols for GE, which said, for example, that “the Paneal
would determine”, etc. If this is the case, then our documents should say something
like “SITE will provide reporting to DMCIR, and DMCIR will advise Ministers”.
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On the other hand, | could see an argument that DMCIR itself is not a legal entity with
legal authorities or accountabilities: it is Ministers and Deputy Heads who have such
authorities and accountabilities. If this is right place to focus, then DMCIR is a venue for
consultation and discussion, but Deputy Heads would have accountability for briefing
their Ministers on intelligence and advising thern on any course of action, including
public communications. This is consistent with what we have in the attached docurment
"While DMCIR will provide a venue for Deputy Heads to discuss response options, the
decision to take a measure to respond to foreign interference will rest with the Deputy
Head and/or Minister with the relevant mandate.” Is this the right approach? | do note
that the note to the PM said “For Ministers with mandates to combat foreign
interference and protect democracy this may entail communicating to Canadians
regarding foreign interference in the by-elections.”

This seems like a MOG guestion, so grateful for any advice from Sarah and/or MOG,
3. Letter: Finally, also attached is a draft letter. Any views/advice welcome.

Thanks wery much!

Full threshold from 2021 Protocol

A public announcement during the caretaker period would only occur if the Panel determines that an
incident or an accumulation of incidents has occurred that threatens Canada’s ability to have a free
and fair election.

Determining whether the threshold has been met will require considerable judgement. There are
different considerations that could be included in making this judgement:

= the degree to which the incident(s) undermine(s) Canadians’ ability to have a free and
fair election;

= the potential of the incident(s) to undermine the credibility of the election; and

¢ the degree of confidence officials have in the intelligence or information.

The Panel brings together unique national security, foreign affairs, democratic governance and legal
perspectives, including a clear view of the democratic rights enshrined in the Canadian Charter of
Rights and Freedoms.

A disruptive event or incidents of interference may emanate from domestic and/or foreign actors.
Attribution of interference attempts may be challenging or not possible within the timelines
permitted by events, given that attempts to unduly influence the election may involve misdirection
and disinformation. Further, it is possible that foreign actors could be working in collaboration with,
or through, domestic actors. Uitimately, it is the impact of the incident on Canada’s ability to have a
free and fair election that is at issue in the determination of whether the threshold has been met,
and if a public announcement is required. For clarity, Canadians — and democracy — are best served
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by election campaigns that offer a full range of debate and dissent. The Protocol is not intended to,
and will not, be used to respond to that democratic discourse.
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