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PD Unit Fall 2023 Priorities

* Support to parliamentary studies,
NSICOP/NSIRA reviews, public iquiry

+ Develop GC-wide MiDI research strategy | - -0GD Eénsuitations

and increase acad

+ Interdepartmental engagement on PD
policy

-IEnEanmum with civil um:ﬂl """"

+ International engagement with Fke-minded
partniers, OECD: trust, MIDI

+ Briefings to Panel

+ Develop and implement tools for public
servants, Canadians (guidebook, toolkits,
CSPS fraining)

on research
priorities

Final contracted
report from
Sherbrookes U
delivered

Ghobal Forum
Steering Committes
mitg

Finalze briefing
material
Ongaing
consultation and
development

Risks and Challenges

Sequencing: muliple
recommandationsireports coming forward

October

Strategy drafled
Launch online library for
OGD info sharing

Sacond Directors’

Develop sirategy for PT
engagement on PO

OECD DIEMIS
Resource Hub Steanng

Briefings for mdividuals.

Pubdic toolkits anline

Minister's time: broader portfolio, urgent
jasues requiring attention

Finalize ressarch strategy

workshops in place
Engage with PTs on PD
slements/threat briefings
(S&l)

QECD DISWIS Resource
Hub experts group mitg

________
...........

First full Panel briefing

Guidebook launch

Protecting Democracy: Fall 2023 Priorities
| Mitgation |

Ongoing work with OGDs to
advance identified prioribes

Ideas translated into sardy
palicy proposals

5&l organizations engage
with PTs

Final planning for CSPS
training (January 2024 )
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GC-wide MIDI research strategy 1o
support policy development:
- impact of MIDI on elections and
perceived legitimacy
- smerging technologies such as Al
- affectivenass of government
interventions
* Monthly meetings with COMRN
+ Engage academic, thinktank pariners o
address research gaps
—_———
+ DemX workshaps (Spring 2024)
* Community advisory roundtable —
Spring 2024 (TBC)
+ Strategy to regularize engagement
with PTs [Spring 2024)
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DhjECtive: Enable a real-time understanding of the information environment, including foreign information manipulation and interference in
Canada, while respecting Canadians’ privacy

Systemic challenges Expert recommendations

Ability to attribute | Rouleau (2023)
Determining whal is foreign origin and what = Explore whether a depl.fagency should have the authority and
is not responsibility 1o monitor and report on information contained in
social madea for appropriate purposes and with priate
| Evolution of platforms eia, e

L ¥ "
manipulation 0 Multiplicity of platforms and evolution of Carvin & Juneau (2022)

Foreign

and interfer platforms from open to closad * Explore possibiity of establishing a stand-alone unit that monitars
Fomion .m“ltbﬂltl | m:.n:h.mﬂm e
ot oreign o No reasonable way to get access o large | o Gonsider growing problem of “domestic interference”
ST quantities of data |
Many players in space
Opportunities o
- PC0-DI - Coordination function for GC 2
p
2 s B Building capacity and guidance GAC-RRM — Current lead in general manitoring c
= TRRSTE (oom T N Comms officers doing monitoring on corner : 3
H E‘r:lm;. . of the desk with litle guidance PCO-IAS - Recent interdepartmental expert growp on OSINT %
Aomestic
g TBS - Recent non-binding Privacy Implementation Motice on personal m
=] S trInIPI .3 ; infarrmation that is publicly available @
Optics of GG monitoring information o
environment JUS - Ongoing privacy regime review, including public consultation in 1]
2021
_____ - e Respecting privacy
'_:Ui:'ﬂ n Existing legislative framawork outdated ISED - Lead departmant on PIPEDA and relations with industry
=T
Domastic Enabling a bind's sye view All of GC has an interest
GC's 3kl 5 yprogram Do . . Mo visibility into the information envircnment
program ahla infio - n as a whola
shops
2 International examples
* UK - Counter Disinformation Unit; Rapi

GC's s ltuational = nhance ms ¢ Response Lnit feeardination and cogfra
potlcyl = s mamitoring); RESIST (guidanesy——— "/
comms skehoid el P, * Sweden - Psychological Defence Agency / |
shops 5 & {ernhancad RRM)

= * France — VIGINUM [anhan
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Public communication aboul the Protocol should provide a clear explanation lor ihe inclusion of domestic aclon and of ihe bypes of activiles that ane of concem

Preparations for the nexl elechon should include an sssessment of whathar ministerial securnity, RCMP protectwe policing. and local polcang capabwilitBies are adeguale for tha level and
parsistance of threats and whether there is effective coordination amaong these bodies

There should be &n assessment a8 1o whather any adustments should be made (o the roke of the SITE membership in light of the growing problem of domestic nbereence

Thare should be an annocuncament, within a year of the previous election, about the govermment's plan 1o safeguard the integrity of Canada’s elections, including an explanation of the
reason lor the Pratocol.

The govemnment's plan and public communications should acknowledge thal he problem of interference cocurs both before Mie election i called and during the caretaker period. It should
be clearar an hiow and by whom pre-elacton inlefesnce will be addressed, beyond saying thatl it will be handiad throwgh normal ménisterial channels.

It s recornmended that the povernment consider opliohs 1o enswe that 1he Panel & well-prepared in advance, and &8 much a8 possible. conlinuity of members is mainained betwesn
elechons.

Briefings of the Panel should begin much earker in the mandate and include non-government actors wilh expertise on inlederence and disinfarmation.

Th/m be an opportunity for a review body o assess the decisions of ministers with respect to the use of threat reduciion measwes during the caretaker pedod.
/ﬁ-nﬂmi:lhmﬂmnﬁiuwhhﬁwlupﬂhlmmﬂﬁmmﬂmmm

The govemnment should consider amending section 810 1o provide that, barring any national securily or public inlenest reasons. an announcement would be made if the threshold i met.

Thia govemment should conssder removing the fourth sertance inl eh final paragraph of ssction 6.0 and clarifying thal actual or polential fmpact is ane of seversl consdderations that he
Fanal takes info account in axercising ts jedgement &s to whather the threshaold has bean met

Thare should be further study of the issue of whether the Protocol should be amended 1o provide for the possibility of announcements below the threshold set out in section 8.0

There should be an effort made 1o provide briefings to political party represantatives at d Oittarwa locations.
Tha times for briefings of political party represantatives should be fised in advance, with flexibidity to addess wgent situahons.

The national securily agencies should develop 8 program af unclasaified briefings to increase (he awareness ol Members of Parkameant and Senators on fareign interference and on
election inferlerence and on measures ihey can (ake o saleguard themsaives and their onling indosemation

The Profocel should be maintained wath the modificaions noted in this repost.

Public communications on the Protocol should emphasize the full range of activilies that eocur during the caretaker pesiod, rather than being Tocused on the announcement by the Panel,
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LeBlanc-Charette commitments

Related to PCO-DI mandate, including the Critical Election Incident Public Protocol

Undartake mare robust and frequent communications with Canadians on foraign intarference and efforts taken to protect Canadian democracy
Adopting amerging communications bast practices to strengthen the capacity of the Governmant of Canada o hedp combat disinformation based on the RESIST madel
Use CBIS' upcoming Annual Repart as an epportunity b bolster angoing cammunications related to foreign inberference with Canadians

Strenglhien capacily af cwvil society parinens lo counter diginformation

Ensure Panel members {as part of the Crilical Election Incident Publs Prabocol) are in a constant state of readiness to assume their Panelrelated responsbililies
Examing whelber patenlial amendments bo the Canada Elections Act are réguired 1o coundar foreign inferfarance

Continue bo update assessmants as threat of foresgn interference evolves

Undartake a comprehensive analysis of sacurity and toals o align with the theeat ervirenment, including fomeign ntarference, threats and protective measunes available fo
Minelers, ofher Parliamentarians and senicr officials

Develop lurther enhancermsants ko the Plan 1o Probec Canada's Democracy including:
An examinatien of making the SITE Task Force a permanent entity with 8 mandate to conduwct regular reporting on Fl actvRies; and
Reviawng the Cabinat Drective on the Protocol basad an the recommendations suggested by Mr. Morns Rosenbarg in his evaluation of the Protocol following the 2021
general election

Explore expanding briefing machanisms on foresgn imerferance to provinces, termitories, municipalites and Indgencus officials

Strengthen the capacity of civil society pariners to provida insight into Canada's information ecosystem, strengthen resilience and digital iteracy of the govemment, industry, civil
society and citzens

Establish & process fof Minkstens and senior officals, nduding Panel membess, o engage with slakehalders and commundies o seak views on baal practices ba mitigabe the impacl
of foraign nterfarenca and disintcemalion on Canada's nstiutions

Continue working with Canadian partners to further the work accomplished throwgh the Pans Call to enswere broad access to the most current expertise fo protect Canada’s
elecioral processes

Devalop briefings for polibcal pany represantatives in secura locations in Ottawa, with iexiblity in scheduling that can sdaptiresct 1o ungent sMuatons that mey anse during election
perinds

Prowide briefings to Members of Parliament and the Sanaie to increase awarenass on the threat of foregn intederence. This includes the development of a program for unclassified
briafings for Parimmentarians and ther staff on foreign interferencs ncluding ways o project themselves follawing thesr swearing-in and onpoing basis goeing forwand
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