tZ0E

'Z| 1snBny - ££0 asESjaY EPEUED - |dId

POSSEONYD

L4011

I* Government of Canada Gouvernement du Canada
Privy Council Office Bureau du Conseil privé

Protecting | Unité pour
Democracy | la protection de
Unit la démocratie

Director General Coordinating Group on
Protecting Democracy - Protecting Canada’s
Democracy

Groupe de coordination des directeurs
généraux pour la protection de la démocratie
- Protection de la démocratie canadienne

Wednesday, March 6, 2024 1:00 — 2:00 p.m.
Mercredi le 6 mars, 2024 13h00 — 14h00

Canada

CANO035564

aseajay ongnd Jod



tZ0E

'Z| 1snBny - £EQ a5ESjaY EPEUED - |dId

POSSEONYD

Protecting Democracy Unit

Unité pour la protection de la démocratie

Canada’s foundations are well established

2019
Global context marked by significant events:
o The Obama dilemma (2016)

o Brexit referendum (2016)
o The “Macron leaks” in the French press (2017)

Plan to Protect Canada’s Democracy with actions to:
o Enhance citizen resilience
o Improve arganizational readiness
o Combat foreign interference
o Establish rules of the road for soclal media platforms

First of its kind internationally

Independent assessments have confirmed the Plan's utility
and relevance

“Canada has takan up the rensas a
interference.”
(Tromsatiantic Commissian on Election
integrity - 06/2015)

2021

New and evolving threats to democratic institutions globally
arose:
o COVID-19 Pandemic (2020)
o Delayed US election results {2020)
January & Capitol attack (2021)

Updated Plan to Protect Canada's Democracy to reflect
changing realities {Annex A):
= Alignment of the Critlcal Election Incident Public Protocol with
Caretaker Period
Recognition that disinformation can emanate from foreign ang
domestic actors

Empowerment of political parties to alert security agencies of
incidents of concern

“The elections of 2019 and 2021 were
well protected by sophisticated
mechanisms”

{Frst Repavt an the independent Special

Ropportear
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Pourtant, la situation continue d’évoluer
rapidement
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The challenge ahead...

2024 is the biggest election year in history
= The Economist, November 2023

;;ull In countries with an election that year. bn

Geopolitical conflicts

e

Rapidly developing
artificial intelligence (Al)

L .

Changes amongst
platforms |

S

Increased attention on
foreign interference

-S>

Increase in disinformation in the Canadian Information
ecosystem and potential impact on social cohesion
Higher impact on diaspora communities
Dizinfarmation as a tool in conflict

More sophisticated disinformation at lower cost
Improved and widely available technigues
Capability to produce convincing material

Platforms loosening approach to standards

Less predictability in platform response (X/Twitter and
others)

Increasingly challenging to engage with platforms at
national level

Some 70 elections, including US, India and EU, expected in
2024

Impact af forelgn interference and disinformation in
elections abroad impacts domestic trust in electoral
processes

Increased parliamentary and media attention to issues
related to foreign interference

Critical that Canada watches, learns and adapts its defenses to emerging tactics of adversaries
revealed through elections internationally
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Le Canada et ses alliés adoptent une approche a

plusieurs niveaux...

Programmes d'éducation aum médias

initative de citoyennete numeérigue [1019)

Investissements dans le journalisme
local

Initiative sur le journalisme local (2023)

Conseils en matsere de cyberséourité

Campagne = Penser cyberséourité = (2011)

Engagement swr bes plateformes de
midias sociaun

Declaration du Canada swr Finbégrité électorale en ligne (2019)

Projot de Lod sur les préjudices en ligne

Deposd b 76 Ninwier J024 4 la Chambre dos commaines

Directives sur la désinformation powr b
fanction publigue

Gulde sur la désinformation dinigé par le BOP et trousses d"outils du
BOP/SP sur la désinformation et Mingérende étrangdne (2003}

Directives pour les partis politigues

Searces d'informateon classifsées 3 intention du personnel des
parts politigues et souteen en matiere de cybersécurité (3019)

Coordination au sein du gouvernemem

Plan pour protéges la démocratie cansdienne [2008); Unité pour i
protection de la démocratie | 1022)

Coordination de la séourité des élections

Groupe de traval sur les menaces en matiere de sSouniie et de
rerseignement visant les elections [MSRE) (2019)

Protocole diectoral spécial pous bes
anaonoes

Directive du Cabingt sur be Protocale public en cas d'incidest
Hitoral mager [7015)

Renforcement des capacités de la socigte
il

Béseau canadien de recherche sur les médias numerigues (2022

Capachté de survelllance &t
d'intervantion sur 3 MILE = & |'dtranger

Mécanisme de réponss rapkde o' Affaires mondiales Canada |capacing
e surveillance seulement] [200E]

Capacité de surveillance =t
d'intervention sur la MBE - au pays

Les alliés renforcent la capacité du
gouvernement a repérer et a signaler les
menaces en temps réel (volr I'annexe A)

Importance accrue de la détection des

menaces
Nouveaux protocoles pour des
communications souples

Nouvelles normes pour informer le public en

temps quasi réel sur la MIIE
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Endorsing an updated mindset and approach

Focus on federal elections

Decision-makers as only
client of intelligence

Only attributing operations
when absolutely sure of the
perpet r?tnr

Ad hoc, reactive, and
procedurally heavy
communications approach
with silgnce as the default

Protection of all democratic
processes at all times, recognizing
elections continuetobea —*
particularly sensitive time

Awareness-raising and increase
transparency as tools for resilience
amangst Canadians ’

Ongoing communications on
information operation attempts
and tactics "

Nimble and proactive
communications strategy focusing on
countering disinformation

-

Increase engagement with provinces, territories, municipalities, and
Indigenous groups

Increase efforts on resilience, including amongst Parliamentarians
Make 5ITE permanent and increase capacity to detect FIMI at all times

Streamline process for informing Canadians about attempts to manipulate
infermation in near real-time

Modernize declassification protocols, so Canadians can be informed
about threats and action

Public reports by SITE following general elections

Revisit attribution and response frameworks

Support trusted intermediaries - continue increasing civil society’s
capacity to detect and inform Canadians of information manipulation
attempts

Pre-bunking through enhanced approach to open government

(i.e. communicating the facts)

Update guidance on communications for a more nimble approach
to responding to false narratives

Ensure consistent communications to raise awareness of threats to
Canadians
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Prochaines étapes

* Intégrer les engagements et les conclusions de I"examen dans un plan
actualisé pour protéger la démocratie canadienne :

o Rapport LeBlanc-Charette, y compris les recommandations de Morris Rosenberg et des
Institutions démocratiques

o Enguéte publique sur l'ingérence étrangére dans les processus électoraux fédéraux et les
institutions démocratiques (rapport intérimaire : 3 mai 2024)

o Comité des parlementaires sur la sécurité nationale et le renseignement / Office de
surveillance des activités en matiére de sécurité nationale et de renseignement

o Etude du Comité de la procédure et des affaires de la Chambre
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