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Canada’s foundations are well established

Recognition  that  disinformation  can emanate  from  foreign  and
domestic  actors

Global context marked by significant events:
o  The Obama dilemma  (2016)

o  Brexit  referendum  (2016)

o  The "Macron  leaks"  in the  French press (2017)

Empowerment  of  political  parties  to  alert  security  agencies  of
incidents  of concern

COVID-19 Pandemic  (2020)

Delayed US election  results  (2020)

January  6 Capitol  attack  (2021)

New and evolving threats to democratic institutions  globally
arose:

"Protocol  as one  element  of  an integrated
approach  (...) The need for  a non-partisan

approach  to  addressing  interference  during
this  limited  timeframe  is valid."

/Rosenberg  - 02/2023}

"Canada has taken up the  reins  as a
global  leader  fighting  election

interference."
/Transatlantic  Commission  on Election

Integrity  - 06/2019)

"The elections  o f  2019 and 2021 were
well  protected  by  sophisticated

mechanisms"
/First Report  on the  Independent  Special

Rapporteur  - 05/2023)

"The Protocol  appears  to  have been a
uniquely  Canadian  invention.  [...] On the

whole  the  implementation  of  the
Protocol  had been successful."

/Judd  - 05/2020}

Plan to Protect Canada's Democracy with actions to:
Enhance citizen  resilience

Improve  organizational  readiness

Combat  foreign  interference

Establish  rules of  the  road for  social  media  platforms

First of its kind internationally
Independent assessments have confirmed the Plan's utility
and relevance

Updated Plan to Protect Canada's Democracy to reflect
changing realities (Annex A):

Alignment  of the  Critical  Election  Incident  Public Protocol  with
Caretaker  Period
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Pourtant, la situation continue d’evoluer
rapidement

2022

■ Multiplication  rapide des recits de disinformation,  a
I’etranger comme au pays

o  Invasion  de I'Ukraine  par  la Russie

Consequences  de la pandemie  de COVID-19

o  Convoi  2022 et  Commission  sur  I'etat  d'urgence

• Nouveaux investissements en 2022 pour :
o  renouveler  le Mecanisme  de reponse  rapide,  afin de

surveiller  les acteurs  etatiques  etrangers  et  de leur  repondre;

o  renouveler  ('Initiative  de citoyennete  numerique  afin
d'accroitre  la litteratie  numerique  et  la resilience  des
citoyens;

o  creer  I'Unite  pour  la protection  de la democratic  au sein du
BCP;

ameliorer  la capacite  de la societe  civile  par la creation  du
Reseau canadien  de recherche  sur  les medias  numiriques
(RCRMN).

2023

Attention  accrue portee a I'ingerence etrangere
o  Examens parlementaires

o  Rapporteur  special independant  et  Enquete  publique  sur
I'ingerence  etrangire  dans les processus  electoraux  federaux
et les institutions  democratiques

Lutte centre I'ingerence etrangere et la disinformation  :
o  Rapport  LeBlanc-Charette,  avril  2023;

Activation  du Groupe  de travail  sur  les menaces  en matiere  de
securite  et  de renseignement  visant  les elections  (MSRE) pour
les elections  partielles;

o  Declarations  publiques  visant  & rendre  transparentes  les
operations  d'information  concernant  les parlementaires;

Creation  de trousses  d'outils  sur la disinformation  et
I’ ingerence  etrangere,  ainsi que d ’ un guide  a I'intention  des
fonctionnaires.
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The challenge ahead...

2024 is the  biggest election  year in history
- The Economist,  November  2023

People in countries  with  an election  that  year, bn

4.2bn
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Geopolitical  conflicts Increase in disinformation  in the  Canadian information
ecosystem and potential  impact on social cohesion
Higher impact on diaspora communities
Disinformation  as a tool in conflict

Rapidly  developing
artificial  intelligence  (Al) More sophisticated  disinformation  at lower cost

Improved and widely available techniques
Capability  to  produce convincing  material

Changes amongst
platforms

Increased  attention  on
foreign  interference

• Platforms  loosening approach to  standards
• Less predictability  in platform  response (X/Twitter  and

others)
• Increasingly challenging to engage with  platforms  at

national level

• Some 70 elections,  including US, India and EU, expected in
2024

• Impact  of  foreign interference  and disinformation  in
elections abroad impacts domestic trust  in electoral
processes

• Increased parliamentary  and media attention  to  issues
related to foreign  interference

-t.
o

Critical that Canada watches, learns and adapts its defenses to emerging tactics of adversaries
revealed through elections internationally  4
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•(annee d'introduction)

Les allies  renforcent  la capacite  du
gouvernement  a reperer  et  a signaler  les
menaces  en temps  reel  (voir  I'annexe  A)

Protecting  Democracy Unit
Unite pour la protection  de la democratic

Importance  accrue de la detection  des
menaces
Nouveaux  protocoles  pour  des
communications  souples
Nouvelles  normes  pour  informer  le public  en
temps  quasi  reel  sur  la MIIE

Le Canada et ses allies adoptent une approche a
plusieurs niveaux... 

Initiative Canada Royaume-
Uni

France

Programmes d'iducation  aux madias Initiative de citoyenneti  numirique  (2019) ✓ ✓

Investissements dans le journalisme
local

Initiative sur le journalisme  local (2023) ✓ ✓

Conseils en mature  de cybersecurity Campagne « Pensez cybersicuriti  » (2011) ✓ ✓

Engagement sur les plateformes de
medias sociaux

Declaration du Canada sur I'in tigriti  electorale en ligne (2019) ✓ ✓

Projet de Loi sur les prejudices en ligne Depose le 26 fevrier  2024 a la Chambre des communes ✓ ✓
Directives sur la disinformation  pour la
fonction  publique

Guide sur la disinformation  dirigi  par le BCP et trousses d'outils  du
BCP/SP sur la disinformation  et I'ingirence  itrangire  (2023)

✓

Directives pour les partis politiques Siances d'information  classifies  a ('intention du personnel des
partis  politiques et soutien en matiere de cybersicuriti  (2019)

✓ ✓

Coordination au sein du gouvernement Plan pour protiger  la dimocratie  canadienne (2019); Uniti  pour la
protection  de la dimocratie  (2022)

✓ ✓

Coordination de la securite des elections Groupe de travail  sur les menaces en matiere de securite et de
renseignement visant les ilections  (MSRE) (2019)

✓ ✓

Protocole electoral special pour les
annonces

Directive du Cabinet sur le Protocole public en cas d'incident
ilectoral  majeur (2019)

✓

Renforcement des capacrtes de la societe
civile

Riseau canadien de recherche sur les midias  numiriques (2022) ✓ ✓

Capacite de surveillance et
d'intervention  sur la MIIE -  a I 'it  ranger

Micanisme de riponse  rapide d’Affaires mondiales Canada (capaciti
de surveillance seulement) (2018)

✓ ✓

Capacite de surveillance et
d'intervention  sur la MIIE -  au pays

✓ ✓

For Public Release



CAN035564

Protecting Democracy Unit
Unite pour la protection  de la democratie

Endorsing an updated mindset and approach
FROM TO HOW IT CHANGES THE PLAN TO PROTECT CANADA'S DEMOCRACY

Focus on federal elections Protection of all democratic • Increase  engagement  with  provinces,  territories,  municipalities,  and

processes at all times, recognizing
elections continue to be a --------*
particularly sensitive time

Indigenous  groups
• Increase  efforts  on resilience,  including  amongst  Parliamentarians
• Make  SITE permanent  and increase  capacity  to  detect  FIMI at  all times

Decision-makers as only Awareness-raising and increase • Streamline  process  for  informing  Canadians  about  attempts  to  manipulate

client of intelligence transparency as tools for resilience
amongst Canadians

information  in  near real-time
• Modernize  declassification  protocols,  so Canadians  can be informed

about  threats  and action
• Public reports  by SITE following  general elections

Only attributing  operations
when absolutely sure of the
perpetrator

Ongoing communications on
information operation attempts
and tactics

Ad hoc, reactive, and
procedurally  heavy
communications approach
with silence as the default

Nimble and proactive
communications strategy focusing on
countering disinformation

Revisit  attribution  and response  frameworks
Support  trusted  intermediaries  - continue  increasing  civil  society's
capacity  to  detect  and inform  Canadians of  information  manipulation
attempts

Pre-bunking  through  enhanced  approach  to  open government
(i.e. communicating  the  facts)
Update  guidance  on communications  for  a more  nimble  approach
to  responding  to  false  narratives
Ensure consistent  communications  to  raise awareness  of  threats  to
Canadians
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Prochaines etapes
• Integrer les engagements et les conclusions de I'examen dans un plan

actualise pour proteger la democratie canadienne :
o Rapport LeBlanc-Charette, y compris les recommandations de Morris Rosenberg et des

Institutions democratiques
o Enquete publique sur I'ingerence etrangere dans les processus electoraux federaux et les

institutions democratiques (rapport interimaire  : 3 mai 2024)

w
GO
CD

o Comite des parlementaires sur la securite nationale et le renseignement /  Office de
surveillance des activites en matiere de securite nationale et de renseignement

o Etude du Comite de la procedure et des affaires de la Chambre

7
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