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Online Disinformation: From Source to Citizen - Overview

Désinformalion is a mullfaceted probiem, does nol have one single rool cause, and thus does nol have one single solulion. This chart explains the path of disinfarmation from source o clieen and idenlifies aress for acton
a8 well as key challenges and considerations For a more detailed discussion of sach topic, click on the column headings.
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Bources can be fonmgn of domestic. Thay
can hange lrom individuals to state instilubions
Irrierests can be econome. poltical andios

Conieni & designed with the goal of usar
engagemant (dicks, views) bacauss
engAgeanl inchaies rasch L8, wal
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polemical, meant 1o sdle

KEY ISSUE: KEY ISSUE:

Haow to wdantify and target onby How 1o identify and target only

malicous sources? problematic content?

KEY CHALLENGES: KEY CHALLENGES:

» Often difficult to idantify and trace
the source on the intarnat. often
mimics legitimate sources

# Problematic content is often
shared or even posted by
unmwitting users who do not have
harrmiful intent

POSSIBLE RESPONSES:

* Collaboration across governmant,
platforms and civil socety to
develop best practices fo identify,
momitor, document, and alert
citizens to hostile “information
operations.”

+ Source iransparency indicatars
for content. such as branding far
trusted sources

+ Support for public and private
sactor madia o produce quality
information and counter
disinformation

* Suppor for innovation in the tools
and framing available in
NEWSrooms (e.g., algordhmic
cantent veriication tools, degital
news innavation funding)

INTENT

# Difficult to distinguish betwean

real versus fake, and true versus
false — the truth or falsity of a
statement can be a matter of
opinion/subject to debate

The state acting as arbiter of truth
may threaten democratic
principles and freedoms

Difficult o disknguish *news™ from
other types of content

POSSIBLE RESPONSES:

Multi-stakeholder fact-checking
initiatives that estabiah content
provenance by invelving media,
civil society and platiorms
Legesiative measures thal targel
inaccurate or misheading
infarmation created. posted, and
promofed to cause public harm or
for prafit

Responses that involvwe source andior content might consider iment. How could
intervantions target mahoicus sources/content without cansonng legibmate ones?

¥ Legitimate cultural commentary
¥ Salire
X Undermine democralic processes  «  Unintended journalistic mistakes

X Mislead, misinform, or confuse
X Incite prejudice and intolarance
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KEY ISSUE:

How o prevent novel means of
manipulation from mfluencing the
media ecosystem?

KEY CHALLENGES:
» The means o dedect and bmit

many of these forces are with the
platforms and transparency s 8
challenge

# These publshing technologies.

can have legitimate uses (eg.

lagitimate news sarvices usa bots)

and regulation would need io be
precise 1o be enforced
appropriately

= Bots do not boost disinformation

on social media as much as

human users do, so limiting these

technologies would have a
smaller impact than targeting the
design of platform networks

POSSIBLE RESPONSES:

Detection and fransparency
around use of robots/paid human
influencers to promote a certain
message. This approach would
allow users to understand
whether the apparent popularity
af a given pece of online
information is the result of
artificial ampification or

supporied by targebed
invastmanis

Russia’s usaga of bolnats and ol fems o
spraad Ssinlnmmalion on Facebook, Twisler
#nd Reddil throughos The 3016 Prasicenisl
Elsclion is well-gocumenied,

Hicrniwie, [P largesl Sludy on the subjec
feand thist disinformaton wias much mone
likely bo bo sproad by humans than bots.
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KEY ISSUE:

How 1o astablish accountability and

transparency concarning the

distribution/sharing of disinformation
in free content and advertising?

KEY CHALLENGES:

# |mterventions requiring platforms
o define and remove
disinformation may give them
powers of censorship and compel
them fo act as “arbiters of truth”

# Platfarmi would lkely have a
conflict of interest. bacause viral
content generates advertising
revanue, 8 major source of
income for moat platforms

# Due to the rapsd nature with which
disinformation proliferates on
social media, platiorms are the
only actor hechnically able to
control distribution in time to
mitigate effects

POSSIBLE RESPONSES:

*  Access and fransparency obligations
reganding decoverabdity af content,
adverlising, algorithms, and sources
in order 1o facditate research and
nguiry

* Discoverability obligations requiring
patforms (o @) inlegrate sgnals for
credibilty and trustwarthiness in
ranking algonthms; b) sclude
recommendatons of irusted canlent;
and e} brand credible aonlenl
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KEY ISSUE:
How fo equip citizens with the

KEY CHALLENGES:
# As technological progress makes

disinfarmation harder o detect
(&.g., high-guality video
disinformation), even highly
literate consumers will be

challenged

# The health of the authenlic media

ecosysten s fundamental to
addressing problems related to
disinfarmation

POSSIBLE RESPONSES:

Ivvestment by educational
insifutions, news media, and
pubkc authontes in media and
information literacy effons 1o
increase awareness and
understanding of media and
information. digital technalogy.
and daia analytics,
Development of buili-in
toole/phig-ins and applications for
browsers and smariphones, to
empower users {o better cantral
access to digital information
Support for journalism and a
sirong public broadcasier
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Technologicsl advances in aneas such as
video disintormaticn will require mor
sophinticated |Goks 50 emgdme LRI 1D
narsigales T media ecoryslem




