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The Canadian Security Intelligence
Service Act describes Foreign-influenced
Activities as: “activities within or relat-
ing to Canada that are detrimental to
the interests of Canada and are clan-
destine or deceptive, or involve a
threat to any person.”

Foreign-Influenced Activities, or

Foreign Interference (F1) is extensive

and aggressive activity undertaken by

foreign states, typically covert, against

Canadians and Canadian institutions,

to advance their strategic interests to

the detriment of Canada.

= Fl differs from normal diplomatic
conduct or acceptable foreign
state-actor lobbying.

= Active, overt diplomacy and
lobbying are healthy parts of
democracy. Clandestine or deceptive
foreign interference is not.

States conduct Foreign Interference to

further their own strategic national

interests, for:

= Strategic, military, intelligence and
economic gain;

* regime preservation; or

» discrediting liberal-democratic

institutions.
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UNCLASSIFIED
*  Foreign Interf in Ganada — bE ALERT
oreign Interference in Ganada — bk \LEk
mﬂﬂﬂ Fl is a significant threat to the integrity of our political system, democratic institutions, economy, and fundamental
o [:A"MIH ISA . rights and freedoms.
TTh PERSON-TO-PERSON FOREIGN INTERFER- TARGETS OF FOREIGN STATES INCLUDE: FOREIGN STATES OR THEIR PROXIES MAY
ENCE REMAINS COMMON PRACTICE, ®  The general population and specific communities; TARGET YOU, DIRECTLY OR INDIRECTLY,
PERPETRATED BY: palitical parties; candidates; parliamentarians and BECAUSE:
® Foreign government officials; Intelligence their paid and volunteer staff. ® You possess information they want;
officers; Proxies and individuals purposefully ®  Government and elected officials are targeted ® You have access to information they want:
selected (both witting and unwitting) - commu- because of their access to privileged information, ® you are in a position to influence government policy.
nity members, office staff. contacts, and decision-makers.

FIHAS BEEN OBSERVED AT ALL LEVELS OF GOVERNMENT IN CANADA: MUNICIPAL, PROVINCIAL AND FEDERAL

YOU AND YOUR STAFF HAVE A KEY ROLE TO PLAY IN PROTECTING CANADA'S DEMOCRACY AND INSTITUTIONS.
\ Common FI Techniques: [0\ CA\ YOU PROTECT YOURSELF?

Elicitation results when a targetad person is manipulated Effective threat actors sesk to build long-lasting. deep The wse of btackmail and/or threats represants ona of the
inte sharing valuable informatian through a casual relationships wilh targeted persons, These relationships mizst aggressive forms of recriitmant and coarcion
conversation enable the maniputation of fanpats
when requined, for example,

If & threat actor becomes aware of

For example, a threat actor could s through requests for inapprogrials compromising or ofherwise

knowingly saek fo provide you with BRI LS and special ‘favours embarrassing details regarding your 8
incorrect informalion, in e hope and assume life, hey can seek io blackmall you
that you will correct them, thereby  FLLUge s+ [0 establish a relationship, largets

providing information ey were tions are miust first ba cullivated. Cullivation Sometimes, blackmail or thraals

AVE CONCERNY

aciually looking for maniiored. begins with a simpée introduction,
i ) wilh the and goal of racrufmant
aver time, Shared Interests and
nnocuous social gatherings are
offen lewaraged for cultivation

SOCIAL MEDIA
CYBER TOOLS

Threat actors may seek bo use you as a proxy to conduc Your electronic devices can be compromised through a Theeat actors can manipulale social media to spread
illicit financing on heir behall range of tradecratt disinformation, amplify a parficular message, or ‘ol
Soczally-engineared e-rails (ie, wsers, when appropriate
spear-phishing’ emails) can Erick
you info a ciicking & specific link
and sharing details abo your
dervices, or can pobentially inlroduce
harmbul malware inlo your syslems

fray oocur after a long periad of
cullvation and relateonship- building
A threat actor may also sesk fo place
you In a compromising situation in
an effort to blackmail you later

Canadian Centre lor

Inducemeants may DECUT INNDCUOLS-
Iy via a simple request for a favous.
FT-:r gxample, a threat actor may ask |
you bo ‘pay someone back' or relay
monay 10 & third party on their
behall

By using speciic manipulation
tactics, threat actors can potendially
impact voler apinions and degrade
the repulations of elecled officials

These cyber tools enatde threat
achors to collect patenlisally useful
inflormation that can be used in a
foresgn influence operation (2.9
voler data, compromising
information aboul a candidate)

Polilical parties and candidales
may also receive lunds seamingly
from a Ganadian. though this may
have originated from a foraign
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&= Ly Ingérence étrangére au Canada — SOV i 11T ™,

L'ingérence étrangére represente une menace impurtante pour intégrité du systéme politique, pour 'econamie et pour
LE BANADA EST UNE BIBI.E » les institutions démocratiques du Canada, ainsi gue pour les droits et libertés des Canadiens.

’INBERENCE ETRANGERE EN PERSONNE  LES ETATS ETRANGERS VISENT, ENTRE AUTRES:  LES ETATS ETRANGERS OU LEURS

DEMEURE REFANDUE. ELLE EST ® La populalion el cerlaines communaulés, les parlis INTERMEDIAIRES PEUVENT YOUS VISER,
BENERALEMENT LE FAIT : palitigues, les candidats ainsi que les parlementaireset  DIRECTEMENT OU INDIRECTEMENT, CAR :
®* e representants de gouvermements Strangers, ® | 55 membres de leur persenngl (rermungrés Lbenévoles), e Vous délenes des informalions qui les inléressenl;
Selon la Loi sur le Service canadien du d'agents de renseignement, d'intermeadiaires, de les foncticnnaires et |es élus, car ils ontacceés Ades & Vous avez accés A des informations gui les intéressent;
renseignement de sécurité, les activités personnes delberément choisies (@ leur insu ou informations |:||_'i~filégiEes. a des personnes ressourc-  w\ous €tes en mesure dinfluer sur les décisions du
nun}, de memibnes de la communaulé el Ls el A dos décideurs, gouvernement,

influencees par Pétranger s'entendent des
activités « qui touchent le Canada ou sy
déroulent et sont préjudiciables 4 sas
intéréts, et qui sont d’une nature clandestine
ou trompeuse ou compartent des menaces
envers quicongue »,

damplayes.

AU CANADA, I'INGERENCE ETRANGERE A ETE DBSERVEE AUX ECHELONS FEDERAL ET PROVINCIAL ET DANS LES ADMINISTRATIONS MUNICIPALES

VOTRE PERSONNEL ET VOUS AVEZ UN ROLE ESSENTIEL A JOUER DANS LA PROTECTION DF LA DEMIOCRATIE ET DES INSTITUTIONS DU [:FINPAI]H

_ Méthodes d’ingérence courantes : (UIHEYTSEPRY [EGER?
o3

Des Etats étrangers ménent, généralement
clandestinement, de vastes et ambitieuses
des activités influenceées par 'étranger ou
des activités d'ingerence contre les Cana-

[ '¢a subtilization larsol 228 o 2l 8t amende 3 Tourrn LIn z2taur ca meraze afficace chang s 4 Sabli- das La chara e ot 135 MSNacas faprasestant (&5 “oones lss
diens et les institutions canadiennes au perIt des i oirig.iong préc aLses g costs d'ung coeverselion ra alivrs éroiles oo rablzs sves 54 cible, || p2ul s e plug dgressives cerecr . emar] 2l v coessilion,

£caire. MEripLlarau besoin. par exemp 3. fiedes et T L
de leurs intéréts stratégiques et au detriment 71 Illll s : @ g ke Bl eur e 1 e s S1Y0US CROYEZ AVOIR ETE
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IMEEpraprie oo periowlier

Faur "aue e selazian, il fau
Ao sulivan 2 cibile, Zalq

d'imtarraisns rempeamealiantes au
autzrent crmbarrsssantes sir eats
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+ L'ingérence trangére différe de la con-

PRIS POUR CIBLE,

_m_

SN B VEE. ians
puir goa vaus le corr gies el

duite diplomatigue normale ou des pres- T IR R Ll e ETLEEL-W e sILE Parluis, e oz o s v VOUS AYEZ DES
sions politiques acceptables gu'exercent oz e A iz e 21, fil 81 s, ?ﬁr"ltr.':,r'l‘p,};rf;'ﬁc:?pzﬁ:fl il PI"‘HI[[[ PATIONS
les acteurs étrangers. [z I’l’;':ﬁﬂ;ﬁlrffnm autaLr de Tianacs ped; 6350 vous DONT VOUS SOUHAITEZ

IE e e e iluslion sueripinr-
el.anile pour yo_s line cheslzr par

» La diplomatie active officielle et les s’ s 3 zfc 1 7

groupes de pression ont leur place dans S "L Ee
une démaocratie saine, mais pas 'ingérence
eétrangére. trompeuse ou clandestine.
T BE 4 P Lin.7eur oo marast peut shereaor & vous Liliser somms M wrrmes enbnin s pee et sein A compromane s A i e menann e maniplarles rddiag s
Les Etats recourent | ingérence etrangere irikari i v cour meres 228 deliv s s linarceres gopereils leclronigues. Les courdz 5 de Farpon-ags paur LI"Lb ar e fevsses nformzlions, amglilie un
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stratégigues nationaux

« faire des gains sur les plans stratégigque,
militaire, economique et du renseigne-
ment;

+ protéger leur regime;

anadire, e o emzndsat on
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