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MEMORANDUM FOR THE MINISTER OF PUBLIC SAFETY, DEMOCRATIC
INSTITUTIONS AND INTERGOVERNMENTAL AFFAIRS

LIAMENTARIANS ON FOREIGN INTERFERENCE

(For Signature)

ISSUE

Your signature is requested by 13 Movember 2023, in order to approve material (TABS A & B)
which will be used by national security officials to brief Members of Parliament (MPs) and their
staff on foreign interference (FI).

BACKGROUND

With the high level of attention around FI, notably the threat to democratic institulions, it would
be advisable that MPs be invited to an unclassified threat briefing on F1. The briefing would
provide information on the Fl threat and practical advice for MPs and their staff to protect
themselves. It would also create a more regularized avenue for engagement on FI with MPs. The
practice of providing briefings on specific issues to MPs, particularly by the Canadian Security
Intelligence Service (CS18) and the Royal Canadian Mounted Police (RCMP), is not new, but a
comprehensive level-setting briefing on FI appears necessary at this point. Pursuing these
briefings would align, among others, with:

1. Recommendations made by the Nalional Security and Intellipence Commitiee of
Parliamentarians (NSICOP) in its Special report into the allegations associated with
Prime Minister Trudeau's official visit to India in February 2018: “In the interest of
natfonal security, members of the House of Commons and Senate should be briefed
upon being sworn-in and regularly thereafter on the risks of foreign interference and
extremism in Canada"; i

2. Recommendations made by the Standing Commitiee on Access to Information,

Privacy and Ethics in its 2023 report on “Foreign Interference and the Threats to the
Integrity of Democratic Institutions, Intellectual Property and the Canadian State™:

Canada
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“That the Government of Canada ensure that the Canadian Security Intelligence
Service provide more training and information to Canadian parfliomentarians and
public servants on the threats posed by foreign interference in Canada, the various
tactics used by foreign actors and the means to counter them"'; and

3. Commitments made in the Government of Canada report on “Countering an Evolving
Threat: Update on Recommendations to Counter Foreign Interference in Canada’s
Democratic Institutions™ wherein “New briefings will be offered to Members of
Parliament and Senators ",

PS held conversations with the Sergeant-at-Arms of the House of Commons of Canada and the
Director of Corporate Security of the Senate on the proposed briefings, both of whom accepted
to help facilitate the offer, and to work with party caucuses to set up briefings.

To suppaort this brief, PS, CSIS, RCMP and the Communications Security Establishment (CSE)
have developed an English (TAB A) and French (TAB B) FI deck. This has also previously been
consulted with the Privy Council Office and the Prime Minister's Office and is attached for your
approval, The briefings would be delivered by P8, in collaboration with CSIS, the RCMP and
CSE,

NSIDY TIONS

Fl is a non-partisan issue, and it is the collective responsibility of MPs and their staff to be aware
of best practices. Recent examples of attempts by foreign states or their proxies to interfere in
Canadian electoral processes highlight the need to keep MPs informed on an on-going basis

(e.g., the Spamouflage campaign targeting the Prime Minister, several members of Cabinet, the
leader of the Official Opposition, and dozens of other MPs on popular social media platforms
such as Facebook, X (formerly Twitter), and YouTube; and the activity on WeChat against MP
Michael Chong and his family — who was consequently called to speak to his experience during a
Unites States congressional hearing on transnational repression).

Your colleague, and former Minister of Public Safety (PS), the Honourable Bill Blair, addressed
a letter to MPs in December 2020 that discussed F1, and what the Government of Canada was
doing to actively address these threats. The letter was expansive and provided MPs with a
briefing on the threat environment, the government agencies responsible for safeguarding the
nation, and other government actions to further strengthen our institutions and citizenry against
FL. The English (TAB C) and French (TAB D) versions of that letter are attached for your
reference.
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RECOMMENDATION

It is recommended you approved the enclosed English (TAB A) and French (TAB B) decks and
authorize PS, in coordination with the Sergeant-at-Arms and the Director of Corporate Security
of the Senate, to establish a schedule of briefings, as well as provide briefings on a ad-hoc basis
as required.

Should you require additional information, please do not hesitate (o contact me or Sébastien
Aubertin-Giguére, Assistant Deputy Minister, National and Cyber Security Branch, at 613-614-
4715.

Sfllaﬁfﬁ'"['uppcr
Deputy Minister

I concur I do not concur I concur with changes

The Honourable Dominic LeBlane, P.C., K.C., M.P.

Attachments (4):

Tab A: F1 Deck to Parliamentarians (EN)

Tab B: FI Deck to Parliamentarians (FR)

Tab C: FI Letter - Min PS Blair Dec 2020 (EN)
Tab D: FI Letter - Min PS Blair Dec 2020 (EN)

Prepared by: NSOD-NCSB
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Purpose and Objectives i

_—

» Purpose

- Provide Parliamentarians and their staff with a comprehensive and
up to date briefing on foreign interference

+ Objectives

Define the threat of foreign interference.

Define roles and responsibilities in countering foreign interference
Provide concrete examples of foreign interference.

Provide tools and resources to help protect yourselves.

Public Safety  Sécurité publique
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What is foreign interference?

The Government of Canada defines foreign
interference as malign activities undertaken by
states, or their proxies, to advance their own
strategic objectives to the detriment of Canada’s
national interests. It includes activities that fall
below the threshold of armed conflict, yet are

clandestine, deceptive, threatening and/or illegal.

Foreign interference is distinct from normal
activities to exert influence, which are
legitimate, legal and an integral part of
conventional and rules-based international
relations.

'ﬁ l Public Safety  Sécurité publique
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Roles and Responsibilities in

countering foreign interference

Public Safety / National Counter Foreign Interference Coordinator

» Public Safety Canada coordinates the Government's efforts to combat foreign
interference, to give Canada'’s existing and future efforts greater focus, coherence
and effect.

Canadian Security Intelligence Service (CSIS)

- Investigates threats to the national security of Canada, advises the Government
of Canada on intelligence matters, and takes threat reduction measures.

Communications Security Establishment (CSE) and the Canadian Centre for Cyber
Security (CCCS)

- CSE leverages its authorities including cyber security, the collection of foreign
signals intelligence, and the conduct of active and cyber defensive operations to
enhance our security posture against foreign interference, and to disrupt the
activities of malign actors that target Canadian systems of importance.

Royal Canadian Mounted Police (RCMP)

« As Canada's Federal law enforcement agency, the RCMP leverage its mandates
and authorities to investigate foreign interference as a threat to the security of
Canada.

Public Safety  Sécurité publique P
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Some Fl Actors

- Foreign states with a history of Fl activity in Canada include:

China
- Russia
« lran
- India

- . o
I

*

»
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Why Canada?

« Characteristics that make Canada an attractive target:

- membership in multilateral and bilateral defence and trade
agreements;

- abundance of natural resources;

- leadership in many sectors;

- rich diversity and multiculturalism; and
- open society.

.,., I Public Safaty  Sécurité publigue 5
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Who are the targets?
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Foreign interference activities are persistent, multi-faceted, and target all

areas of Canadian society

Canadian public

Elected and public
officials

groups, NGOs and
community
organizations

& B
ﬁ Donors, interest/lobby

Public Safe Sécurité publigue
l*l Canada v Canada i

Media

Academic
institutions and
think tanks

Private/business
sector
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Elected and Public Officials

- Elected officials include:

members of Parliament;
members of provincial legislatures;
municipal officials; and

representatives of Indigenous
governments.

UNCLASSIFIED

- Public servants, ministerial and political staff, and others with input into,

or influence over, the public policy decision-making process.

« Electoral candidates and their staff.

i+l
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What threat actors want from you

Compel you to advocate or suppress specific policy positions.

+ Use you to obtain access to policy makers and other high-value targets

» Obtain privileged information from you that would help them achieve their
goals.

- Information about government policies and plans.
- Information about people in power positions.
Information about security protocols.

& Public Safety  Sécurité publique
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Methods used by threat actors

-

Elicitation

lllicit and
Corrupt
Financing

Cyber attacks

I *l Public Satety

Canada

Threat actors can, for example:

* Threaten to use compromising information about you,
your family or your close associates;

* Harass or threaten to use violence against you or your
family;

« Conduct social media campaigns against you;

« Befriend you, creating a feeling of indebtedness towards
the threat actor, or making you an unwitting participant;

* Promise personal benefits (i.e., money, status, access,
votes, supporters); or

* Access your digital information without your consent.

Seécurité publigue
Canada

™

Cultivation
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Coercion
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Disinformation

&

Espionage
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Cyber Threats to Parliamentarians

1. Cyber Attacks - Hacking
« Accessing your information through a range of illicit means.

2. Impersonated on Social Media

« Including the use of deepfake technologies, which have been used to target
politicians and journalists, primarily women, to silence and discredit them.
Threat actors can also target voters using Al-generated audio to mimic the
tone, inflection, and idiosyncrasies of candidates.

3. Information campaigns against you

Parliamentarians may be targeted by mis-and disinformation to inflict
reputational damage and may influence much larger groups.

» Cyber threat actors use a variety of techniques to target the websites, e-mail,
social media accounts, as well as the networks and devices of political parties,
candidates and their staff. They may steal information and then release it to
the public for the purpose of embarrassing or discrediting the political party or
candidate.
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Case Study: Encrypted Messaging Apps

Encrypted Messaging Apps (EMAs) like WhatsApp, Signal and
Telegram make it difficult to trace and curb the spread of false
information

The closed nature of EMAs means that most users are communicating
with people they consider trustworthy

Presents users with the ability to forward information to large groups of
people, thereby increasing the chances of false information to be
misrepresented as fact

Key distribution channel for misinformation and other hoaxes

Online foreign influence activity very likely also targets linguistic
minorities and diaspora communities in Canada.

- E.g., WeChat (Chinese social media app) has been used to spread
misinformation, disinformation, and malinformation (MDM) and
propaganda specific to the Chinese diaspora.

I* I Public Safety  Sécurité publigue 11
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How to protect your social self

- Be aware and keep track of “unnatural” social interactions.

- Be aware of inappropriate requests that involve money, suspicious donations,
free trips, personal benefits, or “gifts.”

- Follow protocols on the security of information.

- Be diligent with information sharing and partnerships

aseajay ongnd Jod
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How to protect your digital self

CANO044448_0001
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Practice good password etiquette and use Two-factor identification
whenever possible

Apply updates to your mobile devices, computers and application o ? o
Secure your social media account

Be on guard for phishing and spear-phishing messages

Store your data securely and know your back-up procedures

Set up social media and web monitoring, as well as alerting services for
identifying and tracking fake news and deep fakes related to your brand
and organizations

Be wary of connecting devices to unsecured or free Wi-Fi networks

Public Safet Sécurité publique
I*l Canada . Canada o 13
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New Ministerial Direction

In accordance with the Ministerial Direction on Threats to the Security of Canada
Directed at Parliament and Parliamentarians, CSIS will continue to:
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CSIS will create a framework to codify implementation of the Directive

Investigate all threats (as defined in the CSIS Act) that target Parliament
and parliamentarians.

Pursue the appropriate lawful methods in response to such threats.

Ensure that parliamentarians are informed of these threats directed at
them wherever possible within the law while protecting the security and

integrity of national security and intelligence operations and investigations&i-i

Inform Minister of Public Safety of all instances of threats
directed at Parliament or parliamentarians in a timely manner.

A
Canada
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The RCMP’s Federal Policing National Security (FPNS) program has a
multidisciplinary team dedicated to counter foreign interference.

Collaborates with domestic and international law enforcement and security
and intelligence partners to counter foreign interference threats.

Investigations:

« FPNS provides leadership, subject matter expertise, and
governance on investigations.

NS criminal investigations are conducted by regional
investigative teams by using various investigative
methods and techniques.

Engagement and outreach with at-risk communities and
sectors.

Public Safety  Sécurité publigue
Bel s Canada i - .
Unclassified | Non classifié

aseajay ongnd Jod



FZ0Z G

lsquimdas - G asealsy EPEUED - |dId

BrrrPONYD

ECTH00E

SITE Task Force

SECURITY AND INTELLIGENCE
THREATS TO ELECTIONS TASK FORCE

'WHAT ARE WE TALKINE ABOUT?

Coreert, chandestine. or criminal activibies
inierterng with s infusnging &lectaral
smoesses im Canada

Bl Qs

MAKDATE/ROLE

CANO044448_0001

——

ACTIVITIES

Carem g mal waed Ster ey Edtabls et

Infarmation Technelogy Secarity

= Proading acvice, guidance. and sereces 15 belg ensre [he pratertion of electmaic
information and ef systems of impartancy

Faresgn Intelligence
& Cylwcten ¢l bvmge mielbpeot lor Gaverersend of Cinada on theeat actony
Supparting C3I5 sad RCNP

=  Peyediag assistance o lechacal speratens

Froviding intelbgesce asd cyber p3sesEments of 1 SEElan.
actheties, and capabilites ol feregn threat actory

Frefecting Goverramam aystoms Ard nedwarks m b = slechons
1krough oy delesce Peasere

Prowiding Cyfer secury athere and gritanoce b poiTical parties
prewinges and oitwe imShytons imoheet i demecratic precesoes

=]

S

C5I5

Caragan Secarity ideflipese Terace

g
I;‘E: I )
— g
GAC
Gyl AHlary Carads
-

RCMP

Fryal Cavadiin Beveted Pulee

Sécunté publique
Canada

Intaikgence and Tarest Reducton

& Coliscton of infamation sbout lermgn isflgesced sctivilies thal ane deinmental (o he
irterest of Carada and are clandestos of decwptee o rreaive 2 Hhsa! B gy perem

»  Crumienag serh aciaiises Basagh Threat nederies measunes
Intelbgrncr Asvismam

& Peredeg idete, mbelipesce mporling and ittelbpeace assessnels b Govermre of
Canada sboot oregn nfluenced actnebes

MandsleRole
»  Ope source research an glakal treeds ard data eeibregis s dessacrasy

#  Parmsribip wak 57 fawetie Y thire slermation ind oo gt % el
a1 azprrznale

& The grsany apaisditty b preventinp defectisp. denrg and mespomd i |5 nations
wewtiy-sebided ol ety @ Casada

= Iovestgaies cominal cffemes arming from teonse, ssponape, ojber aftacks, asd
‘rwge mlaenced st s

& Tha sy seitopitofy bady for Bections Casads # cnminal actieity i simpected

Frowiding theeat brefngs ard irfellspesce mpartieg to Dections
Casada st tte Commaziaser of Clectemy

Frewiding a8 assesamenl 8l hedlie stale pctivity P bedologes
ared capaiifrhes by Grvesmert of Carads derision makers

Froviding rexezec oa dipntermabisn canpaiges terpeting Carseda
by formsgn achars

Resartieg on ghebal lrendi. meifecs. bid iseidenty

Cosrdmabnyg afinbuten of iscilers

|eweshipabes any crimanal actraty nedabed By reierference or
ieeeag of Cannela's dectern] pmeesses

‘Workz. chree'y i partrerheg with intellipeece, law enbrosmest ard
LTy SpERCies

18
Unclassified | Non classifié

aseajay ongnd Jod



FZ0Z G

jaqusidas - o asesjey EpeuEn)

= 1did

BrrrPONYD

ECH0LE

CANO044448_0001

Where to turn to

If you or your family believe they are in immediate danger, call 9-1-1 or
contact the local police.

To report non-urgent potential national security threats or suspicious
activities, contact CSIS at 613-993-9620, or 1-800-267-7685, or by
completing the web form.

Contact CSE’s Canadian Centre for Cyber Security for tailored cyber
security assistance: 1-833-CYBER-88 or contact@cyber.qgc.ca.

RCMP Protective Operations Coordination Centre (POCC):
phone 1-833-226-7622 or by email protective policing@rcmp-

grc.gc.ca.

Public Safaty  Sécurité publique =
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Annex - Additional Resources

Extra Guidance for Parliamentarians

i~l

Foreign Interference and You

Cyber Security Guide for Campaign Teams

Cyber Security Advice for Political Candidates

Five Practical Ways to Protect your Campaign

Fact Sheet for Canadian Political Campaigns: Protect Yourself Online
Social Media Account Impersonation

Cyber Security Briefing for Canadian Elections (ITLC 612, Course
Training)

Cyber Security for Political Party IT Decision Makers and IT Staff (ITLC
616)

See the Cyber Centre's Cyber Threats and Elections webpage and the
Cyber Threats to Canada’s Democratic Process Update for additional
information.

Public Safety  Sécurité publiqus 19
Canada Canada Unclassified | Mon classifié

aseajay Jjgng 104



