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For Information -  Fact Sheet

Purpose
Las moh, you requesed more iormaio o his subjec. The Deparme has prepared he
aached ac shee or your iormaio.

The ac shee summarizes eors by six Deparmes  ad aecies uder our Miisers:
• Your Deparme:

o Caadia  Heriae -- Diial Ciize Iiiaive
•  Prime Miiser:

o Privy Coucil Oice -  Impac Caada
• Miiser  Leblac:

o Privy Coucil Oice -  Democraic  Isiuios
o Public Saey Caada -  Naioal Couer-Forei  Iererece Coordiaor
o Commuicaios  Securiy Esablishme  -  Caadia  Ceer  or Cyber Securiy
o Elecios Caada -  Elecoral Ieriy

• Miiser  Joly:
o Global Aairs Caada -  G7 Rapid Respose Mechaism

I also summarizes ieraioal  eors:
•  Europea Uio's Diial Services Ac

o Requires Very Lare Olie Plaorms (VLOPs) ad Very Lare Olie Search
Eies (VLOSEs) o adhere o obliaios or accouabiliy,  rasparecy, ad
requires ha hey assess ad miiae risk o address harms icludi
disiormaio,  veriied by idepede  audis, ad paricipae i crisis ad rapid
respose mechaisms.

o Rules came io eec o February 17, 2024, ad apply o plaorms icludi:
■ VLOPs: Amazo, Aylo (Porhub), Booki.com , Likedl, Facebook,

Pieres,  Sapcha, Sripcha, TikTok, Twier, XVideos ad Wikipedia.
■ VLOSEs: Goole Search, Bi.

•  Ausralia ’s Voluary  Code o Pracice o Disiormaio  ad Misiormaio
• Oraizaio  or Ecoomic Cooperaio ad Developme  repor

Furher opporuiies
• Deparme oicials would be pleased o oer urher iormaio  or brieis o hese

subjecs.
• We could also se up a meei or id commuicaios  opporuiies  wih recipies wih

projecs uded by PCH ’s Diial Ciize Coribuio  Proram.
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FACT SHEET
CANADA’S EFFORTS FOR DEALING WITH MIS/DISINFORMATION &

INTERNA TIONAL S TRA TEGIES

Context

• I respose o he icrease i alse, misleadi, ad ilammaory  disiormaio  published
olie ad hrouh social media, he Goverme  o Caada has made i a prioriy o help
equip ciizes wih he ools ad skills eeded o criically assess olie iormaio.
Caada's work is i lie wih he lobal sraeies  bei pu i place by oher couries o
comba disiormaio,  emphasize rasparecy, adop sysemic approaches, ad
cooperae wih civil socieies ad sakeholders.

Background

•  Misiormaio  reers o ews or iormaio ha is veriiably alse, iaccurae, or
misleadi. Misiormaio  ca quickly spread across he Iere whe i is shared by
readers ad ampliied hrouh social media alorihms 1. Disiormaio  is alse iormaio

1 The Daily — Cocers wih  misiormaio  olie, 2023 (saca.c.ca)

ha  is deliberaely  ieded o mislead.

•  Accordi  o a Saisics Caada Survey, i 2023, 59 perce o Caadias  said hey were
very or exremely cocered abou ay ype o misiormaio  olie, ad 43 perce el i
was ei  harder o decipher olie ruh rom icio compared wih hree years earlier.

Canada ’s Efforts for Dealing with Mis/Disinformation

• There are eih uis spread across six Goverme  deparmes ad aecies ivolved i
he issue o olie mis/disiormaio.  The Deparme o Caadia  Heriae,
Global Aairs Caada, Public Saey Caada, he Privy Coucil Oice, Elecios Caada,
ad he Caadia  Securiy Esablishme  all lead aciviies  peraii  o olie
disiormaio.

Canadian Heritage -  Digital Citizen Initiative

• Esablished i 2020, he Diial Ciize Iiiaive is a muli-compoe  sraey aimi o
suppor democracy  ad social iclusio i Caada by buildi ciize resiliece aais
olie disiormaio  ad oher olie harms. I also suppors a commuiy o Caadia
researchers ha promoe a healhy iormaio  ecosysem, o help Caadias ad he
Goverme  udersad olie disiormaio  ad is impac o Caadia  sociey, ad i
ur build a evidece base o ideiy poeial acio ad develop uure policymaki.

• The Diial Ciize Coribuio  Proram suppors he prioriies o he Diial Ciize Iiiaive
by providi udi  or aciviies  o srehe  ciizes ’ criical hiki  ad resiliece
owards olie disiormaio.  I also suppors research projecs which aim o beer
udersad  disiormaio  as well as oher olie harms ad heir impacs i a Caadia
coex. The Diial Ciize Iiiaive has a joi  research iiiaive  wih he Social Scieces
ad Humaiies  Research Coucil o Caada ad provided muliyear udi  or  he Public
Policy Forum’s Diial Democracy Projec ad MediaSmars ’ Media Lieracy Week. The
Diial Ciize Iiiaive also icludes a muli-sakeholder  eaeme  iiiaive aimed a
buildi cosesus amo civil sociey, olie plaorms, ad like-mided couries wih
respec o olie coe.
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Privy Council Office -  Democratic Institutions and Digital Communications Coordination Unit

• Privy Coucil Oice - Democraic  Isiuios leads a ieraed respose o proec
Caada ’s democraic isiuios,  icludi  he ederal elecoral process; coordiaes  policy
developme  across diere  overme  deparmes ad aecies; ad esures a
whole-o-sociey  approach o addressi orei iererece i democraic  processes ad
disiormaio.  I aciliaes  ierdeparmeal  collaboraio ad iormaio  shari ad
helps o ali sraeies,  research, ad acio amo releva sakeholders. The
Privy Coucil Oice ’s Diial Commuicaios  Coordiaio Ui coordiaes he diial
commuicaios  chaels across he Goverme  ad provides direcio ad advice o
deparmeal  commuicaios  eams reardi commuicaios  approaches o mis-ad
disiormaio.

Impact Canada -  Impact and Innovation Unit (housed within the Privy Council Office)

• Aouced  i Bude 2017, Impac Caada is a overme-wide  eor  ha helps
deparmes accelerae he adopio o iovaive udi  approaches o deliver meaiul
resuls o Caadias.  I 2020, Impac Caada parered wih Healh Caada ad he Public
Healh Aecy  o Caada o sudy disiormaio  reds i Caada relaed o he pademic
ad how o miiae is eecs, resuli i ew behavioural sciece research o he subjec.

Global Affairs Canada

• Global Aairs Caada houses he G7 Rapid Respose Mechaism, which serves as he
permae secrearia o he G7 Rapid Respose Mechaism i Caada. Rapid Respose
Mechaism moiors he diial iormaio  evirome  or orei  iormaio
maipulaio,  icludi sae-sposored disiormaio,  ad produces ope-source daa
aalysis relaed o orei policy prioriies.

Public Safety Canada

• The Naioal Couer-Forei  Iererece Coordiaor  is housed wihi Public Saey ’s
Naioal ad Cyber Securiy Brach. While he Coordiaor ’s oice ocuses o orei
iererece more broadly, oe o he ways hreas ca maies hemselves is hrouh
coordiaed ad sophisicaed disiormaio  campais. Public Saey Caada works wih
key allies, icludi our G7 ad Five Eyes parers, o collecively  address various aspecs
o cybersecuriy,  icludi mali aciviies  like sae-sposored disiormaio.

Communications Security  Establishment  -  Canadian Centre for Cyber Security

• The Caadia Cere or Cyber Securiy, housed wihi he Commuicaios  Securiy
Esablishme,  collaboraes wih various overme  aecies, he privae secor, ad
ieraioal  parers o moior ad aalyze disiormaio  campais, share hrea
ielliece, ad provide uidace o proec criical irasrucure.

Elections Canada

• Elecios Caada akes measures o saeuard he ieriy  o he elecoral process. I
moiors ad ivesiaes  poeial isaces o olie disiormaio  duri elecio
periods, educaes voers abou disiormaio  risks, ad promoes rasparecy  i poliical
adverisi.
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International Strategies

• Various couries are implemei  or discussi  laws ha ocus o rasparecy, such as
he UK's Olie Saey Bill ad pedi  US leislaio aimed a plaorm accouabiliy  ad
rasparecy. Oe o hese sraeies is he Europea Uio’s Digital Service Act.

European Union: Digital Service Act

• The Digital Service Act  is a ew se o Europea Uio-wide  rules or diial services aci
as iermediaries or cosumers  ad oods, services, ad coe.  The Digital Service Act
creaes commo bu ailored (iered) obliaios ad accouabiliy  rules or olie services
available o Europea users o couer he dissemiaio  o illeal coe  ad i cerai
cases also harmul coe.  Speciic addiioal obliaios apply o plaorms wih over 45
millio averae mohly acive users i he Europea Uio (10 perce o he Europea
Uio’s populaio), he so-called Very lare olie plaorms or Very lare olie search
eies.  I April 2023, he Europea  Commissio  desiaed 19 operaors as Very lare
olie plaorms ad Very lare olie search eies. A secod se o hree Very lare
olie plaorms was desiaed i December 2023. The Digital Service Act  obliaios  sar
o apply o Very lare olie plaorms ad Very lare olie search eies our mohs
aer heir desiaio.

• Eorceme  o he Digital Service Act is a shared resposibiliy bewee he member saes
ad Europea Commissio.  The Digital Service Act required member saes o desiae a
Diial Service Coordiaor  as he aioal compee  auhoriy or he supervisio  ad
eorceme  o he Digital Service Act by February 17, 2024. The Diial Service
Coordiaors  will be required o cooperae ad coordiae amos  hemselves ad wih he
Europea Commissio,  icludi o respod o crisis siuaios. Sice February 17, 2024, all
olie iermediaries  eed o comply wih heir respecive se o due-diliece  obliaios
uder he Digital Service Act. The Europea Commissio supervises he Very lare olie
plaorms ad Very lare olie search eies i relaio o he addiioal obliaios ha
are imposed o hem because o heir  reach while he oher obliaios  are supervised by
he Diial Service Coordiaors.  Fies (o be se by member saes or by he Europea
Commissio depedi  o he compeece)  ca be up o six perce o he provider’s lobal
aual urover.

• The Digital Service Act  aims o proec udameal  rihs olie, such as reedom o
expressio, iormaio,  ad opiio, ad o ackle he spread o disiormaio  ad oher
socieal risks. The Ac requires olie plaorms o have easy-o-use lai  mechaisms
or illeal coe,  raspare  ad air erms ad codiios, eecive ieral
complai-hadli  sysems, ad ou-o-cour dispue seleme  mechaisms.

•  The Digital Service Act  also requires Very lare olie plaorms or Very lare olie search
eies o perorm risk assessmes o heir  services ad o impleme  risk miiaio
measures o address poeial harms o sociey, such as disiormaio,  illeal coe, or
cyber violece. They also mus udero idepede  audis ad comply wih voluary  crisis
proocols o coordiae rapid resposes o disiormaio.  Furhermore, he
Digital Service Act  iroduces  a crisis respose mechaism or  cases where Very lare
olie plaorms or Very lare olie search eies  are used or he rapid spread o
disiormaio  ha poses a serious hrea o public healh, securiy, or democracy.
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• The Digital Service Act  makes adverisi  more raspare,  as disiormaio  campais
have uilized areed adverisi  o diial services, esuri  ha i is clearly labelled, ad
ha  iormaio  is available abou who is placi he ad ad why users are seei i. I also
iroduces a ba o adverisi  ha is areed usi proeced daa or aimed a miors.

• The Digital Service Act  ecouraes  plaorms o si up o he voluary  code o pracice o
disiormaio. This is a sel-reulaory  areeme amo olie plaorms, adverisers, ad
oher releva acors o ih aais  he spread o olie disiormaio  i he Europea
Uio. I coais 44 commimes ad 128 speciic  measures i diere  domais. The
Code complemes  he broader reulaory ramework i he Europe Uio.

Australian Voluntary Code of  Practice on Disinformation  and Misinformation

•  The voluary Code o Pracice o Disiormaio  ad Misiormaio,  oversee by he
Ausralia Commuicaios  ad Media Auhoriy, aims o miiae harms rom alse ad
misleadi  coe  o diial plaorms. Ausralia's  dra 2023 misiormaio  laws also aim o
address challees posed by udisclosed Ariicial Ielliece  i disceri  ruh, which
hreaes social isiuios  ad credible ews, bu risk impii  o ree speech. Criics
hihlih he eed or clearer deiiios o misiormaio  ad disiormaio,  a more
srie  sadard or "reasoable harm," ad cocers over coe  auhorized by he
overme  bei exemp. This relecs a broader ieraioal  challee,  as see wih he
Europea Uio’s provisioal areeme  o he Artificial  Intelligence Act, which proposes a
risk-based approach o Ariicial  Ielliece  reulaio.

Summary  of  the Organization for Economic Cooperation and Development  Report

• The Facs No Fakes: Tackli Disiormaio,  Srehei  Iormaio  Ieriy repor
evaluaes lobal eors o couer  misiormaio  ad disiormaio,  uidi overmes
o uphold rusworhy  iormaio  ad democraic  reedoms. This repor icorporaes
eedback  received rom he 12 members o he Seeri Group o he Oraizaio  or
Ecoomic Cooperaio  ad Developme DIS/MIS Resource Hub ad idepede  exeral
expers.

• This repor is he irs baselie assessme  ha preses how overmes  are upradi
heir  overace measures ad isiuioal  archiecure  o suppor a eabli evirome
where reliable iormaio  ca hrive, while esuri  he viila  proecio  o reedom o
expressio ad huma rihs. I also examies he syeries  bewee diere  policy
dimesios o provide a beer udersadi  o he codiios  ha coribue o a healhy
iormaio  sysem.

• The repor hihlihs ha couries are reevaluai  heir policies o comba disiormaio
wihou  compromisi  democraic reedoms. This ew realiy has hereore aced as a
caalys or overmes  o explore more closely he cosrucive  roles hey ca play i
reiorci  he ieriy  o he iormaio  space -  amely, how o suppor eviromes
more avourable  or  researched ad ac checked, rusworhy,  ad reliable iormaio
ecessary  or he ucioi  o democracy.
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• Despie varyi aioal coexs, he repor hihlihs commo prioriies ad sraeies.  I
advocaes or a shi rom piecemeal o sysemic approaches  i addressi disiormaio,
emphasizi  he eed or coordiaed, evidece-backed  policies ad coiuous  evaluaio
o heir impac. Sei speciic imelies or policy implemeaio  ad assessme is
criical, wih immediae measures o couer disiormaio,  especially duri elecios,
complemei  broader, lo-erm iiiaives aimed a addressi uderlyi issues. These
comprehesive  sraeies should ecourae he developme o a more robus iormaio
evirome  ad ives i ehaci  socieal resiliece ad empoweri ciizes.

• The repor cocludes ha overmes  aloe cao ackle hese challees.  Cross-coury
leari ad cooperaio ca lead o more eecive policies i democracies  aci similar
problems. Moreover, ehaci  iormaio  ieriy  requires a cocered eor rom all
sakeholders—busiesses, media, academia, civil sociey—o esure public access o
accurae, diverse, ad imely iormaio.
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