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For Information -  Fact Sheet

Purpose
Las moh, you requesed more iormaio o his subjec. The Deparme has prepared he
aached ac shee or your iormaio.

The ac shee summarizes eors by six Deparmes  ad aecies uder our Miisers:
• Your Deparme:

o Caadia  Heriae -- Diial Ciize Iiiaive
•  Prime Miiser:

o Privy Coucil Oice -  Impac Caada
• Miiser  Leblac:

o Privy Coucil Oice -  Democraic  Isiuios
o Public Saey Caada -  Naioal Couer-Forei  Iererece Coordiaor
o Commuicaios  Securiy Esablishme  -  Caadia  Ceer  or Cyber Securiy
o Elecios Caada -  Elecoral Ieriy

• Miiser  Joly:
o Global Aairs Caada -  G7 Rapid Respose Mechaism

I also summarizes ieraioal  eors:
•  Europea Uio's Diial Services Ac

o Requires Very Lare Olie Plaorms (VLOPs) ad Very Lare Olie Search
Eies (VLOSEs) o adhere o obliaios or accouabiliy,  rasparecy, ad
requires ha hey assess ad miiae risk o address harms icludi
disiormaio,  veriied by idepede  audis, ad paricipae i crisis ad rapid
respose mechaisms.

o Rules came io eec o February 17, 2024, ad apply o plaorms icludi:
■ VLOPs: Amazo, Aylo (Porhub), Booki.com , Likedl, Facebook,

Pieres,  Sapcha, Sripcha, TikTok, Twier, XVideos ad Wikipedia.
■ VLOSEs: Goole Search, Bi.

•  Ausralia ’s Voluary  Code o Pracice o Disiormaio  ad Misiormaio
• Oraizaio  or Ecoomic Cooperaio ad Developme  repor

Furher opporuiies
• Deparme oicials would be pleased o oer urher iormaio  or brieis o hese

subjecs.
• We could also se up a meei or id commuicaios  opporuiies  wih recipies wih

projecs uded by PCH ’s Diial Ciize Coribuio  Proram.
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FACT SHEET
CANADA’S EFFORTS FOR DEALING WITH MIS/DISINFORMATION &

INTERNA TIONAL S TRA TEGIES

Context

• I respose o he icrease i alse, misleadi, ad ilammaory  disiormaio  published
olie ad hrouh social media, he Goverme  o Caada has made i a prioriy o help
equip ciizes wih he ools ad skills eeded o criically assess olie iormaio.
Caada's work is i lie wih he lobal sraeies  bei pu i place by oher couries o
comba disiormaio,  emphasize rasparecy, adop sysemic approaches, ad
cooperae wih civil socieies ad sakeholders.

Background

•  Misiormaio  reers o ews or iormaio ha is veriiably alse, iaccurae, or
misleadi. Misiormaio  ca quickly spread across he Iere whe i is shared by
readers ad ampliied hrouh social media alorihms 1. Disiormaio  is alse iormaio

1 The Daily — Cocers wih  misiormaio  olie, 2023 (saca.c.ca)

ha  is deliberaely  ieded o mislead.

•  Accordi  o a Saisics Caada Survey, i 2023, 59 perce o Caadias  said hey were
very or exremely cocered abou ay ype o misiormaio  olie, ad 43 perce el i
was ei  harder o decipher olie ruh rom icio compared wih hree years earlier.

Canada ’s Efforts for Dealing with Mis/Disinformation

• There are eih uis spread across six Goverme  deparmes ad aecies ivolved i
he issue o olie mis/disiormaio.  The Deparme o Caadia  Heriae,
Global Aairs Caada, Public Saey Caada, he Privy Coucil Oice, Elecios Caada,
ad he Caadia  Securiy Esablishme  all lead aciviies  peraii  o olie
disiormaio.

Canadian Heritage -  Digital Citizen Initiative

• Esablished i 2020, he Diial Ciize Iiiaive is a muli-compoe  sraey aimi o
suppor democracy  ad social iclusio i Caada by buildi ciize resiliece aais
olie disiormaio  ad oher olie harms. I also suppors a commuiy o Caadia
researchers ha promoe a healhy iormaio  ecosysem, o help Caadias ad he
Goverme  udersad olie disiormaio  ad is impac o Caadia  sociey, ad i
ur build a evidece base o ideiy poeial acio ad develop uure policymaki.

• The Diial Ciize Coribuio  Proram suppors he prioriies o he Diial Ciize Iiiaive
by providi udi  or aciviies  o srehe  ciizes ’ criical hiki  ad resiliece
owards olie disiormaio.  I also suppors research projecs which aim o beer
udersad  disiormaio  as well as oher olie harms ad heir impacs i a Caadia
coex. The Diial Ciize Iiiaive has a joi  research iiiaive  wih he Social Scieces
ad Humaiies  Research Coucil o Caada ad provided muliyear udi  or  he Public
Policy Forum’s Diial Democracy Projec ad MediaSmars ’ Media Lieracy Week. The
Diial Ciize Iiiaive also icludes a muli-sakeholder  eaeme  iiiaive aimed a
buildi cosesus amo civil sociey, olie plaorms, ad like-mided couries wih
respec o olie coe.
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Privy Council Office -  Democratic Institutions and Digital Communications Coordination Unit

• Privy Coucil Oice - Democraic  Isiuios leads a ieraed respose o proec
Caada ’s democraic isiuios,  icludi  he ederal elecoral process; coordiaes  policy
developme  across diere  overme  deparmes ad aecies; ad esures a
whole-o-sociey  approach o addressi orei iererece i democraic  processes ad
disiormaio.  I aciliaes  ierdeparmeal  collaboraio ad iormaio  shari ad
helps o ali sraeies,  research, ad acio amo releva sakeholders. The
Privy Coucil Oice ’s Diial Commuicaios  Coordiaio Ui coordiaes he diial
commuicaios  chaels across he Goverme  ad provides direcio ad advice o
deparmeal  commuicaios  eams reardi commuicaios  approaches o mis-ad
disiormaio.

Impact Canada -  Impact and Innovation Unit (housed within the Privy Council Office)

• Aouced  i Bude 2017, Impac Caada is a overme-wide  eor  ha helps
deparmes accelerae he adopio o iovaive udi  approaches o deliver meaiul
resuls o Caadias.  I 2020, Impac Caada parered wih Healh Caada ad he Public
Healh Aecy  o Caada o sudy disiormaio  reds i Caada relaed o he pademic
ad how o miiae is eecs, resuli i ew behavioural sciece research o he subjec.

Global Affairs Canada

• Global Aairs Caada houses he G7 Rapid Respose Mechaism, which serves as he
permae secrearia o he G7 Rapid Respose Mechaism i Caada. Rapid Respose
Mechaism moiors he diial iormaio  evirome  or orei  iormaio
maipulaio,  icludi sae-sposored disiormaio,  ad produces ope-source daa
aalysis relaed o orei policy prioriies.

Public Safety Canada

• The Naioal Couer-Forei  Iererece Coordiaor  is housed wihi Public Saey ’s
Naioal ad Cyber Securiy Brach. While he Coordiaor ’s oice ocuses o orei
iererece more broadly, oe o he ways hreas ca maies hemselves is hrouh
coordiaed ad sophisicaed disiormaio  campais. Public Saey Caada works wih
key allies, icludi our G7 ad Five Eyes parers, o collecively  address various aspecs
o cybersecuriy,  icludi mali aciviies  like sae-sposored disiormaio.

Communications Security  Establishment  -  Canadian Centre for Cyber Security

• The Caadia Cere or Cyber Securiy, housed wihi he Commuicaios  Securiy
Esablishme,  collaboraes wih various overme  aecies, he privae secor, ad
ieraioal  parers o moior ad aalyze disiormaio  campais, share hrea
ielliece, ad provide uidace o proec criical irasrucure.

Elections Canada

• Elecios Caada akes measures o saeuard he ieriy  o he elecoral process. I
moiors ad ivesiaes  poeial isaces o olie disiormaio  duri elecio
periods, educaes voers abou disiormaio  risks, ad promoes rasparecy  i poliical
adverisi.
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International Strategies

• Various couries are implemei  or discussi  laws ha ocus o rasparecy, such as
he UK's Olie Saey Bill ad pedi  US leislaio aimed a plaorm accouabiliy  ad
rasparecy. Oe o hese sraeies is he Europea Uio’s Digital Service Act.

European Union: Digital Service Act

• The Digital Service Act  is a ew se o Europea Uio-wide  rules or diial services aci
as iermediaries or cosumers  ad oods, services, ad coe.  The Digital Service Act
creaes commo bu ailored (iered) obliaios ad accouabiliy  rules or olie services
available o Europea users o couer he dissemiaio  o illeal coe  ad i cerai
cases also harmul coe.  Speciic addiioal obliaios apply o plaorms wih over 45
millio averae mohly acive users i he Europea Uio (10 perce o he Europea
Uio’s populaio), he so-called Very lare olie plaorms or Very lare olie search
eies.  I April 2023, he Europea  Commissio  desiaed 19 operaors as Very lare
olie plaorms ad Very lare olie search eies. A secod se o hree Very lare
olie plaorms was desiaed i December 2023. The Digital Service Act  obliaios  sar
o apply o Very lare olie plaorms ad Very lare olie search eies our mohs
aer heir desiaio.

• Eorceme  o he Digital Service Act is a shared resposibiliy bewee he member saes
ad Europea Commissio.  The Digital Service Act required member saes o desiae a
Diial Service Coordiaor  as he aioal compee  auhoriy or he supervisio  ad
eorceme  o he Digital Service Act by February 17, 2024. The Diial Service
Coordiaors  will be required o cooperae ad coordiae amos  hemselves ad wih he
Europea Commissio,  icludi o respod o crisis siuaios. Sice February 17, 2024, all
olie iermediaries  eed o comply wih heir respecive se o due-diliece  obliaios
uder he Digital Service Act. The Europea Commissio supervises he Very lare olie
plaorms ad Very lare olie search eies i relaio o he addiioal obliaios ha
are imposed o hem because o heir  reach while he oher obliaios  are supervised by
he Diial Service Coordiaors.  Fies (o be se by member saes or by he Europea
Commissio depedi  o he compeece)  ca be up o six perce o he provider’s lobal
aual urover.

• The Digital Service Act  aims o proec udameal  rihs olie, such as reedom o
expressio, iormaio,  ad opiio, ad o ackle he spread o disiormaio  ad oher
socieal risks. The Ac requires olie plaorms o have easy-o-use lai  mechaisms
or illeal coe,  raspare  ad air erms ad codiios, eecive ieral
complai-hadli  sysems, ad ou-o-cour dispue seleme  mechaisms.

•  The Digital Service Act  also requires Very lare olie plaorms or Very lare olie search
eies o perorm risk assessmes o heir  services ad o impleme  risk miiaio
measures o address poeial harms o sociey, such as disiormaio,  illeal coe, or
cyber violece. They also mus udero idepede  audis ad comply wih voluary  crisis
proocols o coordiae rapid resposes o disiormaio.  Furhermore, he
Digital Service Act  iroduces  a crisis respose mechaism or  cases where Very lare
olie plaorms or Very lare olie search eies  are used or he rapid spread o
disiormaio  ha poses a serious hrea o public healh, securiy, or democracy.
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• The Digital Service Act  makes adverisi  more raspare,  as disiormaio  campais
have uilized areed adverisi  o diial services, esuri  ha i is clearly labelled, ad
ha  iormaio  is available abou who is placi he ad ad why users are seei i. I also
iroduces a ba o adverisi  ha is areed usi proeced daa or aimed a miors.

• The Digital Service Act  ecouraes  plaorms o si up o he voluary  code o pracice o
disiormaio. This is a sel-reulaory  areeme amo olie plaorms, adverisers, ad
oher releva acors o ih aais  he spread o olie disiormaio  i he Europea
Uio. I coais 44 commimes ad 128 speciic  measures i diere  domais. The
Code complemes  he broader reulaory ramework i he Europe Uio.

Australian Voluntary Code of  Practice on Disinformation  and Misinformation

•  The voluary Code o Pracice o Disiormaio  ad Misiormaio,  oversee by he
Ausralia Commuicaios  ad Media Auhoriy, aims o miiae harms rom alse ad
misleadi  coe  o diial plaorms. Ausralia's  dra 2023 misiormaio  laws also aim o
address challees posed by udisclosed Ariicial Ielliece  i disceri  ruh, which
hreaes social isiuios  ad credible ews, bu risk impii  o ree speech. Criics
hihlih he eed or clearer deiiios o misiormaio  ad disiormaio,  a more
srie  sadard or "reasoable harm," ad cocers over coe  auhorized by he
overme  bei exemp. This relecs a broader ieraioal  challee,  as see wih he
Europea Uio’s provisioal areeme  o he Artificial  Intelligence Act, which proposes a
risk-based approach o Ariicial  Ielliece  reulaio.

Summary  of  the Organization for Economic Cooperation and Development  Report

• The Facs No Fakes: Tackli Disiormaio,  Srehei  Iormaio  Ieriy repor
evaluaes lobal eors o couer  misiormaio  ad disiormaio,  uidi overmes
o uphold rusworhy  iormaio  ad democraic  reedoms. This repor icorporaes
eedback  received rom he 12 members o he Seeri Group o he Oraizaio  or
Ecoomic Cooperaio  ad Developme DIS/MIS Resource Hub ad idepede  exeral
expers.

• This repor is he irs baselie assessme  ha preses how overmes  are upradi
heir  overace measures ad isiuioal  archiecure  o suppor a eabli evirome
where reliable iormaio  ca hrive, while esuri  he viila  proecio  o reedom o
expressio ad huma rihs. I also examies he syeries  bewee diere  policy
dimesios o provide a beer udersadi  o he codiios  ha coribue o a healhy
iormaio  sysem.

• The repor hihlihs ha couries are reevaluai  heir policies o comba disiormaio
wihou  compromisi  democraic reedoms. This ew realiy has hereore aced as a
caalys or overmes  o explore more closely he cosrucive  roles hey ca play i
reiorci  he ieriy  o he iormaio  space -  amely, how o suppor eviromes
more avourable  or  researched ad ac checked, rusworhy,  ad reliable iormaio
ecessary  or he ucioi  o democracy.
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• Despie varyi aioal coexs, he repor hihlihs commo prioriies ad sraeies.  I
advocaes or a shi rom piecemeal o sysemic approaches  i addressi disiormaio,
emphasizi  he eed or coordiaed, evidece-backed  policies ad coiuous  evaluaio
o heir impac. Sei speciic imelies or policy implemeaio  ad assessme is
criical, wih immediae measures o couer disiormaio,  especially duri elecios,
complemei  broader, lo-erm iiiaives aimed a addressi uderlyi issues. These
comprehesive  sraeies should ecourae he developme o a more robus iormaio
evirome  ad ives i ehaci  socieal resiliece ad empoweri ciizes.

• The repor cocludes ha overmes  aloe cao ackle hese challees.  Cross-coury
leari ad cooperaio ca lead o more eecive policies i democracies  aci similar
problems. Moreover, ehaci  iormaio  ieriy  requires a cocered eor rom all
sakeholders—busiesses, media, academia, civil sociey—o esure public access o
accurae, diverse, ad imely iormaio.

Prepared by 
Frameworks

Diial ad Creaive Markeplace
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