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For Public Release

Woodworth, Kaitlyn p.

From: |

Sent: January 22, 2021 7:33 PM

To: PARL.ITSEC-SECTI.PARL@PARLgc.ca
Ce:

Subject: _ Cyber Event Report
Attachments:

Classification: PROTECTED B

Good day,

Please find below the following Cyber Event Report for your attention. Please acknowledge receipt of this message.

Thank you,

Canadian Centre for Cyber Security
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CYBER EVENT REFORT

o

Executive Summary

CCCS has learned from a trusted partner that emails containing tracking links were sent using the
email address name to users in the domains @parl.gc.ca and @sen.parl.gc.ca

Incident Summary

CCCS has learned from a trusted partner that emails containing tracking links were sent using the
email address name [to users in the domains @parl.ge.ca and @sen.parl.ge.ca. The messages
contained These messages are likely targeting

individuals as part of an information collection campaign, but likely contained no malicious content. Any emails from
should be considered suspicious.

CCCS was able to locate some traffic that may be related, and may help in locating the emails in question.

The following are |from the House of Commons {HOC):
Datetime Source IP Port Dest
IP Port Quastion Name Type
1
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_HTTP requests that could have originated from the emails in question are attached in

Recommendations

CCCS recommends the following:
# Locate the emails in question, using the information provided in this report
« Determine if these users have received any other suspicious emails
* Closely monitor for any suspicious emails to these recipients, as they may be targets of current or future
malicious email campaigns

CRITICAL NOTE

The information contained in this report may be shared with your internal IT staff, your contracted third-party service
provider, or the identified system owner. This information is intended to be distributed and used for network defence
purposes only, such as using the contained I0C's to search for or prevent malicious activity on your network. |

Mo partion of this report may be used in affidavits, court proceedings or for any other legal or judicial purposes without
prior approval of the originator, This notification is the property of the CCCS, It must be securely stored according to the
classification or designation; access must be controlled accordingly. It may not be used in any way that could expose or
jeopardize CCC5 sources or methods.
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This notification may contain information from external sources. Links to third-party websites are provided solely for the
convenience of users. The Cyber Centre is not responsible for the accuracy, currency or reliability of third-party content
or information derived from external sources of information.

NOTE TO READERS

The Canadian Centre for Cyber Security (Cyber Centre) operates as part of the Communications Security
Establishment, We are Canada’s national authority on cyber security and we lead the government’s response to cyber
security events. As Canada's national computer security incident response team, the Cyber Centre works in close
collaboration with government departments, critical infrastructure, Canadian businesses and international partners to
prepare for, respond to, mitigate, and recover from cyber events. We do this by providing autheritative advice and
support, and coordinating information sharing and incident response. The Cyber Centre is outward-facing, welcoming
partnerships that help build a stronger, more resilient cyber space in Canada.

GENERAL CYBER RELATED QUESTION

Email: contact@cyber.pe.ca
Toll Free: 1-833-CYBER-88 (1-833-292-3788)
Local: 613-9459-7048

REPORT A CYBER INCIDENT
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