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I

AN OvVERVIEW OF MY FINDINGS

1.
BACKGROUND

Maher Arar is a Canadian citizen. He is married and has two children. He has a
Bachelor of Engineering in Computers from McGill University and a Master’s
degree in Telecommunications from the University of Quebec’s Institit national
de la recherche scientifique.

On September 26, 2002, while passing through John F. Kennedy
International Airport in New York, Mr. Arar was arrested and subsequently
detained by American officials for 12 days. He was then removed against his will
to Syria, the country of his birth, where he was imprisoned for nearly a year.
While in Syria, Mr. Arar was interrogated, tortured and held in degrading and
inhumane conditions. He returned to Canada after his release on October 5,
2003. Not surprisingly, the effects of this ordeal on Mr. Arar have been devas-
tating and he and his family continue to suffer to this day.

Mr. Arar has never been charged with any offence in Canada, the United
States or Syria. Indeed, although RCMP officers conducting a terrorism-related
investigation were interested in interviewing Mr. Arar, they did not consider
him a suspect or a target of that investigation. They wished to interview him as
a witness because of his associations with certain other individuals. I have heard
evidence concerning all of the information collected about Mr. Arar in Canadian
investigations, and there is nothing to indicate that Mr. Arar committed an
offence or that his activities constitute a threat to the security of Canada.

There was a great deal of media coverage of Mr. Arar’s case in the later
stages of his imprisonment in Syria and even more after his return to Canada.
Concerns were raised about the role Canadian officials might have played in
relation to his detention in the United States, his removal to Syria and his
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10 ANALYSIS AND RECOMMENDATONS

imprisonment and treatment in that country. In response to mounting public
pressure, the Government of Canada called this public inquiry and I was
appointed Commissioner.

The Inquiry mandate is divided into two parts. The first, referred to as the
Factual Inquiry, requires me to investigate and report on the actions of Canadian
officials in relation to Mr. Arar. The second, the Policy Review, directs me to
make recommendations concerning an independent, arm’s-length review mech-
anism for the RCMP’s activities with respect to national security. Given the dif-
ferent nature of the two parts, 1 established a separate process for each. This
report pertains only to the Factual Inquiry,

The Factual Inquiry process was thorough and comprehensive, and I am
satisfied that T have been able to examine all the Canadian information relevant
to the mandate. Over 70 government officials were called as witnesses, and the
government produced approximately 21,500 documents, of which some 6,500
were entered as exhibits. The process was complex because of the need to keep
some of the relevant information confidential, to protect national security and
international relations interests. I received some of the evidence in closed, or in
camera, hearings and am unable to refer to some of the evidence heard in those
hearings in the public version of this report. However, I am pleased to say that
I am able to make public all of my conclusions and recommendations, includ-
ing those based on in camera evidence.

2.
ORGANIZATION AND CONTENT OF REPORT

The Factual Inquiry Report is presented in two paits. The first part, which you
are now reading, contains my analysis of the different aspects of the evidence
and all of my conclusions (chapters I through VII), a description of the Inquiry
process (Chapter VIID and my recommendations arising from the evidence 1
heard during the Inquiry (Chapter IX).

I have written the analysis in such a way as to avoid disclosing information
that is subject to national security confidentiality. For that reason, 1 sometimes
leave out detail. For example, I occasionally refer to times generally, rather than
specifically, and T do not always identify individuals or agencies. I am nonethe-
less satisfied that the lack of detail does not mislead the reader about what
occurred. Moreover, I have been careful to ensure that my conclusions are based
on an assessment of all of the evidence, regardless of whether or not it may be
publicly disclosed.

The second part of my Report presents the detailed factual background,
based on the evidence 1 received during the hearings. There are two versions
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AN OVERVIEW OF MY FINDINGS

of the factual background. One, which may not be disclosed publicly, is a sum-
mary of all of the evidence, including that which is subject to national security
confidentiality. The other is a public version, from which I have removed those
parts of the evidence that, in my opinion, may not be disclosed publicly for rea-
sons of national security confidentiality.

A good deal of evidence in the Inquiry was heard in camera. As it turns out,
I have included a significant amount of in camera evidence in the public ver-
sion. However, because of the amount of evidence not heard in public and not
readily available to the public, I considered it important to prepare a more exten-
sive summary of the evidence than might have been the case in a public inquiry
in which all of the hearings were open to the public and all transcripts of evi-
dence are readily available.

This Report is based primarily on the evidence of Canadian officials. The
governments of the United States, Jordan and Syria declined my invitation to
give evidence or otherwise participate in the hearings. Despite their failure to
participate, I have for the most part been able to determine what actually hap-
pened and reach the conclusions required by the mandate. In a few instances,
however, I have been hampered by the lack of evidence of officials of these
other countries. I point these instances out in the Report.

In addition, I have not heard the evidence of Mr. Arar, For reasons of fair-

ness, it was not deemed appropriate for Mr. Arar to testify before the release of

the Report, the idea being that the Report would provide the maximum amount
of disclosure of information to him about what had occurred. 1 have indicated
to him that, if he wishes, he may apply to me to testify in the future. Should he
do so, I will consider his request at that time. I do occasionally point out in the
Report that Mr. Arar’s evidence might shed additional light on a particular event
or conclusion. In the main, however, I do not think that I was limited in any sig-
nificant way by not hearing Mr. Arar’s evidence.

3.
SCOPE OF MY MANDATE AND THE ISSUE OF CAUSATION

An Order in Council sets out the mandate for the Inquiry. The parts relevant to
the Factual Inquiry read as follows:

(a) to investigate and report on the actions of Canadian officials in relation
to Maher Arar, including with regard to
(i) the detention of Mr. Arar in the United States,
(i)  the deportation of Mr. Arar to Syria via Jordan,
(i) the imprisonment and treatment of Mr. Arar in Syria,

11
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12 ANALYSIS AND RECOMMENDATONS

(iv) the return of Mr. Arar to Canada, and
(v) any other circumstance directly related to Mr. Arar that the

Commissioner considers relevant to fulfilling this mandate . . .

There are two purposes to this part of the mandate: to investigate and report
fully on the matters described in the mandate; and to make recommendations
with respect to matters that are disclosed in the evidence. In order to fulfill these
purposes, it is necessary that I make findings of fact and, in some circumstances,
assess those facts and make evaluations about what happened and why.

Government counsel and counsel for certain RCMP officers have argued
that I should not make any negative or critical findings with respect to their
clients unless T am able to find as a fact that the actions of their clients “caused
or contributed to” what happened to Mr. Arar. They have contended that,
because the American and Syrian authorities declined to testify at the Inquiry,
there is no evidence about what caused American officials to detain and remove
Mr. Arar to Syria or what caused the Syrian authorities to imprison and torture
him. They have submitted that, absent findings that link actions of their clients
to Mr. Arar’s fate as described in the mandate, I am not permitted to make find-
ings of misconduct — negative or critical comments — in relation to their clients.

I do not accept this argument. It invokes an overly technical and legalistic
approach to the Inquiry and is based on an unduly narrow interpretation of the
mandate. The mandate, by its terms, is not limited to examining actions that can
be established to have caused Mr. Arar's fate; rather, it directs me to consider
actions of Canadian officials “in relation to Mr. Arar.” The use of the phrase “in
relation t0” suggests a broader investigation and report than one focused solely
on the “causes” of what happened to Mr. Arar,

Moreover, the mandate is not limited to examining the events set out in
subparagraphs 1) to iv). The list is preceded by the word “including” and, in
subparagraph v), the mandate directs that I also examine “any other circum-
stance directly related to Mr. Arar that [I consider] relevant to fulfilling the
mandate.”

I agree with those who argue that a public inquiry should not be turned into
a fault-finding exercise. Indeed, in preparing this report, I have avoided making
unnecessary negative or critical comments about individuals or agencies. That
said, T have found it necessary in some instances to make comments that may
be viewed as negative or critical in order to fully report on what occurred. In
addition, T thought it necessary, in several places in the Report, to point to the
shortcomings, as I viewed them, in what Canadian officials did or did not do in
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relation to Mr. Arar, for purposes of making the recommendations contained in
Chapter IX. I discuss this issue of causation further in Chapter VIII

SUMMARY OF MAIN CONCLUSIONS

The following are my main conclusions, presented under four headings that
reflect the different stages examined: information sharing prior to Mr. Arar’s
detention, Mr. Arar’s detention in New York and removal to Syria, his impris-
onment and mistreatment in Syria, and the period after his return to Canada.

INFORMATION SHARING PRIOR TO MR. ARAR’S DETENTION

The RCMP provided American authorities with information, including the
entire database from the aforementioned terrorism investigation, in ways
that did not comply with RCMP policies requiring screening for relevance,
reliability and personal information. Some of the information related to
Mr. Arar.

The RCMP provided American authorities with information about Mr, Arar
that was inaccurate, portrayed him in an unfairly negative fashion and over-
stated his importance in the RCMP investigation.

The RCMP provided American authorities with information about Mr. Arar
without attaching written caveats,? as required by RCMP policy, thereby
increasing the risk that the information would be used for purposes of
which the RCMP would not approve, such as sending Mr. Arar to Syria.
The RCMP requested that American authorities place lookouts for Mr. Arar
and his wife, Monia Mazigh, in U.S. Customs’ Treasury Enforcement
Communications System (TECS). In the request, to which no caveats were
attached, the RCMP described Mr. Arar and Dr, Mazigh as “Islamic Extremist
individuals suspected of being linked to the Al Qaeda terrorist movement.™
The RCMP had no basis for this description, which had the potential to cre-
ate serious consequences for Mr. Arar in light of American attitudes and
practices at the time.

Project A-O Canada was the front-line investigative unit in the RCMP that
conducted the investigation in which Mr. Arar was a person of interest, and
it was that unit that provided information about Mr. Arar to American agen-
cies. The RCMP, as an institution, gave Project A-O Canada unclear and, in
some instances, misleading direction concerning the manner in which

13
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information should be shared, and failed to properly oversee the Project’s
investigation, including its information-sharing practices.

e (SIS did not share any information about Mr. Arar with the American
authorities prior to his detention in New York and removal to Syria.

4.2
DETENTION IN NEW YORK AND REMOVAL TO SYRIA

e There is no evidence that Canadian officials participated or acquiesced in
the American authorities’ decisions to detain Mr. Arar and remove him to
Syria.

e Tt is very likely that, in making the decisions to detain and remove Mr. Arar,
American authorities relied on information about Mr. Arar provided by the
RCMP.,

e While Mr. Arar was being detained in New York on September 26, 2002,
the RCMP provided the U.S. Federal Bureau of Investigation (FBD with
information about him, some of which portrayed him in an inaccurate and
unfair way.

e  Without the evidence of the American authorities, I am unable to conclude
what role, if any, the TECS lookout requested by the RCMP played in the
American decisions to detain Mr. Arar and remove him to Syria.,

e During Mr. Arar’s detention in New York, consular officials with the
Canadian Department of Foreign Affairs and International Trade (DFAIT)*
took reasonable steps to provide Mr. Arar with consular services, including
addressing the possibility that he might be sent to Syria.

4.3
IMPRISONMENT AND MISTREATMENT IN SYRIA

e Mr. Arar arrived in Syria on October 9, 2002 and was held incommunicado
until October 22, 2002. In the intervening period, he was interrogated and
tortured.

« I am unable to conclude whether or not Canadian officials could have
obtained Mr. Arar’s release from Syrian imprisonment at an earlier point in
time. However, there is cause for serious concern in regard to a number of
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actions taken by Canadian officials during Mr. Arar’s imprisonment, includ-

ing some that could have had an effect on the time taken to release
Mr. Arar:

On receiving a summary of a statement made by Mr. Arar while in
Syrian custody in early November 2002, DFAIT distributed it to the
RCMP and CSIS without informing them that the statement was likely
a product of torture. That statement became the basis for heightened
suspicion in some minds about Mr. Arar’s involvement in terrorism.
That was unfair to him.,

In November 2002, CSIS received information about Mr. Arar from the
Syrian Military Intelligence (SMD and did not do an adequate reliabil-
ity assessment as to whether the information was likely the product of
torture. Indeed, its assessment was that it probably was not.

In January 2003, the RCMP, acting through the Canadian Ambassador,
sent the SMI questions for Abdullah Almalki, the subject of the relevant
investigation and also in Syrian custody. This action very likely sent a
signal to Syrian authorities that the RCMP approved of the imprison-
ment and interrogation of Mr. Almalki and created a risk that the SMI
would conclude that Mr. Arar, a person who had some association
with Mr. Almalki, was considered a serious terrorist threat by the
RCMP.

In March and April 2003, DFAIT failed to take steps to address the
statement by Syrian officials that CSIS did not want Mr. Arar returned
to Canada.

In May and June 2003, the RCMP and CSIS were not supportive of a
DFAIT initiative to send the Syrians a letter conveying that Canada
spoke with one voice in seeking Mr. Arar’s release.

From time to time, DFAIT distributed reports of consular visits with
Mr. Arar to the RCMP and CSIS. Ostensibly, this was done to seek
assistance for Mr. Arar. However, DFAIT failed to make that purpose
clear or to ensure that the reports were used only for that purpose.
On several occasions, there was a lack of communication among the
Canadian agencies involved in Mr. Arar’s case. There was also a lack
of a single, coherent approach to efforts to obtain his release.

DFAIT consular officials took reasonable steps to obtain consular
access to Mr. Arar throughout his imprisonment in Syria.

15
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4.4
AFTER MR. ARAR’S RETURN TO CANADA

e  Following Mr. Arar’s return, reports were prepared within government that
had the effect of downplaying the mistreatment or torture to which Mr. Arar
had been subjected.

e Both before and after Mr. Arar’s return to Canada, Canadian officials leaked
confidential and sometimes inaccurate information about the case to the
media for the purpose of damaging Mr. Arar’s reputation or protecting their
self-interests or government interests,

e  When briefing the Privy Council Office and senior government officials
about the investigation regarding Mr. Arar, the RCMP omitted certain key
facts that could have reflected adversely on the Force.

5.
SUMMARY ANALYSIS

In the sections that follow, I provide an overview of the analysis on which I have
based my conclusions concerning the actions of Canadian officials in relation to
Mr. Arar, again broken down by stage.

5.1
PRE-DETENTION

51.1
Formation of Project A-O Canada

Project A-O Canada was the investigative unit of the RCMP that conducted the
investigation that in time involved Maher Arar. Created in the aftermath of the
September 11, 2001 terrorist attacks on the United States, the Project was
directed to carry out an investigation, centred in Ottawa, into the activities of
Abdullah Almalki, a person suspected of being associated with al-Qaeda. The
Project was also charged with investigating any leads about the threat of a sec-
ond wave of attacks after the events of 9/11. In the months that followed, the
scope of the Project’s investigation expanded to include new information that it
received about other individuals and activities.

During the Inquiry, two issues arose with respect to the formation of
Project A-O Canada. First, there was some suggestion that, in the wake of 9/11,
the RCMP had been thrust back into the national security field and that, as a law
enforcement agency, it inappropriately had become involved in investigations
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within the mandate of CSIS, Canada’s civilian security intelligence agency. I will
comment on this suggestion only as it relates to Project A-O Canada.

In late September and early October 2001, CSIS transferred to the RCMP
prime responsibility for a number of investigations, which subsequently led to
the creation of Project A-O Canada. I have no reason to believe that the trans-
fer of this investigation was inappropriate. CSIS witnesses testified that investi-
gations were selected for transfer when they were found suitable for continued
investigation by a law enforcement agency. By that, they meant that there had
to be a sufficient nexus to criminal activity to engage the RCMP’s mandate to
either prevent, or prosecute the commission of, criminal offences. That said, 1
did not review all of the information about the previous CSIS investigations.
To do so would have been an enormous task and well beyond my mandate.
However, there was nothing in the evidence that T did hear about the Project
A-O Canada investigation that raised a concern in my mind that the investiga-
tion that eventually involved Mr. Arar should not have been transferred to the
RCMP.

I hasten to point out that one should not read into my comments a con-
clusion that Abdullah Almalki, the subject of that investigation, has committed
any offence or is a threat to Canada’s national security. On the contrary,
Mr. Almalki, who has been the subject of investigation for a considerable period
of time, has never been charged with any offence and is presumed to be inno-
cent of any criminal activity.

The second issue with respect to the formation of Project A-O Canada had
to do with the training and experience of its members. The officers assigned to
Project A-O Canada were, in the view of their superiors, among the best inves-
tigators available. Many of them had extensive experience with large and com-
plicated investigations involving financial transactions. Others had a wide array
of skills of value to the investigative team. The major shortcoming was that, with
few exceptions, the officers assigned to Project A-O Canada, including the
Project managers, lacked experience and training in conducting national secu-
rity investigations and in addressing human rights and cultural sensitivity issues
that might arise in such investigations.

While T accept that, given the circumstances immediately after 9/11, the
RCMP had no choice but to form the Project team as it did, it was incumbent
upon the RCMP to ensure that the Project received clear direction and proper
oversight with respect to the unique aspects of a national security investigation
that fell outside the previous experience of the great majority of the officers. In
this regard, the RCMP failed completely, particularly in the critically important
area of information sharing with American agencies.
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The officers of Project A-O Canada were given little guidance. They were
largely left on their own. Even more troubling, the directions the RCMP did pro-
vide about how information should be shared with the American agencies were
unclear and misleading. As events developed, the Project provided those agen-
cies with information about Mr. Arar that was inaccurate and unfairly prejudi-
cial to him. The information was provided in contravention of RCMP policy
requiring that information be screened for relevance, reliability and personal
information before being shared and that written caveats be attached to control
the use to which the information is put.

5.1.2
Early Investigative Steps

Mr. Arar first came to the attention of Project A-O Canada as a result of a meet-
ing he had with Abdullah Almalki at Mango’s Café in Ottawa on October 12,
2001. T am satisfied that, based on the information available to them, the Project
members had reasonable grounds to conduct surveillance of this meeting.
This was a routine and proper investigative step and was not the result of racial
profiling.

I am also satisfied that, as a result of the meeting at Mango’s Café, the
Project properly considered Mr. Arar to be a person of interest in its investiga-
tion. While the meeting might have been innocent, there were aspects of it that
reasonably raised the investigators’ antennae. Messrs. Almalki and Arar were
seen walking together in the rain and conversing for 20 minutes. Given that
Mr. Almalki was a target of the investigation, it was reasonable for the Project
to investigate Mr. Arar, about whom it had no information at the time.

The investigators conducted background searches on Mr. Arar using pub-
lic source information. The process included obtaining copies of Mr. Arar’s
rental application and tenancy agreement from his landlord’s management com-
pany. The emergency contact given on Mr. Arar’s rental application was
Mr. Almalki.

Mr. Arar’s counsel questioned whether obtaining the rental documents had
been proper, given that there had been no search warrant or even the basis for
obtaining one. I conclude that there was nothing improper in Project A-O
Canada obtaining these documents without a warrant. The officers asked for
the documents and the property manager, who had a proprietary interest in
them, produced them. There was no compulsion, and the property manager did
not suggest that Mr. Arar had a privacy interest in any information in the

documents.
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5.1.3
Border Lookouts

Towards the end of October 2001, Canada Customs® placed border lookouts for
Mr. Arar and his wife, Dr. Mazigh, at the request of Project A-O Canada. The
lookouts were intended to ensure that Mr., Arar and Dr. Mazigh would undergo
both primary and secondary examinations when entering Canada. Any person
entering Canada may be subjected to a secondary examination; however, when
there is a lookout, the front-line Customs officers must refer the person for a sec-
ondary examination.

I am satisfied that Project A-O Canada had sufficient reason at the time to
request a lookout for Mr. Arar. In any investigation, it is important to determine
the role, if any, of persons associated with the subject of the investigation, in this
case Mr. Almalki. By then, Mr. Arar was properly a person of interest to the
investigators, who were aware that he had met with Mr. Almalki at Mango’s
Café and that he had listed him as an emergency contact on his rental applica-
tion, indicating they might have close ties.

There is a reduced expectation of privacy at the border when any person
is entering Canada, and secondary examinations are frequently conducted where
search warrants cannot be obtained. In the circumstances, requesting a lookout
for Mr. Arar was an appropriate investigative step.

Once a lookout request is received, it falls to Canada Customs to decide
whether there are “reasonable grounds” for issuing the lookout. For the same
reasons I conclude it was reasonable for Project A-O Canada to request a look-
out for Mr. Arar, I am satisfied that Canada Customs had reasonable grounds for
issuing it.

That said, the lookout for Mr. Arar was designated a “terrorism” lookout.
According to a Canada Customs bulletin, that designation is used when some-
one is suspected of being a member, associate or sympathizer of a known ter-
rorist organization. Mr. Arar did not meet these criteria. He was not suspected
of being a member of a terrorist organization and should not have been labelled
in this fashion in the lookout. To do so was unfair to Mr. Arar, who was merely
a person of interest. It is essential that precise and accurate language be used
when describing an individual’s role in a terrorism-related investigation, partic-
ularly in these times of heightened concern about public safety and national
security. Labels have a way of sticking to individuals, reputations are easily dam-
aged and when labels are inaccurate, serious unfairness to individuals can result.

In regard to Dr. Mazigh, I conclude that there was no basis for the RCMP
to request a lookout for her and no basis for Canada Customs to place the
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lookout. The important distinction between Mr. Arar and Dr. Mazigh is the fac-
tual connection with Mr. Almalki. Mr. Arar was a person of interest because of
his association with Mr. Almalki, but the RCMP had no information suggesting
a link between Dr. Mazigh and Mr. Almalki. While it may make sense to include
the spouse of a suspect in a lookout because that person might be involved in
the suspect’s activities, that rationale does not extend to the spouse of someone
who is merely a person of interest and not suspected of any wrongdoing, such
as Mr. Arar.

Further, the lookout for Dr. Mazigh, as for Mr. Arar, was a “terrorism” look-
out. Labelling Dr. Mazigh in this fashion was inaccurate. It was wrong and very
unfair to her.

At the same time Project A-O Canada requested Canada Customs lookouts
for Mr. Arar and Dr. Mazigh, it also requested U.S. border lookouts for them.
U.S. Customs has a computer system called the Treasury Enforcement
Communications System (TECS), which provides lookout information on suspect
individuals, businesses, vehicles, aircraft and vessels.

U.S. authorities declined the invitation to testify at the Inquiry. According
to my understanding of the system, organizations around the world may submit
requests to have individuals placed on a TECS lookout, and RCMP officers rou-
tinely make such requests. However, I have little information about how
American agencies would have used the Project A-O Canada request and what
the consequences might have been for Mr. Arar and Dr. Mazigh in the post-9/11
environment in the United States.

There was no RCMP policy or directive laying down the criteria for sub-
mitting foreign lookout requests. It appears, however, that making such requests
was considered a normal investigative step at the time. In Chapter IX, I recom-
mend that the RCMP develop guidelines for submitting lookouts to foreign coun-
tries, giving specific consideration to the use to be made of the lookouts and the
potential impact of the lookouts on the civil liberties of the individuals affected.
It is important that the RCMP have policies that set out the circumstances under
which such potentially important steps as requesting a foreign border lookout
should be taken.

In regard to the U.S. lookout for Dr. Mazigh, it is clear that the RCMP should
not have requested such a lookout, for the same reason that it should not have
requested a Canadian lookout.

One aspect of the Canadian and American lookout requests that is highly
alarming is the most unfair way in which Project A-O Canada described Mr. Arar
and Dr. Mazigh. The requests indicated they were part of a “group of Islamic
Extremist individuals suspected of being linked to the Al Qaeda terrorist
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movement,”®

a description that was inaccurate, without any basis, and potentially
extremely inflammatory in the United States in the fall of 2001. I discuss the
language used in this letter in more detail below, in my comments on

Project A-O Canada’s information-sharing practices.

5.1.4
Canada Customs Secondary Examinations

Canada Customs carried out three secondary examinations that warrant com-
ment: two of Mr. Arar, on November 29 and December 20, 2001, and one of
Dr. Mazigh, on November 14, 2002.

During Mr. Arar’s secondary examinations, officials photocopied docu-
ments found in his possession. With the exception of some teaching materials,
those documents related to Mr. Arar’s travel and personal identification. T am sat-
isfied that, in copying these documents, Canada Customs officials acted in accor-
dance with the Customs Enforcement Manual and relevant Enforcement Bulletin
as they existed then. There was nothing of a particularly private nature about the
travel and personal information obtained from the documents. The one possi-
ble exception to this conclusion involves the teaching materials, on which I can-
not comment without hearing from Mr. Arar. I also conclude that, under the
Customs Act, Customs officials had the authority to provide the RCMP with the
information copied from Mr. Arar’s documents.

During the December 20, 2002 secondary examination, apart from copying
documents found in Mr. Arar’s possession, Customs officials seized Mr. Arar’s
computer and personal digital assistant (PDA) for non-payment of duties and
then copied information from those devices that was accessible without the use
of a password. Based on the description of what occurred set out in a report by
the Customs official who conducted the secondary examination, I find that
Canada Customs had authority to seize the articles for non-payment of duties.”

I am also satisfied that the Customs officials who copied information from
Mr. Arar’s computer and PDA believed, reasonably in the circumstances, that
they were authorized to do so. However, I do not have sufficient information
to determine whether in fact they had the authority under the Customs Act to
conduct those examinations or whether such examinations breached Mr. Arar’s
privacy rights under the Canadian Charter of Rights and Freedoms. 1 would
need the evidence of Mr. Arar as a starting point.

As T have indicated, Dr. Mazigh should not have been the subject of the
lookout that triggered her secondary examination on November 14, 2002. The
examination therefore should not have taken place. Moreover, Canada Customs
uploaded the profiles of Dr. Mazigh and her children, who were travelling with
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her, into the Intelligence Management System (IMS), an automated facility for
reporting and compiling intelligence information on targets known or suspected
to be potential border risks. While the uploaded information was basic infor-
mation obtained from the travel itinerary and identification documents of
Dr. Mazigh and her children, it should not have been uploaded into the IMS, as
Dr. Mazigh and her children were not known or suspected to be potential bor-
der risks.

5.1.5

Information Sharing With American Agencies

I want to start the discussion about information sharing by making it clear that
nothing in this report should be taken to indicate that Canadian agencies should
not share information with American agencies. On the contrary, I strongly
endorse the importance of information sharing. Sharing information across bor-
ders is essential for protecting Canada’s national security interests, in that it
allows more complete and accurate assessments of threats to our security. The
importance of information sharing has increased in the post-9/11 era, when it is
clear that the threats that need to be addressed are globally-based and not con-
fined within national borders. However, information must be shared in a prin-
cipled and responsible manner. There is good reason for the RCMP’s written
policies governing information sharing. Those policies make sense and it is
important that they be followed.

The most significant problems arising from the Project A-O Canada inves-
tigation pertained to information sharing with the United States. Unfortunately,
the RCMP gave Project A-O Canada unclear and even misleading directions on
how to share information with the American agencies primarily responsible for
terrorist activities in the U.S. and then failed to adequately oversee the Project’s
practices in that regard. As a result, Project A-O Canada did not comply with
RCMP policies with regard to screening information and attaching caveats to
information provided to other agencies.

5.1.5.1
RCMP Policies
As indicated above, the RCMP has policies requiring that information to be
shared with other agencies be screened for relevance, reliability and personal
information and that caveats be attached.

The RCMP has a legitimate concern, indeed a responsibility, to ensure that
information it provides to other agencies is accurate and appropriate for shar-
ing in the particular circumstances; hence the need for screening.
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It is also important that the RCMP control, to the extent it is able, the use
to which information provided to other agencies may be put. Written caveats are
used by the RCMP and other agencies that share information to try to prevent
recipient agencies from further disseminating information or using it for pur-
poses of which they do not approve. While such caveats do not guarantee pro-
tection against unacceptable use, common sense tells us that they should
significantly reduce the risk.

The fact that Project A-O Canada did not attach written caveats to the infor-
mation about Mr. Arar provided to American agencies increased the risk that
those agencies would use the information for purposes unacceptable to the
RCMP, such as removing him to Syria.

5.1.5.2

Original Arrangement

Immediately after the events of 9/11, the RCMP, CSIS, and the American agen-
cies primarily responsible for terrorist activities in the U.S. met to discuss the
threat of another terrorist attack and the need for increased co-operation and
coordination among the agencies, including the sharing of information in “real
time,” that is, in a prompt manner. In making its information-sharing arrange-
ment, the RCMP did not intend to deviate from existing policies requiring that
information be screened before being shared and that caveats be attached to any
documents provided to other agencies.

The senior officer with the Criminal Intelligence Directorate (CID) at RCMP
Headquarters discussed the arrangement with senior officers in the various divi-
sions, including those at “A” Division in Ottawa. They in turn discussed it with
Project A-O Canada managers. Instructions connected with the information-
sharing arrangement were passed down the RCMP chain of command by word
of mouth. Those involved now have varying recollections about what was
intended and what instructions were given.

In the end, the Project managers had a very different understanding of the
arrangement than what was intended by the senior CID officers. According to
their testimony, they understood that “caveats were down” — in other words,
notwithstanding RCMP policy, there was no need to attach written caveats to
documents being shared with the other partner agencies. However, in their
minds, there was an implicit understanding that the information would be used
for intelligence purposes only. Further, the Project managers understood that
all information obtained by the Project could be transferred to the “partners to
the agreement,” that is, CSIS and the American partner agencies, without
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screening the information for relevance, reliability or personal information, pur-
suant to RCMP policy.

Project A-O Canada also understood that it could share information received
from one party to the arrangement with the other parties without the consent
of the originator, even if caveats had been attached by the originator. This was
another departure from RCMP policy not intended by senior CID officers.
Moreover, CSIS, which was a party to the original arrangement, did not believe
there had been such an arrangement or agreement.

As a result of these understandings, Project A-O Canada provided a large
amount of information to the American agencies in a manner that contravened
RCMP policies and was very different from what had been intended by senior
CID officers. These highly alarming practices began shortly after the start of the
Project’s investigation in October 2001 and continued until the summer of 2002,
when officers with CID took steps to bring the Project’s information-sharing
practices into line with RCMP policy.

The most serious incident in this regard in the period leading up to
Mr. Arar’s detention in New York occurred in April 2002, when Project
A-O Canada provided the American agencies with its entire investigative data-
base, in the form of three compact discs (CDs), without screening the informa-
tion beforehand or attaching written caveats.

These failures should never have occurred. It was incumbent upon the
RCMP and its senior officers to ensure that Project A-O Canada received clear
and accurate direction with regard to how information was to be shared and to
exercise sufficient oversight to rectify any unacceptable practices. Indeed, there
was an especially strong need for direction and oversight because of the lack of
training and experience in national security investigations of most of the
Project A-O Canada members, including the managers.

5.1.5.3

Inaccurate Information

Project A-O Canada supplied the American agencies with a good deal of inac-
curate information about Mr. Arar, some of which was inflammatory and unfairly
prejudicial to him.

As mentioned above, in its request for U.S. border lookouts, Project A-O
Canada described Mr. Arar and his wife as Islamic extremists suspected of being
linked to the al-Qaeda movement. Everyone who testified accepts that this
description was wrong and should not have been given to the Americans. There
was no basis for such an assertion. The request was sent to U.S. Customs in late
October 2001, but it was also given directly to the American agencies five
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months later, in April 2002. The potential consequences of labelling someone an
Islamic extremist in post-9/11 America are enormous.

Prior to Mr. Arar's detention in New York on September 26, 2002,
Project A-O Canada provided documents to the American agencies that vari-
ously described Mr. Arar as a suspect, a target, a principal subject of its investi-
gation, a person with an “important” connection to Mr. Almalki, a person directly
linked to Mr. Almalki in a diagram titled “Bin Laden’s Associates: Al Qaeda
Organization in Ottawa,” and a business associate or a close associate of
Mr. Almalki.

These descriptions were either completely inaccurate or, at 2 minimum,
tended to overstate Mr. Arar’s importance in the Project A-O Canada investiga-
tion. I repeat that Project A-O Canada’s view was that Mr. Arar was never a sus-
pect — he was merely a person of interest. While it might be that, in meetings,
the Project’s officers communicated this actual view of Mr. Arar’s status in the
investigation, there was no justification for the improper and unfair labels
attached to him in written documents. Written labels, particularly when no
caveats are attached, have a way of sticking to an individual and then spread-
ing to others and becoming the accepted fact or wisdom. Threats of terrorism
understandably arouse fear and elicit emotional responses that, in some cases,
lead to overreaction. The need for accuracy and precision when sharing infor-
mation in terrorist investigations cannot be overstated. This is especially so when
the information is contained in a document that, rightly or wrongly, carries an
air of authority. Statements made by police officers tend to be taken at face
value,

In addition to unfairly labelling Mr. Arar, Project A-O Canada provided U.S.
agencies with some factually inaccurate information about him. For example, it
passed on erroneous notes taken by RCMP officers during an interview with
Abdullah Almalki’s brother that indicated that the brother had said Mr. Arar had
a business relationship with Abdullah Almalki, when in fact the brother had
indicated that he wasn’t sure whether Mr. Arar had a business relationship with
his brother. Further, a report supplied to the Americans about the meeting at
Mango’s Café erroneously stated that Mr. Arar had travelled from Quebec to
meet Mr. Almalki, giving an unfounded sense of importance to the meeting,

In a presentation to American authorities in May 2002, Project A-O Canada
provided information that tended to link Mr. Arar to certain other individuals
who were suspects in the investigation. That information turned out to be inac-
curate. At the same time, the Project informed the American authorities that
Mr. Arar had refused to be interviewed by it in January 2002, That was also
incorrect. Mr. Arar had actually agreed to be interviewed, but subject to
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conditions recommended by his counsel, which Project A-O Canada had found
unacceptable. The statement about the refusal to be interviewed had the poten-
tial to arouse suspicion, especially among law enforcement officers, that Mr. Arar
had something to hide.

While Project A-O Canada might have provided the American authorities
with a good deal of accurate information, there is no excuse for its sharing of
inaccurate or imprecise information. I do not accept the arguments made by
some that the inaccuracies were minor or hair-splitting. In my view, they were
not. During the Inquiry, investigators frequently emphasized the need to share
all relevant information, even seemingly insignificant details, with other agencies,
as one never knows what importance information may have in the overall pic-
ture being pieced together. A series of relatively minor details, when taken
together, can create a picture of someone who is heavily involved in illegal
activities. This rationale for sharing information highlights the importance of
accuracy and precision in the details being shared. If details are important, they
should be accurate.

I accept that the members of Project A-O Canada did not intend to provide
inaccurate information to American authorities. However, proper screening
would have prevented most, if not all, of the inaccuracies. In any event, this is
an instance where the Project members’ lack of training and experience in
national security investigations appears to have played a pait.

5.1.6
Role of RCMP Headquarters

Project A-O Canada provided CID at RCMP Headquarters with a considerable
amount of information about its investigation on an ongoing basis. It routinely
supplied daily situation reports describing the investigative steps taken, and
Project officers met periodically with CID officers to inform them about the
investigation,

Nonetheless, there were a number of serious failures of communication
between the Project and CID, the most important being the misunderstanding
about how information should be shared with other agencies, discussed above.
Ultimately, it was the responsibility of the RCMP as an institution to ensure that
information was shared properly and in accordance with established policies. It
failed to discharge that responsibility.

There was another problem with communications between Project
A-O Canada and senior RCMP officers. During its investigation, the Project pro-
vided senior officers at “A” Division and CID at RCMP Headquarters with essen-
tially the same information it gave the American agencies, which, as described
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above, was sometimes inaccurate in regard to Mr. Arar and tended to unfairly
overstate his importance in the Project investigation. Later, when Mr. Arar was
in Syrian custody, these inaccuracies might have played a role in the RCMP’s
institutional responses to requests for assistance in obtaining his release. T dis-
cuss this issue below.

More generally, T observe that, given that Project A-O Canada had few offi-
cers with experience or training in national security investigations, I would have
expected CID to exercise more, rather than less, oversight. That did not happen.
While CID, like other units of the RCMP, might have been burdened with an
increased workload in the aftermath of 9/11, it would not have been terribly
time-consuming to ensure that Project A-O Canada received clear instructions
with regard to information sharing and the need to comply with RCMP policies.

5.2
DETENTION IN NEW YORK AND REMOVAL TO SYRIA

5.2.1

Canadian Investigators

On September 26, 2002, Mr. Arar arrived at John F. Kennedy International
Airport in New York on a flight from Zurich, Switzerland. He had started his trip
in Tunisia and was connecting though New York on his way to Montreal. Upon
his arrival at the airport in New York, he was detained by American authorities.

Mr. Arar is a citizen of both Canada and Syria. On October 7, 2002, the
Regional Director of the U.S. Immigration and Naturalization Service (INS) issued
an order finding Mr. Arar to be a member of al-Qaeda and directing his removal
from the United States. On October 8, Mr. Arar, still in American custody, was
flown to Jordan. A short time later, he was driven to Syria, where he was impris-
oned for almost a year.

The RCMP had several communications with members of the American
agencies about Mr, Arar shortly before and during the time he was detained in
New York. Three of those communications are noteworthy.

Prior to Mr. Arar’s arrival in New York on September 26, 2002, the FBI con-
tacted Project A-O Canada to inform it of the American authorities” intention to
question Mr. Arar and deny him entry into the United States, and to ask whether
the RCMP had any questions it wanted put to Mr. Arar while he was in New
York. The same day, the Project faxed the FBI a list of questions for Mr. Arar. I
conclude that Project A-O Canada did not act improperly in sending the ques-
tions. At the time, the Canadian officers believed Mr. Arar would be denied entry
to the United States and promptly sent back to Zurich. There was a legitimate
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investigative reason for sending the questions, as Mr. Arar was a person of inter-
est in the Project’s investigation and might have information as a witness that
would further the investigation. Moreover, the Project members believed that the
American authorities would extend a person in Mr. Arar’s position similar pro-
tection to that provided by Canadian law.

However, in sending the questions, Project A-O Canada included informa-
tion about Mr. Arar that was inaccurate and portrayed him in an unfair way. It
indicated that Mr. Arar had been in the vicinity of Washington, D.C. on
September 11, 2001, which was false. This information could have unfairly raised
a suspicion about Mr. Arar’s connections. Also, a concluding section of the fax
stated that Mr. Arar had declined to be interviewed in January 2002 and, soon
after, had suddenly left Canada for Tunisia. There are a number of problems with
this information. Mr. Arar did not decline an interview. He agreed to be inter-
viewed, subject to certain conditions. He did not leave Canada soon after the
interview request. He left five months later. There is no evidence that he left

»

“suddenly.” Linking these inaccurate pieces of information together painted an
incorrect and potentially inflammatory picture of someone who had refused to
be interviewed, probably because he had had something to hide, and had
quickly pulled up roots and left Canada, where he had been living with his fam-
ily, in order to avoid further investigation. The Project did not attach a caveat to
this information.

Earlier in this chapter, I discuss the importance of providing accurate and
precise information. The provision of this inaccurate information, particularly
without a caveat, at what turned out to be a critically important time in Mr. Arar’s
ordeal was unfortunate, to put it mildly, and totally unacceptable.

On October 3, 2002, [***] sought the assistance of the RCMP’s CID in a fax
containing seven specific questions about Mr. Arar and his activities and asso-
ciations. The fax indicated two potential purposes for the information: Mr. Arar’s
removal from the United States pursuant to the INS process, and law enforce-
ment proceedings. CID forwarded the fax to Project A-O Canada, which
responded the next day.

I am satistied that it was appropriate for the RCMP to respond to the ques-
tions. Importantly, the response made it clear that the Project had yet to com-
plete a detailed investigation of Mr. Arar and was unable to indicate links to
al-Qaeda. Moreover, the information in the response was accurate, the way it
was provided complied with RCMP screening policies, and a caveat was
attached. It is also worth noting that, at the time, the RCMP still did not know
that the United States was contemplating sending Mr. Arar to Syria.
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Unfortunately, the RCMP did not take the opportunity presented by this
exchange to point out that all previous disclosures of information made with-
out written caveats were subject to the same caveat as the October 4 response.
Further, while the Project pointed out that it was unable to indicate links
between Mr. Arar and al-Qaeda, it did not go further and correct the inaccurate
information already provided to the American agencies about Mr. Arar, includ-
ing the label of Islamic extremist.

Finally, T note that, in its response, the RCMP provided information received
from CSIS that was subject to caveats without obtaining the consent of CSIS to
do so. This was a breach of both the CSIS caveats and RCMP policy.

The RCMP’s third communication of note with American authorities during
Mr. Arar’s detention in New York actually involved two phone calls between
Corporal Rick Flewelling of CID and an FBI agent, the first on October 4 and
the second on October 5. During the second call, the FBI agent said that the
United States did not have enough information to charge Mr. Arar and was look-
ing to remove him. He indicated that Mr. Arar had asked to be sent to Canada,
and Washington wanted to know whether the RCMP could charge him or refuse
him entry to Canada. The corporal responded that there was not enough evi-
dence to charge Mr. Arar in Canada and that it was likely that he could not be
refused entry to Canada.

I accept Corporal Flewelling’s evidence that it did not occur to him that the
American authorities were considering Syria as an option. He believed that
Mr. Arar would either be returned to Zurich or be sent to Canada. I am satisfied
that the RCMP was not informed of the possibility of Syria as a destination until
at least October 7.

On October 7, 2002, the U.S. INS ordered that Mr. Arar be removed from
the United States because he had been found to be a member of al-Qaeda. Much
of the information relied upon to make the order was contained in an appen-
dix that has not been disclosed publicly.

I reach the following conclusions in regard to the two American decisions
of interest to my mandate, that is, the decision to detain Mr. Arar in New York
and the decision to remove him to Syria:

e Canadian officials did not participate or acquiesce in the American deci-
sions to detain Mr., Arar and remove him to Syria. I have thoroughly
reviewed all of the evidence relating to events both before and during
Mr. Arar's detention in New York, and there is no evidence that any
Canadian authorities — the RCMP, CSIS or others — were complicit in those
decisions.
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e It is very likely that, in making the decisions to detain and remove Mr. Arar
to Syria, the U.S. authorities relied on information about Mr. Arar provided
by the RCMP. Although T cannot be certain without the evidence of the
American authorities, the evidence strongly supports this conclusion. Over
time, a good deal of information about Mr. Arar that would undoubtedly
have raised suspicions about him was supplied without caveats to the
American agencies by the RCMP. Indeed, although the appendix containing
the confidential information in the removal order has not been disclosed,
the publicly available portion of the order refers to information that origi-
nated in Canada. Moreover, on many occasions after the event, several
American officials, including then Secretary of State Colin Powell, said that
the American authorities had relied on information provided by Canada in
making the decision to send Mr. Arar to Syria. Tellingly, the Americans have
never provided the Canadian authorities with any information of their own
about Mr. Arar that would have supported the removal order. Given the
close co-operation between the RCMP and the American agencies, it seems
likely that, if they had such information, they would have supplied it to the
Canadians.

e Finally, without the evidence of the American authorities, I am unable to
conclude what role, if any, the TECS lookout for Mr, Arar requested by the
RCMP in late October 2002 played in the American decisions to detain
Mr. Arar and remove him to Syria.

522
Consular Officials

DFAIT first became aware of the possibility that Mr. Arar was being detained in
New York on September 29 and was actually informed that he was being
detained on October 1.

1 conclude that, during Mr. Arar’s detention in New York, DFAIT officials
took reasonable steps to provide Mr. Arar with consular services, including
addressing the possibility that he might be sent to Syria.

A number of signs alerted consular officials to the possibility that the United
States was considering sending Mr. Arar to Syria. On October 1, Mr. Arar’s
brother informed DFAIT that Mr. Arar had told him that he would be sent to
Syria. On the same day, a senior U.S. INS officer advised that the case was of
such seriousness that it should be taken to the highest level, and on October 3,
Mr. Arar told the Canadian consul that investigating officers had informed him
that they were going to send him to Syria.
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The DFAIT officials considered these warning signs, but based on their past
experience with individuals in “terrorism-related” cases and the information they
had received, they did not believe that there was an imminent risk that Mr., Arar
would be sent to Syria. Individuals in these types of cases had always been held
for months. Moreover, the officials had never known the Americans to remove
a Canadian citizen to a country other than Canada when the individual had
requested to be sent to Canada and was travelling with Canadian documents, as
was the case with Mr. Arar.

At no time did the American authorities give consular officials any indica-
tion of their intention to send Mr. Arar to Syria. They were not open and forth-
coming about what was happening with respect to the detainee. Canadian
officials were caught completely off guard when they learned of Mr. Arar’s fate.

A point of note is that, five days before Mr. Arar’s removal, consular offi-
cials assisted Mr. Arar and his family in retaining counsel to represent his legal
interest in any American proceeding. It was reasonable for consular officials to
expect that the American lawyer who would represent Mr. Arar would take
appropriate steps to protect his interests and would notify them if there was
anything that they could do to assist with the case. The lawyer, who visited
Mr. Arar on October 5 and also spoke with INS officials, did not raise the pos-
sibility of removal to Syria with Canadian consular officials or suggest any fur-
ther action by Canadian officials to assist Mr. Arar. That lawyer declined an
invitation to testify at the Inquiry. However, it appears that she, like the consular
officials, was unaware that the American authorities were intending to remove
Mr. Arar to Syria in the very sudden way that they did.

5.2.3
Interagency Communication

As discussed above, during the period of Mr. Arar’s detention in New York,
DFAIT and the RCMP were each dealing directly with American authorities in
regard to Mr. Arar’s situation without knowledge of what the other was doing
and without benefit of the information in the other’s possession.

The RCMP has no policy requiring it to communicate with DFAIT when it
learns that someone connected with one of its investigations has been detained
abroad. Canadians detained outside Canada are entitled to consular services on
request, and the RCMP’s general approach is based on the notion that detainees
will be able to contact a consular officer if they wish. In Mr. Arar’s case, it had
no reason to believe that any request made by Mr. Arar for consular assistance
in the United States would not be granted. There was consequently no reason
for the RCMP to contact DFAIT about Mr. Arar’s situation. Further, I am satisfied
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that there was no requirement for the RCMP to notify DFAIT that it was pro-
viding information about Mr. Arar to the U.S. authorities.

DFAIT, for its part, undertook a reasonable course of action in trying to
sort out what was actually occurring and in involving legal counsel to act for
Mr. Arar. I do not think that, in the circumstances, DFAIT should be faulted for
not having informed the RCMP about the threat of Syria as it was assessed at that
time.

Nevertheless, given the international environment in which they must oper-
ate when someone is detained in connection with a terrorism investigation,
Canadian agencies in any way involved in such cases should consult with one
another and develop a coherent and consistent approach to the situation for all
Canadian agencies. The reality of terrorism investigations calls for extraordinary
care by Canadian officials in relation to Canadians detained abroad for suspected
links to terrorism.®

53
IMPRISONMENT AND MISTREATMENT IN SYRIA

53.1

Initial Period

Mr. Arar arrived in Syria on October 9, 2002. He was held incommunicado by
the Syrian Military Intelligence (SMD at its Palestine Branch until October 21,
when the Canadian ambassador, Franco Pillarella, was informed that Mr. Arar
was in Syria. Prior to that time, Canadian officials had made a number of
inquiries of Syrian officials about Mr. Arar’s whereabouts and had been told that
he was not in Syria. This was false.

In view of what followed, 1 conclude that Syrian officials would not say
that Mr. Arar was in Syria during the initial period of his imprisonment because
the SMI wanted to interrogate and torture him in order to obtain a statement.
Clearly, the SMI did not want any interference from Canadian officials while it
was conducting “the interrogation.”

The actions of the SMI with respect to Mr. Arar were entirely consistent
with Syria’s widespread reputation for abusing prisoners being held in connec-
tion with terrorism-related investigations. The U.S. State Department and
Amnesty International have publicly reported on Syria’s poor human rights
record in relation to prisoners. In particular, these reports state that Syrian intel-
ligence agencies such as the SMI are known to hold prisoners incommunicado
at the beginning of their imprisonment for purposes of interrogation using

torture.
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I am satisfied that, during the period Mr. Arar was held incommunicado,
Canadian officials did everything they reasonably could to locate him. The fact
is that the Syrian officials lied to them and there was little more they could do.

On October 21, the Syrian deputy foreign minister contacted Ambassador
Pillarella and advised him that Mr. Arar was in fact in Syria, having just arrived
from Jordan earlier that day. The next day, General Hassan Khalil, the head of
the SMI, also told Ambassador Pillarella that Mr. Arar had just arrived in Syria,
and that he had already admitted having connections with terrorist organiza-
tions. The general agreed to allow Canadian consular officials to visit Mr. Arar
and the first visit was arranged for the following day, October 23.

Léo Martel, the Canadian consul in Damascus, visited Mr. Arar the next day
in an office at the Palestine Branch. He did not observe any physical signs of
torture on Mr. Arar and indicated in his report of the meeting that Mr. Arar had
appeared healthy, but added, “of course, it is difficult to assess.”

There were actually many indications that all was not well. The visit was
very controlled and Mr. Arar's demeanour was submissive. Syrian officials were
present throughout and insisted that Mr. Arar speak in Arabic, with one of them
serving as interpreter. Mr. Arar sent eye signals communicating that he could not
speak freely. He was made to say that he was “happy to have come back to
Syria” and “my Syrian brothers have not exercised pressure on me,” statements
that were transparently artificial and contrived. He did manage to say that he had
spent only “a few hours” in Jordan, which meant that he had been in Syria for
about 12 days.

5.3.2
Torture

I am satisfied that the October 23 consular visit should have alerted Canadian
officials to the likelihood that Mr. Arar had been tortured when interrogated
while held incommunicado by the SMI. As T said earlier, what happened to
Mr. Arar fit squarely within the publicly reported Syrian practices of torturing
prisoners. The fact that Syrian officials misled the Canadians about when
Mr. Arar had arrived in Syria suggests they had something to hide. And if there
was any doubt, the controlled nature of the first consular visit and Mr. Arar’s
submissive demeanour and prompted statements during that visit were further
indications that he had been abused.

Some Canadian officials did operate under the “working assumption” that
Mr, Arar had been tortured. Others, including the Ambassador, were not pre-
pared to go that far based on the information available. In my view, after the first
consular visit, all Canadian officials dealing with Mr. Arar in any way should
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have proceeded on the assumption that he had been tortured during the initial
stages of his imprisonment and, equally of importance, that the “statement” he
had made to the SMI had been the product of that torture,

53.3
Continuing Investigations

53.3.1
Bout de Papier

On November 3, 2002, the SMI provided Ambassador Pillarella with a bout de
papier, or informal written communication, setting out certain information that
the SMI had obtained from Mr. Arar, including the fact that he had taken
mujabedeen training in Afghanistan in 1993.

The Ambassador passed the bout de papier on to DFAIT Headquarters,
which distributed it to the RCMP and CSIS. By this point, DFAIT should have
been aware that Mr. Arar’s statements to the SMI were likely the product of
torture.

Given the circumstances, I do not think that it was improper or inappro-
priate for the Ambassador to receive the hout de papier from the SMI. By this
point, the SMI was permitting Canada access to Mr. Arar and it would have
seemed unlikely that he would be subjected to any physical abuse in the future.
Moreover, it was General Khalil who raised the subject of information obtained
from Mr. Arar and made the information available to the Ambassador.
Furthermore, there was potentially a benefit to Canadian officials’ knowing what
Syrian authorities considered to be “the case” against Mr. Arar. As stated by Gar
Pardy, Director General of Consular Affairs at DFAIT, they might have been bet-
ter able to assist him armed with that information.,

That said, when they received the information, DFAIT officials should have
conducted a proper assessment of its reliability. Had they done so, they would
have concluded that it was likely the product of torture and therefore of doubt-
ful reliability. That assessment should then have accompanied the bout de papier
when DFAIT distributed it to the RCMP and CSIS. As it turned out, some RCMP
officers did not consider the likelihood of torture when assessing Mr. Arar’s pos-
sible involvement in terrorism-related activities. This was unfortunate and unfair
to Mr. Arar. In Chapter IX, I recommend that, when Canadian officials receive
information from a country with a questionable human rights record, such as
Syria, they conduct a reliability assessment and ensure that their conclusions

accompany the information if they disseminate it.
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5.3.3.2
CSIS Trip

On November 19, 2002, CSIS officials travelled to Syria for the purpose of meet-
ing with the Syrian Military Intelligence (SMD. One of the purposes of the trip
was to obtain information on Mr. Arar’s case.

When they met with the SMI, the CSIS officials received some information
regarding Mr. Arar’s case, but did not provide the Syrians with any information
about him. They did not visit Mr. Arar, nor did they provide the Syrians with any
questions for him. However, I am not satisfied that CSIS did an adequate relia-
bility assessment of the information received from the SMI, in particular with
respect to whether the information could be a product of torture. Indeed, its
assessment was that it was probably not the product of torture, which T find
was not the case. As a result, any reliance on this information by CSIS or others
was misguided or misplaced.

I am satisfied that it was appropriate for CSIS officials to meet with the SMI
in the circumstances that existed in November 2002. There was a legitimate
investigative reason for the trip, and DFAIT was consulted and approved of the
trip, even though it had reservations about the timing. The Minister of Foreign
Affairs was informed. The CSIS officials involved did nothing more than receive
information in regard to Mr. Arar’s case. They testified that they had been care-
ful not to say anything that could negatively affect Mr. Arar’s circumstances or
his release.

That said, there are significant risks whenever Canadian investigators inter-
act with a country with a questionable human rights record, particularly when
a Canadian is being detained in that country. Although decisions to interact must
be made on a case-by-case basis, they should be made in a way that is politi-
cally accountable, and interactions should be strictly controlled to guard against
Canadian complicity in human rights abuses or a perception that Canada con-
dones such abuses. In Chapter 1X, I recommend a process for making such
decisions.

53.3.3
RCMP Investigation

Project A-O Canada continued its investigation from October 2002 until after
Mr. Arar’s return to Canada and took steps to gather as much information about
Mr. Arar as it could. The investigation was comprehensive and thorough, and
involved co-operation with American agencies. In the end, this extensive inves-
tigation of Mr. Arar did not turn up any evidence that he had committed any
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criminal offence. Further, there is no evidence indicating that Mr. Arar consti-
tutes a threat to the security of Canada.

53.4
Efforts to Obtain Release

5.3.4.1
Mr. Edelson’s Letter

On October 31, 2002, Michael Edelson, a lawyer who had previously acted for
Mr. Arar, wrote Project A-O Canada a letter requesting confirmation of infor-
mation it was hoped could be used to try to obtain Mr. Arar’s release.
Mr. Edelson sought confirmation that 1) the RCMP had not requested that
Mr. Arar be deported to Syria; 2) Mr. Arar did not have a criminal record;
3) Mr. Arar was not wanted in Canada for any offence; and 49 Mr. Arar was not
a suspect with respect to a terrorism-related offence.

There was considerable discussion within the RCMP about how to respond.
On November 16, 2002, Inspector Michel Cabana, the officer in charge of Project
A-O Canada, sent a reply confirming only the first two points, adding that it
would be improper for the RCMP to comment on Mr. Arar’s position in relation
to the RCMP investigation and referring Mr. Edelson back to DFAIT. Not sur-
prisingly, the response was of no use to those seeking Mr. Arar’s release and
return to Canada.

I have two observations to make about this issue. First, the response to
Mr. Edelson’s request reveals a lack of a coordinated and cohesive approach by
Canadian officials with respect to obtaining Mr. Arar’s release. The Director
General of Consular Affairs at DFAIT was supportive of Mr. Edelson’s efforts to
obtain a letter. However, the RCMP was of the view that the matter was entirely
DFAIT’s responsibility and that the RCMP had no role to play. In fact, the RCMP
officers were quite upset about even being asked to write a letter. DFAIT and
the RCMP had potentially different interests in relation to what should be done.
There were no policies or guidelines addressing the need to reconcile differing
positions regarding cases of Canadians detained abroad. A process is needed to
ensure that Canadian officials proceed in a coherent and co-operative way. In
Chapter IX, I recommend such a process.

My second observation about Mr. Edelson’s request is that at least one
RCMP officer was disinclined to indicate that Mr. Arar was not a suspect because
the bout de papier received from Syria stated that Mr. Arar had admitted attend-
ing a training camp in Afghanistan in 1993. However, in attaching significance
to this admission, the officer gave no weight to the fact that the so-called
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admission was likely the product of torture. When the bout de papier was dis-
tributed within the Canadian government, a cautionary note about the likeli-
hood of torture should have been attached.

53.4.2
Ambassador and Minister

During the months that Mr. Arar was imprisoned in Syria, Ambassador Pillarella
met with General Khalil and other Syrian officials on many occasions. The
Ambassador testified that he had stated repeatedly that Canada’s position was
that Mr. Arar should be released and returned to Canada. According to the
Ambassador, there could not have been any doubt in the minds of the Syrians
that he, as Canada’s representative in Syria, had held that position. However, the
Ambassador also testified that dealing with Syrian officials could be difficult.
They were not always forthcoming and their practice in regard to prisoners
detained in terrorism-related cases was to do what suited their best interests as
they saw them.

Ambassador Pillarella testified that the fact that the SMI had permitted
Canadian consular access to Mr. Arar was unprecedented. He also described
the cordial relationship that he had developed with General Khalil, the head of
the SMI. In the end, however, despite the Ambassador’s efforts, the Syrian
authorities were not responsive to the many requests that Mr, Arar be released.

While no one can say for sure why Mr. Arar was finally released in early
October 2003, it does not appear that the Ambassador’s entreaties played a role.
I do not make this comment as a criticism, but rather to underline the
Ambassador’s point that making requests of the Syrian authorities was often an
exercise in futility.

Canada’s Foreign Affairs Minister Bill Graham also became involved in
attempting to secure Mr. Arar’s release. Beginning in November, plans were
made for him to speak directly to Syria’s Foreign Minister about Mr. Arar’s case.,
However, a phone call scheduled for November 19, 2002 was delayed to allow
the Minister to be briefed on the results of the CSIS trip to Syria, planned for
about the same time. It made sense for him to have as much information as
possible about Syria’s view of Mr. Arar’s case before discussing the matter with
the Syrian minister. In December, the phone call was further delayed because
of scheduling problems. Minister Graham eventually spoke to his Syrian coun-
terpart on January 16, 2003. By then, Syrian officials were alleging that CSIS had
said it did not want Mr. Arar returned to Canada. In his phone call, Minister
Graham spelled out clearly and forcetully that Canada wanted Mr. Arar returned.
I will come back to the alleged statement by CSIS below.
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T am satisfied that Minister Graham’s message to Syria’s Foreign Minister
was entirely appropriate and that his decision to become involved in the case
was the correct step. Although the Syrian authorities did not respond positively
to Minister Graham’s entreaty, it was important nonetheless that a senior gov-
ernment minister clearly and firmly state Canada’s position to the Syrians,
Minister Graham did that.

5.3.4.3
Mixed Signals

53431

Questions for Mr. Almalki

On January 15, 2003, the Canadian consul, on the instructions of the
Ambassador, delivered a letter from the RCMP to General Khalil enclosing a
series of questions to be posed to Abdullah Almalki, who, like Mr. Arar, was
imprisoned at the Palestine Branch at the time. In the letter, the RCMP offered
to share with the SMI “large volumes of highly sensitive documents and infor-
mation, seized during investigative efforts or obtained from confidential inform-
ants associated to terrorist cells operating in Canada.”

Among the questions for Mr. Almalki were some about his relationships
with a number of individuals, most of whom the SMI would have considered to
be very heavily involved in terrorist activities, Mr. Arar, although only a person
of interest and not a terrorist suspect, was included with these individuals.

There was conflicting evidence about whether DFAIT had given its approval
to the RCMP to send the questions for Mr. Almalki.

In the latter part of 2002, the RCMP and DFAIT’s Foreign Intelligence
Division, referred to as “ISL,” had a number of discussions about sending ques-
tions for Mr. Almalki to Syria. IST witnesses testified that they had believed that
a “credible risk” existed that the SMI would use torture in seeking answers to any
questions sent and had advised the RCMP against sending questions.

In contrast, RCMP witnesses testified that DFAIT had never advised against
sending questions; indeed, Ambassador Pillarella had obviously approved, as
he had arranged for delivery of the questions to the SMI.

Ambassador Pillarella stated that he had understood from the RCMP liaison
officer (LO) from whom he had received the questions that Ottawa had given
its approval. The LO could not recall the conversation. There is virtually no writ-
ten record of what was discussed among the parties.

What emerges is a complete failure of communication among Canadian
officials with regard to whether or not the questions should have been sent. 1
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am satisfied that DFAIT ISI properly assessed the situation. Sending questions
raised a “credible risk” that the SMI would torture Mr. Almalki to obtain answers.
In those circumstances, questions should not have been sent.

In any event, what is relevant for the Inquiry is that the questions were
delivered to the SMI on January 15, 2003, the day before Minister Graham tele-
phoned Syria’s Foreign Minister to ask for Mr. Arar’s release. The problem is
that providing the questions to the SMI created a risk that the SMI would con-
clude that the RCMP considered Mr. Arar a serious terrorist threat (which it did
not) and that, despite Minister Graham’'s entreaty, it would decide to hold
Mr. Arar until it had completed all of its investigations that might involve
Mr. Arar, including the one relating to Mr. Almalki. Ambassador Pillarella testi-
fied that, in the Syrian officials’ minds, the cases of Mr. Arar and Mr. Almalki had
been linked. T have no way of knowing whether the SMI in fact interpreted the
letter and questions in this fashion. The fact remains, however, that sending the
questions created a risk that they would be interpreted as a “mixed signal” from
Canada.

53432

Alleged CSIS Statement

In early 2003, Syrian officials informed Ambassador Pillarella on three separate
occasions that the SMI had been told by CSIS that it did not want Mr. Arar
returned to Canada. If true, this would have undermined Canadian efforts to
obtain Mr. Arar’s release. They did not indicate exactly who at CSIS had made
the statement or under what circumstances it had been made. CSIS denied that
any of its personnel had made the statement.

Each time Ambassador Pillarella was told about the CSIS statement, he
assured the Syrian officials that Canada did want Mr. Arar back. In addition,
when Minister Graham spoke with Syria’s Foreign Minister by telephone on
January 16, Minister Graham specifically raised the matter of the suggestion that
Canada did not want Mr. Arar returned and emphasized that the Government
of Canada’s official and complete position was that Canada wanted him back
and that there was no impediment to his return.

It seems to me that, in the circumstances, the Minister’s telephone call was
a reasonable way to address the concern about the CSIS statement. The Minister
made Canada’s position very clear and one could reasonably expect that a min-
ister-to-minister conversation would be sufficient to deal with the issue. There
was nothing in the responses of the Syrian foreign minister at the time or in the
responses of other Syrian officials on hearing of the phone call that signalled that
more needed to be done.
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The issue remained dormant for about two months, until March 2003, when
the Syrian ambassador to Canada, Ahmad Arnous, raised it again. He mentioned
it to the two Canadian members of Parliament who were planning to visit
Mr. Arar in Syria. The MPs reiterated the official Canadian position that Canada
wanted Mr. Arar returned and reported the matter to DFAIT.

DFAIT did nothing further to try to clarify the matter at that time. The fact
that the issue surfaced again two months after Minister Graham'’s phone call is
troubling. Without the evidence of Syrian authorities, I cannot know what their
thinking might have been about the “CSIS statement.” However, it seems to me
that, when the issue was raised again in March, more should have been done
to address the matter.

It would have been helpful and sensible at that time for DFAIT to have
asked that CSIS clarify directly with the SMI that it was not opposed to Mr. Arar’s
return and that it agreed with the official Canadian position. CSIS should have
been asked to dispel any misperception on the part of the Syrians that Canada
was sending mixed messages. Unfortunately that did not happen.

53.4.4

Visit by Members of Parliament

In the period from late October 2002 to February 2003, the SMI permitted the
Canadian consul to meet with Mr. Arar on seven occasions.

Moreover, on April 22, 2003, two Canadian members of Parliament, Marlene
Catterall and Sarkis Assadourian, visited Mr. Arar while he was in custody in
Syria. They also delivered a letter from Minister Graham to the Syrian foreign
minister seeking Mr. Arar’s release. In that letter, Minister Graham indicated that
there was no impediment to Mr. Arar’s return to Canada. The MPs were
informed that Mr. Arar was soon to be sent to trial on charges of belonging to
al-Qaeda.

The MPs, together with Ambassador Pillarella, met with Mr. Arar for
approximately twenty minutes. The meeting was very controlled. The MPs were
confined to discussing Mr. Arar’s health and family, Mr. Arar was required to
answer in Arabic and his responses were then translated for the visitors. Mr. Arar
appeared somewhat disoriented and thin. During the meeting, Ms. Catterall
assured Mr. Arar that the Canadian government was doing everything it could
to have him returned to Canada.

Prior to the meeting with Mr. Arar, Ambassador Pillarella had met with the
MPs and told them that the Syrian authorities had serious concerns that Mr, Arar
might be involved with al-Qaeda and might have attended a training camp in
Afghanistan. Although the source of this latter information was probably the
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Syrian interrogation of Mr. Arar, the Ambassador did not caution the MPs that
the information was likely the result of torture.

In his report to Ottawa concerning that meeting, Ambassador Pillarella
noted that, had the MPs been more fully briefed in Ottawa, they would have
reconsidered going to Damascus. Ms. Catterall denied that the Ambassador had
been told this and indicated that she did not know where the Ambassador had
gained that impression. DFAIT distributed the report of the consular visit to the
RCMP and CSIS. I discuss the issue of the distribution of consular reports below.

53.4.5

“One Voice” Letter

During the months of May and June 2003, the concern that Syrian officials
believed or said that they believed that CSIS did not want Mr. Arar returned to
Canada lingered on. DFAIT made a number of proposals for a letter from Canada
to Syria seeking Mr. Arar’s release. The thrust of the proposals was to send a
message that Canada — including the RCMP and CSIS — spoke with one voice
in seeking Mr. Arar’s release and that there was no reason Mr. Arar could not
be returned to Canada. There were a number of meetings or discussions
between officials from DFAIT, the RCMP and CSIS to discuss the “one voice” let-
ter. However, in my view, the RCMP and CSIS were not supportive of DFAIT’s
efforts.

The first proposal was for a letter to be signed by both the Minister of
Foreign Affairs and the Solicitor General, the minister responsible for the RCMP
and CSIS. Initially, DFAIT suggested that the letter state that there was “no evi-
dence” that Mr. Arar was a member of al-Qaeda or was involved in terrorist
activity. In point of fact, the RCMP, the lead Canadian investigator, had no evi-
dence to lead it to suspect that Mr. Arar had committed any offence. He was
merely a person of interest, whom the RCMP wished to interview as a witness
because of certain associations with others suspected of terrorism-related activity.

The RCMP and CSIS objected, understandably 1 think, to the unequivocal
nature of the proposed “no evidence” language, taking the position that there
was information that made Mr. Arar a person of interest to the Canadian inves-
tigators. However, the result of that objection was that CSIS advised the Solicitor
General “very strongly” against signing any letter. Moreover, when the proposal
evolved into the idea of a letter from the Minister of Foreign Affairs alone, the
RCMP, with CSIS approval, suggested language that was unhelpful and indeed
overstated Mr. Arar’s status. It indicated that “Mr. Arar was a subject of a
national security investigation,” when he was not. This language would have had
a prejudicial effect on DFAIT’s efforts to have Mr. Arar released.
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In the end, the Minister of Foreign Affairs did not send a letter and the
Prime Minister did. T will come back to the Prime Minister’s letter.

I conclude that the RCMP and CSIS should have supported DFAIT’s efforts
to obtain a “one voice” letter, because of a number of factors. First, it was clear,
or should have been clear, to everyone that Mr. Arar's human rights had been
and likely continued to be seriously abused. Syria’s reputation for mistreating
prisoners was well known and the likelihood of Mr. Arar receiving a fair trial in
Syria was remote. By this time, it was also clear that the U.S. authorities had
relied on information from Canada in removing Mr. Arar to Syria using their
questionable practice of extraordinary rendition. In addition, the official
Canadian position was that Canada should seek Mr. Arar’s release. Next to the
Prime Minister, the Minister of Foreign Affairs was the most senior Canadian
official politically accountable for handling Mr. Arar’s case. Minister Graham
wanted Mr. Arar released. Moreover, it was likely that the support of CSIS and
possibly the RCMP would be very important to the Syrian government. It was
well known that the SMI, which was holding Mr. Arar, would be more influ-
enced by the views of a security intelligence agency (CSIS) than those of a politi-
cian (Minister Graham). Finally, Mr. Arar, a Canadian husband and father, had
been separated from his young family for over half a year.

Had the RCMP and CSIS put their minds to the task and approached it with
a view to offering real support, they could have done so. In the end, proposing
a letter that inaccurately said that Mr. Arar was a subject of a national security
investigation was not helpful.

In Chapter IX, I recommend a protocol for addressing situations such as
Mr. Arar’s in the future. When Canadians are detained abroad in connection
with a terrorism-related matter, there should be a consultative and coherent
process for developing a Canadian course of action. Decisions should be made
in a politically accountable way and, once a course of action is adopted, all
agencies should be supportive.

5.3.4.6

Prime Minister’s Letter

When DFAIT’s initiatives to obtain a “one voice” letter that would be helpful in
obtaining Mr. Arar’s release stalled, DFAIT struck on the idea of obtaining a let-
ter from the Prime Minister.

As a result, the Prime Minister sent a letter seeking Mr. Arar’s release to
Syria’s President through an envoy, Senator Pierre De Bané. The letter, deliv-
ered on July 22, 2003, stated that there was no Canadian impediment to
Mr. Arar’s return. It did not contain the “no evidence” language about which
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the RCMP and CSIS had expressed concern. In the end, the letter coming from
Canada’s Prime Minister likely went a long way towards sending the message
that all Canadian agencies, including the RCMP and CSIS, wanted Mr. Arar
returned. 1 note that the letter was sent about three and a half months after
DFAIT first attempted to obtain a “one voice” letter.

53.5
Consular Services

5.3.5.1

Consular Visits

In the period of approximately one year during which he was imprisoned in
Syria, Mr. Arar had nine consular visits, Mr. Martel, the Canadian consul, was
the only person permitted to visit him, except once, on April 22, 2003, when the
two Canadian members of Parliament, Marlene Catterall and Sarkis Assadourian,
and Ambassador Pillarella were allowed to see him.

I am satisfied that Mr. Martel and Ambassador Pillarella did everything rea-
sonably possible to obtain access to Mr. Arar. Mr. Arar is a dual citizen of
Canada and Syria. The Syrian government, however, does not recognize any
other citizenship if a person was born in Syria, as is the case with Mr. Arar. It
consequently does not accept that a dual citizen is entitled to consular services
from another country. Given this position, the ability of Canadian officials to
obtain access to Mr. Arar depended entirely on the willingness of the SMI to
grant what it considered favourable treatment. Over time, the SMI became much
less responsive to requests to visit Mr. Arar. I believe Ambassador Pillarella and
Mr. Martel exercised good judgment in seeking as much access as possible with-
out unduly provoking Syrian officials.

Dealing with a country such as Syria, which may act arbitrarily and unpre-
dictably, can at times require difficult decisions about how hard to press
requests. While some might have adopted a more aggressive approach with
Syrian officials, T see no reason to question the judgments the Ambassador and
Mr. Martel made at the time.

5.3.5.2

Consular Reports

I am satisfied that, with the exception of the report on the August 14, 2003 visit,
the reports of the consular visits were satisfactory.

Admittedly, the reports did not describe the terrible conditions in which
Mr. Arar was being held. However, the controlled nature of the visits made it
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impossible for Mr. Martel to explore this issue with him. The one exception in
this respect occurred during the August 14 visit, when Mr. Arar told Mr. Martel
that he was being held in a cell that measured three by six by seven feet. This
was important information, yet Mr. Martel failed to include it in his report.
During that visit, Mr. Arar also told Mr, Martel that the press would know the
truth when he returned home, suggesting that he did not consider it wise to
provide details about his treatment while still in Syrian custody.

During the August 14 visit, Mr. Arar also said that he had not been beaten,
tortured or paralyzed. Mr. Martel was understandably sceptical of this last com-
ment, yet his report made no reference to his scepticism. As T indicate below,
the report was distributed to other agencies and Mr. Arar’s statement about not
being tortured was accepted by some as fact.

After the August 14, 2003 consular visit, Minister Graham made a public
statement to the effect that Mr. Arar had had an independent consular visit —
which he had not — and had said he had not been tortured. While Mr. Arar had
made such a statement, its accuracy was highly doubtful. It appears that the
Minister had not been fully or properly briefed. His statement that Mr. Arar had
said he had not been tortured was particularly unfortunate, as that piece of mis-
information became the accepted fact for many and worked most unfairly
against Mr. Arar.

DFAIT distributed a number of the consular reports on visits with Mr. Arar,
including the report of the August 14 visit, to the RCMP and/or CSIS. Consular
visits are intended to assist detainees, not to help collect information for inves-
tigative agencies. Reports of consular visits should accordingly be kept confi-
dential except in certain specified situations. The purpose behind distributing the
reports about Mr. Arar to the RCMP was ostensibly to assist Mr. Arar by dis-
suading RCMP officers from travelling to Syria in connection with his case.
However, that purpose was never communicated to either the RCMP or CSIS,
and the reports were used as part of the investigative file. Moreover, the
Consular Affairs Bureau distributed the report of the August 14 visit, which stated
that Mr. Arar had said he had not been tortured, to others without attaching an
explanatory note indicating that this statement should be viewed with serious
scepticism. In the recommendations in Chapter IX, I address issues relating to
consular visits and the preparation and distribution of consular reports.

53.5.3

Legal Assistance

Prior to August 14, 2003, consular officials did not take any steps to obtain a
lawyer in Syria for Mr. Arar. In my view, this was understandable. Clearly, it
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would have been possible for consular officials to put Mr. Arar’s family in touch
with a lawyer, or to at least suggest they contact one. However, Mr. Martel con-
sidered that retaining a lawyer at that time would be pointless, as the SMI was
still investigating, there were no charges, and there were no legal proceedings
underway. As a matter of practice, Syria did not permit lawyers to have access
to detainees.

On August 14, the SMI indicated that Mr. Arar would be going to trial
shortly. A search for the best lawyer began. Consular officials were strongly of
the view that Mr. Arar and his family should retain a particular lawyer and con-
veyed that preference to the family. T am satisfied that their preference was moti-
vated solely by Mr. Arar’s best interests. In any event, in relatively short order,
before any legal steps were necessary, the family retained counsel of its own
choice. Consular officials could have acted more quickly in providing that lawyer
with assistance; however, it is important to note that, throughout this period, the
Syrians did not inform anyone of the charges against Mr. Arar and the case
remained rather amorphous. I have no doubt that, if the case had crystallized,
consular officials would have been as supportive as they could of Mr. Arar and

his counsel.

5.3.5.4
Mr. Arar’s Release

On October 5, 2003, Mr. Arar was released to Mr. Martel. Mr. Arar had lived
through a nightmare. While the physical beatings had ended after the first few
weeks, the conditions of his imprisonment in the Palestine Branch had been
abysmal. He had been confined in a tiny cell with no natural light. He had slept
on the floor and endured disgusting sanitary conditions. Mr. Arar had suffered
enormously. He continues to experience the after-effects to this day.

Mr. Martel accompanied Mr. Arar back to Canada, where Mr. Arar was
reunited with his family at the Montréal-Dorval International Airport on
October 6, 2003.

5.4
POST-RETURN

5.4.1

Mr. Arar’s Statement

On the plane trip home to Canada, Mr. Arar related to Mr. Martel some of what
had happened to him in Syrian detention. Among other things, he told him that
he had had a “difficult time” during the first two weeks of detention and that he
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had been hit from time to time, but nothing really serious. He also described the
degrading conditions of imprisonment.

On October 7, 2003, at a meeting with DFAIT officials, Mr. Martel repeated
what Mr. Arar had told him on the trip home — that he had been “beaten”
occasionally during the first two weeks of detention.

On November 4, 2003, Mr. Arar spoke about his ordeal publicly for the first
time. In his public statement, he described how he had been beaten while being
interrogated by his Syrian jailers during the first two weeks of his detention. 1
note that the description of the abuse Mr. Arar gave during his press conference
was essentially the same, albeit more detailed, as that he had given Mr. Martel
on the plane trip home.

In November 2003, Mr. Martel prepared a memorandum and other written
communications in which he stated that Mr. Arar had not told him during the
trip home that he had been beaten while in Syrian custody.

In his testimony, Mr. Martel acknowledged that these were incorrect. He
explained that he had prepared them from memory and had forgotten that
Mr. Arar had told him that he had been beaten.

The reason I raise these written communications is to point out the poten-
tial harm that can flow from recording information inaccurately. After Mr. Arar’s
return, some officials in the Canadian government did not believe Mr. Arar’s
public statements that he had been beaten or tortured. As it turns out, their con-
clusions were wrong. Mr. Arar had indeed been beaten and physically tortured
during the first two weeks of his imprisonment in Syria. Inaccurate memoranda
and other written communications such as those I refer to above can contribute
to and support false conclusions. The need for accurate and fair reporting is
obvious.

54.2
Leaks

When Mr. Arar returned to Canada, his torment did not end, as some govern-
ment officials took it upon themselves to leak information to the media, much
of which was unfair to Mr. Arar and damaging to his reputation.

Over a period of time, Government of Canada officials intentionally released
selected classified information about Mr. Arar or his case to the media. The first
leak occurred in July 2003, even before Mr. Arar's return to Canada, and the
leaks intensified in the period immediately following his return in October 2003,

There were at least eight media stories containing leaked information about
Mr. Arar and/or the investigation that involved him. Typically, the leaked
information was attributed to an unnamed government official, an official closely
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involved in the case, or some similar source. Some of the leaks sought to por-
tray Mr. Arar as someone who had been involved in terrorist activities, men-
tioning, for example, that he had trained in Afghanistan. In one, he was
described as a “very bad guy;"* in another, the source was reported to have said
that the guy was “not a virgin,”"* adding that there was more there than met the
eve,

Several of the leaks were inaccurate, unsupported by the information avail-
able from the investigations, and grossly unfair to Mr. Arar. At least one leak
sought to downplay the mistreatment and torture Mr. Arar had suffered in Syria.

The most notorious of the leaks occurred on November 8, 2003, when
information from classified documents was published in the Oftawa Citizen, in
a lengthy article by Juliet O'Neill that contained a large amount of previously
confidential information.

The O'Neill article reported that security officials had leaked allegations
against Mr. Arar in the weeks leading to his return to Canada “in defence of
their investigative work — against suggestions that the RCMP and the Canadian
Security Intelligence Service had either bungled Mr. Arar’s case or, worse, pur-

»12

posefully sent an innocent man to be tortured in Syria.”'* This rationale implies
that officials believe leaking confidential information is justified if it suits the
interests of investigators. According to this thinking, leakors get to be selec-
tive — picking and choosing what to leak to paint the picture that suits their
interests.

There have been several investigations into the sources of the Arar leaks.
To date, none of the sources have been identified. All witnesses at the Inquiry
who were asked about them denied any knowledge. The sources of the leaks
appear to be a complete mystery to everyone and the prospects of identifying
those responsible seem uncertain at best. The only remaining investigation is the
criminal investigation into the O'Neill leak, which is now two years old.

Leaking confidential information is a serious breach of trust. Obviously, it
is important that all available steps be taken to prevent it.

Quite predictably, the leaks had a devastating effect on Mr. Arar’s reputa-
tion and on him personally. The impact on an individual’s reputation of being
called a terrorist in the national media is severe. As 1 have stated elsewhere,
labels, even unfair and inaccurate ones, have a tendency to stick.

Professor Toope, the fact-finder T appointed to report on the circumstances
of Mr. Arar’s detention in Syria, has indicated that the leaks have had severe
psychological and emotional impacts on Mr. Arar. Moreover, Mr. Arar, an
educated, hard-working engineer, has had great difficulty finding employment.
It seems likely that the smear of his reputation by the leakors has taken its toll.
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5.4.3
Incomplete Briefing

When briefing the Privy Council Office and senior government officials about the
investigation relating to Mr. Arar, the RCMP omitted certain key facts that could
have reflected adversely on its investigation.

After Mr. Arar’s press conference on November 4, 2003, the RCMP was
asked to prepare a detailed timeline relating to the Arar investigation to assist
the government in deciding how to proceed, including in particular whether to
call a public inquiry.

On November 14, the RCMP produced a timeline that omitted several sig-
nificant facts. It did not disclose that, throughout its investigation, the RCMP had
provided information to American agencies without attaching written caveats, as
required by RCMP policy. It also failed to reveal that, in April 2002, the RCMP
had taken the unprecedented step of supplying its entire Supertext database
containing the relevant investigation file to the U.S. agencies, and that it had
done so without screening the information for relevance or accuracy and with-
out attaching caveats, as required by policy. The timeline also did not disclose
that the RCMP had contacted U.S. Customs to request border lookouts for
Mr. Arar and his wife and, in doing so, had described them as Islamic extrem-
ists suspected of having links to al-Qaeda. Moreover, the timeline omitted to
mention the two phone calls that Corporal Flewelling of RCMP CID had had
with an American agent on October 4 and 5, 2002, during the critically impor-
tant time Mr. Arar was being detained in New York.

These omissions were serious and the effect of the timeline was to down-
play the potential problems with the RCMP investigation. In the circumstances
that existed in November 2003, it was very important that the RCMP accurately
brief the government on what had occurred, to enable the government to make
an informed decision on how to proceed. Since the RCMP had in effect been
asked to report on itself, there was a heightened obligation for it to be complete
and forthcoming. I would expect that, in future, briefings such as that provided
through the timeline would be accurate and balanced.
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NOTES

Order in Council P.C. 2004-48, Appendix 1(A).

“Caveats” are written restrictions on the use and further dissemination of shared information.
Exhibit C-30, Tab 44.

Changes were made to the structure and organization of Foreign Affairs and International Trade
over recent years. Prior to and during Mr. Arar’s ordeal, it was a single entity (DFAIT). In 2004,
two separate departments (Foreign Affairs and International Trade) were created. Recently,
the two departments were reintegrated. In this report, [ refer to DFAIT or Foreign Affairs, as
appropriate.

I refer to “Canada Customs” frequently throughout this report. Prior to December 12, 2003,
Canadian customs operations came under the Customs branch of the Canada Customs and
Revenue Agency (CCRA). They have since come under the Canada Border Services Agency
(CBSA). This change in organizational structure is not significant for the purposes of my report.

Exhibit C-30, Tab 44.

This is one instance where I might arrive at a different conclusion if Mr. Arar were to testify.
See Chapter IX.

Exhibit C-359, Tab 10.

Exhibit P-80, pp. 1-2. Robert Fife, “Terror threats in Ottawa: Two kinds of fear: Report says

Syrian intelligence helped U.S. to foil al-Qaeda plot on target in Ottawa,” Otfawa Citizen (July 24,
2003), Al

Ibid., pp. 7-8, Robert Fife, “U.S., Canada ‘100% sure’ Arar trained with al-Qaeda: Family
spokeswoman accuses intelligence officers of anonymous smear campaign,” Ottawa Citizen
(December 30, 2003), Al.

Ibid., pp. 5-6, Juliet O'Neill, “Canada’s dossier on Maher Arar: The existence of a group of
Ottawa men with alleged ties to al-Qaeda is at the root of why the government opposes an
inquiry into the case,” Offawa Citizen (November 8, 2003), Al.
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MAHER ARAR AND THE RIGHT 1O BE FREE
FroMm TORTURE

1.

OVERVIEW

Maher Arar lived through a nightmare that included being tortured at the hands
of the Syrian Military Intelligence. This chapter describes the nature of the right

to be free from torture, as well as Mr. Arar’s personal circumstances and his own
account of the horrendous experiences he endured.

2.
PROHIBITION ON TORTURE

In a recent address, the Secretary-General of the United Nations said, “Let us be
clear: torture can never be an instrument to fight terror, for torture is an instru-
ment of terror.”! That statement succinctly captures the special nature of the
right to be free from torture: it is absolute. Some human rights, such as the right
to privacy, may be lawfully suspended under certain conditions in the name of
public emergency. This is made explicit in international human rights treaties
such as the International Covenant on Civil and Political Rights and is implicit
in Canada’s constitutional standards. But the right to be free from torture is dif-
ferent, in a very important way.

The infliction of torture, for any purpose, is so fundamental a violation of
human dignity that it can never be legally justified. Article 5 of the Universal
Declaration of Human Rights provides that “no one shall be subjected to torture
or to cruel, inhuman or degrading treatment or punishment.” The same prohi-
bition is found in the International Covenant on Civil and Political Rights® and
all regional human rights instruments.? Torture is specifically prohibited in times
of armed conflict by international humanitarian law, including the Geneva
Conventions of 19495 and their two Additional Protocols.® Two international
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instruments deal specifically with torture: the Declaration on the Protection of
All Persons from Being Subjected to Torture and Other Cruel, Inhuman or
Degrading Treatment or Punishment (United Nations Torture Declaration)” and
the Convention Against Torture and Other Cruel, Inhuman or Degrading
Treatment or Punishment (Convention Against Torture).® In adhering to these
treaties, Canada has manifested its commitment to uphold the right to be free
from torture.

Under the Convention Against Torture, a state party is bound to take effec-
tive legislative, administrative, judicial or other measures to prevent acts of tor-
ture in any territory under its jurisdiction.” But the prohibition in the Convention
Against Torture extends beyond the act of torture itself. States party may con-
travene their treaty obligations when they consent to or acquiesce in torture
inflicted by another state. For example, article 3 prohibits a state party from
expelling, returning or extraditing a person to another state where there are sub-
stantial grounds for believing that the person would be in danger of being sub-
jected to torture.' In addition, as Professor Peter Burns, an expert on the
international prohibition against torture, testified at the Inquiry, a state may con-
travene the Convention Against Torture if it shares information with a regime
known to practice torture with the knowledge that the transfer of information
would be used for the purpose of torture.!!

Article 2, paragraph (2) of the Convention Against Torture makes the
absolute nature of the prohibition against torture very clear: “No exceptional
circumstances whatsoever, whether a state of war or a threat of war, internal
political instability or any other public emergency, may be invoked as a justifi-
cation of torture.”? Indeed, the prohibition against torture in international law
is so fundamental that it has reached the level of a jus cogens norm — a pre-
emptory norm, which overrides any contradictory customary international law,
treaty law, or state practice.'?

Domestically, the Canadian Charter of Rights and Freedoms confirms the
absolute rejection of the use of torture. In a recent case, the Supreme Court of
Canada characterized torture as “so inherently repugnant that it could never be
an appropriate punishment, however egregious the offence.”* Torture is also a
criminal offence in Canada. Subsection 269.1(1) of the Criminal Code of Canada
provides that “Every official, or every person acting at the instigation of or with
the consent or acquiescence of an official, who inflicts torture on any other per-
son is guilty of an indictable offence and liable to imprisonment for a term not

»1S

exceeding fourteen years.”” The Criminal Code in fact does more than crimi-

nalize specific acts of torture, in that its provisions relating to attempts,
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conspiracies, counselling and parties apply to the offence of torture in the same
way they apply to other criminal offences.

Canada has adopted the definition of torture set out in article 1 of the
Convention Against Torture.'¢ “Torture” is any act or omission by which severe
pain or suffering, whether physical or mental, is intentionally inflicted on a per-
son for such purposes as obtaining information or a statement, punishing, or
intimidating or coercing that person, or for any reason based on discrimination
of any kind, but does not include any act or omission inherent in lawful sanc-
tions.!” It is no defence that the act or omission was ordered by a superior or
took place in exceptional circumstances such as a state of war, a threat to war,
internal political instability or any other public emergency.'® Further, under sec-
tion 269.1, any evidence obtained as a result of the commission of an offence
is inadmissible in “any proceedings over which Parliament has jurisdiction.”

3.
MAHER ARAR

Maher Arar is a Canadian citizen. He was born in Syria in 1970 and, as a
teenager, immigrated to Canada with his family, which settled in Montreal.

Mr. Arar is a highly educated person. Upon completing high school in 1989,
he attended Ahuntsic CEGEP, in the sciences stream. After graduating in 1991,
he enrolled at McGill University, from which he obtained a Bachelor of
Engineering in Computers in 1995. He then went on to specialize, earning a
Master’s degree in Telecommunications from the University of Quebec’s Institut
national de la recherche scientifique.®

While at McGill, Mr. Arar met Monia Mazigh, and the two later married.
Ms. Mazigh completed a doctorate in Finance at McGill University in 2001. The
couple has two young children, a girl and a boy.*

In 1997, the family moved from Montreal to Ottawa, where Mr. Arar, a pro-
fessional in the telecommunications engineering field,* took a job with a high
tech firm. In 1999, Mr. Arar followed career opportunities to the United States,
taking a position with a Boston firm, The MathWorks, Inc. His job involved
extensive travel between Canada and the United States.®

Mr. Arar is a practicing Muslim. As discussed below, one of the devastating
effects of Mr. Arar’s experiences has been his sense of disconnect from the
Ottawa Muslim community since his return to Canada.

As regards Mr. Arar’s personal character, the fact-finder for the Commission,
Professor Stephen Toope,? indicated that Mr. Arar is a hardworking person who
values his professionalism immensely, is strongly committed to his family, and

derives a large part of his sense of self from his ability to provide for it. Professor
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Toope remarked that “Mr. Arar strikes me as a person with what one might
describe as moral courage.”®

3.1
MAHER ARAR’S EXPERIENCES

The Inquiry was called because of what Mr. Arar lived through from
September 26, 2002, when he boarded an airplane in Switzerland, to October 6,
2003, when he arrived home in Canada. His story is harrowing,

Unless otherwise noted, the facts that follow are taken from Professor
Toope's repott.

On September 26, 2002, Mr. Arar, who had been in Tunisia with his fam-
ily, was returning to Canada by plane via Switzerland and the United States. He
boarded an American Airlines flight in Zurich and, at about two o'clock in the
afternoon, arrived in New York, where he was pulled aside by American cus-
toms officials. Two hours later, he was fingerprinted and photographed, and
told this was regular procedure. His possessions were searched and his passport
photographed.?

Mr. Arar was then placed under arrest and strip-searched, an experience he
found “humiliating.” He was held, first at the John F. Kennedy International
Airport and later at the Metropolitan Detention Centre, for 12 days, during which
time he was interrogated by American officials. Initially, he was denied access
to a lawyer. His request to pray during the interrogation sessions was denied.

On October 8, 2002, Mr. Arar was awakened at three o'clock in the morn-
ing and told that he was to be removed to Syria. Mr. Arar told Professor Toope
that, at that point, he had begun to cry and say that he would be tortured if sent
to Syria. He said he had felt “destroyed.”

Mr. Arar was taken to New Jersey, put on a corporate jet, and flown to
Amman, Jordan, with brief stops in Washington, D.C., Portland, Maine, and
Rome, Ttaly. Throughout the journey, he was chained and shackled in the back
of the plane. The shackles were removed only at the end of the trip, when he
was given the opportunity to have a meal with his guards. He could not eat.

It was the middle of the night when he arrived in Amman and was trans-
ported to a detention centre. He had not slept since leaving New York. He suf-
fered blows at the hands of his Jordanian guards and was blindfolded. He was
then taken into a room, where the blindfold was removed. He was asked rou-
tine questions and then blindfolded again before being led to a cell. The next
morning, he was told that he was going to Syria. Later that day, he was blind-
folded and put into a car or van. By the time he arrived at his destination at
around five o'clock in the afternoon, Mr. Arar was exhausted, hungry, and
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terrified. His blindfold was removed, and he saw portraits of Presidents Assad,
father and son. Mr. Arar later learned that he was in Syria, in the Far Falestin
detention centre, also called the Palestine Branch, which was run by the Syrian
Military Intelligence (SMD.

Later that day, Mr. Arar was interrogated for approximately four hours by
a man called “George,” subsequently identified as George Salloum, the head
interrogator at the Palestine Branch. Two other interrogators were present, tak-
ing notes. The questions mostly concerned his family.,

Mz, Arar told Professor Toope that, at this point, he had decided to “say any-
thing” necessary to avoid torture. Although no physical violence was used dur-
ing this interrogation session, ominous threats were made. Whenever Mr. Arar
was slow to answer, George would threaten to use “the chair,” a reference
Mr. Arar did not understand.

By the next day, October 9, 2002, Mr. Arar was even more exhausted, as
he had not been able to sleep in the cell. He was called up for interrogation.
When George arrived, he immediately started hitting Mr. Arar. The chair on
which Mr. Arar had been sitting was taken away, so that he was now on the
floor.

George brought a black cable, which might have been a shredded electri-
cal cable, about two feet long, into the room with him. Mr. Arar told Professor
Toope that, when he had seen the cable, he had started to cry. George told
Mr. Arar to open his right hand, then raised the cable high and brought it down
hard. Mr. Arar recalled the moment vividly; he told Professor Toope that he had
felt like a bad Syrian school boy. He stood up and started jumping, but he was
forced back down and the process was repeated with his left hand.

Mr. Arar was then made to stand near the door, and the questions began.
The theme throughout was “you are a liar.” He was given breaks, during which
he was put into a different room, where he could hear other people screaming,
Sometimes, he was blindfolded and left to stand in the hallway for an hour or
more. The screaming continued. Fach time Mr. Arar was brought back into the
interrogation room, he was beaten about the upper body and asked more ques-
tions. On the second day in the Palestine Branch, the interrogation lasted
approximately 10 hours,

Day three, October 11, 2002, was the most “intensive” for Mr. Arar. He was
questioned for 16 to 18 hours, and was subjected to great physical and psy-
chological abuse. The questions were in part about Abdullah Almalki. Mr, Arar
was beaten with the black cable on numerous occasions throughout the day,
and was threatened with electric shock, “the chair” and “the tire.””” The pattern
was three or four lashes with the cable, then questions, followed by more
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beating. After a while, he became so weak that he was disoriented. He remem-
bers being asked if he had trained in Afghanistan. By this time, he was so afraid
and in so much pain that he replied, “If you want me to say so.” He was asked
which border he had crossed and whether he had seen Mr. Almalki in
Afghanistan. Mr. Arar told Professor Toope that he had urinated on himself twice
during this questioning, and had had to wear the same clothes for the next two
and a half months. He had been “humiliated.”

Mr. Arar was questioned about his relationships with various people, his
family, his bank accounts, and his salary. His interrogators could not understand
what he did for a living. They did not believe his description of providing serv-
ices in the computer sector or the amount he said he was paid in salary, which
they thought impossibly high. Mr. Arar was beaten for these “lies.”

After the beatings on the third day, the interrogation became less intense
physically. There was much less use of the cables, and more punching and hit-
ting. On October 16 or 17, even those beatings diminished. However, the threats
intensified, and the psychological pressure remained extreme. For example,
Mr. Arar was put in “the tire,” though not beaten. Warnings about “the chair”
were also used to scare him. At the end of each interrogation session, an inter-
rogator would say “tomorrow will be tough” or “tomorrow will be worse for
you.” Mr. Arar found it almost impossible to sleep for more than two or three
hours a night.

Mr. Arar’s conditions of detention were atrocious. He was kept in a base-
ment cell that was seven feet high, six feet long, and three feet wide. The cell
contained only two thin blankets, a “humidity isolator,” and two bottles — one
for water and one for urine. The only source of light in the cell was a small
opening in the middle of the ceiling, measuring roughly one foot by two feet.
According to Mr. Arar, cats would sometimes urinate through the opening. There
were also rats in the building; Mr. Arar stuffed shoes under the door to his cell
to prevent them from entering. The cell was damp and very cold in the winter
and stifling in the summer. Mr. Arar was known to guards only by his cell
number: Two.

Over time, as the beatings diminished in intensity, the most disturbing
aspect of Mr. Arar’s detention came to be the daily horror of living in the tiny,
dark and damp cell all alone and with no reading material (except the Koran
later on). While at first the cell was a refuge from the infliction of physical pain,
later it became a torture in its own right. Mr. Arar described for Professor Toope
nights alone in his cell, when he had been unable to sleep on the cold concrete
floor and had had to turn over every 15 minutes or so. He had thought of his
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family constantly, worrying about their finances and safety, and had been “bom-
barded by memories.”

Mr. Arar remained in this cell for 10 months and 10 days, during which he
saw almost no sunlight other than when he was transferred for consular visits.
His first visit to the courtyard of the prison did not take place until April 2003,
Mr. Arar described the cell as “a grave” and a “slow death.” By June or July of
2003, he had reached his limit. Although he had tried to keep in shape by doing
push-ups and pacing in his cell, he was losing all hope and stopped his mod-
est exercise regime.

In July 2003, one of his interrogators, “Khalid,” upon seeing him for the
first time in months, told Mr. Arar that his wife would divorce him if she saw him
as he was then: thin, listless and crying. The consular visits with Léo Martel, the
Canadian consul, provided a little hope and some connection to Mr. Arar’s fam-
ily, but Mr. Arar also found them immensely “frustrating.”

On August 20, 2003, Mr. Arar was transferred to Sednaya Prison, where
conditions were “like heaven” compared with those in the Palestine Branch. On
October 5, 2003, he was released from custody after signing a “confession” given
to him in court by a Syrian prosecutor.

3.2
EFFECTS OF TORTURE

The fact-finder for the Inquiry concluded that Mr. Arar’s treatment in Syria con-
stituted torture within the meaning of article 1 of the Convention Against Torture.
Tagree. The consequences of Mr. Arar’s ordeal have been profound, and include
physical, psychological, family and community, and economic effects.

The purely physical effects of the torture suffered by Mr. Arar were mostly
short-lived. This is consistent with Mr. Arar’s account that physical force had
been used as part of the interrogation process at the beginning of his detention.
His detention in Sednaya Prison toward the end of his time in Syria also gave
him a chance to heal physically.

Mr. Arar nevertheless had some physical complaints upon his return to
Canada and over the following three to four months. He experienced hip pain,
which was likely connected with his sleeping in cramped and damp quarters on
a hard floor for over 10 months. He also complained of pain around his face and
head and in his neck, shoulders and lower back. Bad dreams continue to dis-
rupt Mr. Arar’s sleep, and he suffers from stress and headaches.

Psychologically, Mr. Arar’s experiences in Syria were devastating. When
Mr. Arar returned to Canada, he was in a “fragile” state. He was suffering from
post-traumatic stress and did not know whom to trust. Mr. Arar’s distrust is
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rooted in continuing fear. Professor Toope reported that Mr. Arar could not yet
contemplate travel by air, even within Canada. He was afraid that the plane
might be diverted to the United States and, if this occurred, he might be seized
and the ordeal might begin again. He was afraid that he would not be able to
resume any kind of “normal” life. He was afraid that his story would not be
believed.

Professor Toope noted that even the Commission of Inquiry process itself
has caused Mr. Arar and his family anxiety and stress. Mr. Arar’s focus on the
Inquiry and on his “security” concerns has become a significant source of ten-
sion within the family. Professor Toope observed that Mr. Arar was particularly
disturbed by certain “leaks” from sources allegedly inside the Canadian gov-
ernment that cast him in a negative light. According to Professor Toope, Mr. Arar
was “devastated” by those leaks.

Mr. Arar's ordeal has had a profound effect on his family life. Dr. Mazigh
told Professor Toope that she had married a focused, easygoing, patient man.
She described that man as an optimistic person who had believed that he could
work hard and make a good life for his family. Mr. Arar had apparently been
very caring with their daughter, born in 1997, and had been a patient father. His
son, born in 2002, had turned out to be colicky, and so Mr. Arar had often taken
the baby for car rides to try to settle him. As it turned out, Mr. Arar was absent
for much of the boy’s second year of life.

Dr. Mazigh had found the contrast between that man and the man who
had arrived home from Syria shocking. He had been submissive, without any
light in his eyes. Dr. Mazigh reported that, for many weeks, Mr. Arar had
seemed “confused.” He would pace back and forth as he talked to his wife. He
was always tired. He told Dr. Mazigh that he just wanted “a normal life,” which
to him meant a life without conflict.

Professor Toope also noted that, since his return, Mr. Arar has had a diffi-
cult relationship with the Muslim community in Canada. Mr. Arar stopped going
to the mosque that he had previously attended. He told Professor Toope that he
was disappointed at the reaction of many Muslims to him and his story. He felt
that this distancing had been exacerbated by the press leaks mentioned
previously.

Finally, Mr. Arar’s ordeal has had devastating economic effects. Mr. Arar
went from being an engineer and a member of the middle class, to having to
rely on social assistance to help feed, clothe and house his family. He told
Professor Toope that not being employed was “destroying” him. By the con-
clusion of the Inquiry, Mr. Arar had finally been offered a small, part-time posi-
tion as a computer advisor in his daughter’s school. However, this was little
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comfort for a man who had derived a large part of his sense of self from his pro-
fessionalism and ability to support his family.

33
MR. ARAR’S REPUTATION

Mr. Arar has asked that T “clear his name.” His concern, understandably, is that
the publicity surrounding his case has raised suspicions that he has been
involved in illegal activities. Unfortunately, Mr. Arar has been the subject of a
good deal of publicity, some of which has inaccurately portrayed his status in
Canadian investigations and his possible connections to terrorist activities. The
result has been that Mr. Arar, already the victim of inhumane and degrading
treatment in Syria, has been subjected to further suffering owing to the release
of information that has unfairly damaged his reputation here in Canada.

I have heard evidence concerning all of the information gathered by
Canadian investigators in relation to Mr. Arar. This includes information obtained
in Canada, as well as any information received from American, Syrian or other
foreign authorities. I am able to say categorically that there is no evidence to
indicate that Mr. Arar has committed any offence or that his activities constitute
a threat to the security of Canada.

The public can be confident that Canadian investigators have thoroughly
and exhaustively followed all information leads available to them in connection
with Mr. Arar's activities and associations. This was not a case where investiga-
tors were unable to effectively pursue their investigative goals because of a lack
of resources or time constraints, On the contrary, Canadian investigators made
extensive efforts to find any information that could implicate Mr. Arar in terror-
ist activities. They did so over a lengthy period of time, even after Mr. Arar’s case
became a cause célebre. The results speak for themselves: they found none.

Of course, it is virtually impossible to establish a negative, that is, to estab-
lish that Mr. Arar has never been involved in any illegal activities connected
with national security. The same would hold true for any individual. However,
my conclusion, coupled with the RCMP’s position that Mr. Arar was never even
a suspect in its investigation — that, at most, he was a person of interest® —
should remove any taint or suspicion about Mr. Arar that has resulted from the
publicity surrounding his case.
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3.4
A MISPERCEPTION GROWS

At the beginning of the Inquiry, many people within government and likely
some members of the public believed that Mr. Arar had not been tortured while
in Syria and that he had voluntarily admitted links to terrorist activities.

It is instructive and disturbing to trace how this misunderstanding grew. Let
me recount a few of the milestones. After the Canadian consul first visited
Mr. Arar in Syrian custody on October 23, 2002, it should have been apparent
that Mr. Arar had likely been tortured in the preceding two weeks. Some
Canadian officials, including Gar Pardy, Director General of Consular Affairs at
DFAIT, operated on that assumption. However, others did not, saying they
required more evidence.

At the beginning of November 2002, the Syrian Military Intelligence gave
Canada’s ambassador a brief summary of a statement Mr. Arar had apparently
given Syrian authorities during his first two weeks in custody. In that statement,
Mr. Arar had said that he had attended a training camp in Afghanistan in 1993,
DFAIT distributed the statement to the RCMP and CSIS without attaching a note
cautioning that it was likely the product of torture and that, even if true, the
admission was of doubtful significance for establishing terrorist links.

In late April 2003, a briefing note to the RCMP Commissioner indicated that
Mr. Arar had “volunteered” to Syrian authorities that he had attended a training
camp in Afghanistan in 1993, the implication being that he might have terrorist
links.

In July 2003, the Syrian Human Rights Committee® published a report say-
ing Mr. Arar had been tortured while in Syrian custody. The Canadian consul
visited Mr. Arar on August 14, 2003. Syrian officials were present throughout
the visit, and Mr. Arar, who was anxiously hoping to be released, was very care-
ful about what he said in front of them, indicating that the truth would come out
when he returned to Canada. He also stated that he had not been tortured,
beaten or paralyzed. Understandably, the consul was sceptical of this last com-
ment, given the circumstances in which it was made.

Later the same day, Canada’s Minister of Foreign Affairs made a public state-
ment about the consular visit. He had not been properly briefed. He indicated
that, during an “independent” visit, Mr. Arar had confirmed that he had not been
tortured. This statement created an inaccurate picture, as the visit had not been
independent. Syrian officials had been present throughout. Moreover, the
Minister made no reference to the need to view Mr. Arar’s statement about not
being tortured with scepticism.
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When Mr. Arar was released on October 5, 2003, he flew back to Canada
with the Canadian consul. He gave the consul some details about his ordeal, stat-
ing that he had been beaten on occasion during the first two weeks of his deten-
tion. The consul reported his conversations to other officials at DFAIT a few
days later. However, subsequently, in memoranda, he reported that Mr. Arar
had said that he had not been beaten. No mention was made of the statements
Mr. Arar had made on the plane trip back to Canada.

Mr. Arar first spoke publicly of what had happened to him in early
November 2003. He described how he had been beaten during the first two
weeks of his imprisonment and had given the Syrians a statement. Although
somewhat more detailed, the description was consistent with what he had said
on the plane. Professor Toope found Mr. Arar’s description completely credible.

In the months following Mr. Arar’s release, there were a number of leaks
from unnamed government sources indicating that Mr. Arar had admitted to
having terrorist links in Syria and stating that he was not a “nice guy” or a “vir-
gin,” as would be seen when the truth came out.

It is fair to assume that some government officials and members of the pub-
lic had the impression that Mr. Arar had admitted to having connections to ter-
rorist activities and they formed a negative impression of him. If nothing else,
some assumed that “where there is smoke, there is fire.” Certainly, at the begin-
ning of the Inquiry, it was obvious to me that many within government believed
that Mr. Arar had not been tortured and that he had voluntarily admitted links
to terrorist activity to the Syrians. They were of the view that the truth would
come out during the Inquiry.

Well, the truth did come out. When Professor Toope's report was made
public over a year later, the government did not challenge the findings in the
report and, indeed, through counsel, the government indicated that Mr. Arar
had given “a credible” account that he was tortured.

The disturbing part of all of this is that it took a public inquiry to set the
record straight. Getting it right in the first place should not have been difficult,
and it should not have been a problem to keep the record accurate. However,
over time, the misperception grew and seemed to become more entrenched as
it was reported.

In this report, I speak often of the need for accuracy and precision when
collecting, recording and sharing information. Inaccurate information can have
grossly unfair consequences for individuals, and the more often it is repeated,
the more credibility it seems to assume. Inaccurate information is particularly
dangerous in connection with terrorism investigations in the post-9/11 environ-

ment. Officials and the public are understandably concerned about the threats
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of terrorism. However, it is essential that those responsible for collecting, record-

ing and sharing information be aware of the potentially devastating conse-

quences of not getting it right.

-
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1

EveENTSs PrR1OR TO MR. ARAR’S DETENTION
IN NEW YORK

1.

OVERVIEW

Project A-O Canada was the investigative unit within the RCMP that carried out
the investigation that in time involved Maher Arar.

In this chapter, I review the Project A-O Canada investigation from the
Project’s inception in early October 2001 to September 26, 2002, when Mr. Arar
was detained in New York. I discuss the Project’s formation, its relationship
with RCMP Headquarters, the investigative steps it took with respect to Mr. Arar,
its requests for border lookouts in Canada and the United States for Mr. Arar and
his wife and, most importantly, the way it shared information with the American
agencies.

Project A-O Canada shared information arising from its investigation with
the Americans on a regular basis and, in April 2002, it provided the American
agencies with its entire investigative file. Moreover, it shared information in ways
that contravened RCMP policy requiring that information be screened for rele-
vance, reliability and personal information, and that caveats! be attached. The
information shared by the Project included information about Mr. Arar, some of
which was inaccurate and grossly unfair to him.

2.
FORMATION OF PROJECT A-O CANADA

2.1
TRANSFER OF INVESTIGATIONS FROM CSIS TO RCMP

Following the events of September 11, 2001, those involved in protecting
Canada’s national security were confronted with unprecedented challenges. An
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all-out effort was being made by western intelligence and law enforcement
agencies, including Canada’s, to track down individuals involved in the 9/11
conspiracy. Moreover, there was a significant fear, not without foundation, of a
second wave of attacks.

The Americans were under tremendous pressure to bring those who
directed or assisted the 9/11 terrorists to justice. They, in turn, pressed their
allies to assist by investigating terrorist threats within their borders. Canada
received an enormous number of requests for information from the FBI and the
CIA related to all aspects of 9/11, as well as other potential or suspected terror-
ist threats.

It immediately became apparent to senior officers in the Canadian Security
Intelligence Service (CSIS), the Royal Canadian Mounted Police (RCMP) and
other police forces in this country that Canadian co-operation in the investiga-
tion of terrorist threats would require manpower and resources far exceeding
anything that had been devoted to these types of investigations in the past.
Within weeks of the 9/11 attacks, senior officials from Canadian agencies met
to discuss the best way for Canada to address this challenge. Shortly thereafter,
CSIS transferred to the RCMP prime responsibility for the investigation of a num-
ber of individuals suspected of terrorist links. [**]. It provided the RCMP with
some of the details of its investigations, as well as information from its holdings.
There was no mention of Maher Arar. However, in time, Mr. Arar came to the
attention of the RCMP through its investigation of Abdullah Almalki.

I have no reason to believe that the transfer of these investigations was
inappropriate.? CSIS was deluged with work as a result of the 9/11 crisis. Jack
Hooper, Assistant Director of Operations for CSIS, described how, in the wake
of 9/11, CSIS had directed all of its available resources to terrorist investigations,
including round-the-clock surveillance of certain targets. He explained that CSIS
would have been unable to maintain this kind of coverage on a continuing basis.
The increasing demands had made it imperative that it receive assistance, and
the RCMP had been the obvious agency to provide it.

CSIS reviewed its files and resources, initially selecting targets to be trans-
ferred based on the belief that, following investigation, the RCMP might be able
to lay charges of supporting terrorism. The Canadian Security Intelligence
Service Act (CSIS Act) authorizes CSIS to disclose information it has collected to
a law enforcement agency where the information may be used in the investi-
gation or prosecution of an alleged contravention of any law of Canada or a
province.? CSIS considered that the cases transferred to the RCMP were appro-
priate for continued investigation by a law enforcement agency and that the
transfers were authorized by the CSIS Act.
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The RCMP quickly recognized that the investigations that had been trans-
ferred would be focused, at least initially, on preventing or disrupting terrorist
acts, rather than on prosecution. The primary objective of the investigations
would be to protect Canadians and others from terrorist activities and try to pre-
vent any further attacks from being carried out. Thus, the main focus of the
RCMP investigations became prevention, although prosecution continued to be
one of the possible outcomes.

My statement that I have no reason to believe that CSIS should not have
transferred these investigations to the RCMP may seem contrary to the recom-
mendations of the Commission of Inquiry Concerning Certain Activities of the
Canadian Mounted Police (McDonald Commission)* and the resulting changes
to Canada’s national security landscape. That report is sometimes interpreted as
indicating that the RCMP should not be involved in any national security activ-
ities whatsoever. That interpretation is wrong.

Clearly, the mandates of CSIS and the RCMP are different. However, those
mandates contemplate a continuum in the collection of information concerning
national security threats. CSIS collects information at an earlier phase and on a
broader basis than does the RCMP. 1t collects information and/or intelligence
under section 12 of the CSIS Act in respect of activities “that may on reasonable
grounds be suspected of constituting threats to the security of Canada” and
advises government of perceived threats to the security of Canada. However,
CSIS is not a law enforcement agency, and once it makes a determination that
sufficient indicators of criminality are present to warrant a criminal investiga-
tion, the RCMP may become involved.

Law enforcement agencies such as the RCMP become involved in investi-
gations relating to national security when the investigations are directed at appre-
hending criminals or preserving the peace and preventing crime. Unlike CSIS,
the RCMP conducts investigations that require the exercise of powers and prac-
tices associated with law enforcement and criminal investigations.

After the McDonald Commission, the RCMP continued to assume respon-
sibility for conducting national security investigations from a law enforcement
perspective.” Thus, it was quite properly involved in any investigation with
national security implications directed towards prosecuting offences under the
Criminal Code. Moreover, the Security Offences Act enacted in 1984 conferred
on the RCMP specific authority to conduct investigations of national security
offences, being those that relate to conduct constituting a threat to the security
of Canada.®

In addition to conducting criminal investigations for purposes of prosecu-
tion, the RCMP has a preventative mandate under section 18 of the Royal
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Canadian Mounted Police Act (RCMP Ach),” which gives it authority to conduct
investigations aimed at taking steps to preserve the peace and prevent crimes.

Although some have suggested that 9/11 inappropriately thrust the RCMP
back into the national security business contrary to the direction of the
McDonald Commission, that is not the case. The RCMP has conducted investi-
gations with national security implications in the years since the McDonald
Commission. In furtherance of this responsibility, the Force has, over time, devel-
oped specific operational and Headquarters units devoted to these types of
investigations and implemented policies focused on them. What has changed
since 9/11 is the number and intensity of the RCMP’s national security investi-
gations and the enactment of Bill C-36 which, among other things, created new
criminal offences relating to national security, as well as certain new investiga-
tive powers.? In the months and years since 9/11, the RCMP has devoted a sig-
nificantly larger proportion of its resources to these types of investigations, and
it would seem that this higher level of activity will continue to be required for
the foreseeable future.

T heard evidence about certain aspects of the RCMP’s investigation of
Mr. Almalki as it related to Mr. Arar. Although that investigation initially had
some of the earmarks of an intelligence-gathering probe that might be carried
out by CSIS, the powers and investigative steps that are part of a normal crimi-
nal investigation came into play in relatively short order. For example, in January
2002, the RCMP obtained search warrants and carried out searches of seven res-
idences and also conducted several interviews related to the investigation. The
RCMP investigations of Mr. Almalki and others continued for some time. Again,
although 1 heard evidence about only some aspects of the Almalki investigation,
I do know that the RCMP continued to consider prevention and intelligence
gathering the primary objectives of that investigation. To date, no charges have
been laid. Given that prevention, rather than prosecution, was the primary goal
of the investigation that in time involved Mr. Arar, questions arise as to whether,
at some point, the investigation ceased to have a focus that could properly be
investigated by the RCMP as a law enforcement agency and should therefore
have been discontinued, or whether it could have been more properly handled
by CSIS as a security intelligence probe. While the line between the two types
of investigations may be blurred in some cases, it is nonetheless important that
the distinction between what is appropriately the subject matter for an
investigation by the RCMP on the one hand, and what should be handled by
CSIS on the other, be respected and maintained.” The fact that a particular inves-
tigation is being conducted by the RCMP does not mean that it must necessar-
ily remain a law enforcement investigation indefinitely.
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Throughout this report, I review in detail the investigative steps taken by
the RCMP in relation to Mr. Arar. However, the RCMP’s investigation was not
focused on Mr. Arar, but on Mr. Almalki and others. Mr. Arar was merely a
person of interest. I have no reason to believe that it was not appropriate,
throughout the relevant time period, for the RCMP as a law enforcement agency
to continue its main investigation, in which Mr. Arar came to the investigators’
attention from time to time.*

Following the transfers, the RCMP agreed to keep CSIS advised of the inves-
tigations by means of periodic briefings and meetings and, in the case of the
Almalki investigation, the provision of copies of situation reports (SITREPs)
describing its day-to-day progress. CSIS moreover continued its own investiga-
tions of the transferred targets, although with significantly less intensity than
prior to the transfers.

2.2
PROJECT A-O CANADA

The investigation transfers from CSIS led the RCMP to set up new projects,
including Project A-O Canada in Ottawa and Project O Canada in Toronto. Here,
I focus on the formation in early October 2001 of Project A-O Canada, which
was given responsibility for investigating Mr. Almalki.

For operational purposes, the RCMP is divided into 14 divisions, each with
responsibility for a specific geographic region. In October 2001, each RCMP
division had a National Security Investigation Section (NSIS), which normally
handled national security investigations. Typically, NSIS officers were provided
with some training in RCMP policies and practices relating to national security
investigations, and they would presumably develop experience in these types
of investigations over time.,

It made sense to locate the Almalki investigation in Ottawa, as Mr. Almalki
lived there and the information showed that that was where the investigation
would largely be centered. However, the NSIS in “A” Division, which had oper-
ational responsibility for the National Capital Region, did not have the capacity
to undertake the investigation.

In the aftermath of 9/11, “A” Division NSIS, comprising some 20 people,
was swamped with leads and tips. By late November 2001, the RCMP had a
backlog of nearly 10,000 tips. “A” Division also had primary responsibility for
providing protective services for a large number of Canadian and foreign
public officials, as well as many of Canada’s federal buildings, and demand for
protective services had increased dramatically after 9/11.
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The senior officers in charge of “A” Division consequently set up a new
project — Project A-O Canada — to conduct the Almalki investigation. With
few exceptions, the officers they appointed to work on the Project were not
members of NSIS, had not received any special training in the conduct of
national security investigations, and had no experience in carrying out such
investigations.

That said, I am satisfied that the decision concerning the composition of
Project A-O Canada was appropriate and reasonable in the circumstances. To
begin with, there does not appear to have been much choice. Although “A”
Division NSIS had no capacity to conduct the Almalki investigation, the investi-
gation was important and “A” Division was the logical place to locate it.

More importantly, it was apparent from the outset that the investigation
would be extensive and complicated, involving the examination and analysis of
large numbers of financial transactions. The officers chosen for Project
A-O Canada were, in the view of their supervisors, among the best criminal
investigators available. This was especially true of Inspector Michel Cabana,
who was asked to be the project leader.!' Inspector Cabana was widely
respected as a good investigator with experience in managing large and com-
plex investigations, including ones involving complicated financial transactions.

The senior officers at “A” Division moreover determined that the project
should involve officers from other police services. That made a good deal of
sense, given the nature of the investigation, the importance of dealing with the
local community, and the need to bring together as much investigative experi-
ence as possible.*? As a result, officers from the Ontario and Quebec provincial
police forces and the Ottawa, Gatineau and Hull police services became
involved in the project. Both of the officers appointed as assistant project man-
agers were staff sergeants, one from the Ontario Provincial Police, and the other
from the Ottawa Police Service. Both had excellent investigative credentials for
regular criminal investigations. They had worked with the RCMP in the past and,
together with Inspector Cabana, formed a strong, experienced management
team,

The remainder of the team, which grew to include about 20 investigators,
also had an impressive range of experience and skills. Expertise was added as
required, either from other RCMP units or through the participation of partner
agencies. The recruiting focus was on experience related to criminal investiga-
tions, such as writing affidavits, conducting covert entries and taking part in
undercover operations. Legal officers from the Department of Justice were also
involved.
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In view of the serious concern about the imminent threat of another 9/11-
type attack at the time Project A-O Canada was formed, it made sense to have
experienced criminal investigators to quickly address possible threats to Canada’s
national security. Initially, it was expected that Project A-O Canada would focus
on Mr. Almalki’s alleged procurement activities, but it was important that these
activities be investigated quickly and thoroughly to see if they brought to light
any other threats. Indeed, the investigation soon expanded to include matters
relating to other possible terrorist activities in the Ottawa region.

In short, Project A-O Canada had a first-rate team of investigators who were
ideally suited to conducting a criminal investigation, particularly one involving
financial transactions such as those expected in the Almalki investigation.
However, the officers assigned to the Project had little training or experience in
investigations concerning national security and terrorism.

2.3
TRAINING

At the outset, only one regular member of Project A-O Canada had any train-
ing in national security investigations or experience in conducting this type of
investigation.

That person, the only member of “A” Division NSIS initially assigned to the
Project, had completed the RCMP’s course in criminal extremism investigation
techniques and had worked on several projects involving Islamic extremism. As
matters progressed, he spent the majority of his time on the Project. Over time,
a few other members of “A” Division NSIS with training or experience in national
security investigations were also assigned to the Project, at least on a part-time
basis.

Significantly, however, the officer in charge and other members of the
Project team had no training or experience in national security investigations.
Moreover, the investigators were given no orientation or training on RCMP poli-
cies or practices governing information sharing with other agencies as they might
be applied in the national security context. Nor did they receive any orientation
or training about the analysis of terrorism-related information and the need for
precision in such analysis, the cultural values and mores of the community that
would be affected by their investigation, or human rights issues in the context
of a national security investigation.

That said, it must be remembered that Project A-O Canada was formed in
the midst of the post-9/11 crisis. There was little time for training. Indeed,
because of the increased pressures being applied, the RCMP suspended the
“criminal extremism” course it had offered until early 2002. Further, the nature
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of Project A-O Canada meant that there would be a certain amount of learning
on the job. The one officer who had training and experience testified that he had
become a kind of consultant on issues such as the background of terrorist organ-
izations, the roles of CSIS and the RCMP’s Criminal Intelligence Directorate
(CID), and liaison officer systems.’® As time passed, a few team members took
relatively short courses on matters that might arise in national security
investigations.

During the time preceding Mr. Arar's detention in New York, Project
A-O Canada provided American authorities with a great deal of information,
some of which likely played a role in what happened to Mr. Arar.** The Project
shared much of this information in ways that contravened RCMP policies.
Moreover, some of the information relating to Mr. Arar was inaccurate. These
problems resulted largely from three factors: members' lack of training and expe-
rience in national security investigations and terrorism, a lack of proper direc-
tion about information sharing, and a lack of adequate oversight.

Although the circumstances surrounding Project A-O Canada’s creation
made the lack of training and experience among team members understand-
able, it was incumbent on more senior RCMP personnel to ensure that the
Project was provided with clear instructions about how to conduct its investi-
gation, particularly in the critical area of information sharing. It was also
extremely important for the RCMP to ensure that the lack of training and expe-
rience of Project members was properly addressed, either by providing the
required training or, if that was not possible, by adequately overseeing the
investigation, in particular its information-sharing practices.

24
PROJECT A-O CANADA INVESTIGATION

At the outset, the mandate of Project A-O Canada was to investigate Abdullah
Almalki, because of his suspected terrorism-related activities.

In the fall of 2001, Project A-O Canada learned from confidential sources
that a person by the name of Ahmad El Maati was allegedly implicated in a ter-
rorist plot directed at a major Canadian target.’> Up to that point, Mr. El Maati
had been a target of the Project O Canada investigation in Toronto. However,
based on this new information, the Project A-O Canada investigation expanded
to include Mr. El Maati and the newly identified terrorism threat.

By the end of November 2001, the targets of the Project A-O Canada inves-
tigation, Messrs. Almalki and El Maati, were no longer in Canada. The
investigation thus turned its focus to organizing searches of certain residences

in Ottawa, Toronto and other Canadian cities. Searches conducted on
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January 22, 2002 produced new information about Messrs. Almalki and El Maati
and others, much of which formed the basis of the Project’s investigation in the
months leading up to Mr. Arar’s detention in New York on September 26, 2002,

The Project A-O Canada investigation was a criminal investigation that
clearly related to national security matters. Its focus was to investigate terrorist
threats to Canada’s national security and to co-operate with others, particularly
CSIS and its American partner agencies, in the investigation of those threats.

There were four aspects of the Project A-O Canada investigation that made
it different from the types of investigations with which the majority of its mem-
ber officers had previously dealt:

e the content — terrorism;

e the amount of information sharing;

¢ the preventative mandate; and

e the human rights and cultural sensitivity issues.

With respect to the content, investigators collected or received a large
amount of information about actions or associations that might or might not
point to involvement in terrorism-related activities. For example, Project
A-O Canada obtained information about individuals who had connections to
Arab or Muslim organizations, had attended training camps in Afghanistan at
different periods of time, or had associated or communicated with others whose
actions had raised suspicions. It also received information that originated with
other agencies, including some in the United States and Syria.

In conducting the investigation, it was important that members of
Project A-O Canada be able to assess all of this information in order to prop-
erly weigh the significance of an individual's actions and associations and the
possibility of a connection with terrorist activity. This often required a sophisti-
cated understanding of terrorism networks, Muslim and Arab norms and values,
the ideologies that motivated terrorists, and the geopolitical realities in the areas
where information originated. A regular criminal investigator could not be
expected to have the knowledge or experience needed to analyze the various
types of information that might be collected in a terrorism investigation and put
it into the proper context. Without special training or experience, there was a
danger that officers would attach too much or too little significance to a partic-
ular piece of information. There was also a danger that they would not fully
appreciate the significance that others, including American officials to whom
they provided information, might attach to particular pieces of information or to
the way the Project labelled or assessed information.
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Agencies such as CSIS have personnel who have spent years studying and
analyzing information related to their counter-terrorism mandate. CSIS has a sec-
tion made up of thoroughly trained and highly sophisticated counter-terrorism
analysts. Project A-O Canada members did not have this type of expertise, and
while they could draw on CSIS expertise or the counter-terrorism expertise at
RCMP Headquarters, they rarely did.

Project members viewed the investigation as being much like other crimi-
nal investigations and tended to make their own assessments and decisions. For
the most part, they operated autonomously. They gathered and analyzed infor-
mation, pursued all possible leads, and shared a great deal of information with
other agencies with little guidance or oversight from those who had specific
responsibility for national security investigations within the RCMP,

The second aspect of the Project A-O Canada investigation that was dif-
ferent from other criminal investigations was the type and amount of informa-
tion shared with the American agencies. Although RCMP officers often share
information with other agencies in the course of criminal investigations, as time
progressed, members of Project A-O Canada interacted with the American agen-
cies on a more regular basis than usual.'® The Project passed on an enormous
amount of information to its American counterparts, eventually taking the
unprecedented step of providing them with its entire Supertext database,in the
form of three compact discs (CDs).

It is important to share information in national security investigations, par-
ticularly with foreign agencies, but it is a highly sensitive and potentially risky
exercise. It is crucial that the shared information be accurate and that assess-
ments of it be correct. There is no room for imprecision or loose language.
Imprecision, even in what appear to be small details, can be misleading and
can sometimes operate very unfairly against those affected. Misperceptions cre-
ated by inaccurate information can become entrenched over time and be diffi-
cult to dispel.

1t is also necessary that those who provide information be aware of and
control, to as great an extent as possible, the use to which the information may
be put. Those involved in the national security milieu need to understand the
importance of sharing information, but they also need a sophisticated under-
standing of the risks involved in doing so. An appreciation of the perspectives
and cultures of the agencies to which they provide information makes them bet-
ter able to assess how the information provided may be interpreted and to what
uses it may put it. Sharing information in the national security context may entail
very different considerations and concerns than doing so in other criminal

investigations.
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Again, members of Project A-O Canada had little experience or training to
assist them in handling the information-sharing challenges confronting them.
This was a new environment for them. [***] Project A-O Canada was dealing
with American agencies that were more sophisticated in matters of national secu-
rity and might not always play by the rules Project members would expect.

The third aspect of the Project A-O Canada investigation that differed from
other investigations was that its mandate was primarily preventative in nature.
Preventative investigations can be significantly different from investigations
focused on prosecution, which are directed at obtaining evidence about specific,
concrete events. They can be more nebulous. While such investigations must be
connected with criminal behaviour, investigators collect and analyze information
about something that has not yet occurred and may never occur. The capacity
to assess how information relates to a threat and to evaluate in what direction
investigative efforts should be channeled is obviously important. Given that the
threats being investigated may be far from certain, investigators in preventative
investigations must make judgments about whether or not leads are worth pur-
suing. Doggedly following every possible lead, as one would in a prosecution-
oriented investigation, in order to establish, for example, that an individual does
not constitute a threat — essentially proving a negative — could be a highly
unproductive, not to mention interminable, exercise. A different type of analyt-
ical and investigative approach is sometimes called for in a prevention-oriented
investigation.

The fourth aspect of the Project A-O Canada investigation that made it dif-
ferent from other criminal investigations was the need to have regard for certain
human rights and cultural sensitivities. Certainly, all criminal investigators must
give appropriate consideration to these issues. However, national security inves-
tigations can sometimes raise them in a context unfamiliar to the standard crim-
inal investigator. Moreover, the human rights issues that arose during the
Project A-O Canada investigation were different from any the Project members
had encountered previously.

For instance, Project A-O Canada officers had to weigh how to use infor-
mation from Syria, a country with a poor record of human rights. Evaluating
such information required an informed appreciation of the role Syrian practices
might have played in obtaining the information and, importantly, the impact
those practices might have had on the information’s reliability. The Project was
also confronted with issues about sharing information with Syria, including how
Syrian authorities might use such information and how they might interpret the
fact that the RCMP was investigating certain individuals.
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Further, the Project’s investigation was focused entirely on members of the
Muslim community. Undoubtedly, an understanding of the cultural norms and
practices of that community would have given investigators a distinct advantage
in assessing the significance of specific activities and associations.*®

In summary, while Project A-O Canada involved a criminal investigation
that could benefit from the investigative skills of its members, it also involved a
national security investigation, the primary focus of which was the prevention
of terrorist acts. It was that focus that distinguished the investigation from the
criminal investigations in which most of the Project members, including the man-
agers, had previously been involved.

25
REPORTING STRUCTURE

Since Project A-O Canada was conducting a criminal investigation, it reported
to Criminal Operations, or CROPS, at “A” Division. Inspector Cabana reported
to the Assistant CROPS Officer, Inspector Clement, who in turn kept Chief
Superintendent Antoine Couture, the CROPS Officer, up to date on the investi-
gation. In addition to regular briefings, the CROPS officers were provided with
the Project’s daily situation reports (SITREPs), which detailed the progress of
the investigation.

Project A-O Canada also kept CID at RCMP Headquarters informed of the
investigation by providing it with copies of its daily SITREPs, holding periodic
meetings and preparing briefing notes. However, because Project members and
senior officers at “A” Division considered this to be solely a criminal investiga-
tion, the Project reported to and received instructions from the “A” Division
CROPS officers rather than Headquarters personnel.

In regular criminal investigations, investigators enjoy a high degree of oper-
ational independence and report only to CROPS through the division’s chain of
command. Given the potentially far-reaching implications of a national security
investigation, one would expect that such an investigation would be subject to
greater coordination and control from Headquarters CID. NSISs — and
Integrated National Security Enforcement Teams (INSETs), since their inception
in 2002'” — which ordinarily conduct national security investigations, are under
divisional command, but have a more centralized reporting relationship with
Headquarters than do other operational units in a division. However, in the case
of the Project A-O Canada investigation, RCMP Headquarters was not always
involved in the same way as for other national security investigations.

Over time, tensions developed between Project A-O Canada and CID.
There were disagreements about whether CID was being kept adequately
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involved in the investigation. CID was of the view that it was not being fully
informed. It sometimes learned about actions taken by the Project only after the
fact. Project A-O Canada, for its part, believed that providing SITREPs and peri-
odic briefings was sufficient. T discuss the relationship between Project
A-O Canada and CID throughout this report as I review many of the specific
steps in the Project’s investigation. However, there is one general comment that
I will make here.

In my view, the RCMP, through CID and senior officers at “A” Division,
failed to properly direct and oversee the Project A-O Canada investigation. The
circumstances were such that senior officers with greater experience in national
security investigations should have been more heedful of the possibility of some
of the problems that ultimately arose. RCMP Headquarters was aware that the
Project team lacked training and experience in national security investigations,
and it was also aware, or should have been aware of the types of problems that
can arise in these kinds of investigations. The RCMP had an institutional respon-
sibility to ensure that Project A-O Canada conducted its investigation and, espe-
cially, provided information to the American agencies, in a proper and

appropriate way.

2.6
PROBLEMS WITH THE PROJECT A-O CANADA INVESTIGATION

In the analysis that follows, I identify several problems that arose in the course
of the Project A-O Canada investigation. Those problems related primarily to
information sharing with American agencies. In general terms, there were three
difficulties:

e Project A-O Canada provided information to American agencies in a man-
ner that contravened RCMP policies requiring that information be screened
for relevance, reliability and personal information and that caveats be
attached to documents shared with other agencies. Some of this informa-
tion related to Mr. Arar.

¢  Project A-O Canada provided American agencies with information about
Mr. Arar that was inaccurate or imprecise and that tended to overstate
Mr. Arar’s importance in its investigation and his possible involvement in
terrorism-related activities.

e Project A-O Canada provided American agencies with information con-

taining third-party caveats without obtaining the originators’ consent.

In reaching these conclusions, I do not attribute bad faith to members of
Project A-O Canada. They were dedicated officers who did their jobs in what

77

CFEO000002



78 ANALYSIS AND RECOMMENDATONS

they considered was an appropriate manner. However, in the time leading up
to Mr. Arar’s detention in the United States on September 26, 2002, they were
often working under great pressure because of both the urgent nature of the
possible threats and the sheer volume of work in the investigation. Moreover,
they lacked the proper preparation to deal with some of the national security
issues that arose.?

3.
EARLY INVESTIGATIVE STEPS

Mr. Arar first came to the attention of Project A-O Canada as a result of a meet-
ing he had with Abdullah Almalki at Mango’s Café in Ottawa on October 12,
2001. Mr. Almalki, the investigation of whom had been initiated by the RCMP
on October 5, 2001, was suspected of being a member of al-Qaeda. As a result
of information I heard in camera, Project A-O Canada arranged for surveillance
of the meeting.

1 am satisfied that Project A-O Canada’s decision to conduct surveillance of
this meeting was a reasonable step in the course of investigating its target,
Mr. Almalki*! and entirely proper in the circumstances. Although I did not con-
duct a thorough review of the Almalki file, T did hear some evidence about the
nature of the investigation into Mr. Almalki’s activities and the level of interest
of the various agencies. Having received information that a meeting was to take
place, Project A-O Canada made a routine decision to conduct surveillance.
There is nothing in the evidence to suggest that the decision was motivated by
the fact that Messrs. Almalki and Arar were Muslims or of Arab origin, or that
the surveillance was the result of racial profiling.

Surveillance of the meeting at Mango’s Café led Project A-O Canada to take
a closer look at Mr. Arar. Again, 1 think that it was reasonable for it to do so.
While the meeting may have been innocent, there were aspects of it that rea-
sonably raised investigators’ suspicions. Messrs, Almalki and Arar were seen
walking together in the rain and conversing for 20 minutes. After the meeting,
they proceeded to a local shopping mall, where they went into a computer
equipment store. On leaving, they continued their discussion, reportedly taking
pains not to be overheard. Given that Mr. Almalki was the target of Project A-O
Canada’s investigation, it was reasonable for the Project to investigate Mr. Arar,
about whom investigators had no information whatsoever.

This was how Mr. Arar became a “person of interest” in the Project’s inves-
tigation. Investigators conducting intelligence or criminal investigations must fol-
low up on leads. Associations with suspects or targets of an investigation are
important. Calling someone a person of interest does not mean the person is
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suspected of any wrongdoing. It may be that the person’s role is not clear to
investigators and more information is required, as was the case with Mr. Arar.

Project A-O Canada conducted a background search on Mr. Arar, obtain-
ing open-source biographical data, and carried out limited surveillance on him
in November 2001. Although officers indicated that it was unusual for surveil-
lance to be conducted on someone who was merely a person of interest,
Project A-O Canada officials reasoned that it had been warranted, given the
seriousness of a possible imminent terrorist threat in the fall of 2001. However,
nothing untoward was observed, and it appears that the Project subsequently
ceased its surveillance of Mr. Arar.

In gathering background information on Mr. Arar, the Project obtained a
copy of his rental application and tenancy agreement from Minto Developments,
his landlord’s property management company. The rental application showed
Mr. Almalki as Mr. Arar’s emergency contact.

Project A-O Canada did not have a search warrant to obtain the tenancy
documents or even a sufficient basis for obtaining a warrant. There were no
grounds to believe that Mr. Arar had committed any offence or that he was
involved in terrorist activities. I note that, when Project A-O Canada applied for
warrants to search the residences of targets of their investigation in January
2002, it did not include Mr. Arar’s residence in its application.

That said, T am satisfied that Project A-O Canada did not act improperly in
obtaining the rental application and tenancy agreement. Project officers asked
for the documents and the property manager, who had an interest in the docu-
ments, voluntarily produced copies. There was no compulsion. There was noth-
ing to suggest to the officers that the property manager was breaching an
agreement or understanding with Mr. Arar in producing the documents, and
the property manager did not suggest that Mr. Arar had a privacy interest in
any information contained in them.

I recognize that, were the Government to seek to introduce the documents
in a future court proceeding, there might be an argument that the documents
were seized contrary to Mr. Arar’s rights under the Canadian Charter of Rights
and Freedoms. Mr. Arar might assert that he had an expectation of privacy in
information contained in the documents, including the name of his emergency
contact. However, the success of such an argument is uncertain.?? In any event,
I do not need to decide that legal issue here. The fact that evidence might even-
tually be found to be inadmissible does not necessarily mean that police officers
acted improperly in obtaining it.?
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4.
BORDER LOOKOUTS

Towards the end of October 2001, Project A-O Canada requested that Canada
Customs and U.S. Customs place border lookouts for Mr. Arar and his wife,
Monia Mazigh, as well as certain other individuals.

4.1
CANADIAN LOOKOUTS

I am satisfied that it was appropriate for Project A-O Canada to request a bor-
der lookout for Mr. Arar and for Canada Customs to place the lookout in its
system. 1 conclude that there was no basis to request or issue a lookout for
Dr. Mazigh.

The lookouts requested for Mr. Arar and Dr. Mazigh were to ensure that
they underwent both primary and secondary examinations when entering
Canada. A primary examination involves questioning by a front-line officer. A
secondary examination, conducted by a different officer, is more thorough. At
the discretion of the Customs officer, the secondary examination may be mini-
mally intrusive, with questions only, or may involve a full search of the traveller’s
luggage and, in some circumstances, the traveller’s person.

Any person entering Canada may be referred for a secondary examination.
There are various types of referrals. Some are made by the front-line officer,
who has discretion to refer an individual for a secondary examination. Others
are randomly generated by a computer, and still others are mandatory.
Whenever there is a lookout, the referral for a secondary examination is
mandatory.

The request for lookouts in respect of Mr. Arar and Dr. Mazigh was one of
several measures taken by Project A-O Canada in building profiles of
Mr. Almalki’s associates.?* The purpose of the lookouts was to determine travel
patterns, how many times they crossed the border, and the dates and circum-
stances of the border crossings, as well as to gather any information brought to
light through documents and goods examined.

The lookouts placed by Canada Customs in response to the RCMP’s request
directed that officers conduct a “very thorough” secondary examination. They
specified that travel and business-related or commercial documents were to be
examined and that photocopies were to be made of all documents. They also
directed that Customs officers prepare narratives of the interviews and contact
the Regional Intelligence Officer (RIO), and that they refrain from divulging the
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nature of the interest of Canada Customs and the RCMP to the person being
examined.

When considering the issue of lookouts, it is important to bear in mind that
the Supreme Court of Canada has affirmed that, when entering Canada, indi-
viduals have a lower expectation of privacy at Customs than they would in most
other situations.?® People do not expect to be able to cross international borders
free from scrutiny. Canada has the right to control who crosses its borders and
to conduct examinations of individuals and goods entering the country, for the
general welfare of the country.

Indeed, all travellers entering Canada must provide information on an
E311 Customs Declaration Card and must be prepared to undergo a secondary
examination, which means that they may be subjected to questioning and to
examination of their belongings in circumstances in which there would be insuf-
ficient grounds to obtain a search warrant under the provisions of the Criminal
Code.*®

4.1.1

Mr. Arar

The lookout requested for Mr. Arar would put him in a different position from
the normal traveller entering Canada in two respects: he would be subjected to
a secondary examination each time he entered Canada? and, because of the
lookout’s specific instructions, the examination would likely be more thorough
(more intrusive) than a routine secondary examination. I note, however, that
the examination envisioned for Mr. Arar was still far from the most intrusive
type of search. The RCMP did not request a search of Mr. Arar’s person. The
lookout that was issued indicated only an examination of his travel and business-
related or commercial documents.

In any event, placing the lookout would impinge on Mr. Arar’s privacy in
ways that normal travellers would not experience. Nonetheless, I am satisfied
that Project A-O Canada had sufficient reason at the time to request the look-
out for Mr. Arar.

By the time Project A-O Canada requested the lookout, Mr. Arar was a per-
son of interest in its investigation. In any investigation, it is important to deter-
mine the role, if any, of persons associated with the principal subject — in this
case, Mr. Almalki. Project investigators were aware that Mr. Arar had met with
Mr. Almalki at Mango’s Café and that the two men had conversed in the rain.
This raised suspicions. They were also aware that Mr. Arar had listed Mr. Almalki
as his emergency contact on a rental application. This could be indicative of
close ties.
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Project A-O Canada thus had legitimate reasons for being interested in
Mr. Arar. In these circumstances, ascertaining his travel movements could be a
useful investigative step, and the information sought was reasonably connected
with the purpose for which Project A-O Canada requested the lookout. All of
the RCMP officers asked about the lookout request, including Commissioner
Giuliano Zaccardelli, considered the request to have been an appropriate inves-
tigative step.®®

Although it can fairly be said that Project A-O Canada might have been
able to obtain information through a lookout that it would not have been able
to obtain by means of a search warrant, I do not consider that that, by itself,
means that a lookout should not have been requested. As mentioned earlier, the
fact of travelling outside Canada and then re-entering the country brings with it
a reduced expectation of privacy. Secondary examinations are routinely con-
ducted in circumstances in which search warrants could not be obtained and can
involve examinations of travellers’ belongings that, in other circumstances,
would require warrants. Absent bad faith, it was open to the RCMP to use the
opportunity presented by Mr. Arar’s crossing of the border to try and collect
information that might assist with its investigation.

Once a lookout request is received, it falls to Canada Customs alone to
decide whether to issue the lookout. Canada Customs policy® provides that it
must independently have “reasonable grounds” for issuing the lookout, but does
not spell out what constitutes reasonable grounds. Frequently, Canada Customs
officers will review the information in a request and decide whether or not rea-
sonable grounds exist. However, Canada Customs officers testified that a look-
out request may also be approved if a Customs intelligence officer is associated
with a particular investigation and is generally familiar with the basis for the
request, the theory being that that officer can satisfy himself or herself of the
“reasonable grounds.” In the case of Mr. Arar, a Customs officer was involved
with Project A-O Canada and had a general knowledge of the investigation. For
the same reasons that I conclude that it was reasonable for Project A-O Canada
to request a lookout for Mr. Arar, I am satisfied that Canada Customs had “rea-
sonable grounds” for issuing it.

One other aspect of the lookout for Mr. Arar is important. Lookouts are
classified in different ways, depending on the reason for the request. Among the
various reasons is a wide range of crimes, including terrorism. The lookout for
Mr. Arar was designated as a “terrorism” lookout. According to a Canada
Customs bulletin,® a terrorism lookout is used for someone suspected of being
a member, associate or sympathizer of a known terrorist organization. Mr. Arar

did not meet these criteria. He was not suspected of anything and, in particular,
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there was no basis for saying he was suspected of being a member of a terror-
ist organization. Labelling someone in this way is a very serious matter. Mr. Arar
was a person of interest, nothing more.

In fairness to Canada Customs, the RCMP must bear its share of the blame.
The designation was in keeping with the wording used in the RCMP’s initial let-
ter to Canada Customs requesting the lookout for Mr. Arar, Dr. Mazigh and cer-
tain other individuals, which stated: “We are presently investigating in Ottawa,
a group of Islamic Extremist individuals suspected of being linked to the
Al Qaeda terrorist movement. The following individuals and or vehicles have
been identified.” (The letter went on to list all the individuals, their vehicles and
related biographical data.) The RCMP had no justification for describing Mr. Arar
in this way.

Despite the wording of this request, Canada Customs should not have des-
ignated Mr. Arar as the subject of a terrorism lookout, as this contravened
Canada Customs policy. Instead, Canada Customs should have entered an accu-
rate description that Mr. Arar was a person of interest, but not a suspect, in an
investigation relating to a person suspected of being involved in terrorism-related
activities. The Customs officer involved with Project A-O Canada had a general
knowledge of the investigation, and should have brought that knowledge to
bear on how the lookout was classified.

While some might suggest that the distinction is hair-splitting, I do not
agree. It is important that precision be used when attaching labels to individu-
als, particularly in terrorism-related investigations in these times. There is a dan-
ger that loose language can lead to unfair and misleading or erroneous
conclusions. If Canada Customs policy does not permit entries of the kind, I
suggest that it be amended to do so. If Canada Customs is going to place look-
outs for persons of interest, not merely suspects, then its policy should make the
distinction.

An example of how misdesignation of the type of lookout may be used in
an unfair manner is found in a document obtained through an Access to
Information request and produced by Mr. Arar's counsel.?! The document
appears to be a Canada Customs printout showing Mr. Arar’s entry into Canada
on December 20, 2001 and again on January 24, 2002. A note appears in each
instance, indicating “L” (presumably lookout) and “Terrorism.” Thus, in a doc-
ument that was made available to the public, Mr. Arar’s name was associated
with terrorism and, for anyone familiar with Canada Customs policy, he was
shown as someone suspected of being associated with a known terrorist organ-
ization. Given that Mr. Arar was not suspected of such an association, linking
his name with “terrorism” was unnecessary and was unfair to him. It is never
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helpful to state the status of an individual inaccurately. And while the harm from
mislabelling may be greater in the case of a document that could be made pub-
lic, there is still a risk of harm where documents will not be disclosed publicly.
Anyone who requests a lookout — and Canada Customs, when it places a look-
out — should be precise in describing the reasons for the lookout and in attach-
ing labels to the subject of the lookout. Labels, once applied, have a way of
sticking to individuals and assuming an unintended importance.

Indeed, when the lookout for Mr. Arar was renewed in January 2002, he
was described as an individual “suspected of belonging to or being connected
to a terrorist organization.” The misleading label in the original lookout became
more specific.

4.1.2
Dr. Mazigh

With regard to the lookout for Dr. Mazigh, T conclude that the RCMP had no
basis for requesting it. The important distinction between Mr. Arar and
Dr. Mazigh is the factual connection with Mr. Almalki. Mr. Almalki, not Mr. Arar,
was the target of the Project A-O Canada investigation. Mr. Arar was a person
of interest because of his association with Mr. Almalki, and given that associa-
tion, his travels and business connections were relevant to the investigation,
However, there was no information even suggesting a link between Dr. Mazigh
and Mr. Almalki.

The RCMP has no policy or directive setting out criteria for making a look-
out request. In explaining why Dr. Mazigh had been included in the lookout
request, one Project officer stated that it was not unusual for spouses to be
involved in the activities of their husbands or wives. Another said that investi-
gators are often interested in the associates of targets, and that a spouse, such
as Dr. Mazigh, might be included out of an abundance of caution.

Although it is not altogether clear, it seems that there is a practice in the
RCMP of requesting lookouts for spouses of individuals who are not suspected
of any wrongdoing, such as Mr. Arar, That practice, if it exists, is inappropriate
and makes little sense. The rationale for including the spouse of a suspect is that
the spouse may be involved in the suspect’s activities. However, the same ration-
ale does not apply to the spouse of a person of interest, who is not suspected
of any wrongdoing. When there is no information to indicate that a spouse has
any connection whatsoever with the person suspected of some wrongdoing, it
is inappropriate to request a lookout. Given Dr. Mazigh’s lack of connection

with Mr. Almalki, there was no basis to expect that information about
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Dr. Mazigh’s travels would help shed light on Mr. Almalki’s activities as a sus-
pected procurement officer for al-Qaeda.

While secondary examinations at the border may not be the most intrusive
type of search, they are still an intrusion, especially if documentation is seized,
copied and provided to third parties.

When there is no basis for expecting that any information useful to an inves-
tigation will be gained from placing a lookout, the RCMP should not request one.
Thus, while Dr. Mazigh might have had to undergo a discretionary or randomly
generated secondary examination when entering Canada, she should not have
been subject to a mandatory examination each time she crossed the border. The
factual linkage to an investigation to justify a lookout request need not be sub-
stantial; however, the fact that someone is the spouse of someone who is merely
a person of interest, a potential witness, falls short of the mark.3?

For the same reasons that I consider it was inappropriate for the RCMP to
have requested a lookout for Dr. Mazigh, T am satisfied that Canada Customs
should not have placed the lookout. Canada Customs policy requires an assess-
ment of the basis for the request and a determination of whether or not the
request is reasonable. As I point out above, the fact that a Customs officer is
involved in the investigation and is familiar with the reasons for the request may
be considered sufticient cause. However, if that is the approach Canada Customs
adopts, then the officer should obtain sufficient information concerning the basis
for the request to ensure that it is reasonable.

Another very important point is that, in placing the lookout for Dr. Mazigh,
Canada Customs indicated that it was a “terrorism” lookout, as it did for Mr, Arar,
The comments I made about Mr. Arar in this respect apply to an even greater
extent in the case of Dr. Mazigh. There was no basis to “suspect” that she was
a member or sympathizer of a terrorist organization. The label “terrorism” on
Dr. Mazigh's lookout was inaccurate and unfair,

4.2

U.S. LOOKOUTS

When Project A-O Canada requested Canada Customs lookouts for Mr. Arar and
Dr. Mazigh, it also requested U.S. border lookouts for them.

U.S. Customs has a computer system called the Treasury Enforcement
Communications System (TECS), which, like the Canadian system, provides
lookout information on suspect individuals, businesses, vehicles, aircraft and
vessels.

American authorities declined the invitation to testify at the Inquiry. RCMP
officers testified that the American TECS system is different from a terrorist watch
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list, which has been mentioned occasionally in evidence and in the public dis-
cussion of the Arar matter. However, I do not have enough information to com-
ment on this issue or to conclude whether or not a request for a TECS lookout
might result in a person being placed on a terrorist watch list.

It appears that organizations around the world, including Canadian agen-
cies, can submit requests to have individuals placed on a TECS lookout. RCMP
officers testified that they routinely request TECS lookouts for individuals who
surface in Canadian criminal investigations. One of the results of a TECS look-
out is that U.S. Customs will inform the person or agency requesting the look-
out if the target enters the United States.

In late October 2001, Project A-O Canada sent a written request to U.S.
Customs to have Mr. Arar, Dr. Mazigh and certain other individuals placed on
TECS lookouts. In its request, Project A-O Canada repeated the grossly unfair
descriptions of Mr. Arar and Dr. Mazigh as being part of a “group of Islamic
Extremist individuals suspected of being linked to the Al Qaeda terrorist
movement,”?

I discuss the implications of the language used in this letter to American
authorities in greater detail in the section of this chapter dealing with informa-
tion sharing.3 Here, I note only that this inaccurate, inflammatory and potentially
dangerous description was improper and should not have been included in the
letter. As T state often throughout this report, the importance of accuracy and
precision when characterizing an individual’s role in a terrorist investigation can-
not be overstated.

I have concluded that it was reasonable for Project A-O Canada to request
a Canadian lookout for Mr. Arar. However, making a similar request to another
country raises the question of the use that country will make of the request.
Unfortunately, I have little information about how American agencies or officers
would have used Project A-O Canada’s request, or what the ramifications might
have been for Mr. Arar. The fact that the request was made in the post-9/11
environment was certainly of consequence. Many witnesses have indicated that,
in the aftermath of 9/11, American authorities were more aggressive than their
Canadian counterparts in taking intrusive steps against those allegedly involved
in terrorist activities, in particular men of Muslim or Arab origin.

That said, I accept the evidence that, in 2001 and 2002, the RCMP’s usual
practice was to make requests for TECS lookouts for persons of interest in crim-
inal investigations. There was no policy or directive laying out criteria for sub-
mitting foreign lookout requests and no direction regarding the care needed
when dealing with terrorist investigations because of the new post-9/11 envi-
ronment in the United States. 1 see no basis for critical comment about Project
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A-O Canada’s request for an American lookout for Mr. Arar other than its use
of inflammatory language. Quite properly, the RCMP was co-operating with
American agencies in a common investigation. Placing lookouts in both coun-
tries would be a reasonable step in their respective investigations, Without evi-
dence about the use to which the United States might have put the lookout
requested for Mr. Arar, I am unable to comment further on whether the request
was appropriate or not.

In Chapter IX, I recommend that the RCMP develop guidelines for submit-
ting lookout requests to foreign countries. In particular, I think it important that
those with special expertise in national security investigations be involved in
decisions to request foreign lookouts. An important factor in arriving at such a
decision should be the potential effect of a lookout on an individual’s rights and
liberty.

Project A-O Canada should not have requested a U.S. lookout for
Dr. Mazigh, for the same reasons it should not have requested a Canadian
lookout.

Finally, with respect to the lookouts, I note that neither “A” Division CROPS
(perhaps with the exception of Inspector Clement), nor CID at RCMP
Headquarters was involved in making the decisions to seek lookouts or in
preparing the wording used in the request for the American lookouts. And while
senior officers would have been advised by way of a situation report that the
requests had been made, they were not provided with a copy of the request let-
ter to U.S. authorities.®

I discuss the effect of the American lookout on what happened to Mr. Arar
in New York in Chapter IV, when I address Mr. Arar’s detention in New York.

-

D.
CANADA CUSTOMS SECONDARY EXAMINATIONS

5.1
EXAMINATIONS

Canada Customs carried out two secondary examinations of Mr. Arar,
on November 29 and December 20, 2001, and one of Dr. Mazigh, on
November 14, 2002. The discussion that follows is based solely on the evidence
of Canadian officials. Mr. Arar and Dr. Mazigh have not testified. Were they to
testify, they might give different accounts of what happened and additional or
different facts might emerge.

When Mr. Arar returned from a trip to Massachusetts on November 29,
2001, he was subjected to a secondary examination by Canada Customs officials
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at the Ottawa International Airport. During the examination, Canada Customs
seized and copied several documents, including travel agent itineraries, a pass-
port, airline tickets, identity cards, an AT&T customer card and membership
cards.

The following day, a Customs official turned copies of the documents over
to Project A-O Canada. A caveat®® was attached. Although the Customs officer
did not receive specific authorization to share information with the RCMP, he
acted under a general instruction to lend assistance to the Project.

Project A-O Canada entered the information from this examination into its
Supertext database. As a result, the information was provided to the American
agencies when the contents of the database were given to those agencies in
April 2002. Some information from the November 29, 2001 secondary exami-
nation was also faxed to the FBI on October 4, 2002, while Mr. Arar was in cus-
tody in New York.

On December 20, 2001, Mr. Arar underwent another secondary examina-
tion at the Ottawa International Airport. The Customs officer conducting the
examination made photocopies of documents in Mr. Arar’s possession, includ-
ing a map and directions, a boarding pass, a motel receipt, an Air Canada receipt
and a travel itinerary, as well as Mr. Arar’s driver’s license, social insurance card,
health card and passport. The officer also copied documents relating to a course
Mr. Arar had taught in Massachusetts. He did not advise Mr. Arar that his doc-
uments were being photocopied, nor did he seek Mr. Arar’s consent in this
regard.

Mr, Arar was also carrying an IBM laptop computer and a Visor personal
digital assistant (PDA). When questioned about them, he reportedly said he had
purchased them in the United States (apparently on an earlier trip) and had not
paid duty or taxes on either. Officials requested that Mr. Arar provide access to
his computer. He refused.’” The computer and PDA were seized for “non-report”
(failure to declare the items when they were first brought into Canada) and were
held for appraisal and possible viewing by “the RCMP NSIS” (Project A-O
Canada) or CSIS.

The following morning, a Canada Customs official seconded to Project
A-O Canada spent about an hour examining Mr. Arar’s computer and PDA. He
gathered as much information as he could from the computer without the pass-
word, including domain names, the user name, serial and registration numbers,
warranty expiration date, and type of computer. This information came from
stickers on the computer and from the screen when the computer was turned
on. Although technical staff at Canada Customs had the capability to access the
computer without a password, this was not done. The officer also copied
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information from Mr. Arar’s PDA (for which a password was not required),
including names and phone numbers.

Canada Customs attributed a value of $500 to the laptop and $200 to the
PDA. Mr. Arar was able to retrieve the items at the Ottawa International Airport
the following day after paying a penalty of 25% of the attributed value, plus
sales tax.

Canada Customs provided Project A-O Canada with all of the information
obtained from the December 20, 2001 secondary examination, including the
information from Mr. Arar's computer and PDA. A caveat was attached. The
information was subsequently entered into the Project A-O Canada Supertext
database and, thus, passed on to the American agencies in April 2002,

On November 14, 2002, when Mr. Arar was being detained in Syria,
Dr. Mazigh was subjected to a secondary examination at the Montréal-Dorval
International Airport. Customs officials photocopied some of Dr. Mazigh's doc-
uments, including her personal identification, ticket stubs, traveller’s declaration
card and passport, as well as passport information about her children. Officials
subsequently passed this information on to Project A-O Canada.

On November 21, 2002, a Customs official entered the report of
Dr. Mazigh'’s secondary examination into the Intelligence Management System
(IMS) (administered by Canada Customs), together with some “tombstone data,”
including information from Dr. Mazigh's driver’s license, passport and certifi-
cate of citizenship. The official also entered references to Dr. Mazigh’s daugh-
ter and son, aged 5 years and 9 months respectively, along with their passport
information.

5.2
POLICY ISSUES ARISING FROM SECONDARY EXAMINATIONS

Four aspects of the secondary examinations of Mr. Arar and Dr. Mazigh give rise
to policy issues:

e examining and photocopying documents;

e examining Mr. Arar’s computer and PDA;

e  providing information to the RCMP; and

e uploading the profiles of Dr. Mazigh and her children into the IMS.

I discuss these below, having regard to the Customs Act, the Customs
Enforcement Manual and the Canada Customs enforcement bulletins, which
give direction as to how that Manual should be applied.
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5.2.1
Examination and Photocopying of Documents

5.2.1.1
Mr. Arar

The Customs Act does not provide direction on examining and photocopying
documents of persons seeking entry to Canada. The Customs Enforcement
Manual and relevant Enforcement Bulletin address this issue.

I am satisfied that, in examining and photocopying Mr. Arar’s documents
on November 29 and December 20, 2001, Canada Customs officials acted in
accordance with the relevant provisions of the Customs Enforcement Manual
and the related Enforcement Bulletin® as they existed then. In general terms, the
documents in question consisted of travel and personal identification papers.
The one possible exception to my conclusion relates to some teaching materi-
als for a course Mr. Arar taught while in Massachusetts.

The Enforcement Bulletin in force during the two examinations of Mr. Arar
is dated October 17, 1996 and entitled “Examination of Personal Papers and
Journals.” It refers to the Customs Enforcement Manual, Part 4, Chapter 1, para-
graph 39, which states in part: “private papers® and personal journals should
not be reviewed unless there is reason to believe that the papers or journals
contain receipts for goods or refer to the acquisition of the goods or may afford
evidence of an offence.”

The Bulletin goes on to say that reading personal diaries or letters found in
a purse or wallet is not permissible unless the officer has reason to believe they
contain evidence of an offence against an Act administered or enforced by
Canada Customs. Apparently, Canada Customs administers or enforces 95 dif-
ferent Acts.

In addition, the Bulletin indicates that documents not relating to such an
offence may not be examined or copied and that documents may only be pho-
tocopied if they relate to goods under seizure or to a Customs Act offence under
investigation.

The title of the Bulletin and the language in paragraph 39 of the Customs
Enforcement Manual appear to limit the direction prohibiting examination and
copying of documents, unless they relate to goods under seizure or a Customs
Act offence, to personal papers and journals, rather than extending it to all doc-
uments in the possession of a person being examined. According to that inter-
pretation, the direction in the Bulletin would not apply to documents not
considered “personal.” That is the way the Customs officers who testified at the

CFEO000002



EVENTS PRIOR TO MR. ARAR’S DETENTION IN NEW YORK

Inquiry interpreted the Bulletin, and I believe that was a reasonable interpreta-
tion on their part.

The Bulletin provides little direct guidance as to what would constitute
“personal papers and journals” and therefore fall within the prohibitions con-
tained in it. However, its reference to personal diaries or letters found in a purse
or wallet would suggest that the prohibitions are not directed at all types of doc-
uments that may be found on a person being examined.

I am satisfied that it was reasonable for the Canada Customs officers who
conducted the two secondary examinations of Mr. Arar to examine the docu-
ments they found in his possession. They did not consider examining these doc-
uments to be prohibited. With the exception of the teaching materials, the
documents related to Mr. Arar’s travel and personal identification. There was
nothing of a particularly private nature about the information obtained from the
documents, particularly in the context of someone entering Canada. Much of the
information obtained would likely have been available from publicly accessible
sources.

It must be remembered that travellers entering Canada are required to com-
plete an E311 Customs Declaration Card and submit it to a Customs officer. The
information provided on that form includes the person’s name, date of birth and
address, the date of departure from Canada, mode of arrival into Canada, coun-
try of departure, countries visited while outside Canada and purpose of the
travel, and a description and the value of goods imported. Travellers are also
required to produce their passports, which contain their date of birth and infor-
mation about their past travels.*

While the information contained in Mr. Arar’s documents went somewhat
beyond what was required on an E311 declaration card and what might be
found in his passport, it was, generally, of the same nature. It seems to me,
therefore, that the Customs officers’ interpretation of what constituted “personal”
information for purposes of the prohibition against examining and copying doc-
uments in the Enforcement Bulletin was consistent with the general approach
taken in regard to information about travellers entering Canada.

As for the teaching materials, it is possible that the information in those
documents would fall within the type of personal papers and journals addressed
in the Bulletin. However, without hearing more about the content of those doc-
uments and what, if any, expectation of privacy Mr. Arar had in their regard, I
am unable to comment about whether or not it was appropriate for those doc-
uments to be examined and copied.

I conclude that the examination by Canada Customs officers of the docu-
ments obtained from Mr. Arar during his secondary examinations did not breach
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existing Canada Customs directions. Moreover, I am satisfied that the prohibi-
tion in the Bulletin against photocopying documents was intended to apply only
to “personal” documents, as that term is used in the Bulletin, and not to the
kind of documents obtained from Mr. Arar. Thus, I see no basis for criticism of
the actions of the Customs officers with respect to the examination and photo-
copying of Mr. Arar’s documents on November 29 and December 20, 2001.

I note that on May 31, 2002, Canada Customs amended its Enforcement
Bulletin with respect to examining and photocopying personal documents. 1
discuss the amended Bulletin in the context of the examination and copying of
Dr. Mazigh's documents on November 14, 2002.

5.2.1.2
Dr. Mazigh

Above, I set out my conclusion that Dr. Mazigh should not have been the sub-
ject of a lookout. As a result of that lockout, she was subjected to a secondary
examination on November 14, 2002, It is fair to say that it is highly unlikely
that she would have undergone such an examination had there not been a
lookout.

The Government submitted that T should not consider the events relating
to the secondary examination of Dr. Mazigh because they fall outside my man-
date, which relates only to Mr. Arar. 1 disagree. Dr. Mazigh’s secondary exami-
nation resulted directly from the investigation of Mr. Arar and, in my view,
warrants comment pursuant to the part of my mandate that directs me to repoit
on “any other circumstance directly related to Mr. Arar that [I consider] relevant
to fulfilling this mandate.”

During Dr. Mazigh’s examination, a Canada Customs officer examined and
photocopied certain travel and personal identification papers in her possession.*
These related to Dr. Mazigh and to her children, who were travelling with her.

By the time of Dr. Mazigh’s secondary examination, the relevant Canada
Customs Enforcement Bulletin had been amended. While still not entirely clear,
the amended Bulletin, entitled “Examination and Photocopying of Personal
Documents,” appears to broaden the prohibition against examining and pho-
tocopying travellers’ documents set out in the earlier Bulletin. It, too, limits the
restriction on examining and reading documents to “personal papers and jour-
nals,” then goes on to explain the prohibition against reviewing personal papers
and journals, noting that a review of such documents might have more of an
impact on privacy rights than a review of commercial documents, one of the
possible messages being that reviewing some documents, at least commercial

documents, is permissible.
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Under the heading “Photocopying,” the Bulletin states, “Under no circum-
stances, are documents of any nature unrelated to the administration or enforce-
ment of the Customs Act to be photocopied unless they are seized for some
other purpose under lawful authority, or permission to photocopy the docu-
ment is received....” As an example, the Bulletin provides specifically that per-
sonal identification of persons entering Canada may not be photocopied and
passed to the police for intelligence purposes.

Finally, the Bulletin provides that “in all instances, individuals are to be
advised when documents are photocopied.”

Apparently, there was some controversy within Canada Customs about the
amended policy. There were discussions about what it meant and the wisdom
behind some possible interpretations. T must say that I find it to be very poorly
drafted. While the title suggests that it relates only to “personal” documents, and
the prohibition against examining and reading documents appears to apply to
only those types of documents, the direction relating to photocopying extends
much more broadly to “documents of any nature.”

Leaving aside my conclusion that Dr. Mazigh should not have been the
subject of a lookout in the first place, it appears that photocopying her docu-
ments on November 14, 2002 contravened the directions in the Canada
Customs Enforcement Bulletin then in force.

That said, T find the manner in which Canada Customs has set out its poli-
cies with respect to examining and copying documents in the possession of
those seeking entry to Canada to be very confusing. For example, there is no
direction as to what may be examined and copied. The directions are cast only
in the negative, and even these are far from clear.

In Chapter IX, I recommend that Canada Customs carry out a review of its
policies in this area and that it set out, in one place, clear directions with respect
to what is permitted and what is not. I imagine that front-line Customs officers
have enough trouble carrying out their duties without having to wrestle with
unclear enforcement bulletins. I have not heard sufficient evidence, and I do not
believe it comes within my mandate, to make recommendations as to the spe-
cific content of Canada Customs policies in this area, other than to say that they
will need to strike an appropriate balance between the enforcement role of
Canada Customs and the need to avoid intruding unnecessarily on the privacy
interests of travellers.

93

CFEO000002



94 ANALYSIS AND RECOMMENDATONS

522
Examination of Mr. Arar’s Computer and PDA

Canadian officials took two steps with respect to Mr. Arar’s computer and PDA:
they seized the articles for non-payment of duties, and they examined the arti-
cles and made notes of the information they found.

I am satisfied that the Customs officers acted within the authority conferred
by the Customs Act in seizing Mr. Arar’s computer and PDA. Subsection 110(1)
of the Customs Act® provides that:

An officer may, where he believes on reasonable grounds that this Act or the
regulations have been contravened in respect of goods, seize as forfeit

(a) the goods . . . .

Based on the information available to me, I conclude that the Customs offi-
cers involved in the seizure of Mr. Arar’s computer and PDA had reasonable
grounds to believe that Mr. Arar had contravened the Customs Act with respect
to those items. Mr. Arar reportedly told them that he had not paid the duties
required by the Act when these items had first been imported into Canada. That
failure would be a contravention of the Act.*

The Customs officers testified that there had been another basis for seizing
the computer and PDA. When asked to provide access to the computer, Mr. Arar
had refused. Taken together, paragraph 13(b) and subsections 99.1(1) and (2)%
of the Customs Act require that someone in Mr. Arar’s circumstance co-operate
with Customs officials by answering questions about goods being imported and,
if requested, opening any package or container that the officer wishes to exam-
ine. The Canadian officials involved in the decision to seize Mr. Arar’'s com-
puter and PDA understood these provisions to mean that Mr. Arar was required
to provide his computer password to enable them to examine the contents. They
apparently viewed his refusal as a circumstance giving rise to suspicion and as
a separate basis for seizing the computer and PDA. 1 have difficulty accepting
this rationale. I am very doubtful that, on its own, the refusal of an individual
to provide a computer password to a Customs officer would form the basis for
seizing the computer.

In any event, I am satisfied that, given Mr. Arar’s reported admission that
the computer and PDA had been purchased in the United States and that he
had not paid the applicable duty when bringing them into Canada the first time,
Customs officials had the statutory authority to seize and forfeit those articles.

On the morning following the seizures, Customs officials examined and

made notes of information on the exterior of Mr. Arar’'s computer and
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information that appeared on the screen without the use of a password. They
also examined and made notes of information found on Mr. Arar’s PDA, includ-
ing telephone contact information.*

It is clear that the purpose of the examinations was to collect information
connected with the lookout placed for Mr. Arar. Thus, while the articles had
been seized and forfeited for non-payment of duty, the Customs officers were
not seeking information relevant to that issue; they were looking for information
that could help Project A-O Canada’s investigation.

Although, as T point out below, I am not able to opine on whether the
examinations of the computer and the PDA breached any of Mr. Arar’s Charter
rights, T am satisfied that the actions of Customs officers in examining the com-
puter and PDA do not warrant criticism. I say this for three reasons. First, the arti-
cles had been seized and forfeited under subsection 110(1) of the Customs Act,
and it was the Customs officers’ understanding that, once goods were forfeited
to the Crown, they were authorized to examine the contents, for whatever
reason.

Next, the Customs officers believed they could examine the articles under
the provisions of the Customs Act authorizing them to examine goods being
brought into Canada where there is a reasonable suspicion that the Act has been
contravened, as in this case. Paragraphs 99(1)(a) and (e), together with section
99.1,*” authorize officers to open packages or containers and to examine goods.

Finally, the officers were aware that a lookout had been issued and, in
examining the goods, they were responding to the lookout. The examinations
were not inconsistent with previous practices, and there was no Canada Customs
policy or directive indicating the limits, if any, on the examination of goods that
had been seized and forfeited.®® In these circumstances, I see no basis for criti-
cal comment concerning the actions of those involved in the examinations.

That said, 1 recognize that there may be an argument that the examinations
were not authorized on a proper interpretation of the Customs Act, or that they
contravened Mr. Arar’s privacy rights under the Charter. The Government’s posi-
tion that the examinations were authorized rests on the propriety of the seizure
under subsection 110(1). However, the seizure was for non-payment of duties,
while the examinations were for an unconnected and different purpose: to fur-
ther the national security investigation that had given rise to the RCMP’s request
for the lookout for Mr. Arar.

In Chapter IX, I recommend that Canada Customs develop a policy to pro-
vide direction to officers about the extent of their examinations of seized arti-
cles and, in particular, the examination of computers and other devices that may
contain highly personal information.
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523
Provision of Information to RCMP

Canada Customs officials provided Project A-O Canada with copies of the doc-
uments obtained during the secondary examinations of Mr. Arar, as well as
information obtained from Mr. Arar’s computer and PDA, with the appropriate
caveats.

I am satisfied that Canada Customs officials reasonably believed that they
had the authority under the Customs Act to provide this information to the
RCMP.

The Customs Act was amended on November 29, 2001, the very day that
Mr. Arar first underwent a secondary examination. In the amended Act, para-
graph 107(4)(h) reads as follows:

107(4) An official may provide, allow to be provided, or provide access to customs
information if the information. . . .
(bh) is reasonably regarded by the official to be information relating to

the national security or defence of Canada.*
Subsection 107(1) defines “customs information” as

information of any kind and in any form that
(a) relates to one or more persons and is obtained by or on behalf of

(i) the Minister for the purposes of this Act or the Customs
Tariff. . ..

Customs officials believed, reasonably, in my view, that they had the author-
ity under the Customs Act to examine the information, make copies and notes,
and provide it to Project A-O Canada. The Customs officials gave the informa-
tion to Project A-O Canada to assist it with its ongoing investigation into mat-
ters relating to Canada’s national security, thus satisfying paragraph 107((h) of
the Customs Act. At the time, Project A-O Canada was investigating serious
threats to Canada’s national security. The events of 9/11 were very recent, and
there was significant concern about a possible second wave of terrorist attacks.
In addition, Project A-O Canada had recently received information of a possi-
ble threat to a major Canadian target. Mr. Arar, while not a suspect, was a per-
son of interest in the Project’s investigation. Above, I conclude that he was
properly made the subject of a lookout by virtue of his connection to
Mr. Almalki, who was a target. A Canada Customs officer had been assigned to
the Project A-O Canada investigation team and had some knowledge, at least
in general terms, of the investigation and Mr. Arar. Given the circumstances, 1
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am satisfied that the Customs official involved had reasonable grounds to regard
the documents and information obtained from Mr. Arar as relating to the
national security of Canada. The Customs Act accordingly gave the official
the authority to provide the information obtained from Mr. Arar to Project
A-O Canada.

Before leaving this issue, I wish to point out that, prior to the November 29,
2001 amendment to the Act, Canada Customs had provided Customs officials
with guidance on sharing information with other agencies, in its Customs
Enforcement Manual and enforcement bulletins. However, when the relevant
sections of the Act were amended in 2001, Canada Customs did not immediately
establish guidelines on providing information to other agencies. In fact, it did not
release new guidelines to accompany the statutory amendments for more than
two years. Thus, at the time the Canada Customs officer provided Mr. Arar’s
documents and information to Project A-O Canada, there were no guidelines.
The officer had only the statutory provision on which to rely.

Interestingly, the new guidelines, which were eventually issued on
November 26 and December 5, 2003, require that authorization be obtained
from a senior official in order to exchange information. In this respect, the guide-
lines are stricter than the statute. Given the potential implications of sharing
information with other agencies, the greater control specified in the new guide-
lines makes sense.

As far as the information obtained from Dr. Mazigh’s secondary examina-
tion on November 14, 2002 is concerned, I am satisfied that Customs officers
should not have provided copies of the documents to the RCMP, as doing so
clearly did not fall within the authority conferred by the Customs Act.

The Government has argued that the transfer was authorized under para-
graphs 107(9)(h) and 107(5)(a) of the Act. Paragraph 107(4)(h) grants the author-
ity to provide information where it is reasonably considered to relate to the
national security of Canada. In my view, there was no reasonable basis to con-
clude that information about Dr. Mazigh came within that criterion. There was
no evidence connecting her to suspects or targets of the Project A-O Canada
investigation, and no information in Dr. Mazigh’s documents that related even
remotely to the investigation being conducted by the Project. Dr. Mazigh's sole
connection was the fact that she was married to Mr. Arar who, by that point in
time, had been in custody in Syria for over a month. Given the lack of any con-
nection between the information about Dr. Mazigh and the Project A-O Canada
investigation, there was no reasonable basis for a belief that would trigger the
authority found in paragraph 107(4)(h) of the Customs Act.
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Paragraph 107(5)(a) authorizes the provision of customs information to a
peace officer (RCMP officer) if the Customs official believes that the information
relates to an alleged offence. In the case of the Project A-O Canada investiga-
tion, there was no alleged offence. Moreover, there was no connection what-
soever between the information obtained from Dr. Mazigh's secondary
examination and the matters being investigated by Project A-O Canada.

Thus, I am satisfied that the Customs officers should not have provided
Project A-O Canada with Dr. Mazigh’s information and documents.

5.2.4
Uploading of Profiles of Dr. Mazigh and Children into IMS

Canada Customs should not have uploaded the profiles of Dr. Mazigh and her
children into the IMS, an automated facility for reporting and compiling intelli-
gence information on targets “known or suspected to be a potential border
risk.™! Neither Dr. Mazigh nor her children fall into this category.

While the uploaded information was basic information obtained from the
travel itinerary and identification documents of Dr. Mazigh and her children,
that does not afford a reason for storing the information in an intelligence data
bank, nor does the claim that there is limited access to the data bank. Dr. Mazigh
and her children should not have been subjected to the negative connotations
associated with the database, even if only Canada Customs intelligence person-
nel had access to it, which is by no means clear from the evidence. Information
may be released to the broader public in certain circumstances (e.g., Access to
Information requests), and other government departments and law enforcement
agencies may have access to it.

In its submissions, the Government argued that the information had been
uploaded into the intelligence data bank because Dr. Mazigh had been the sub-
ject of a lookout. My conclusion that no lookout should have been placed for
Dr. Mazigh disposes of that as a reason for uploading the information.

Since information stays in the IMS system for 10 years unless expressly
purged, T recommend that Dr. Mazigh's information and that of her children be
purged forthwith from IMS, if this has not already been done.
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6.
JANUARY 22, 2002 SEARCHES AND INTERVIEWS
6.1
SEARCHES

On January 22, 2002, Canadian agencies conducted simultaneous searches, pur-
suant to search warrants, of a number of locations in Ottawa, Toronto and other
Canadian cities. At the same time, the RCMP interviewed various individuals.

Project A-O Canada considered and decided against applying for a search
warrant for Mr. Arar’s residence. It did not have sufficient evidence to obtain
one. Nonetheless, Project members decided that they would attempt to interview
Mr. Arar, as a witness, regarding his associations with Mr. Almalki and others.

[*+]. The reliability of such information is always in question. As Deputy
Commissioner Garry Loeppky explained in reference to RCMP policy, the RCMP
has significant concerns about information that is received from another coun-
try where human rights abuse may occur. The information is noted because it
relates to law enforcement, but so is its questionable validity or worth. If the
information cannot be substantiated or corroborated, it is given little weight.

The question of the validity of the search warrants is not before me and it
is not, therefore, appropriate for me to comment further at this time.

In Chapter IX, I recommend that, when information is received from coun-
tries that have questionable human rights records, the information be identified
as such and steps be taken to assess its reliability. Further, reliability assessments
should be updated from time to time and the most current assessments should
be used by all Canadian agencies making use of such information or sharing it
with other agencies.

I deal with the issue of the documents and articles obtained by Project A-O
Canada during the searches in Section 7 of this chapter.

6.2
ATTEMPT TO INTERVIEW MR. ARAR

On January 22, 2002, the day the searches were conducted, members of
Project A-O Canada went to Mr. Arar’s residence with a view to interviewing
him. On learning that he was in Tunisia and might be back in a few days, they
left a business card.

Apparently, Mr. Arar learned of the visit and tried to contact the RCMP
while he was still in Tunisia, without success. On January 25, after Mr. Arar had
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returned home, an RCMP officer asked him to attend an interview at RCMP
offices. It seems that, after some discussion, Mr. Arar consented to be inter-
viewed the following day.

Mr. Arar then attempted to contact Michael Edelson, a criminal lawyer in
Ottawa, but was unable to arrange to see him before January 30. As a result, the
proposed interview on January 26 did not take place. Subsequently, Mr. Edelson
contacted a government lawyer assigned to Project A-O Canada and indicated
that Mr. Arar was prepared to meet with the police. The government lawyer
told Mr. Edelson that the RCMP wanted to videotape the statement and have it
made under oath, but would not indicate in what capacity Mr. Arar would be
interviewed (as a witness or a suspect) or what the investigation was about.

Although Mr. Arar was willing to speak with the police, Mr. Edelson con-
sidered it prudent to impose conditions precluding the use of any statement in
subsequent legal proceedings, the idea being that any statement would be for
the purpose of providing information to the RCMP and nothing more.
Mr. Edelson advised Mr. Arar that he should only agree to an interview with
conditions attached. Mr. Arar accepted that advice and Mr. Edelson informed
Project A-O Canada of the conditions.

Inspector Cabana considered the conditions exceptionally stringent. He tes-
tified that, for all intents and purposes, the interview would have been useless
because of the condition that anything Mr. Arar said could not be used in any
proceedings against Mr. Arar or anyone else. Project A-O Canada therefore
decided not to proceed with the interview.

I do not accept Inspector Cabana’s view that interviewing Mr. Arar would
have been “for all intents and purposes...useless.” Information gained from the
interview could have been used for intelligence purposes. Moreover, informa-
tion initially provided for intelligence purposes might subsequently have been
used for other purposes, with Mr. Arar’s consent. Bearing in mind that
Project A-O Canada’s primary focus at the time was on prevention of any ter-
rorist actions, rather than prosecution, it is difficult to understand why the Project
would not have wished to obtain as much information as possible, whether or
not it could ultimately be used as evidence.

In any event, the fact remains that Mr. Arar agreed to be interviewed, albeit
with conditions. Agreement to be interviewed subject to conditions such as those
stipulated by Mr. Edelson on Mr. Arar’s behalf does not amount to a refusal to
be interviewed.

After Project A-O Canada decided against proceeding with Mr. Arar’s inter-
view, Project members told American authorities on at least two separate occa-
sions that Mr. Arar had refused to be interviewed.>® Those statements were
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inaccurate and unfair to Mr. Arar. The fact that Project members made such
statements is cause for serious concern. One should not underestimate the seri-
ousness of a statement that an individual “refused to be interviewed,” particularly
in the minds of law enforcement officers such as FBI agents. The inference, of
course, is that the person had something to hide. Such statements inevitably
raise suspicions — suspicions that, in Mr. Arar’s case, were unfounded and
unfair,

7.
INFORMATION SHARING WITH U.S. AGENCIES

7.1
OVERVIEW

The most significant problems arising from the Project A-O Canada investigation
concerned information sharing with the United States. The information about
Mr. Arar provided to the American agencies is set out in Section 4.10 of the
Factual Background. I do not repeat it here. Rather, I focus on those areas where
I judge that there were problems with the sharing of information or where I
think my comment is warranted. My main conclusions are as follows.

e  Project A-O Canada provided the American agencies with information in a
way that did not comply with RCMP policies respecting screening for rele-
vance, reliability®® and personal information and respecting the use of writ-
ten caveats on documents being shared. Some of this information related
to Mr. Arar.

e Project A-O Canada took the unprecedented step of providing the
American agencies with its entire Supertext database, which included all
documents obtained during its investigation.

e Project A-O Canada provided the American agencies with information
about Mr. Arar that was inaccurate, in that it unfairly overstated his impor-
tance in the investigation or misdescribed facts in a way that would tend to
increase suspicions about his activities.>*

e  Project A-O Canada provided the American agencies with third-party infor-
mation to which caveats were attached without obtaining the originators’
consent.

¢  The RCMP gave Project A-O Canada unclear and misleading direction with
respect to sharing information and failed to adequately oversee the Project’s
information-sharing practices.
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7.2
IMPORTANCE OF INFORMATION SHARING

Sharing information with domestic and foreign agencies is often critically impor-
tant to a national security investigation. In recent years, terrorism threats at the
basis of most of these investigations have been global and many investigations
have involved associations reaching across international borders. In order for
those responsible for protecting Canada’s national security to effectively inves-
tigate many of those threats, they must have the capacity to share information
with law enforcement and intelligence agencies in Canada and other countries.

Jack Hooper, Assistant Director of Operations for CSIS, stated plainly that
Canadian authorities could not possibly tackle the threat of terrorism without
sharing information with other agencies, including foreign agencies. The threat
posed by terrorism from al-Qaeda was and continues to be real, and it is inter-
national. As Mr. Hooper said, “compromising al-Qaeda operations requires an
unprecedented level...of cooperation between police, law enforcement, immi-
gration officials and the like, not just domestically, but internationally as well.”

Prevention is frequently the primary objective when investigating terrorist
threats. The harm resulting from a terrorist attack is potentially devastating.
Investigators often work under great pressure to identify the source of a threat
and ascertain ways of disrupting or preventing an attack. To this end, they must
obtain as much information as possible from domestic and foreign sources.

Not surprisingly, information sharing must be reciprocal if it is to be effec-
tive. If an agency wishes to receive information from other agencies, it must be
prepared to provide information in return. The networks within which terrorism-
related information is shared must function on a co-operative basis.

Information sharing among agencies allows a more comprehensive picture
to emerge. Viewing different pieces of information together may allow a more
complete and accurate assessment of the threat being investigated and the steps
needed to address that threat. Sometimes, seemingly inconsequential bits of
information may take on an importance not otherwise apparent when viewed
alongside other information. Broad information sharing is therefore essential to
effective prevention.”

Information sharing became even more important in the aftermath of 9/11.
Threats from international terrorist networks were real and there was an imme-
diate concern about a possible second wave of attacks. In such an environment,
there was no room for investigative agencies to adopt an isolated, stand-alone
approach to terrorist investigation and to refuse to pass on information to other
agencies investigating the same or similar threats. As RCMP Deputy
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Commissioner Loeppky put it, the “traditional stovepipes” needed to come
down. He suggested that in certain circumstances, the RCMP might even have
a duty to share information, domestically and internationally, to prevent the
commission of an offence.*

7.3
NEED FOR CAUTION

While there is a great need to share information with other agencies, there is also
a need for caution in relation to the content of that information and the use to
which it may be put by the recipient. That is the reason the RCMP has infor-
mation-sharing policies that apply to all criminal investigations.

7.3.1
Content of Shared Information

The RCMP has a legitimate concern, indeed a responsibility, to ensure that infor-
mation it provides to other agencies is appropriate for sharing in the particular
circumstances.

When an agency such as the RCMP collects information in the course of an
investigation, it assumes a type of proprietary interest in and control over that
information. The information becomes its work product. The RCMP stores the
information in its files or information storage systems and does not routinely
make it available to the public. It controls the use to which the information may
be put, subject to the requirements of law.

In the interests of conducting thorough investigations, the RCMP collects as
much information as possible that may be related to what is being investigated.
The inclination of a good investigator is to cast a wide net and, as the investi-
gation proceeds, analyze the information to determine what is useful and what
is not. The information gathered may include some of a personal nature about
individuals targeted by an investigation or others connected in some way with
those individuals.

In a normal investigation, the information collected will have varying
degrees of value over time. Some may turn out to be irrelevant, unreliable or
even inaccurate. In some circumstances, the information may be potentially mis-
leading because it creates an inaccurate or unfair picture about a particular event
or individual.

That being the case, the RCMP does not indiscriminately provide all of the
information it collects to others. It, like other agencies that share information, has
developed policies aimed at carefully screening the content of information that
may be shared for relevance and reliability, as well as for personal information.
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Screening for relevance involves considering why another agency is
requesting the information, including the nature of that agency’s investigation
and how the agency might use the information. It is often said that information
should be given only to those who have “a need to know.” Moreover, if it is
determined that a recipient agency intends to use information for a purpose of
which the RCMP does not approve, the information need not be provided.

RCMP policy also requires that information be screened for the reliability of
the sources of the information. The policy sets out different categories of relia-
bility and requires that the appropriate label be attached to each source, to
ensure the recipient is made aware of the reliability rating. The obvious intent
is to ensure that recipients are not misled about the value of information. There
is also a practice, not specifically set out in the policy, of screening information
for accuracy. As one would expect, the RCMP is careful to ensure that the infor-
mation it provides to others is accurate. If there is any doubt in this respect, that
doubt should be flagged. Providing unreliable or inaccurate information to other
agencies is in no one’s best interests and can create potentially serious problems
for those who rely on it and possibly those who are the subjects of the
inaccuracies.’®

Finally, RCMP policy requires that information being provided to other
agencies be screened to ensure compliance with applicable laws relating to the
disclosure of personal information. Those laws prohibit the disclosure of per-
sonal information, subject to exceptions for consistent use disclosure, disclosure
for law-enforcement purposes, and public interest disclosure.® Screening for
personal information may also require the RCMP to take into account the con-
sequences of providing personal information, the safety of the individuals
involved, and what might occur if those individuals travel to certain places.

All in all, the RCMP has very sensible policies that require a thorough vet-
ting of information before it is provided to other agencies. These policies do not
in any way diminish the importance of information sharing. Rather, they help
ensure that information is shared for appropriate purposes only, that recipients
are not misled about the reliability or accuracy of information, and that personal
information is properly protected. Sharing irrelevant, unreliable or inaccurate
information does not serve the legitimate security interests of information shar-
ing. Indeed, sharing such information may be worse than not sharing informa-
tion at all.
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7.3.2
Control of Information

It is important that the RCMP control, to the extent it is able, the use to which
information provided to other agencies may be put. Given that any information
provided is the product of the RCMP’s information-gathering and, in some cases,
analysis efforts, it is reasonable that the RCMP try to maintain as much control
as possible over how it is ultimately used. Controlling information provided to
other agencies is standard practice in the law enforcement and security intelli-
gence communities.

The reasons behind the need for the RCMP to control shared information
are obvious. Recipients may wish to use information in unacceptable ways, ways
that would lead the RCMP to refuse to share the information if it knew about
them in advance. For example, if it knew that information it was considering
providing to another agency would be used as part of an interrogation involv-
ing torture, it could decide not to share that information.

Another example relevant to the Inquiry relates to the American practice of
rendition. The evidence shows that members of the RCMP were unaware of this
practice of sending individuals to other countries for interrogation and possible
torture. It is also clear from the evidence that the RCMP disapproves of the prac-
tice and would not provide information to American officials with the knowledge
that it would be used to support a decision to render an individual, particularly
a Canadian citizen, to a country where that person would likely be tortured.
RCMP policy directs that the Force not become involved in activities that might
violate the rights of an individual, subject only to some very narrow exceptions.®

Since the RCMP has a reasonable and legitimate interest in controlling, to
as great an extent as possible, the way in which shared information will be used,
RCMP policy requires that caveats be attached to correspondence, messages and
documents provided to other agencies. The use of caveats is standard in the
law enforcement and security intelligence communities. It enables agencies to
share information for intelligence or information purposes® while retaining the
capacity to control how their own information is used. RCMP caveats require that
recipients of RCMP information seek the consent of the RCMP before dissemi-
nating that information to others. They are a means of attempting to ensure that
Canadian information is not used in a way that would be inconsistent with
Canadian values and objectives.

There is no guarantee that a recipient of information to which a caveat is
attached will honour that caveat. The system is based on trust and caveats are
not legally enforceable. However, the ability and willingness of agencies to
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respect caveats and seek consent before using information will affect the will-
ingness of others to provide information in the future — a significant incentive
for agencies to respect caveats.

Common sense tells us that this incentive is greater when caveats are clear
and in writing. Some witnesses suggested that implied caveats — unwritten
understandings — were an ample substitute for the written ones required by
RCMP policy. I disagree. While written caveats do not provide a complete assur-
ance of compliance, those who are considering breaching a caveat, which is a
type of agreement, will be less likely to do so in the face of a clear and express
written directive. It leaves little, if any, opportunity to justify the breach of trust.

In honouring an RCMP caveat, which evidence suggests is the normal prac-
tice, the recipient seeks consent from the RCMP to use the information for a
specified purpose or share it with another party. In deciding whether to consent
or not, the RCMP typically considers the nature of the information, the conse-
quences of the proposed use, and the potential impact on individuals. If the
RCMP does not approve of the use of the information as proposed, it may refuse
its consent, and the recipient, honouring the caveat, will not use the informa-
tion for that purpose.

The RCMP also has a policy providing that, when it receives information
with caveats from another agency, its members must respect the caveats and
seek the consent of the originating agency before using or disseminating the
information. This is the other side of the coin. Respecting the caveats of others
promotes effective information sharing in the future.

7.3.3
Centralization of Decision Making

The RCMP also has a policy directed at centralizing decisions about information
sharing within the Force. The normal procedure for providing information, par-
ticularly national security information to foreign agencies, involves first going
through CID at RCMP Headquarters. The idea is that Headquarters staff have
expertise in matters related to information sharing and can therefore ensure that
the information being shared is appropriate and that the RCMP’s information-
sharing policies are uniformly applied. Given that decisions with respect to infor-
mation sharing can sometimes be difficult and sensitive, it is sensible to
centralize these types of decisions within the RCMP.

However, there are certain exceptions to this centralized approach that
allow continuous investigator-to-investigator information exchange, provided
CID is involved in establishing the initial relationship. It is often not practical or
necessary for CID to be involved in decisions about each piece of information
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to be shared. That said, the practice is that CID is kept informed, at least in gen-
eral terms, about the type of information sharing that is taking place.

7.3.4
Post-9/11

RCMP policies on information sharing did not change after the events of 9/11.
Information-sharing policies are national in scope and may only be changed by
written amendment. According to senior officers who testified at the Inquiry,
there was no direction or intention that the then-existing policies on information
sharing be suspended or amended.

If anything, the need for adherence to RCMP information-sharing policies
when dealing with American agencies was even greater in the aftermath of 9/11.
American authorities appeared ready to use extreme measures to deal with ter-
rorism threats, possibly including some that might be unacceptable to the
RCMP.% I note that the evidence shows that, since the Arar affair, the RCMP has
developed a greater sensitivity to and awareness of the risks to Canadians
accused of links to al-Qaeda when they are in the United States.® Ward Elcock,
Director of CSIS in the period immediately following 9/11, testified that, despite
the fact that Canada and the United States have what is probably one of the
closest information-sharing relationships in the world, neither side actually
shares everything with the other, and information-sharing policies should con-
tinue to be as vigorously applied as before 9/11.5* CSIS, which has similar infor-
mation-sharing policies to those of the RCMP, did not relax its policies in the
wake of 9/11.

The one possible exception to the need to strictly adhere to RCMP policy
in the aftermath of 9/11 related to the centralization of information sharing. In
the months following 9/11, officers at the operational level and at CID at
Headquarters were swamped with matters arising from increased national secu-
rity concerns. Tt was understandable in this situation that instructions would be
given for operational units, such as Project A-O Canada, to share information
directly with their American counterparts, provided RCMP Headquarters was
kept informed of the nature of these information-sharing practices.

However, it was precisely because of the impracticability at the time of
channeling all information to be shared through Headquarters for screening that
there was a heightened need to clearly and firmly instruct operational staff that
RCMP policies respecting screening and caveats were to be properly applied to
any information shared.

Despite this need, some RCMP officers testified that, because of the immi-
nent threat of another terrorist attack following 9/11, it had no longer been prac-
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tical or desirable at the time to adhere to policies on screening information and
using caveats for information shared with the United States. As some expressed
it, “caveats were down.” Both Deputy Commissioner Loeppky and Assistant
Commissioner Richard Proulx, the officer in charge of CID, rejected this position
completely. They were clear that the RCMP, as an institution, had not intended
that RCMP officers, including members of Project A-O Canada, deviate from
RCMP policies, except in regard to centralization, as discussed above.

I am satisfied that, in the period after 9/11, there was no need to depart
from established policies with respect to screening and the use of caveats. The
urgency of investigations and the workload of investigators did not justify such
a departure. Attaching caveats to documents being provided to American agen-
cies is a very simple, straightforward exercise and is not time-consuming.
Similarly, reviewing documents obtained during the course of the RCMP’s inves-
tigation for relevance, reliability and personal information would not generally
be a complicated matter. Because these documents were a product of an RCMP
investigation, one would expect that they had already been reviewed and ana-
lyzed as part of the investigation. The additional screening before sharing infor-
mation with another agency is extremely important and, in most cases, should
not create an undue burden on investigators.®> Indeed, CSIS routinely shares
information without deviating from its information-sharing policies.

In short, T agree with the senior officers of the RCMP that there was no
basis for changing RCMP information-sharing policies after 9/11.

7.4
ORIGINAL ARRANGEMENT

Immediately after 9/11, the RCMP, CSIS and the American agencies met to
discuss the threat of another terrorist attack and the need for increased co-oper-
ation and coordination among the agencies, including the sharing of relevant
information in a timely manner. These discussions were the starting point for the
information-sharing arrangements that, in time, led Project A-O Canada to pro-
vide the American agencies with a significant amount of information about a
number of individuals, including Mr. Arar,

RCMP Assistant Commissioner Proulx testified that there had been an under-
standing at the meeting that the parties would share all information relating to
terrorist threats in “real time,” that is, in a prompt manner, so that appropriate
preventative or disruptive action could be taken before another tragedy like
9/11 could occur.

According to Assistant Commissioner Proulx, in making this arrangement,

the RCMP had had no intention of deviating from its existing policies related to
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criminal and national security investigations. It had never intended for informa-
tion to be shared without prior screening in accordance with RCMP policy or for
caveats not to be attached to all correspondence, messages and documents pro-
vided to other agencies.

This information-sharing arrangement was not set down in writing.
Following the September meeting, Assistant Commissioner Proulx discussed it
verbally with senior RCMP officers in the various divisions, including “A”
Division in Ottawa. In turn, the senior officers at “A” Division discussed the
arrangement with Project A-O Canada’s managers. Although there are a few
notes concerning these communications, RCMP Headquarters did not give the
senior officers at “A” Division any formal direction, and those officers did not for-
mally provide Project A-O Canada members with details of the arrangement
that had been reached at the September meeting. Rather, instructions about
information sharing were passed down the RCMP’s chain of command by word
of mouth. The result was confusion. Those involved in the communications
have different recollections of what was said. In the end, Project A-O Canada’s
understanding of the arrangement, as testified to by the project managers, dif-
fered in several important respects from the arrangement described by Assistant
Commissioner Proulx.

According to Assistant Commissioner Proulx, the arrangement among the
partner agencies had not involved departing from RCMP policies.%
Superintendent Wayne Pilgrim, Inspector Rick Reynolds and Corporal Rick
Flewelling of CID had a similar understanding. However, they also spoke of an
arrangement involving an implicit caveat, suggesting a potential for departure
from the requirement for written caveats on shared documents.

The senior officer at “A” Division, Assistant Commissioner Dawson Hovey,
indicated that RCMP policies had continued to apply to the Project A-O Canada
investigation despite the new information-sharing arrangement. However, he
had little direct involvement in the investigation and was unaware until later
that Project A-O Canada had shared information without following RCMP pol-
icy. According to Chief Superintendent Couture, the CROPS Officer at “A”
Division, there had been a general understanding among the partner agencies
that information was to be shared without caveats. He had formed this impres-
sion, in part, based on something Assistant Commissioner Proulx had said in
December 2001. While he believed caveats had been down, he did not believe
that the policy requiring consent to share third-party information to which
caveats were attached had been suspended.

The Assistant CROPS Officer at “A” Division, Inspector Clement, testified
that there was to have been an “open-book arrangement” among the partner
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agencies. He had understood from Chief Superintendent Couture in December
2001 that caveats had been down. However, the understanding among the part-
ner agencies had been that information was to be shared for intelligence pur-
poses and not used for court proceedings.

By the time the communication about information sharing reached
members of Project A-O Canada, it was often referred to as an “open-book inves-
tigation” or a “free-flow-of-information agreement.” Members of Project
A-O Canada referred to the parties to the original discussions as “partners to an
agreement,” More specifically, the project managers for Project A-O Canada tes-
tified that they had understood the “agreement” to include the following:

e Caveats were down. Project managers testified that they had understood
that it was not necessary to attach caveats to documents being shared with
the other agencies, and that RCMP policies requiring this to be done did not
apply. However, they said there had been an implicit understanding that
information shared would be used for intelligence purposes only.

» All information obtained by Project A-O Canada could be transferred to the
“partners to the agreement.” It was not necessary to screen information
transferred to the other agencies for relevance and reliability or for per-
sonal information. RCMP policies and practices requiring such screening
did not apply.

e The parties could share information received from one party to the agree-
ment with the other parties without the consent of the originator, even if
caveats had been attached by the originator.

As a result of these understandings, Project A-O Canada provided informa-
tion to the American agencies in 2 manner that was very different from that con-
templated by Assistant Commissioner Proulx when he had discussed the
arrangement at the September 2001 meeting, and very different from the direc-
tion Assistant Commissioner Proulx testified he had given the senior officers in
the divisions, including “A” Division.

The Project transferred information to U.S. agencies without first screening
it for relevance or reliability, or for personal information. Moreover, it did not
attach written caveats to most of the documentary information provided to the
U.S. agencies prior to Mr. Arar’s detention in New York on September 26, 2002,
The Project also transferred to the U.S. agencies some third-party documents
that contained caveats, including documents received from CSIS and Canada
Customs, without first obtaining the consent of the originators.

This situation should never have arisen. The way information is shared is
critically important to a national security investigation. Furthermore, the lack of
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training and experience of Project A-O Canada members in such investigations,
a fact that was well known to senior officers, made the need for clear direction
concerning this vital aspect of its investigation even more imperative. Yet instruc-
tions from RCMP senior management about how information was to be shared
with the American agencies were unclear and misleading.

It was incumbent on Assistant Commissioner Proulx at RCMP Headquarters
and senior officers in “A” Division to exercise more care to ensure that divi-
sional staff who would be sharing information, such as officers in Project
A-O Canada, received clear and accurate information about what the arrange-
ment with the other partner agencies entailed and, in particular, how informa-
tion was to be shared.

While T can understand that there were great pressures as a result of 9/11,
it would not have been difficult to communicate the details of the arrangement
clearly and in writing. Indeed, I have difficulty understanding why no one
responsible for passing instructions down the chain of command set out what
was intended in writing, particularly since some understood that there was to be
a significant departure from the RCMP’s written policy. The result was an unac-
ceptable case of miscommunication owing to a far too casual approach to mat-
ters that could have a serious impact on the Project investigation and on the
interests of individuals who became involved in that investigation.

Project A-O Canada consequently began its investigation with a serious
misunderstanding about the ways in which information could or should be
shared with the U.S. agencies. That misunderstanding played an important role
in the events that followed.

7.5
PROJECT A-O CANADA’S APPROACH

Project A-O Canada first met and communicated with the American agencies
about its investigation in late October or early November 2001, and continued
to do so regularly after that time. These contacts were mainly to exchange infor-
mation, seek help with analysis, and obtain operational support. In the early
stages, Project A-O Canada generally provided information verbally.

It is important to note that the other parties to the arrangement did not
always follow Project A-O Canada’s practice of sharing information without
caveats. CSIS witnesses testified there had been no agreement along the lines
understood by Project A-O Canada, that CSIS had never agreed to share infor-
mation without caveats. Whenever it had provided information to the RCMP, it
had always attached caveats. Moreover, CSIS had not agreed that its information
could be transferred to any of the other agencies without its consent. CSIS wit-
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nesses maintained that the provisions of the 1989 memorandum of understand-
ing between CSIS and the RCMP requiring consent had continued to apply. In
other words, CSIS had decided how its own information would be shared and
with whom.

The American agencies also frequently attached caveats when they pro-
vided information to Project A-O Canada in documentary form. Whether this
was happenstance or by design, I cannot say, but Project A-O Canada’s prac-
tice of sharing virtually all of the information collected during its investigation
with the other agencies without attaching caveats stands apart from the practice
of the other agencies.

It is worth noting that when the Project wanted to use information from the
U.S. agencies in its applications for search warrants in January 2002, it first
sought the consent of the providing agencies.

Department of Justice lawyers assigned to Project A-O Canada throughout
its investigation occasionally provided legal advice, which very likely included
advice about the Project’s information-sharing practices. However, the
Government refused to disclose such advice, claiming solicitor-client privilege.
Therefore, I am unable to comment on the nature of that advice or the effect it
might have had.®

7.6
INVESTIGATION OF MR. ARAR

Project A-O Canada first became aware of Mr. Arar in October 2001, in con-
nection with his meeting with Mr, Almalki at Mango’s Café in Ottawa. During
the subsequent investigation, the Project collected assorted information about
Mr. Arar, including:®®

e publicly available biographical data,

e Mr. Arar’s tenancy agreement and his rental application, which showed
Mr. Almalki as an emergency contact; and

e information that Canada Customs had obtained from Mr. Arar during the
secondary examinations of November 29 and December 20, 2001.

It is important to note that Project A-O Canada did not consider Mr. Arar
to be a suspect or a target of its investigation. It did not believe that he had
committed a criminal offence or that he was about to do so. When the Project
sought authority to search the residences of persons suspected of being involved
in illegal activities in January 2002, it did not include Mr. Arar’s residence in its
application. It did not have sufficient information to obtain a search warrant
with respect to Mr. Arar,
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From Project A-O Canada’s perspective, Mr. Arar was a “person of interest,”
peripheral to the investigation of Mr. Almalki, an individual suspected of con-
ducting activities for al-Qaeda. When the Project’s investigation revealed that
Mr. Arar knew Mr. Almalki and had associated with him on occasion, officials
became interested in interviewing him. As a result, when the Project conducted
searches on January 22, 2002, it also sought to interview Mr. Arar, although the
interview never took place.

Further, when Mr. Arar was being held in New York, Project A-O Canada
sent questions to be asked of him and considered going to interview him
directly. It is important to remember that, both times Project A-O Canada sought
to question Mr. Arar, in January and September 2002, it was interested in him
merely as a potential witness, as someone who knew and had some association
with Mr. Almalki and others, and who might have information that would
advance its investigation.

Even though Mr. Arar was only a person of interest in the investigation, I
am of the view that it was appropriate for Project A-O Canada to share infor-
mation about him with the U.S. agencies. The agencies were co-operating in
the investigation, and information sharing was vital. Project A-O Canada was
properly interested in Mr. Arar, and it was important that it investigate his con-
nections to Mr. Almalki and others. There is nothing wrong with sharing infor-
mation about a person of interest.

However, when sharing information about Mr. Arar, it was vitally impor-
tant that the Project be accurate and precise, so as not to overstate its interest in
Mr. Arar or his status in the investigation,

Project A-O Canada provided documents to the American agencies on sev-
eral occasions prior to Mr. Arar’s detention in New York, sometimes inaccu-
rately describing Mr. Arar’s status in its investigation. Over time, it variously
described Mr. Arar as:

e an “Islamic Extremist...suspected of being linked to the Al Qaeda terrorist
movement;”

e asuspect or target;

e a principal subject of the investigation;

e a person with an “important connection” to Mr. Almalki;

e a person linked to Mr, Almalki in a diagram titled “Bin Laden’s Associates:
Al Qaeda Organization in Ottawa;” and

e 2 business associate or close associate of Mr. Almalki.

These descriptions of Mr. Arar were either completely inaccurate or, at a
minimum, tended to overstate his importance in the Project A-O Canada inves-
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tigation. The Project did state its actual interest in Mr, Arar in some documents.
For example, on September 26, 2002, in referring to its attempt to interview
Mr. Arar on January 22, 2002, it called Mr. Arar a witness. On October 4, 2002,
in a fax to American authorities, it said that it was unable to indicate that Mr, Arar
had links to al-Qaeda. The fact remains, however, that the written record pro-
vided to American agencies contained many inaccuracies, some of which were
very serious.

It is important to note that, in addition to its written communications with
the U.S. agencies, Project A-O Canada met frequently with U.S. officers, some-
times on a daily basis, and exchanged information verbally. It may be that some
of the discussions either expanded upon or qualified what had been said about
Mr. Arar and his status in the written information provided. Some Project mem-
bers testified that the U.S. agencies had been told of the extent of their interest
in Mr. Arar and had understood that he was merely a person of interest. This
does not change the fact that several documents provided to the American agen-
cies presented Mr. Arar in a much more serious light.

The need to be precise and accurate when providing information is obvi-
ous. Inaccurate information or mislabeling, even by degree, either alone or taken
together with other information, can result in a seriously distorted picture. It can
fuel tunnel vision, the phenomenon on which Justices Kaufman and Cory com-
mented in the Morin and Sophonow inquiries,” which led investigators astray.
The need for accuracy and precision when sharing information, particularly writ-
ten information in terrorist investigations, cannot be overstated.

It is not clear whether, on the occasions Project A-O Canada provided inac-
curate descriptions of Mr. Arar’s status in its investigation, it had screened the
information for reliability or accuracy. I suspect that the mischaracterizations
resulted from either a lack of attention or a failure to appreciate the significance
that might be attached to the descriptions by the American agencies.
Investigators more familiar with the national security milieu would likely have
been more sensitive to the potential risks and unfairness to Mr. Arar. CSIS, for
example, appears to be generally very careful and precise, as it should be, when
analyzing information, making assessments, and passing them on to others.

Further, in providing the descriptions of Mr. Arar, Project A-O Canada did
not attach caveats and therefore did not, to the best extent possible, maintain
control over how the American agencies might use the information, in accor-
dance with RCMP policy. In my view, the failure to attach caveats made it more
likely that the inaccurate descriptions would be used without seeking the con-
sent of the RCMP,
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I will turn now to four specific instances when Project A-O Canada shared
information about Mr. Arar with U.S. agencies: the lookout requests, an FBI visit
in February 2002, the three CDs, and a presentation on May 31, 2002,

7.6.1
U.S. Border Lookout Request

In late October 2001, Project A-O Canada sent written requests to Canada
Customs and U.S. Customs for border lookouts for Mr. Arar and Dr. Mazigh, and
their vehicles.” In those requests, it provided some information about Mr. Arar
and Dr. Mazigh. The request to U.S. Customs was also provided directly to the
U.S. agencies in April 2002,

As T noted earlier, the letters requesting the Canadian and American look-
outs described Mr. Arar and Dr. Mazigh as Islamic extremist individuals sus-
pected of being linked to the al-Qaeda terrorist movement. There was clearly no
basis or justification for this description. Moreover, it was highly inflammatory
and, in the post-9/11 environment in the United States, had the potential to
prove enormously prejudicial to them.

There are two parts to the statement. First, there is the assertion that those
named were part of a “group of Islamic Extremist individuals.” I note that this
was not put forward merely as suspicion, but as a statement of fact, even though
Project A-O Canada had no information to support the statement.

The RCMP treats statements from other law enforcement agencies, absent
any credibility problems, as coming from “reliable sources.” It is reasonable to
expect that U.S. agencies would treat statements in the RCMP’s lookout requests
the same way, as would Syrian authorities if the information was passed on to
them by the Americans.

Branding someone an Islamic extremist is a very serious matter, particu-
larly in the post-9/11 environment, and even more so when it is done in infor-
mation provided to American agencies investigating terrorist threats. In the world
of national security intelligence and counter-terrorism, anyone viewed as an
Islamic extremist is automatically seen as a serious threat in regard to involve-
ment in terrorist activity.”!

The second part of the statement was that Mr. Arar and Dr. Mazigh were
suspected of being linked to the al-Qaeda terrorist movement. Again, there was
no basis for this assertion. The RCMP had no information concerning Dr. Mazigh
other than that she was Maher Arar’s wife. As for Mr. Arar, at most, Project A-O
Canada had information that he knew and had associated to some extent,
possibly in suspicious circumstances, with Abdullah Almalki, a man suspected
of being a member of al-Qaeda; he had listed Mr. Almalki as an emergency
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contact on his rental application; and he was also known to Ahmad El Maati,
a suspect in the Project O Canada investigation at the time. However, Mr. Arar
was not suspected of any criminal activity and Project A-O Canada had no infor-
mation on which to base the statement that he was suspected of being linked
to the al-Qaeda network.

Members of Project A-O Canada who testified about these letters, includ-
ing one of the signatories, Inspector Cabana, acknowledged that the wording
concerning Mr. Arar and Dr. Mazigh was inaccurate. Basically, their explanation
for the offensive language was that they had been under time pressure and had
not considered the implications of branding Mr. Arar and Dr. Mazigh in this
way.

Inspector Cabana suggested that the problem would have been avoided
had the word “suspected” been moved three words forward, to indicate that
Mr. Arar and Dr. Mazigh were “suspected” of being Islamic extremists. I dis-
agree. Project A-O Canada had no information to support such a suspicion. In
fact, it had no information, one way or the other, about Mr. Arar and
Dr. Mazigh's beliefs in Islam, let alone about any extremist beliefs.

I accept that those responsible for sending the letters did not act mali-
ciously, but that does not excuse the grossly inaccurate and potentially inflam-
matory description of Mr. Arar and Dr. Mazigh. T do not accept the pressure of
time as a valid reason. Surely, when sending a letter of this nature, it would not
have required an undue amount of time for experienced police officers to ensure
that it did not contain seriously inaccurate and potentially very harmful language.

The letters in question were sent at a time that made the consequences par-
ticularly dangerous to those named: not even two months after 9/11 and two
weeks after the invasion of Afghanistan in pursuit of al-Qaeda. In the words of
President Bush, America was at war with al-Qaeda. It was obvious to Canadian
investigators that the threshold for taking steps that might be very intrusive to
an individual’s rights and liberties was lower for American authorities involved
in counter-terrorism investigations than for their Canadian counterparts. A num-
ber of witnesses at the Inquiry testified that Canadian officials were aware of the
U.S. authorities’ propensity to deal with anyone suspected of terrorist links, pai-
ticularly Muslim or Arab men, in ways that were different from what Canadian
authorities would do in similar situations, ways that would be unacceptable
under Canadian law.

The request sent to U.S. Customs officials by Project A-O Canada was for
lookouts to be placed in TECS, an information and communication system also
employed by agencies such as the United States Bureau of Alcohol, Tobacco,
Firearms and Explosives, the Internal Revenue Service, the National Central
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Bureau of INTERPOL, the Drug Enforcement Administration, the State
Department, and the U.S. Coast Guard. Apparently, the CIA also has access to
this system, as does the FBI when working on a joint operation. Evidence at the
Inquiry indicated that more than 30,000 officials have access to TECS.

Since American authorities declined the invitation to testify at the Inquiry,
there is no direct evidence as to whether or not the letter itself was entered into
the TECS system.”? In any event, the letter requesting the lookout was provided
directly to the U.S. agencies in April 2002, as it was included in the three CDs
that Project A-O Canada gave the U.S. agencies — CDs containing the entire

contents of its Supertext database on the investigation. Thus, regardless of

whether the letter with the offensive descriptions found its way to the American
agencies when it was initially sent, there is no question that those agencies
received it in April 2002 and were in possession of it when Mr. Arar was
detained in New York five months later.

When considering the letter’s significance, it is also important to note that
Project A-O Canada did not attach caveats to it or to the information contained
in the three CDs.”® Thus, there were no restrictions on how the information in
the letter could be used other than those that might flow from an implicit under-
standing. Even then, the letter itself was sent to U.S. Customs, which was not one
of the partner agencies party to the unwritten “information-sharing agreement.”

It is worth noting as well that the letter requesting the lookouts was never
withdrawn or amended. In November 2001, the Americans informed Project
A-O Canada that the individuals named in the Canadian lookout request and
their respective vehicles had been entered into the TECS system. There was no
indication of the duration of the lookouts or whether they had to be renewed
periodically. Project A-O Canada never withdrew the request for lookouts, nor
did it ask that the language describing Mr. Arar or Dr. Mazigh as “Islamic
Extremistls]...suspected of being linked to the Al Qaeda terrorist movement” be
amended or removed. Indeed, the fact of supplying the letter to the American
agencies again four months later could have been viewed by those agencies as
an indication that the Project continued to stand behind the statements in the let-
ter.

The lookout request was sent without prior approval from either the CROPS
officers in “A” Division or CID at Headquarters. I was told that requesting a
lookout is a relatively routine investigative step and does not require
authorization from senior officers.” While a situation report forwarded to CROPS
officers and CID indicated that Project A-O Canada would put “all our target
names, addresses and vehicle information...on the U.S. Customs TECS system,”
it made no reference to the offensive description of Mr. Arar and Dr. Mazigh.”
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I note that this is one instance where team members’ lack of training and
experience with respect to national security investigations and the lack of over-
sight by senior officers in the RCMP likely combined to create a situation that
was grossly unfair to Mr. Arar. The offensive language in the lookout request led
to serious and unacceptable risks for Mr. Arar in the United States. Officers
properly trained in national security investigations would have been aware of
the risks in describing individuals — especially Muslim or Arab men — in this
way and of the dangers in making such an assertion, particularly to American
agencies in the period following 9/11.

7.6.2

February FBI Visit

In February 2002, members of the FBI visited Project A-O Canada offices to
review and analyze certain documents. Project officers testified that the American
agents had been permitted to view materials strictly for “intelligence purposes.”

The Project gave the FBI agents access to the products of the January 22,
2002 searches, as well as materials from the broader investigation. The agents
reviewed two binders of information relating specifically to Mr. Arar. These
binders contained the rental application, a profile of Mr. Arar, a photo of Mr, Arar
and his home, police reports, past employment information, information related
to the NSIS inquiry on Mr. Arar, surveillance reports on the meeting at Mango’s
Café, the results of the November 29, 2001 secondary examination of Mr. Arar,
and other investigative materials related to Mr. Arar,

It is unclear whether the FBI agents obtained copies of the material in the
binders or the rental documents. In any case, they took extensive notes.

The agents were also permitted to review information the RCMP had
received from CSIS that contained caveats requiring CSIS consent prior to any
further sharing of the information. There is no evidence that CSIS provided its
consent, However, Inspector Cabana indicated that the content of the CSIS let-
ters had already been the subject of extensive discussions in a number of meet-
ings involving all partner agencies, including CSIS.

The February visit is a good example of the informal information-sharing
practices followed by Project A-O Canada and shows the type of access to the
results of its investigation it was giving the FBIL
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7.6.3
Supertext Database on Three CDs

7.6.3.1
Background

Project A-O Canada burned three CDs containing its entire Supertext database
in late March 2002 and provided copies to the American agencies in April 2002.
Included were documents seized during the January 22, 2002 searches and, of
note, all of the documents relating to the Project A-O Canada investigation,
including exhibits, statements, memoranda and reports.”® This material contained
a considerable amount of information relating to Mr. Arar.

By everyone's account, the scope of the disclosure by means of the three
CDs was unprecedented. None of the officers who testified were aware of any
other instance where an entire file, including the products of an investigation,
had been turned over to another agency, let alone a foreign agency. Senior offi-
cers at “A” Division and CID at Headquarters were not aware that the entire
Supertext database was being disclosed and, with one possible exception, would
not have authorized the disclosure had they known.””

I discuss the problems relating to the disclosure of information via the CDs
in detail below. These problems must be viewed in the context of how
Project A-O Canada had been sharing information with the American agencies
up to that point. From the outset, Project members had been given to understand
that senior RCMP officers at “A” Division and CID at Headquarters had author-
ized them to conduct an “open-book investigation” in co-operation with CSIS
and the American agencies. Their interpretation was that all information the
Project collected should be shared with the other agencies without restraint.
They were authorized — in fact, had been directed — to provide information
without attaching caveats or screening for relevance, reliability or personal infor-
mation, and without obtaining consent in the case of documents with caveats
received from any of the other three agencies involved in the arrangement.

Project A-O Canada members correctly pointed out that, in the months
between October 2001 and April 2002, they had been meeting on an increasingly
regular basis with American officials and had verbally disclosed much of the
information on the CDs that was unrelated to the searches. They had also dis-
closed a significant portion of the information obtained through the searches.
They stated, with some justification, I believe, that senior officers had been, or
should have been, aware that Project A-O Canada was providing information
and had not objected.
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As T mention above, the senior officers at RCMP Headquarters and, to a
lesser extent, in “A” Division denied having given instructions that RCMP poli-
cies were not to apply when Project A-O Canada provided information to other
agencies. With one or possibly two exceptions, they also denied being aware
that Project A-O Canada had been sharing information without following RCMP
policies in the months before the U.S. agencies were provided with the three
CDs. In short, the confusion and misunderstanding that accompanied the orig-
inal direction to Project A-O Canada about information sharing continued as
the investigation progressed.

The events that led to the sharing of information on CDs began with the
searches of January 22, 2002.

7.6.3.2

Products of January 22, 2002 Searches

On January 22, 2002, the RCMP, with the assistance of other police forces, con-
ducted searches of the residences of seven individuals in Ottawa, Toronto and
other Canadian cities. Mr. Arar’s residence was not among them. During the
searches, Project A-O Canada seized a substantial amount of material that
required processing and analyzing, including 26 computer hard drives, almost
100 CDs and diskettes, some 20,000 pages of documents, about 40 videotapes
and two boxes of shredded documents. Some of the seized information related
to Mr. Arar.

In light of the resources required to analyze this material, Project
A-O Canada decided to share the seized information with CSIS and the American
agencies, as a way of enlisting their help.” 1 believe this was a reasonable deci-
sion. It was imperative that the information be analyzed and, given the contin-
uing concern about terrorist attacks, that this be done as quickly as possible, but
the RCMP lacked sufficient resources to undertake this enormous task.

Moreover, the volume of material and lack of resources made it impracti-
cal for the RCMP to screen the search material for relevance, reliability or per-
sonal information before providing it to the American agencies. Indeed,
undertaking that task would have largely defeated the purpose of enlisting help.
Even a preliminary review would have been so time-consuming that it would
have jeopardized timely analysis. In the circumstances, 1 am of the view that
sharing the information from the searches with the American agencies without
first screening it was a necessary action,

I wish to emphasize, however, that this departure from policy is not some-
thing that should be repeated, as the information-screening policies are
extremely important. It was unfortunate, though perhaps understandable, that
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in early 2002, Canadian authorities did not have sufficient resources to review
the search materials without U.S. assistance. T would hope that the resource
shortage is being addressed in order that this situation may be avoided in the
future.

Project A-O Canada also departed from policy when it failed to attach
caveats to any of the search materials and information provided to the American
agencies in the months following the searches or to the three CDs.

On January 31, 2002, a number of agencies, including the American agen-
cies, met with RCMP officers to formulate a plan for analyzing the search mate-
rial. Senior officers from CID at Headquarters and “A” Division were present.
Everyone agreed that the products of the searches should be shared among all
the agencies for the purpose of analysis.

There was apparently no discussion of caveats at that meeting. However,
some Project A-O Canada officers testified that the American officials had ver-
bally confirmed to Project members that none of the shared information would
be released more widely without the RCMP’s authorization. Similarly, at a meet-
ing in February, when Project A-O Canada discussed sharing the seized docu-
ments with the FBI, it was agreed that the documents would be used for
intelligence purposes only. If the FBI wanted to use the information for prose-
cution purposes, a Mutual Legal Assistance Treaty (MLAT) application would be
required.

The process of handing over the seized documents to the American agen-
cies for analysis began in February. Following its normal practice, Project
A-O Canada did not attach caveats to any documents transferred during this
period. In discussions about sharing documents, Project A-O Canada asked the
agencies to send letters formally requesting the information.

In a letter dated February 22, 2002, the FBI requested that the RCMP pro-
vide it with items from the searches (referring to the January 22, 2002 searches),
and then set out a list of specific documents. The last item on the list was other
relevant material related to the investigation. Although, in my mind, the letter
seems to limit the request to seized documents, all of the RCMP witnesses who
were asked were of the opinion that the request had gone beyond seized doc-
uments to include other relevant material from the Project A-O Canada
investigation.

The letter from the FBI to the RCMP acknowledged that an MLAT request
would be necessary if the material was to be used in support of a formal crim-
inal prosecution in the United States. This acknowledgement is useful in address-
ing the issue of the provision of the three CDs to the FBI without caveats. On
the face of it, however, the undertaking relating to MLAT proceedings was
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limited to criminal prosecutions and did not include other proceedings, such as
the removal proceedings that eventually led to Mr. Arar’s removal to Syria.
Moreover, the FBI's acknowledgement did not address the issue of sharing infor-
mation with third parties.

7.6.3.3
The Three CDs

There were four problems connected with the transfer of the documents con-
tained on the three CDs:

e  The information on the CDs should not have been provided to U.S. agen-
cies without written caveats.

e The portion of the documents not related to the searches should have been
reviewed for relevance, reliability and personal information.

e Third-party materials to which caveats were attached, such as letters
received from CSIS and documents received from Canada Customs, should
not have been transferred without the originators’ consent,

e Some of the information about Mr. Arar included on the three CDs was
inaccurate.

I have mentioned several times the importance of attaching written caveats
when information is shared. Caveats should have been attached to the three
CDs, in compliance with RCMP policy. In addition to protecting the products of
the searches, this would have protected the balance of Project A-O Canada’s
investigation file, including memoranda and reports, ensuring that the informa-
tion could not be used in ways the RCMP did not intend or, importantly, in pro-
ceedings of which the RCMP did not approve.

Although some conditions were set out in the letter of request received
from the FBI, that letter goes only partway to addressing the Project’s failure to
attach caveats. Even if the undertaking about the use of the information in the
FBI's letter could be interpreted to apply to material other than that seized dur-
ing the searches — an interpretation I question — it was still limited to making
an MLAT request in the event of criminal prosecution.

T heard a number of arguments as to why the failure to attach caveats to the
three CDs was not a significant matter. It was argued that most, if not all, of the
information in the documents not related to the search had already been pro-
vided verbally to the American agencies during the many meetings that had
taken place before the transfer of the CDs, including during the FBI's visit to
Project A-O Canada’s offices in February 2002. Even accepting this to be the
case, the fact of handing over information in documentary form raises additional
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concerns. It increases the risk of the information being used in proceedings not
intended by, or acceptable to, the RCMP, and of greater weight being attached
to the information. Common sense tells us that documentary evidence, particu-
larly in the form of RCMP reports or memoranda, is likely to be accorded more
weight than conversations between officers and agents.

It was also argued that caveats were not necessary because there was an
implied understanding that the information would be used for intelligence pur-
poses only. I repeat that implied understandings are not an adequate substitute
for written caveats. In a matter as important as this, it is difficult to understand
why, when providing an unprecedented amount of information to American
agencies, including search materials that had not been reviewed for relevance,
reliability or personal information, the RCMP would not have exercised the great-
est care possible to protect how that information might be used.

It has been further argued that, in the end, caveats would not have made
any difference, that the American agencies would still have done whatever they
were going to do and used the information as they saw fit. This might be true,
but it is far from certain. Surely, clearly spelling out in writing that the informa-
tion was not to be used for any purpose other than intelligence without RCMP
consent would have reduced the risk of the dishonourable conduct suggested
by those making this argument. Common sense and experience indicate that a
recipient of information is more likely to respect a clearly written caveat than an
unwritten, perhaps even unspoken, implied understanding. That is precisely
why the RCMP and other agencies have policies requiring written caveats.

Moreover, a failure to attach written caveats in an environment where the
use of caveats has become an accepted practice may actually be used to justify
a departure from an implied understanding.

The second problem relating to the CDs was that materials not related to
the searches were not screened for relevance, reliability and personal informa-
tion. This failure was not caused by time constraints. The urgency attached to
the analysis of the search materials did not apply to the balance of the Supertext
database. Those materials included information that had been collected over a
number of months and actually accounted for a relatively small portion of the
total information on the three CDs. Further, it was information that had served
as the basis for the Project A-O Canada investigation and, as such, had likely
already been analyzed, at least to some extent. It should not have been difficult
for Project A-O Canada to screen this information before turning it over to the
American agencies. RCMP policy and practices requiring this type of screening
are there for a purpose and should not have been breached.
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The third problem was that the CDs contained third-party information to
which caveats applied, including information from CSIS and Canada Customs,®
yet, as was the Project’s practice, that information was transferred to the U.S.
agencies without seeking prior consent from the originators. 1 accept the evi-
dence of the CSIS witnesses who testified that CSIS had not agreed to the trans-
fer of information subject to caveats without its specific consent. The Canada
Customs information was information obtained from Mr. Arar on November 29
and December 20, 2001, and also had caveats attached. Even though Canada
Customs was not a party to the so-called information-sharing agreement,
Project A-O Canada provided this information to the U.S. agencies without first
seeking the consent of Canada Customs.

The final problem is that some of the biographical and other information
on Mr. Arar in the Project CDs was inaccurate. As mentioned, the CDs con-

» oK

tained several references overstating Mr. Arar’s status as “a suspect,” “target,”
“principal subject,” or important figure, as well as the letters with the offensive
language requesting the Canada and U.S. border lookouts.

The CDs also contained information about Mr. Arar that was misleading. For
example, they included erroneous notes taken by RCMP ofticers during the inter-
view of Youssef Almalki on January 22, 2002. The notes indicated that Youssef
Almalki had said that Mr. Arar had a business relationship with Abdullah Almalki,
In fact, what Mr. Almalki had said was that he was not sure whether or not
Mr. Arar and Abdullah Almalki had such a relationship. Further, one situation
report about the meeting at Mango's Café erroneously said that Mr. Arar had
travelled from Quebec to meet Mr. Almalki, even though he was living in Ottawa
at the time. A second report noted that Mr. Arar was living in Ottawa.

When taken alone, details like these may seem insignificant. However, it is
important to bear in mind the nature of the intelligence-gathering process and
the frequently-repeated mantra that every bit of information, no matter how
seemingly inconsequential, should be shared because it might turn out to be the
missing piece of a puzzle.

It is possible that a proper review of the information that was being pro-
vided to the American agencies would have uncovered some of the inaccuracies.

7.6.3.4
Authority to Transfer CDs

Finally, the question arises as to whether or not the CROPS officers at “A”
Division and the officers with CID at Headquarters were aware that, apart from
providing the documents seized during the searches, Project A-O Canada was
providing its entire Supertext database to the American agencies on the CDs.
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There is conflicting evidence on this issue. Some Project A-O Canada members
said that senior officers had been aware of the fact. The senior officers, with the
possible exception of Inspector Clement, said they had not. Indeed, some of
the senior officers suggested in closing submissions that Project A-O Canada
had not intended to include anything other than the search-related material on
the CDs; since the inclusion of the entire Supertext database had been a mistake,
they, the senior officers, could not possibly have known about it.

While there is some support for this submission in the evidence, Inspector
Cabana flatly denied it. According to the inspector, he had intended that the
whole database be included on the CDs, and senior officers had known that at
the time. T accept that Inspector Cabana intended that the whole Supertext data-
base be transferred, although it is far from clear whether other members of
Project A-O Canada understood this to be the case. Indeed, the situation report
describing the transfer indicated that only search-related materials had been
included.

Given Project A-O Canada’s intention to take the unprecedented step of
transferring its entire Supertext investigation file to the U.S. agencies, senior offi-
cers at CROPS and CID at Headquarters should have been involved in the deci-
sion in this regard. T do not propose to review the evidence of Inspector Cabana
and the senior officers on this issue. T accept that Inspector Cabana thought he
had approval to transfer the entire database. T also accept that the senior offi-
cers did not know that anything more than the search material was to be pro-
vided and that, with the possible exception of Inspector Clement, they would
not have approved the broader transfer. Certainly, CID would not have
approved it, particularly if RCMP policies concerning screening and caveats were
not being followed.

This is another example — a glaring one — of the misunderstandings and
confusion that existed within the RCMP about what Project A-O Canada was
authorized to do and in what instances it needed to involve CID in its opera-
tional decisions. The confusion surrounding the transfer of the three CDs flowed
from the October 2001 misunderstanding about information sharing between
Project A-O Canada and other agencies and the applicability of RCMP policies.

7.6.3.5

May 31 Presentation

Starting in April 2002, Project A-O Canada made several presentations about its
investigations to a number of Canadian agencies, as well as to the American
agencies. All these presentations had a similar format: a description of the
Project A-O Canada investigation in general, followed by a look at the “Present
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Situation,” focusing on specific individuals. Although Mr. Arar was generally
included among the individuals mentioned, he was given varying degrees of
prominence.

On May 31, 2002, Project A-O Canada made a major presentation in
Washington, D.C. Its purpose was to persuade the American authorities to ini-
tiate a criminal investigation of Mr. Almalki and his associates.

The “Present Situation” portion of the presentation made mention of sev-
eral individuals, including Messrs. Almalki and El Maati and others® who, by
anyone’s assessment, were serious terrorist threats — some used the phrase
“heavy hitters.” Mr. Arar’'s name was included in this list. At the same time, the
presentation indicated that Mr. Arar and others might be part of an investigative
hearing under Bill C-36, a type of hearing limited to people who may be wit-
nesses. It is not clear whether Project A-O Canada explained the significance of
the investigative hearing process to the Americans.

Mr. Arar was not the focus of the presentation in Washington, DC,
However, the presentation did provide some information about him collected by
Project A-O Canada that showed his associations with Mr. Almalki and others.
In addition, it provided two “facts” about Mr. Arar that were inaccurate.
Evidence relating to one of these “facts” was heard in camera and may not be
disclosed for national security reasons. Suffice it to say that this inaccurate fact
tended to unfairly link Mr. Arar to certain individuals.

The other inaccurate “fact” may be disclosed. In the presentation, Project
A-O Canada incorrectly informed the Americans that Mr. Arar had refused to be
interviewed in January 2002. As discussed earlier, Mr. Arar, through his coun-
sel, had actually agreed to be interviewed, but under conditions that Project A-O
Canada had found unacceptable. Even assuming, for the sake of argument, that
the conditions attached by Mr. Arar’s lawyer were overly stringent, there would
likely be a difference in the minds of law enforcement officers between some-
one who “refuses” to answer questions, and someone who agrees to answer
questions, but with his lawyer’s conditions attached.

The Americans requested a written copy of the May 31 presentation, and
Project A-O Canada sent them an updated copy, excluding speaking notes, on
July 22, 2002,

This presentation is another example of the problems that persisted with
Project A-O Canada’s information-sharing practices. It overstated Mr. Arar’s sta-
tus in the Project’s investigation and included inaccurate information about
Mr. Arar, The fact that Mr. Arar was also identified in the presentation as a can-
didate for a Bill C-36 examination as a witness might have mitigated the over-
statements to some extent.
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7.6.3.6

Mr. Arar’s Departure for Tunisia

In July 2002, Project A-O Canada learned that Mr. Arar and his family had left
for Tunisia several weeks earlier. There were some indications that the move had
been a permanent one. On July 15, 2002, Project A-O Canada verbally
informed American authorities of Mr. Arar’s departure. They discussed whether
Mr. Arar’s departure had been prompted by the Project A-O Canada investiga-
tion or whether it had already been planned.

7.6.3.7
[***]

8.
PROJECT A-O CANADA’S RELATIONSHIP TO
HEADQUARTERS

In this section, I discuss the relationship between Project A-O Canada and the
Criminal Intelligence Directorate (CID) at RCMP Headquarters. In earlier sec-
tions, I have described this relationship in connection with several investigative
steps taken by Project A-O Canada. Here, 1 draw these descriptions together
and summarize how that relationship functioned.

8.1
CENTRALIZATION OF NATIONAL SECURITY INVESTIGATIONS

Normally, RCMP investigations are carried out at the divisional level with little,
if any, reporting to Headquarters. Thus, criminal investigators operate in a rela-
tively autonomous fashion, reporting up the chain of command within a division
to the Criminal Operations (CROPS) officer, not to Headquarters in Ottawa.
However, for some time now, RCMP investigations involving national secu-
rity matters have been treated differently. While investigators in these types of
investigations report to the CROPS officer at the divisional level, they are also
required to report to CID at Headquarters, the premise being that CID should
exercise greater control and coordination over national security investigations
than it does over other types of criminal investigation. Assistant Commissioner
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Proulx testified that it is important that CID be kept up to date about national
security investigations, for monitoring purposes. Since national security is both
a national and international issue, CID needs to be aware of developments in
order to brief the RCMP Commissioner and ensure that the Solicitor General,
the minister responsible for the RCMP, has accurate and timely information. It
also needs to have current information for meetings with other departments or
agencies.

In the normal course of events, national security investigations were carried
out by the NSIS in the relevant division (and Integrated National Security
Enforcement Teams (INSETs) in Vancouver, Toronto, Ottawa and Montreal
beginning in April 2002). Witnesses indicated that the culture within the NSISs
had supported reporting to Headquarters and NSIS members had understood the
important relationship between those conducting an investigation and CID.

The RCMP had policies directing NSISs in the divisions to notify the National
Security Intelligence Branch (NSIB)*? at CID immediately when any new inves-
tigation began, and to remain in regular contact with field units to ensure the
NSIB was kept abreast of ongoing investigations. At the time of 9/11, the Officer
in Charge at the NSIB was involved in an exercise to build the investigative
capacity of the RCMP’s national security program across the country and create
a vision for centralized coordination and direction of national security matters,

On November 4, 2003, the Solicitor General issued three ministerial direc-
tions to the RCMP aimed at promoting greater centralization of its national secu-
rity activities.

The RCMP’s view of a need for greater central control of national security
investigations is not unique. Other agencies conducting these types of investi-
gations, including both security intelligence and law enforcement agencies, com-
monly adopt a centralized and coordinated approach to their investigations. As
an example, CSIS has a highly centralized process for managing all aspects of
its investigative operations.

8.2
PROJECT A-O CANADA

Project A-O Canada was different from most previous RCMP investigations
involving national security matters for at least four reasons.

To begin with, Project A-O Canada was formed in the aftermath of 9/11,
at a time when there was widespread concern that another terrorist attack might
be imminent. For at least the first several months, there was a sense of urgency
about this investigation that had not existed with previous investigations. The
need to quickly investigate possible threats and share information with other
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investigative agencies was far greater than that normally experienced by RCMP
investigative units.

In addition, with few exceptions, members of Project A-O Canada had
never been involved in a national security investigation. They were experienced
criminal investigators accustomed to reporting to divisional CROPS or assistant
CROPS officers. Reporting to and interacting with officers at CID was not part
of the culture within which they had conducted criminal investigations in the
past.

The third and perhaps most important reason is that a fundamental
misunderstanding existed from the outset between senior officers at RCMP
Headquarters and Project A-O Canada about the way in which the Project was
authorized to share information with other agencies, including the American
agencies.

Finally, Project A-O Canada had much more interaction with the American
agencies than NSISs had had during previous national security investigations.

8.3
REPORTING TO HEADQUARTERS

Even though it viewed its reporting relationship to be with the “A” Division
CROPS officer alone, Project A-O Canada provided CID with a considerable
amount of information on an ongoing basis, keeping it informed of its inves-
tigative steps.

Shortly after its creation, Project A-O Canada began to regularly provide
copies of its daily situation reports (SITREPs) to CID. SITREPs describe the inves-
tigative steps taken in the course of each day. Thus, a reader of the daily SITREPs
would have a large amount of information about the investigation, some of it
quite detailed. It is important to note that, in providing the SITREPs to CID,
Project A-O Canada was exceeding the reporting requirements set out in the
RCMP policy regarding national security investigations, which requires at least
monthly updates on ongoing national security investigations by means of sum-
maries entered into the SCIS national security database.

In addition to providing SITREPs to CID, Project A-O Canada met period-
ically with CID officers to inform them about the investigation. Members of CID
attended the all-agency meeting on January 31, 2002 to discuss analyzing the
material seized during the January 22 searches. CID officers were also present
in April 2002, when Project A-O Canada made a presentation describing its
investigation to a number of agencies.

From time to time, Project A-O Canada also provided RCMP Headquarters
with briefing notes on a variety of issues related to the investigation. It must be
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emphasized that there is no suggestion that members of Project A-O Canada
ever withheld or concealed any information about the investigation from CID.
When officers from CID made inquiries about the Project’s investigation, mem-
bers responded appropriately. Thus, the fact that certain information about the
investigation failed to reach CID should not be attributed to any lack of will-
ingness on the part of the Project to provide CID with information.

Indeed, it would appear that officers at CID who received the information
from Project A-O Canada did not always review it with a view to monitoring the
investigation or providing direction about how it should proceed. Undoubtedly,
in the aftermath of 9/11, officers in CID with national security responsibilities
were extremely busy and had difficulty managing the huge flow of new infor-
mation. CID resources dedicated to national security issues fell far short of what
was required following the terrorist attacks. Be that as it may, the fact remains
that Project A-O Canada did provide CID with extensive information about its
investigation.

8.4
FAILURES IN COMMUNICATION

Despite Project A-O Canada’s willingness to provide CID with information, there
were a number of serious failures in communication.

The most serious involved the misunderstanding about information sharing.
As I describe above, it led to the sharing of information with the American agen-
cies without attaching caveats and, in some instances, the sharing of third-party
information to which caveats applied without obtaining the consent of the orig-
inators. While some officers at CID might have been aware of the former prac-
tice, Assistant Commissioner Proulx and Deputy Commissioner Loeppky were
not. Had they been, they would have ordered that it be discontinued.

Responsibility for this failure in communication falls primarily on the RCMP
as an institution. Ultimately, the RCMP is responsible for ensuring that clear and
proper direction is provided to operational units such as Project A-O Canada
and that there is adequate monitoring of operational practices.

Nevertheless, Project A-O Canada also bears responsibility for some failures
to properly inform senior officers about what was occurring in its investigation,
There were some instances where the Project shared information with American
agencies without making the content known to senior officers. For instance,
senior officers at “A” Division or CID were not apprised of the fact that
Project A-O Canada had described Mr. Arar and Dr. Mazigh as Islamic extrem-
ists in its border lookout request to U.S. Customs.
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Moreover, some of the information the Project provided to CID with regard
to Mr. Arar was inaccurate and unfairly overstated Mr. Arar’s importance in its
investigation or misdescribed facts in a way that would increase suspicion about
Mr. Arar’s activities.

All in all, the communications between Project A-O Canada and senior offi-
cers, particularly at CID, fell short of what one would have expected from a
professional law enforcement agency such as the RCMP.

8.5
TENSIONS

Periodically, tensions arose between Project A-O Canada and CID. There were
likely a number of reasons for this, but in my view I need comment on only two
here. First, there was a difference of culture. While Project A-O Canada pro-
vided extensive information to CID, its officers considered that seeking CID con-
currence in regard to its investigative steps, including the transfer of specific
information to other agencies, was an unnecessary impediment. In particular,
Project A-O Canada considered it essential to share information with U.S. agen-
cies directly, without channeling it through CID. According to Project members,
the NSIB was so overworked in the post-9/11 period that there would have
been unacceptable delays if the NSIB had had to process material passed on to
it by the Project. The Project preferred a process whereby it shared information
directly and then reported generally on its activities through SITREPs.

CID initially accepted that, after the original information-sharing arrange-
ment was established with U.S. agencies, it would be permissible for Project
A-O Canada to share information directly. However, as time went on and offi-
cers at CID became aware of the volume of information being shared, they
became increasingly concerned about the lack of control over the Project’s activ-
ities. Concern grew when some officers at CID, including Superintendent
Pilgrim, became aware that Project A-O Canada was sharing information with-
out following RCMP policy regarding caveats. Because of that concern, in June
2002, CID appointed Corporal Rick Flewelling as “file coordinator” for the Project
A-O Canada investigation and directed him to bring information-sharing prac-
tices back into line with pre-9/11 methods of operation.

Unfortunately, CID did not go the next step and ask Project A-O Canada
to confirm in writing with the American agencies that all the information pro-
vided to that point was subject to the usual RCMP caveats.

Project A-O Canada and CID discussed these tensions periodically, includ-
ing, somewhat ironically, at a meeting on September 26, 2002, the day Mr. Arar
was detained in New York. That time at least, it was decided that Project
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A-O Canada would continue to provide information directly to the U.S. agencies,
but Corporal Flewelling of CID would be informed of certain contacts with the
U.S. agencies and Project A-O Canada would maintain a log of contacts with
American officials. Further, Corporal Flewelling would be seconded to monitor
Project A-O Canada’s dealings with third parties.

Corporal Flewelling testified that problems had continued for a time after
he had become involved. For instance, he had not always received timely notice
of meetings and had sometimes been informed of actions only after the fact.
Eventually, however, the problems had been resolved.

8.6
CONCLUSION

The relationship between Project A-O Canada and CID was far from ideal. CID
should have exercised greater control over the Project’s investigation, particu-
larly in view of the lack of training and expertise in national security investiga-
tions of most of its members, including its managers. As well, CID should have
ensured that the Project was provided with clear direction in regard to sharing
information with the American agencies and that the Project complied with
RCMP policies.

For its part, Project A-O Canada provided CID with extensive information
about its investigation. While members did not always welcome CID’s involve-
ment, they complied with directives and requests for information from
Headquarters. The Project did share information in ways that contravened RCMP
policies, but Project members believed they were authorized to do so. On some
occasions, however, CID was unaware of the content of information the Project
shared with U.S. agencies.

It is worth repeating that, in the period following 9/11, CID was signifi-
cantly understaffed and under-resourced. The volume of work flowing from
9/11 created workloads that, understandably, had not been anticipated. The role
of CID and its relationship with Project A-O Canada should be viewed with this
fact in mind.
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NOTES

“Caveats” are written restrictions on the use and further dissemination of shared information.
I phrase my conclusion in this way because I did not consider it necessary or practical to hear
evidence about the investigations transferred to the RCMP. Further, while 1 did hear some
evidence regarding Mr. Almalki, it was only evidence that related to my mandate. [ am there-
fore not in a position to opine more conclusively on the transfer of responsibility for the
investigations.

One should not read into my statement concerning the appropriateness of the transfer of the
investigations that Mr. Almalki did anything wrong, or that he is a threat to the security of
Canada. Mr. Almalki has not been charged with any offence and has publicly maintained that
he has never been involved in any terrorism-related activities. Like any other person being
investigated, Mr. Almalki is presumed to be innocent.

R.S.C. 1985, ¢. C-23. Paragraph 19(2)(a) of the Act reads:

“19(2) The Service may disclose information referred to in subsection (1) for the purposes of
the performance of its duties and functions under this Act or the administration or enforcement
of this Act or as required by any other law and may also disclose such information,

(a) where the information may be used in the investigation or prosecution of an alleged con-
travention of any law of Canada or a province, to a peace officer having jurisdiction to inves-
tigate the alleged contravention and to the Attorney General of Canada and the Attorney
General of the province in which proceedings in respect of the alleged contravention may be
taken . ...”

Canada, Commission of Inquiry Concerning Certain Activities of the Royal Canadian Mounted
Police, Second Report: Freedom and Security under the Law (Ottawa: Supply and Services
Canada, 1981).

When I use the term “national security investigation” in connection with the RCMP, I am refer-
ring to an investigation carried out by the RCMP under the authority conferred by section 18
of the Royal Canadian Mounted Police Act (RCMP Ach), hence a criminal investigation with
national security implications. Section 18 of the Act reads:

“It is the duty of members who are peace officers, subject to the orders of the Commissioner,
(a) to perform all duties that are assigned to peace officers in relation to the preservation of
the peace, the prevention of crime and of offences against the laws of Canada and the laws
in force in any province in which they may be employed, and the apprehension of criminals
and offenders and others who may be lawfully taken into custody . . . .”

R.S.C. 1985, ¢. S-7. The Act covers a potentially long list of offences, including any that relate
to a threat to the security of Canada, such as conspiracy, attempt, murder, kidnapping, arson,
mischief and the use of explosives.

R.S.C. 1985, c. R-10.

See my Policy Review report for a more detailed discussion of the RCMP’s involvement in
national security investigations and the structure within the RCMP for handling these types of
investigations.

1 discuss the difference between the roles of the RCMP and CSIS in Chapter IX of this analy-
sis and throughout the Policy Review report.

Again, I word this conclusion in this manner because I have not reviewed all of the informa-
tion gathered in investigations of persons other than Mr. Arar. In Chapter IX, I recommend that
the RCMP periodically review its national security investigations, particularly those with a pre-
ventative mandate, to determine whether they continue to be appropriate for investigation by
a law enforcement agency.
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After he left Project A-O Canada in February 2003, Inspector Cabana was promoted to
Superintendent. For reasons of simplicity, I refer to him throughout this report as “Inspector,”
the rank he held at the relevant time.

An integrated approach to policing is very important in investigations that may cross jurisdic-
tional borders or ones that will require the broad range of skills available in different police
forces. In Chapter IX, I make recommendations related to an integrated policing approach for
national security investigations.

Liaison officer systems are designed to facilitate interaction and information sharing between
agencies.

In Chapter 1V, I discuss the use by American officials of information supplied by Project
A-O Canada.

In August 2002, Project A-O Canada received information that, while in custody in Egypt,
Mr. El Maati had told Canadian consular officials that his alleged confession to Syrian author-
ities was the product of torture and was false.

The RCMP had a long-standing relationship with the FBI and, in the post-9/11 era, institu-
tionally, there were periodic interactions between the RCMP and the CIA. Moreover, after
9/11, the CIA assumed a more operational role in the United States than it had before and any
information shared by Project A-O Canada with U.S. agencies could have been obtained by
the CIA. This was understood by Project A-O Canada managers.

Project A-O Canada used Supertext to store and manage all documents associated with the
Project, including exhibits, statements, memos, reports and, at least to some extent, officers’
notes. In theory, every piece of paper generated or received by Project A-O Canada was to
be scanned into Supertext, including situation reports, surveillance reports, and reports from
outside agencies.

I heard evidence from members of the Muslim and Arab communities about the “immigrant
experience” and how some activities or associations could be erroneously interpreted as more
significant than was actually the case.

In 2002, the RCMP established Integrated National Security Enforcement Teams (INSETS) to
conduct national security investigations in Vancouver, Toronto, Montreal and Ottawa. In 2003,
Project A-O Canada was placed under the direction of the Ottawa INSET. [ discuss INSETSs in
detail in the Policy Review report.

While doing so may not be totally appropriate, I cannot help comparing the training and expe-
rience of Project A-O Canada members with those of some of the CSIS personnel who testi-
fied at the Inquiry, who dealt with similar challenges in assessing and sharing national security
information. While the mandate of CSIS is different from the RCMP’s, there are many common
elements when it comes to sharing information. The CSIS personnel had undergone extensive
training and had a good deal of experience with information-gathering and information-shar-
ing practices. As a matter of routine, they strictly adhered to CSIS policies when sharing
information.

1 repeat that Mr. Almalki has never been charged with any offence and is presumed innocent
of criminal wrongdoing.

See, for example, R. v. Plant, [1993] 3 S.C.R. 281.

I recognize that Chief Superintendent Brian Garvie, who prepared a report for the RCMP in
response to a complaint made to the Police Complaints Commission about the Arar matter,
concluded that the RCMP should have obtained a search warrant for the lease documents.
For the reasons given above, I do not think that the officers acted impropertly in proceeding
without obtaining a warrant. Mr. Garvie’s report is summarized in the Factual Background.
Project A-O Canada requested lookouts for other individuals at the same time.

R. v. Simmons, [1988] 2 S.C.R. 495 at 528.
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EVENTS PRIOR TO MR. ARAR’S DETENTION IN NEW YORK

1 leave aside the issue of the search of an individual’s person because it does not arise with
respect to Mr. Arar.

As it turned out, Mr. Arar was not subjected to a secondary examination on one occasion
when he entered Canada after the lookout was placed. This was due to human error.

I note that the RCMP has no policy or directives setting out when officers may request a bor-
der lookout. I will come back to this issue when [ discuss the request relating to Dr. Mazigh.
Customs Enforcement Manual, Exhibit C-188, Tab 11.

CCRA Enforcement Bulletin, Exhibit C-188, Tab 19.

Exhibit P-174.

Exhibit C-87. I note that Chief Superintendent Garvie’s report concluded that there was no jus-
tification for the lookout request for Dr. Mazigh other than the fact that she was Mr. Arar’s wife.
Exhibit C-30, Tab 44.

See Section 7.7.

Exhibit C-30, Tab 43.

The caveat provided that the RCMP was not to disseminate the information without the con-
sent of Canada Customs.

This information is found in a report of a Canada Customs officer, now living in the United
States, who declined to testify. Thus, this information was not given under oath or subjected
to cross-examination.

Exhibit C-188, Tab 16.

The use of the word “private” is somewhat confusing. Elsewhere in the Manual, the word
“personal” is used. A question arises as to whether “private” is different from “personal.” The
title of the Bulletin suggests not and, in evidence, no one suggested there was a difference.
As a result, [ proceed as if the two terms are interchangeable in the context of interpreting this
Bulletin.

In Smith v. Canada (Attorney General), [2001] 3 S.C.R. 902, 2001 SCC 88, the Supreme Court
approved the collection, storing and sharing of this information with another agency of the
Crown. [ note, however, that that case involved unemployment insurance, which may engage
different considerations from those that apply to information concerning a national security
investigation.

These included Dr. Mazigh's personal identification documents, ticket stubs, the E311 Customs
Declaration Card, her passport and her children’s passports.

Exhibit C-188, Tab 17.

R.S.C. 1985, ¢. 1 (2" Suppl.).

Let me repeat that my analysis is based solely on the information provided by government offi-
cials. It is possible that I would reach different conclusions if Mr. Arar were to testify.
Paragraph 13(b) of the Act provides that:

“13. Every person . . . stopped by an officer in accordance with section 99.1 shall

... (b) if an officer so requests, present the goods to the officer, remove any covering from
the goods, unload any conveyance or open any part of the conveyance, or open or unpack
any package or container that the officer wishes to examine.”

Subsections 99.1(1) and (2) read as follows:

“09.1 (1) If an officer has reasonable grounds to suspect that a person has entered Canada with-
out presenting himself or herself in accordance with subsection 11(1), the officer may stop that
person within a reasonable time after the person has entered Canada.

(2) An officer who stops a person referred to in subsection (1) may

(a) question the person; and

(b) in respect of goods imported by that person, examine them, cause to be opened any pack-
age or container of the imported goods and take samples of them in reasonable amounts.”
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In the next section, I discuss the issue of providing the RCMP with information obtained from
the examination of Mr. Arar’s computer and PDA.

Section 99.1 is set out above. Paragraph 99(1)(a) states that “An officer may, at any time up to
the time of release, examine any goods that have been imported and open or cause to be
opened any package or container of imported goods and take samples of imported goods in
reasonable amounts.”

Paragraph 99(1)(e) reads:

“where the officer suspects on reasonable grounds that this Act or the regulations or any other
Act of Parliament administered or enforced by him or any regulations thereunder have been
or might be contravened in respect of any goods, examine the goods and open or cause to
be opened any package or container thereof.”

I note that the Customs Enforcement Manual and Enforcement Bulletin as they existed at the
time appeared to permit photocopying of documents relating to goods under seizure.

Under the previous regime, the Minister or persons authotized by the Minister had to give
authority for any communication of information to other agencies. Only more senior individ-
uals in the Canada Customs hierarchy had authority from the Minister to release information.
Exhibit C-189, Tab 6.

Exhibit C-371, p. 1.

I refer to the presentation to American authorities on May 31, 2002 and the letter of
September 20, 2002, when Mr. Arar was being detained in New York. I discuss both in more
detail below.

1 recognize that “screening for reliability” frequently refers to determining the reliability of
sources. [ also include ensuring that information being shared is accurate and put in its proper
context, so as not to mislead.

Project A-O Canada provided most of this same information to senior officers in “A” Division
and CID at RCMP Headquarters. In Chapter V, I discuss the impact of this on the RCMP’s insti-
tutional response to Canadian efforts to have Mr. Arar released from Syrian custody.

Shortly after September 11, 2001, the U.N. Security Council adopted Resolution 1373, which,
among other things, directs that all states find ways of “accelerating the exchange of opera-
tional information, especially regarding actions or movements of terrorist persons or networks
In this regard, he made reference to the RCMP’s mandate under section 18 of the RCMP Act,
which directs the RCMP to, among other things,

“perform all duties that are assigned to peace officers in relation to the preservation of the
peace, the prevention of crime and of offences against the laws of Canada . . ..”

Many witnesses explained that, when referring to “relevance,” what is intended is the recipi-
ent’s “need to know.” This is a well-established approach. The U.S. National Commission on
Terrorist Attacks upon the United States (9/11 Commission) suggested a shift from the “need-
to-know” to a “need-to-share” approach, envisioning that this change would promote greater
information sharing among agencies. [ am not sure that these labels are particularly helpful.
In Chapter IX, [ emphasize the importance of information sharing in national security investi-
gations. [ suggest that the proper test for sharing information is its “relevance” to an investi-
gation. I do not use the term “relevant” in the legal or evidentiary sense. Rather, I suggest that
relevance should refer to a possible connection or use to the recipient’s investigation.

The RCMP’s 2001 Criminal Intelligence Program Guide (Exhibit P-12, Tab 44) appropriately
stresses that “information must be accurate, have integrity, be complete and be up-to-date” and
that “information/intelligence must undergo a review for relevance and an evaluation for
source reliability and information validity prior to filing” in data banks.
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1 discuss screening for privacy concerns and the applicable exceptions in Chapter IX.
Exhibit P-12, Tab 31, paras. M.3.a and M.3.b.

In this report, I sometimes refer to the RCMP’s sharing of information “for intelligence pur-
poses.” I use that phrase because it was frequently used by many witnesses. In using it, I am
not suggesting that the RCMP should be collecting or sharing information unless doing so is
properly part of its mandate as a law enforcement agency.

[IC] Proulx testimony (December 9, 2004), pp. 7750-7759.

[P] Loeppky testimony (July 28, 2005), pp. 8708-8721.

[P] Elcock testimony (June 22, 2004), pp. 307-312.

In the context of the Project A-O Canada investigation, there was one very significant excep-
tion. The materials obtained during the searches of January 22, 2002 were very extensive and
so screening therm was not practical. [ discuss the provision of those materials to the U.S.
agencies in Section 7.9.2.

Jack Hooper confirmed that CSIS had not been a party to any arrangement among the
partner agencies to depart from existing information-sharing policies.

While I did not consider it necessary to reject the claims of solicitor-client privilege in the cir-
cumstances where they were made in the Inquiry, I am satisfied that, as a general rule, an inde-
pendent review body must have access to such information in order to effectively carry out
its mandate. [ make a recommendation to this effect and set out my reasons for this position
in the Policy Review report.

I include here information about Mr. Arar collected by Project A-O Canada that is not subject
to national security confidentiality.

Ontario, Commission on Proceedings Involving Guy Paul Morin: Report (Toronto: Ministry of
the Attorney General, 1998) (Commissioner: The Honourable Fred Kaufman); Manitoba, Report
of The Inquiry Regarding Thomas Sophonow (Winnipeg: Manitoba Justice, 2001) (Chairman:
The Honourable Peter Cory).

In this section, [ discuss only the information provided in the request sent to U.S. Customs. [
look at the practical effects of the lookout requests and state my views as to the propriety of
those requests in Chapter IV.

See, for example, Exhibit P-259, “Islamic Extremists in Detention: How Long Does the Threat
Last?”

I discuss this issue further in Chapter 1V. I restrict my remarks here to noting that the INS
order directing that Mr. Arar be removed from the United States says that Mr. Arar’s name had
been entered into the TECS system. It is possible that the entry was created by American
authorities for reasons unrelated to the Canadian request.

I discuss the transfer of the three CDs in more detail below.

The RCMP has no policies or guidelines specifying when lookouts may be requested and what
information should be included in such requests. In Chapter IX, I make a recommendation
dealing with lookout requests.

Exhibit C-30, Tab 43.

Project A-O Canada did not provide its case management database (E&RIID to the U.S.
agencies.

Some members of Project A-O Canada disputed the claim that senior officers had not been
aware of their intention to disclose the entire Supertext database. They suggested that senior
officers had implicitly approved the disclosure. I discuss this issue in Section 7.9.4 below.

As it turned out, CSIS was unable to help with the analysis owing to a lack of resources.
Exhibit C-30, Tab 127.

CSIS information provided on the CDs does not appear to have related to Mr. Arar.
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81

82

For reasons of national security confidentiality, these names cannot be disclosed.

The RCMP has a specialized branch within CID to monitor national security investigations. This
branch has been reorganized since 9/11. At the start of Project A-O Canada, RCMP
Headquarters monitored national security investigations through the National Security
Investigations Branch (NSIB). I use that appellation.
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DeTENTION IN NEW YORK
AND REMOVAL TO SyrIA

1.

OVERVIEW

On September 26, 2002, Maher Arar arrived at John F. Kennedy International
Airport in New York on a flight from Zurich, Switzerland. He had started his trip
in Tunisia and was connecting through New York on his way to Montreal. Upon
his arrival at the airport in New York he was detained by American authorities.

On October 7, the Regional Director of the U.S. Immigration and
Naturalization Service (INS) issued an order finding Mr. Arar to be a member of
al-Qaeda and directing his removal® from the United States. On October 8, 2002,
Mr. Arar, still in American custody, was flown to Jordan. A short time later he
was driven to Syria, where he was imprisoned for almost a year.

In this chapter, I review the interactions of Canadian and American offi-
cials during the period Mr. Arar was detained in New York. There were several
communications between the RCMP and American officials. The most notewor-
thy were on September 26, the day Mr. Arar was initially detained, when the
RCMP provided the FBI with questions to be asked of Mr. Arar and, on
October 4, when it answered a number of questions concerning its investigation
of Mr. Arar.

I also review the actions of the Canadian consular officials in New York
who were advised of Mr. Arar’s detention. In particular, I review how consular
officials responded to Mr. Arar’s statement that American immigration officials
had told him that he would be sent to Syria.
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2.
ROLE OF RCMP

21
DECISION TO DETAIN MR. ARAR

Approximately one hour before Mr. Arar was scheduled to arrive in New York
on September 26, 2002, the FBI called Project A-O Canada to notify it of his
pending arrival and of the American authorities’ intention to question him and
deny him entry into the United States. The FBI indicated that Mr. Arar would be
sent back to Zurich, where his flight had originated.

I am satisfied that that telephone call to Project A-O Canada was the first
indication that Canadian officials had that the American authorities would take
any action with respect to Mr. Arar. While the RCMP had information that
Mr. Arar was in Tunisia, Canadian officials had no reason to believe that he
would travel through the United States if he returned to Canada or that the
American authorities would detain him or otherwise interfere with his travel
plans if he did.

The RCMP, particularly Project A-O Canada, had had extensive communi-
cations with American agencies over the previous year about the Project’s inves-
tigation, which only incidentally related to Mr. Arar. I have carefully reviewed
all of the evidence of communications between Canadian and American author-
ities that in any way related to Mr. Arar. There is no evidence to suggest that
members of the RCMP or any other Canadian officials ever discussed a scenario
with American officials that involved Mr. Arar’s being detained or sent to Syria
if he travelled to the United States.

There is also no evidence that Canadian officials otherwise participated or
acquiesced in the American decision to detain Mr. Arar on his arrival in
New York.

That said, 1T do conclude that it is very likely that American officials relied
on information the RCMP had provided to American agencies in making the
decision to detain Mr, Arar on his arrival in New York. I refer here to informa-
tion about Mr. Arar, some of which was inaccurate, that was given to the
American agencies at different times in the months preceding his detention in
New York, as discussed in Chapter II1L

The reasons for this conclusion relating to Mr. Arar’s detention in New York
are essentially the same as those for my conclusion that American authorities
very likely relied on that same information in deciding to remove him to Syria.
For simplicity, 1 discuss those reasons only once, in Section 2.7.
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For the time being, I merely note that, in responding to Canadian inquiries,
American officials have consistently said that American agencies were interested
in Mr. Arar because of information provided by Canadian officials.

That leads to the question of what effect, if any, the Treasury Enforcement
Communications System (TECS) lookout requested by Project A-O Canada in
November 20013 had on the American decision to detain Mr. Arar. In the look-
out request, Project A-O Canada stated that Mr. Arar and others should be
entered into the data bank (as lookouts) “so as to provide information to U.S.
Customs line officers.” Without the evidence of the American authorities, I am
unable to conclude whether or not the lookout played any kind of role, as I can-
not say whether that lookout was still in effect on September 26, 2002 and, if
s0, what steps, if any, were taken because of it.

I recognize that the order removing Mr. Arar from the United States refers
to a TECS lookout, and there is evidence that the Americans had entered
Mr. Arar’s name in the TECS system prior to the Canadian request, on their own
initiative.> However, that evidence does not establish that Mr. Arar was the
“subject of a TECS/NAILS® lookout as being a member of a known terrorist
organization,” as the wording in the removal order indicates. It is possible that
the TECS lookout referred to in the removal order was a separate lookout initi-
ated by American authorities and not the one resulting from the Project A-O
Canada request. Without the American evidence, I can go no further than that.

2.2

QUESTIONS SENT BY FAX ON SEPTEMBER 26, 2002

When, on September 26, 2002, the FBI agent informed Project A-O Canada of
the American government’s intention to deny Mr. Arar entry to the United States,
he asked whether the RCMP had any questions it wanted put to Mr. Arar while
he was in New York. Project officers testified that it had been their under-
standing that the FBI had thought the answers to the questions might be useful
in its own investigation as well as the Project A-O Canada investigation. The
Project quickly assembled a list of questions for Mr, Arar, relying primarily on
questions that had been prepared for a proposed interview with Mr. Arar in
January 2002, which had never taken place.

221

Submission of Questions

Within an hour of receiving the FBI's request for questions, Project A-O Canada
sent a list of questions to the FBI by fax. I conclude that Project A-O Canada did
not act impropeily in sending these questions.
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Mr. Arar’s counsel raised the concern that it had been improper and con-
trary to the Canadian Charter of Rights and Freedoms for the RCMP to send
those questions to be asked of Mr. Arar while he was in American custody. The
basis for this concern relates back to Project A-O Canada’s earlier attempt to
interview Mr. Arar in January 2002, At that time, Mr. Arar, through his counsel,
had set out certain conditions under which he would be willing to be inter-
viewed — conditions that would have precluded the use of his answers in legal
proceedings. Because the RCMP officers had considered the conditions to be
unduly restrictive, they had not proceeded with the interview.

Mr. Arar’s counsel suggested that, when the Project had sent questions to
New York, it had known that those conditions would not be honoured and that
Mr. Arar would not have access to a lawyer, since he was being detained at the
border and not in connection with some other, more formal, process. The RCMP
would therefore accomplish through questioning in New York what it had been
unable to do in January 2002: have Mr. Arar interviewed without the conditions
set by his Canadian counsel.

While one may have great sympathy for Mr. Arar’s situation in being
detained and questioned in New York, I do not think that the members of
Project A-O Canada should be faulted for sending the questions to the American
authorities.

To begin with, T am satisfied that, in sending the questions, the officers
were not intentionally trying to circumvent the conditions attached by Mr. Arar’s
lawyer to the proposed January 2002 interview. The Americans were the ones
who introduced the idea of sending questions, indicating that there was some
urgency involved, as Mr, Arar was going to be refused entry to the United States
and returned to Zurich without delay. Project A-O Canada merely responded to
the request.

Project A-O Canada officers expected that American authorities would
question Mr. Arar in accordance with American law and, rightly or wrongly,
believed that American law would provide someone in Mr. Arar’s position with
similar protections to those afforded by Canadian law. They knew of the require-
ment in American law to give accused persons a Miranda warning, for example.
The officers testified that they had thought Mr. Arar would be able to ask for
legal assistance if he wished, that he would be free to refuse to answer the ques-
tions if he saw fit, and that the outcome for him, whether he answered the ques-
tions or not, would be the same: he would be returned to Zurich in relatively
short order.

As it turned out, the American authorities treated Mr. Arar quite differently
from what Project officers expected. However, at the time they sent the
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questions, the officers had no idea of what would eventually transpire. It did not
occur to them that the American authorities were contemplating sending Mr. Arar
to Syria. Quite understandably, they believed what the Americans had told them,
that is, that Mr. Arar would be sent back to Zurich.

Moreover, there was a legitimate investigative reason for sending the ques-
tions. Project A-O Canada had been working closely with the Americans for
nearly a year, investigating what were considered to be serious threats of ter-
rorism-related activities. Mr. Arar was properly a person of interest in its inves-
tigation, and the Project had wanted to interview him as a witness for some
time. Quite reasonably, the Project wanted to know if he had information that
could assist the investigation,

The purpose of the questions, at least as Project A-O Canada understood
it when it sent them, was to gather information related to the investigations
being conducted in Canada and the United States. At that point, there was no
indication that the American authorities intended to institute legal proceedings.
On the contrary, Project A-O Canada expected, reasonably, that there would
be no legal proceedings. Mr. Arar would be questioned, refused entry to the
United States and put on a plane back to Zurich.

It is important to bear in mind that, in January 2002, Mr. Arar did not refuse
to be interviewed. In fact, he agreed, subject to certain conditions that would
prevent the answers from being used in any legal proceedings. While those con-
ditions previously set by Mr. Arar’s lawyer may be the basis for an argument that
the answers provided in New York would not be admissible in Canadian legal
proceedings against Mr. Arar, it is not a question that I need to address.

For the reasons given above, I am satisfied that, in the circumstances as
they understood them on September 26, 2002, the officers of Project
A-O Canada acted reasonably and in good faith in sending the questions for
Mr. Arar to the FBL

However, in sending the questions, it was extremely important — particu-
larly since the American authorities were going to interview Mr. Arar in con-
nection with a terrorism-related investigation — that Project A-O Canada ensure
that any information about Mr. Arar included in the communication be accurate
and that its use be restricted by attaching caveats, in accordance with RCMP
policy. Unfortunately, this was not done.

222
Inaccurate Information

The list of questions faxed to the FBI by Project A-O Canada contained infor-
mation about Mr. Arar that was inaccurate and portrayed him in an unfair way.”
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It indicated that Mr. Arar had been in “Herndon, Va., D.C.” on
September 11, 2001, implying that he had been in the Washington, DC area on
the day hijackers had flown a plane into the Pentagon. Needless to say, any
possible connection with the events of 9/11 would be treated very seriously by
the Americans. However, Project A-O Canada now accepts that the information
about Mr. Arar's whereabouts on 9/11 was incorrect. In fact, he was in
San Diego, California on business that day.

Further, the two concluding paragraphs of the fax indicated, among other
things, that Mr. Arar had declined to be interviewed in January 2002 and “soon
after...departed the country rather suddenly for Tunisia.” The opening para-
graph of the fax also referred to Mr. Arar’s “sudden” departure from Canada.

There are a number of problems with these statements. Mr. Arar did not
decline to be interviewed in January 2002. As I have said above, he agreed to
be interviewed on condition that the answers not be used in legal proceedings.
There is an important difference between someone who is willing to provide
information, albeit not for legal proceedings, and someone who refuses to
answer any questions whatsoever. Further, Mr. Arar did not leave Canada “soon
after” the interview exchange. He left five months later. There is no evidence that
he left “suddenly.”

Taken together, these inaccurate pieces of information paint a suspicious
and potentially inflammatory picture of someone who refused to be interviewed,
probably because he had something to hide, and who quickly pulled up stakes,
leaving Canada in order to avoid further investigation. In the eyes of law
enforcement officers such as the FBI agents, this misleading picture could raise
suspicions that Mr. Arar was involved in illegal activities, probably terrorism-
related, that were serious enough to cause him to flee the country where he
and his family had lived for many years. It is worth noting that the Canadian and
American investigators already believed that two of the primary targets had fled
Canada in response (o investigative activity. The way Project A-O Canada por-
trayed Mr. Arar’s departure from Canada suggested a similar pattern of behav-
iour. The problem, of course, is that this was unfair to Mr. Arar, who was not a
target, had not refused an interview and had not left Canada suddenly.

A member of Project A-O Canada explained that the American agencies
had already been given the information in earlier Project A-O Canada disclo-
sures. It is true that the Americans had been told previously that Mr. Arar had
declined an interview. They had also been told that he had left the country. It
is not clear, however, whether the descriptive language that linked his depar-
ture to the refusal to be interviewed and characterized the departure as “sudden”
had been used previously. In any event, even if they had been given this
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inaccurate information before, it hardly helped to repeat it, particularly at a time
when Mr. Arar was in the United States being confronted by U.S. authorities
who were conducting a terrorism-related investigation.

I emphasize here, as T do several other times throughout this report, the
need for care and precision when sharing information in the security intelli-
gence environment. The fax containing the erroneous information is a prime
example of a recurring problem throughout the Project A-O Canada investiga-
tion. Sharing inaccurate information about individuals in connection with a ter-
rorism investigation can create serious risks and operate very unfairly against
those affected. In this instance, the inaccurate information was provided at a
time when Mr. Arar was particularly vulnerable. Viewed from his perspective,
when he was initially being detained in New York and his fate was probably still
up in the air, the last thing Mr. Arar needed was for Canadian officials to pro-
vide their American counterparts with inaccurate information suggesting he had
something to hide and was avoiding investigation.

It is disappointing that, when they testified at the Inquiry, some members
of Project A-O Canada still did not appear to understand the unfairness or the
risks to which they had exposed Mr. Arar by providing this inaccurate informa-
tion to the American authorities. One officer explained that Mr. Arar’s departure
had been described as “sudden” because it had been sudden in the minds of
Project members, in that they had not expected it. It seems that he did not appre-
ciate the fact that the statement that “soon after [he] departed the country rather
suddenly for Tunisia” might convey a very different meaning to the FBI.

Having heard the evidence of the Project A-O Canada officers, 1 do not
attribute any bad faith to them in relation to these statements. Rather, I think that
the statements resulted from a failure to consider properly what message they
were conveying and to appreciate some of the potential implications. This is
another instance where, in my view, the lack of training and experience of the
Project A-O Canada officers in investigations relating to national security played
a role.

223
Caveats

Project A-O Canada sent the September 26, 2002 communication to the FBI
without attaching caveats, in contravention of RCMP policy.

While by far the largest part of the communication was a list of questions
for Mr. Arar, the communication also contained specific information about him,
some of which was incorporated into the questions. In addition to the
inaccuracies discussed above, there was information showing links to Abdullah
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Almalki, who was suspected of being a member of al-Qaeda. The information
provided included the following:

e  Mr. Arar had listed Mr. Almalki as an emergency contact on his tenancy
agreement (actually on his lease application).

e Mr. Arar had met Mr. Almalki at Mango’s Café in Ottawa and they had
walked in the rain.

Again, RCMP witnesses pointed out that this information about Mr. Arar
had been provided to the U.S. agencies previously. It is important to note that,
on those earlier occasions, the information had also been provided without writ-
ten caveats. In Chapter III, T discuss the importance of written caveats and how
attaching them reduces the risk that information will be used for unacceptable
purposes.

There are four points I wish to make about the failure of Project
A-O Canada to attach caveats in the circumstances existing on September 20,
2002.

To begin with, I reject the suggestion that the Project could not have
attached caveats because doing so would have rendered the questions to be
asked useless. It was argued that, if honoured, caveats would have prevented
the American authorities from asking the questions. I suppose that is one pos-
sible interpretation of what caveats would have meant, although I would have
thought that, since the RCMP had sent the questions, it would have been clear
to the FBI that the RCMP was consenting to the questions being asked. Thus,
asking the questions would not be a breach of the caveats. Be that as it may,
Project A-O Canada could have very easily addressed the perceived problem by
attaching the caveats as required, along with a note to the effect that the RCMP
consented to the use of the questions and information for the purpose of ask-
ing Mr. Arar questions, but that, in all other respects, the attached caveats
applied.

The second point T wish to make is that the time at which the information
was sent turned out to be significant. On September 26, 2002 and the days that
followed, the American authorities were apparently considering Mr. Arar’s fate.
Although they had indicated to Project A-O Canada that Mr. Arar would be sent
back to Zurich almost immediately, they actually held him for about 12 days. On
October 3, they sent the RCMP a request for information, indicating that the
information might be used for removal or law enforcement purposes. It would
therefore appear that Mr. Arar’s fate had not been settled when Project
A-O Canada provided the information without caveats on September 26.
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The order issued on October 7, 2002 by the Regional Director of the INS,
which found Mr. Arar to be a member of al-Qaeda and directed that he be
removed from the United States, specifically referred to information obtained
from the questions for Mr. Arar provided by Project A-O Canada on
September 26. The American authorities did not seek the consent of the RCMP
to use the information contained in the September 26 communication in the INS
proceeding, as written caveats would have required them to do. While I cannot
be certain that they would have refrained from using the information without
seeking consent in the face of written caveats, it is certainly more likely that
they would have done so.

My third point concerns the fact that some Project A-O Canada members
testified that, even though information had been included in the list of questions,
there had been no need to attach written caveats because, from the beginning
of their relationship with the American agencies, they had been instructed by
their senior officers that “caveats were down,” based on an understanding that
information would be used for intelligence purposes only. They indicated that
the Americans had been bound by the understanding that had existed from the
outset.

As T have repeated several times, attaching written caveats to shared infor-
mation is very important to prevent its use for unacceptable purposes. Sending
the information about Mr. Arar on September 26 without caveats increased the
risk that American authorities would use the information in proceedings affect-
ing Mr. Arar without seeking the consent of the RCMP.

Finally, T note that senior officers at “A” Division and in the Criminal
Intelligence Directorate (CID) were unaware that the communication was being
sent and, thus, that it was being sent without caveats. However, in fairness to
members of Project A-O Canada, I point out that officers from “A” Division and
CID took the same position as Project A-O Canada members, namely, that
attaching caveats to the questions would have defeated the purpose of sending
them. They also seemed unable to grasp that there was a way around the per-
ceived dilemma. The unacceptable result of this lack of vision was that infor-
mation about Mr. Arar, some of which was inaccurate, was sent to the FBI
without caveats, contrary to RCMP policy, at a time that was likely critically
important to Mr. Arar’s ultimate fate.

2.3
OCTOBER 4, 2002 FAX

On September 27, 2002, the day after Project A-O Canada had faxed questions
for Mr. Arar to New York, the FBI informed Project A-O Canada that Mr. Arar
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was still being held in New York and reiterated that he would be sent back to
Zurich. When no further news was received from the FBI in the days that fol-
lowed, Project members concluded, reasonably in my view, that Mr. Arar had
been sent back to Zurich.

The RCMP did not hear directly from the Americans again until late after-
noon on October 3, when [***] sent a fax to CID asking seven specific questions
about Mr. Arar and his activities and associations. The U.S. official indicated
two potential purposes for the information sought about Mr. Arar, whom it
described as an al-Qaeda operative: removal from the United States pursuant to
the Immigration and Nationalization Service (INS) process and law enforcement
proceedings. The questions largely concerned Mr. Arar’s contacts and possible
connections with other individuals, sleeper cell members and known terrorists.
The U.S. official asked that the response be sent to the FBI for evidentiary pur-
poses.

The next morning, CID forwarded the U.S. official’s fax to Project A-O
Canada, which sent a response that same day, with a copy to CID.

The response included information obtained from Mr. Arar’s secondary
examination at the Canadian border on November 29, 2001 and the searches
executed on January 22, 2002, as well as a reference to Mr. Arar’s meeting with
Mr. Almalki at Mango's Café. It also included information provided by CSIS,?
which was subject to CSIS cavealts.

Importantly, the reply made it clear that Project A-O Canada had yet to
complete either a detailed investigation of Mr, Arar or a link analysis on him.,
The Project indicated that, while Mr. Arar had had contact with many individu-
als of interest, it was unable to indicate links to al-Qaeda.

The RCMP’s response contained two caveats: one stating that the informa-
tion was the property of the RCMP and could not be distributed or acted upon
without the authorization of the RCMP, and the other, that the “third-party rule”
might affect the disclosure of specified information in the response that had
been obtained from CSIS.”

I am satisfied that it was appropriate for the RCMP to respond to [**]
questions and that the manner in which it responded complied with RCMP
policies respecting caveats and respecting relevance, reliability and personal
information.

In the first place, the RCMP still had no idea that American authorities were
considering sending Mr. Arar to Syria. While the communication requesting
information referred to the possibility of removal or law enforcement proceed-

ings, there was no hint of removal to Syria.
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Further, the information requested met the “relevance” requirement for shar-
ing information. The questions sought information about Mr. Arar’s associations
and activities with Mr. Almalki and others who were subjects of the Project A-O
Canada investigation. Mr. Arar was properly a person of interest in the investi-
gation, and his associations and activities were relevant in that respect.
Project A-O Canada was aware that the Americans were interested in the inves-
tigation. It had been co-operating and sharing information with them over an
extended period of time. [***] request was specific about the uses to which the
information might be put, that is, removal or law enforcement, and the infor-
mation sought was relevant to the purposes identified. Finally, the U.S. Agencies
could be said to have had a “need to know” the information.

I see no problem with respect to the reliability of the information provided
in this instance. It was accurate and precise. Moreover, while the assessment of
reliability of some information was not worded as precisely as it might have
been, I am satisfied that, when read as a whole, the response would not have
misled the recipients.!” Project A-O Canada properly pointed out that its inves-
tigation did not indicate links between Mr. Arar and al-Qaeda. Unfortunately,
Project A-O Canada did not take this opportunity to set the record straight con-
cerning the several inaccuracies concerning Mr. Arar contained in earlier dis-
closures to American authorities.!!

Project A-O Canada’s response did include some information that might be
considered personal information about Mr. Arar, but none of it was core biog-
raphical data. In any event, the information was given to the FBI, a law enforce-
ment agency [**] RCMP policy permits the disclosure of personal information to
law enforcement agencies under the “consistent use” exception in the Privacy
Act.? In my view, the RCMP did not improperly disclose personal information
about Mr. Arar in the October 4 response to the [***] questions,

It is important to remember that the RCMP attached a caveat to its response,
precluding the use of the information without its authorization. That was clearly
the proper thing to do. Project A-O Canada had no reason to suspect that U.S.
authorities would not respect the caveat. It was reasonable for it to assume that,
if the information was to be used in any proceeding affecting Mr. Arar, American
officials would seek the RCMP’s consent, and the RCMP would have the option
of refusing after considering the use to which the Americans intended to put this
information and the consequences for Mr. Arar. Certainly, the thrust of the tes-
timony of RCMP witnesses was that, had they been asked if the information
could be used in a process that could result in Mr. Arar’s removal to Syria, they

would have said no. As it turned out, the American agencies did not seek the
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RCMP’s authorization to use the information contained in the response for pur-
poses of the INS proceedings that led to Mr. Arar’s removal.

The RCMP’s response of October 4 is a good example of the way informa-
tion should be shared. The information was accurate and precise, and fairly
described the status of the Project A-O Canada investigation relating to Mr. Arar,
A caveat was attached, as required by RCMP policy. That reply stands in con-
trast to the information-sharing practices that preceded it, when information was
sometimes loosely or inaccurately presented and no caveats were attached.
Indeed, this was the first time that Project A-O Canada attached a caveat to writ-
ten information provided to the American agencies.

That said, T do not know if American authorities respected the caveat, or
relied upon information in the October 4 reply to support the removal order, Tt
is certainly possible that they relied solely on information previously supplied,
to which no caveats had been attached.

Unfortunately, in responding to the questions on October 4, the RCMP did
not seize the opportunity to spell out clearly and in writing that all previous dis-
closures of information were subject to the same caveat as that attached to the
response. Clearly, this would have been an opportune time to do so. On
October 4, 2002, Project members learned that the American authorities were
considering some rather serious steps with respect to Mr. Arar, that is, removal
or prosecution. They were also made aware that the Americans were asserting
that Mr. Arar was connected to al-Qaeda.The first two questions in the
October 3 request specifically referred to information previously provided by
the RCMP. It must have been obvious that information about Mr. Arar previ-
ously supplied to the American agencies, without caveats, was being consid-
ered in the American decision-making process.

It is worth noting that the fact of attaching a caveat for the first time could
have sent an unintended signal to American officials that information provided
previously without caveats was not subject to caveats. In any event, it appears
that it did not occur to anyone in the RCMP, including those at CID who were
involved in this exchange, to take this additional step in an attempt to ensure
that American officials would not use any information originating with the RCMP
in an unacceptable way.

It is somewhat ironic that, when the RCMP stated in writing that its inves-
tigation could not link Mr. Arar to al-Qaeda, it attached a caveat indicating that
the information could not be disseminated without consent. Meanwhile, all the
information about Mr. Arar previously provided by the RCMP, some of which

was inaccurate and prejudicial, remained without caveats.
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The final comment T have regarding the October 4, 2002 communication
relates to the information that originated with CSIS. The RCMP’s response did
specify that the CSIS information might be subject to the third-party rule.
However, the information in question had been provided to the RCMP with
caveats, which the RCMP breached, as it did not obtain the consent of CSIS
before disclosing the information to the Americans. I accept the evidence of
CSIS witnesses that there had been no general agreement that the RCMP could
provide CSIS information to the Americans without CSIS consent. The RCMP
should not have shared the information without first seeking approval.

It is not clear whether CSIS would have given its consent to the provision
of the information to the Americans. In any case, I was impressed with the way
CSIS approaches information sharing generally. CSIS routinely ensures that
caveats are attached to information being shared. When consent is sought to
use its information, it considers the uses to which the information may be put
and the potential consequences to individuals of the proposed use, among other
things. Had the RCMP sought the consent of CSIS to forward its information on
October 4, it seems likely that CSIS would have inquired into the uses being con-
templated.” Although it is impossible to say whether that would have changed
anything that occurred, such inquiries would have been a step in the right
direction.

2.4
TELEPHONE CONVERSATIONS BETWEEN CID OFFICER AND FBI
OFFICIAL

During the time Mr. Arar was detained in New York, Corporal Rick Flewelling,
the officer at CID with responsibility for monitoring the Project A-O Canada
investigation, had two telephone conversations about Mr. Arar with an FBI offi-
cial with whom he had previously spoken about the Project investigation. The
first took place in the early evening of Friday, October 4. It is not clear who
placed the call. The second, initiated by the FBI official, was held at about
6:10 pm on Saturday, October 5.

By the time of the first telephone call, Mr. Arar and his brother had told
DFAIT officials that Mr. Arar was concerned that he would be sent to Syria. T will
come back to DFAIT’s response on hearing of this concern. For present pur-
poses, however, what is important is that, when Corporal Flewelling spoke with
the FBI official on October 4 and 5, he was not aware of Mr. Arar’s concerns
about Syria.'* It appears that this information was first passed on to the RCMP
through Inspector Roy, the RCMP liaison officer at DFAIT, at a later date, likely
October 7.
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In the first telephone conversation, the FBI official indicated that Mr. Arar
was scheduled to appear at an immigration hearing on October 9. He stated
that Mr. Arar had never officially entered the United States and would be sent
back to Switzerland. The two men also discussed Mr, Arar’s dual nationality.

Corporal Flewelling suggested that Mr. Arar be sent to Canada, indicating
that the RCMP would look into setting up surveillance. The corporal believed
that the official had taken his suggestion seriously and that the October 9 hear-
ing would determine whether Mr. Arar would be sent to Zurich or Canada.

During the evening of October 5, the FBI official called Corporal Flewelling
at home and told him that the FBI was unable to read Project A-O Canada’s
October 4 fax responding to the seven questions from the Americans. He asked
for another copy. The official then went on to say several things about Mr. Arar’s
situation that provided some insight into what the American authorities were
considering. He indicated that they feared they did not have enough informa-
tion to bring charges against Mr. Arar and therefore would be seeking to remove
him from the United States. Significantly, he mentioned that Mr. Arar was a dual
citizen and had asked to be sent to Canada. He also said that Washington
wanted to know whether the RCMP could charge him and whether he could be
refused entry to Canada.

Corporal Flewelling responded that there was insufficient evidence to
charge Mr. Arar in Canada and that Mr. Arar probably could not be refused
entry to Canada, since he was a Canadian citizen.

This was obviously a very important phone call, which took place at a crit-
ical point during Mr. Arar’s detention in New York. One can deduce from the
questions asked by the official that Mr. Arar's fate was still undecided. Canada
was a possible, but by no means certain, destination. Although Syria was not
specifically mentioned as an option, the FBI official did allude to Mr. Arar’s dual
citizenship. By then, everyone involved in the investigations knew that his sec-
ond country of citizenship was Syria. Thus, indirectly at least, Syria was part of
the discussion. Furthermore, Washington — presumably meaning senior offi-
cials — was involved. Clearly, the Arar case was not routine. It was being treated
as a very serious matter.

The question arises as to what message Corporal Flewelling took from the
conversation. He testified, and I accept his evidence, that it did not occur to
him that one of the options being considered by the American authorities was
removal to Syria. After the call, he continued to believe that Mr. Arar would be
sent to either Zurich or Canada. It did not cross his mind that the answers he
had given the agent, to the effect that Mr. Arar likely could not be refused entry
to Canada and would not be charged in Canada, might lead the American
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authorities to consider Syria as an option.'> The reference to Mr. Arar’s dual cit-
izenship did not set off any warning bells, and Corporal Flewelling did not ask
the FBI official if Syria was a possibility. Corporal Flewelling had no knowledge
of an American practice of “rendering” people suspected of terrorist activities to
countries such as Syria.'

It is possible that someone else in Corporal Flewelling's place would have
caught on to the fact that Syria was being considered and asked specific ques-
tions about the American authorities’ intentions. However, even assuming that
Corporal Flewelling had asked questions about whether Syria was being con-
sidered, it is not possible at this point to gauge how the FBI official would have
responded. Throughout Mr. Arar’s detention in New York, American authorities
were less than forthcoming with the RCMP and with Canadian consular officials
about their plans for Mr. Arar. Indeed, some witnesses described them as hav-
ing been duplicitous. Despite several Canadian inquiries and a number of con-
versations about Mr. Arar, there is no evidence that American officials ever
indicated to a Canadian official that Syria was being considered. The American
authorities appear to have intentionally kept Canadian officials in the dark about
their plans to remove Mr. Arar to Syria.

Corporal Flewelling was not the only one not to read any warning signals
into the October 5 telephone conversation. When he reported the phone call to
Project A-O Canada and his superiors at CID, none of those informed inter-
preted it as signalling that Mr. Arar might be sent to Syria.

2.5
OCTOBER 7 AND 8 COMMUNICATIONS WITH U.S. AUTHORITIES

In its faxed response to the Americans questions on October 4, Project
A-O Canada requested access to Mr. Arar for the purpose of conducting an
interview in relation to its investigation. Throughout the day of October 7,
Project A-O Canada members had a number of conversations internally and two
with the FBI about the possibility of having Project members go to New York
to interview Mr. Arar. In one conversation on October 7, an FBI official asked
whether the Project could link Mr. Arar to al-Qaeda or any other terrorist group.
The Project officer recorded his reply in his notebook, as follows: “I advised
him that at this point, other than through Almalki, we could not link him.”
That same day, the Regional Director, Eastern Region, U.S. Immigration and
Naturalization Service, Department of Justice, made an order finding Mr. Arar to
be a member of al-Qaeda and refusing him entry to the United States. It was this
order that led to Mr. Arar’s removal to Syria.
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The answer provided by the Project A-O Canada officer is somewhat equiv-
ocal. Tt accurately states that Project A-O Canada had no evidence independent
of his connection to Mr. Almalki to link him to al-Qaeda, but seems to suggest
that Mr. Arar’s connections to Mr. Almalki might in fact link him to that organ-
ization. Such an interpretation of the officer’s comment would be somewhat
inconsistent with Project A-O Canada’s statement in the October 4 fax to the FBI
that the Project had yet to complete a link analysis and that, while Mr. Arar had
contact with many individuals of interest, the Project was unable to indicate any
links to al-Qaeda.

It is interesting that, as late as October 7, the very day the order finding
Mr. Arar a member of al-Qaeda was made, the FBI was still looking for evi-
dence to link him to a terrorist group. Further, despite Project A-O Canada’s
statement in the October 4 fax that it was unable to indicate links to al-Qaeda,
the FBI was continuing to pursue the subject with the Project. There are a num-
ber of possible explanations for the question about Mr. Arar’s links at that stage,
including the possibility that the FBI official who asked it had not seen, or been
informed of, Project A-O Canada’s October 4 fax. In any event, without evi-
dence from American authorities, I cannot go further than to point out that, on
October 7, the question was asked and an answer given.

During the conversation in question on October 7, the FBI official indi-
cated that Mr. Arar would be sent to Canada after a hearing scheduled for
October 9. Later that same afternoon, Project A-O Canada informed the FBI
that its officers would not be going to New York to interview Mr. Arar. The
Project then started preparations to conduct surveillance of Mr. Arar, in antici-
pation of his possible return to Canada.

On October 8, at around 4 o'clock in the morning, Mr. Arar was served
with an INS removal order, taken from the detention centre where he was being
held in New York and put on a plane, the first leg of a journey that ended in a
Syrian jail. The RCMP was not immediately informed of Mr. Arar’s removal.

On the morning of October 8, the RCMP liaison officer at DFAIT showed
members of Project A-O Canada consular reports relating to Mr. Arar which,
for the first time, alerted them to the possibility that Mr. Arar would be sent to
Syria.” later that morning, the FBI official who had spoken to Corporal
Flewelling on October 4 and 5 arrived at Project A-O Canada offices with infor-
mation found in Mr. Arar’s possession during his detention. The FBI official told
Project members that Mr. Arar was still in New York (even though he was not).
He indicated that the FBI did not have any information that would allow it to
hold Mr. Arar, adding that it was an INS matter and that Mr. Arar “could well
be sent to Canada or Syria.” That was the first time an American official had
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mentioned the possibility of Syria to the RCMP. He also said that the U.S.
Department of Justice was still considering whether to permit Project A-O
Canada to interview Mr. Arar.

In light of the information that Mr. Arar might be going to Syria rather than
Canada, the Project team met to reconsider whether it should interview Mr. Arar
in New York. However, Project members were concerned that, if Mr. Arar
refused to co-operate, the United States could use his refusal as a reason to send
him to Syria. They did not want to be seen as participating or acquiescing in a
decision to send him to Syria. That perception, they reasoned, could be harm-
ful to the RCMP. Because of that concern, the Project members decided that it
would not be advisable to interview Mr. Arar unless they knew three things:
why Mr. Arar was in U.S. custody, what Mr. Arar had said to the American
authorities and, importantly, where he was going to be sent. Later in the day,
Project A-O Canada put those questions to an American official, who responded
that he did not have the answers and that Mr. Arar’s case was now an INS
matter.

Although Mr. Arar had already been removed from New York by this time,
the Project’s reaction to the prospect of Mr. Arar’s removal to Syria is notewor-
thy. The officers did not want to do anything that could be seen as participat-
ing or acquiescing in the decision. They were obviously aware that, if nothing
else, a decision to send Mr. Arar to Syria against his wishes would be problem-
atic from a public perception standpoint, and they did not want to be associated
with such a decision. Nonetheless, the officers did nothing to discourage the
Americans from sending Mr. Arar to Syria once they learned of the possibility,
even though they did not know he had already been removed from the
United States.

Finally, on an unrelated matter, Mr. Arar’s counsel has queried whether an
RCMP officer or other Canadian official was present at any time when Mr, Arar
was questioned by American authorities in New York. T have canvassed this
issue and there is no evidence to suggest that any Canadian officials were pres-
ent on any of the occasions when Mr. Arar was interviewed while detained in
New York.

2.6
AMERICAN REMOVAL ORDER

The October 7, 2002 removal order for Mr. Arar indicated that, on October 1, the
INS had instituted removal proceedings under section 235(¢) of the U.S.
Immigration and Nationality Act, charging Mr. Arar with being a member of a
foreign terrorist organization. The Regional Director of the INS who signed the
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order stated that, based on all the information, classified and unclassified,
Mr. Arar was clearly and unequivocally inadmissible for entry into the United
States, and that he was a member of a foreign terrorist organization, al-Qaeda.'®

According to the order, the Commissioner of the INS had determined that
Mr. Arar's removal to Syria would be consistent with the United Nations
Convention against Torture and Other Cruel, Inhuman or Degrading Treatment
or Punishment, meaning that he was satisfied that Mr. Arar would not be tor-
tured, apparently because of an assurance received from Syrian authorities.?

The unclassified information relied upon is described in the order. It per-
tains to interviews of Mr. Arar on September 26 and 27 at John F. Kennedy
International Airport. During the interviews, Mr. Arar reportedly said that he was
a citizen of Syria and Canada, and that he had lived in Tunisia for three months.
While he denied any links to a terrorist organization, he did admit to an asso-
ciation with Abdullah Almalki, which included three business dealings with him.
He also admitted having met Mr. Almalki at a restaurant (Mango’s) in October
2001 and having talked in the rain with him. Finally, he admitted knowing
“Ahman El-Maati.” Clearly, the unclassified information falls well short of estab-
lishing that Mr. Arar is a member of al-Qaeda. If there is information support-
ing that conclusion, it must be classified.

The order states that a detailed discussion of the classified information relied
upon is contained in a separate addendum. That addendum has not been dis-
closed and there is no way of knowing for certain what information it contains.

2.7
RCMP INVOLVEMENT IN REMOVAL ORDER

I have carefully reviewed all of the evidence relating to communications about
Mr. Arar between the RCMP and American officials both before and during
Mr. Arar’s detention in New York. There is no evidence to suggest that any
members of the RCMP participated or acquiesced in the American decision to
remove Mr. Arar to Syria.?® On the contrary, as I have indicated above, no mem-
bers of the RCMP other than Inspector Roy even considered the possibility of
Syria until October 8, after Mr. Arar had been removed from the United States.
Inspector Roy testified that he had only learned of the “Syrian threat” on
October 7, and had had no contact with American officials about that threat.
The question arises as to whether the American authorities relied upon
information provided by the RCMP in making the removal order. Without the
evidence of the American authorities or access to the classified addendum to the

removal order, I cannot be sure what information they used. However, I do
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conclude that it is very likely that they relied on information received from the
RCMP in making the decision to remove Mr. Arar to Syria.
The rationale for my conclusion may be broken down into three parts:

e  Over time, the RCMP provided the American agencies with information
about Mr. Arar, including some inaccurate information, which would have
been relevant to the American decision.

e The fact that the RCMP provided most of the information without written
caveats increases the likelihood that American authorities relied on infor-
mation received from the RCMP,

e There is nothing in the evidence to suggest that American authorities did
not rely on information received from the RCMP. Indeed, the available infor-
mation suggests the contrary.

In the 11 months preceding Mr. Arar’s removal to Syria, the RCMP co-oper-
ated with the U.S. agencies in their investigation of a number of individuals and
provided its American counterparts with information, including some about
Mr. Arar, that was relevant to the American investigation into terrorist activities
of al-Qaeda. The information about Mr. Arar included information pertaining
to his associations with Messrs. Almalki and El Maati, who were suspected of
being connected with al-Qaeda. The RCMP also provided what amounted to
assessments of Mr, Arar’s status, including a statement to the effect that he was
an important associate of Mr. Almalki and also that he was an Islamic extrem-
ist. In addition, the RCMP shared information that seemingly showed occasional
suspicious actions by Mr. Arar, such as his meeting and walk in the rain with
Mr. Almalki in October 2001, and his “sudden” departure from Canada after
declining to be interviewed.

The Government correctly pointed out that, prior to September 26, 2002,
Project A-O Canada provided the U.S. agencies with over 25000 documents,
only 94 of which mentioned Mr. Arar, the implication being that it would have
been apparent that Mr. Arar was a very small part of the investigation — a per-
son of little consequence. One of the difficulties with that suggestion is that the
interest in Mr. Arar resulted from his links to Mr. Almalki and others. Project A-O
Canada described Mr. Arar as a “close associate” of Mr. Almalki and a person
with an “important” connection to him. It also linked him to others being inves-
tigated. Thus, to the extent that the documentary record provided by the Project
tended to establish suspicions about Mr. Almalki and others, it would have
increased the level of interest in or suspicion about Mr. Arar, It would be a mis-
take to conclude that documents other than those with specific mentions of
Mr. Arar would not be considered relevant to his situation. Moreover,
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Project A-O Canada also provided information about Mr. Arar verbally, at meet-
ings and in telephone conversations.

With the exception of the fax of October 4, 2002 discussed above, none of
the information about Mr. Arar provided by the RCMP had written caveats
attached. In Chapter 111, I describe all of the information about Mr. Arar provided
to the American agencies and how in my view the failure to attach caveats cre-
ated unacceptable risks that they would use the information without first seek-
ing the consent of the RCMP,

Some members of the RCMP testified that there had been an “implied
understanding” that the information would not be used for anything other than
intelligence purposes without consent. I discuss the circumstances of any such
understanding or agreement in Chapter I11. T will not repeat that discussion here,
other than to say that any such understanding or arrangement was, at best, infor-
mal and loose, and fell short of providing the clarity and moral imperative that
would accompany written caveats.

While I cannot be certain whether or not the American authorities hon-
oured some informal “understanding” or “agreement,” it seems unlikely, given
their actions. What we do know is that, during the period when American
authorities were deciding what to do with Mr. Arar, they were not forthcoming
with Canadian officials. Despite having received co-operation from the RCMP for
many months, they were not open about their intentions with regard to him. Tt
seems that they believed — quite correctly — that, if informed, the Canadians
would have serious concerns about the plan to remove Mr. Arar to Syria, par-
ticularly if they were viewed as having participated or acquiesced in the deci-
sion. Even after Mr. Arar was removed, they continued to obfuscate until
Mr. Arar had arrived in Syria. Given that pattern of conduct, it is hard to imag-
ine that the American authorities would have somehow felt morally bound by
an informal or loosely worded understanding or agreement not to use Canadian-
supplied information without first obtaining consent,

On the contrary, given their resolve to remove Mr. Arar to Syria irrespec-
tive of what Canadian officials might have thought, it appears more likely that
the American authorities would have seized the opportunity presented by the
Project’s failure to follow normal practice or policy by attaching caveats in order
to use the information supplied to support their decision to remove Mr. Arar to
Syria. Certainly, they did not seek consent to use information originating with
the RCMP in the INS proceeding prior to Mr. Arar’s removal.

Moreover, there is a reference to Canadian information in the removal order
itself. In referring to unclassified information on which the removal decision

was based, the order describes answers provided by Mr. Arar during interviews
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on September 26 and 27 at the airport in New York. While the information is
derived from answers given by Mr. Arar, I note that those answers relate pri-
marily to information that the RCMP had already given the FBI. For example,
Mr. Arar indicated that he had three business dealings with Mr. Almalki and that
he had met with Mr. Almalki and they had talked in the rain in October 2001;
both these pieces of information had previously been provided to the Americans
by the RCMP. Obviously, the information obtained during the RCMP investiga-
tion and later supplied to the American agencies played a role in the interroga-
tion of Mr. Arar, and it would seem very likely that it was at least partly the
basis for the removal order.

The conclusion that the American authorities very likely relied on informa-
tion supplied by the RCMP is further supported by American actions during
Mr. Arar’s detention in New York, which show that “the case” the Americans
were seeking to establish against Mr. Arar was linked to and based on matters
that were the subjects of the RCMP investigation.

Clearly, when the FBI sought questions for Mr. Arar from Project
A-O Canada on September 26, it knew the questions would be based on the
Canadian investigation. Moreover, some of the information described in the
unclassified portion of the American removal order relates directly to those
questions.

Further, when the American authorities sent Project A-O Canada seven
questions about Mr. Arar on October 3, some of the information sought related
to information previously provided by Project A-O Canada. The Americans indi-
cated that they were considering two types of proceedings: removal or law
enforcement. Again, the inference is inescapable: the American investigation
was closely linked and intertwined with the Canadian investigation. The
American authorities considered information in the RCMP’s holdings to be rele-
vant to the decisions being considered and were seeking to expand upon infor-
mation previously received from the RCMP.

The same comment applies to the query made by an FBI agent on
October 7, concerning whether the Project had any information linking Mr. Arar
to al-Qaeda. The American authorities considered the Canadian information
relevant,

It was argued that the Americans had been conducting a separate, inde-
pendent investigation into Mr. Arar and that there was no basis for concluding
that anything other than the information from that investigation had been behind
the removal decision. In particular, it was noted that the removal order had
found that Mr. Arar was a member of al-Qaeda, whereas the information pro-
vided by the RCMP had fallen far short of establishing that conclusion. Indeed,
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on October 4 and 7, Project A-O Canada had indicated that it did not have suf-
ficient information to link Mr. Arar to al-Qaeda. Thus, it was contended, the
American authorities must have had independent information to show that
Mr. Arar was a member of al-Qaeda and, therefore, had had no need to rely on
information received from the RCMP.

The evidence about the scope of the American investigation is not clear.
However, accepting that there was a separate U.S. investigation and even that
some information from that investigation was relied upon to support the removal
order, that does not invalidate the otherwise logical conclusion that information
received from Canada was also relied upon.

It is worth noting that the American agencies never provided their Canadian
counterparts, [**] with any information about Mr. Arar emanating from the U.S.
investigation that would come close to showing that Mr. Arar was linked to al-
Qaeda. If they had such evidence, it is hard to fathom why they never shared
it. That failure would be particularly surprising in the context of the co-opera-
tive investigation conducted during the months leading up to Mr. Arar’s deten-
tion. Senior RCMP officers testified that, after 9/11, there had been an agreement
with the American agencies that information would be exchanged freely, albeit
in accordance with existing policy. T accept that evidence. One would expect
that, if anything, the Americans would have had a greater incentive than the
Canadians to share information in the circumstances.

The American authorities knew that Mr. Arar resided in Canada. They also
knew that the RCMP had collected some information about him, in particular
information relating to his associations with Mr. Almalki. In the post-9/11 world,
the Americans were enormously concerned about terrorist threats, including any
that might originate in Canada. If U.S. authorities had significant information
about Mr. Arar showing links to al-Qaeda, one might reasonably ask why they
would not have shared it with their Canadian counterparts. If they had infor-
mation tending to link Mr. Arar, a Canadian, to al-Qaeda, why not provide that
information to the Canadian investigators, so that the supposed threat posed by
him could be dealt with? Why hoard the information? When, on October 5, they
asked the RCMP whether Mr. Arar could be charged criminally if they sent him
to Canada and the RCMP responded in the negative, why would they not have
offered any information in their possession?

It is important to keep in mind that, when the American authorities were
considering what to do with Mr. Arar after detaining him on September 26, they
did not rely solely on their own, independently obtained information. Why
would they ask the RCMP for questions to pose and for information about
Mr. Arar, and why would they ask whether the RCMP had evidence linking
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Mr. Arar to al-Qaeda if the American investigation had independently estab-
lished a case? Clearly, in the days leading up to the making of the removal order,
the American investigators were scrambling to put together a case. They were
looking for whatever information they could get, including information from
Canada.

I recognize that, on October 4 and 7, Project A-O Canada told the
Americans that they could not link Mr. Arar to al-Qaeda. However, that does not
mean that the American authorities did not use information about Mr. Arar pro-
vided by the RCMP to complete whatever picture was eventually relied upon.
The evidence strikes me as very strong that they relied on whatever information
about Mr. Arar was available, including information provided by the RCMP with-
out caveats.

The evidence also indicates that, in the post-9/11 environment, American
investigators tended to evaluate information about terrorist-related activities with
a more suspicious eye than their Canadian counterparts. Thus, one should be
careful about assuming that the American authorities had any information about
Mr. Arar other than that provided by the RCMP. The finding that Mr. Arar was a
member of al-Qaeda may have been based on very sparse evidence.

Also of significance is the fact that there is nothing in the evidence to sug-
gest that the Americans did not use Canadian information in deciding to remove
Mr. Arar to Syria.

In the time since Mr. Arar’s removal to Syria, American officials have made
a number of statements about the basis for the decision to remove him. A review
of those statements shows that their position has evolved over time. Shortly after
Mr. Arar’s removal, they indicated that Canadian officials had been involved in
the American decision to remove him. They gradually modified that position,
eventually saying that the Canadians had not been involved. However, they
have maintained consistently that they relied upon information received from
Canada in making the decision. For example, in December 2003, Colin Powell,
then Secretary of State, stated clearly that the United States had relied upon
Canadian-supplied information. On one occasion, he said that the Arar affair
had been triggered by enquiries made by Canadian sources and that Mr, Arar
would not have been on the U.S. radar screen had he not been the subject of
attention by Canadian agencies.

This latter position is consistent with the position taken by American author-
ities in two letters, one to Congressman Edward J. Markey and the other to the
Inquiry. In each instance, in what appears to be “formal positions,” American
authorities state that Mr. Arar’s name was placed on a terrorist watch list based
on information received from Canada. The letter to the Inquiry indicated that the
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information had been received “as part of an ongoing general sharing of
information between the governments of the United States and Canada.” Both
letters indicate that the U.S. government decision was based on its own assess-
ment of the security threat to the United States posed by Mr. Arar.?!

Obviously, none of the American statements I refer to were made under
oath or have been subjected to cross-examination. Thus, they are not evidence
normally admissible in a court of law and must be approached with caution. 1
am satisfied, however, that nothing has come to the attention of Canadian offi-
cials or the Inquiry to suggest that the American authorities did not rely on
Canadian information in deciding to remove Mr. Arar to Syria. On the contrary,
the statements from the Americans have asserted the opposite, consistently and
clearly.

Finally, I refer to a memorandum on FBI letterhead dated November 19,
2003, with the reference heading “Maher Arar,” which was produced in evi-
dence by the Canadian government. This memorandum is consistent with a con-
clusion that U.S. authorities relied upon RCMP-supplied information in removing
Mr. Arar to Syria. The purpose of the memorandum is stated as follows:
“Information contained in this memorandum was obtained from the Royal
Canadian Mounted Police (RCMP) for the sole purpose of the Immigration and
Naturalization Service (INS) administrative proceeding under Title 8 U.S.C.
Section 1225(c)(D.”* Although some details are inaccurate, the extensive infor-
mation about Mr. Arar in the memorandum is unquestionably information pro-
vided to the Americans by the RCMP.

During the Inquiry, the Government was unable to provide details about
who had requested this memorandum, to whom it had been sent, or why it had
been sought and sent in November 2003. However, on its face, the memoran-
dum on FBI letterhead supports a conclusion that American authorities relied
upon Canadian-supplied information.

3.
CSIS’ RESPONSE TO DETENTION OF MR. ARAR

I am satisfied that CSIS did not participate or acquiesce in the American deci-
sions to detain Mr. Arar and send him to Syria. Further, CSIS did not provide any
information about Mr. Arar to the Americans either before or during Mr. Arar’s
detention in New York.?

I am also satisfied that CSIS responded appropriately when informed of
Mr. Arar's detention in New York. CSIS was not aware in advance that the
American authorities were considering sending Mr. Arar to Syria and had no
discussions or contacts with them about the decision. In the confidential version
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of the Factual Background, 1 describe the way in which CSIS responded to
Mr. Arar’s detention in New York. For reasons of national security confidentiality,
I am unable to refer to some of that detail in the public version. As a result, my
discussion here is briefer and my conclusions are not explained as fully as might
otherwise have been the case.

CSIS was first informed of Mr. Arar’s detention in New York by DFAIT on
October 2. The following day, the RCMP delivered to it the Project A-O Canada
situation reports for September 26 and 27, which indicated among other things
that Project A-O Canada had sent the FBI questions for Mr. Arar on
September 26.

When CSIS learned about Mr. Arar’s detention, one of its officials in Ottawa
sent two communications to the CSIS Washington office, in part to ask that
inquiries be made about what was happening with respect to Mr. Arar. [**4],
The communications were not viewed as urgent, however, as there had been
nothing in the messages CSIS had received about Mr. Arar’s circumstances in
New York to indicate that there was any urgency.

It appears that the CSIS official in Washington did not contact the American
authorities about Mr. Arar’s situation until October 10, at least two days after
Mr. Arar had been removed to Syria.

In my view, CSIS should not be faulted for not contacting U.S. authorities
and making inquiries about Mr. Arar sooner. It was clear to CSIS that DFAIT
and the RCMP were involved in the matter and were in contact with U.S. author-
ities. Moreover, as far as CSIS knew, there was no indication that any action was
imminent or, in particular, that Mr. Arar was in danger of being sent to Syria.
Given its lack of previous involvement with the Americans in connection with
Mr. Arar, it did not make much sense for CSIS to insert itself into the situation.

On October 4, the RCMP provided the Americans with information about
Mr. Arar that it had received from CSIS without first consulting CSIS or seeking
its consent to transfer the information. T am satisfied that, had it been consulted,
CSIS would have followed its usual practice and inquired into the use to which
the information might be put. It is far from clear, however, whether this would
have led the American authorities to disclose their intentions regarding Mr. Arar’s

removal to Syria.

163

CFEO000002



164 ANALYSIS AND RECOMMENDATONS

4.
DFAIT’S ROLE

4.1

BACKGROUND

Mr. Arar was detained in New York from September 26 to October 8, 2002,
DFAIT first became aware of the possibility that Mr. Arar was being detained on
September 29 and was actually informed of his detention on October 1.

Maureen Girvan, the Canadian consul in New York, was the DFAIT offi-
cial** with primary responsibility for handling Mr. Arar’s case. She involved her
superiors in the Consular Affairs Bureau in Ottawa, including Director General
Gar Pardy, in all decisions on how to proceed in connection with Mr. Arar.
Ms. Girvan visited Mr. Arar at the Metropolitan Detention Centre (MDC) in
New York on October 3. In addition, Canadian consular officials, including
Ms. Girvan, spoke to a number of American officials about Mr. Arar’s case while
he was being detained, had several phone conversations with Mr. Arar’s family
members, and also spoke to American lawyers who might represent Mr, Arar in
whatever legal proceedings ensued.

The most significant DFAIT-related issue in regard to what occurred while
Mr. Arar was in New York is whether Canadian consular officials paid sufficient
attention to warning signs that the American authorities were contemplating
sending Mr. Arar to Syria.

In closing submissions, Mr. Arar’'s counsel enumerated the warning signs
that should have alerted consular officers to the possibility of Mr. Arar’s removal
to Syria and made them take more aggressive steps to address that concern.
They may be summarized as follows:

e  On October 1, Mr. Arar’s brother informed DFAIT that Mr. Arar had indi-
cated that he would be deported to Syria.

e Also on October 1, a senior officer with the U.S. INS advised that Mr. Arar’s
case was of such seriousness that it should be taken to the highest level and
suggested that the Canadian ambassador in Washington contact the
Department of Justice.

¢ By October 2, consular officials had learned that Mr. Arar was being held
on the ninth floor of the MDC, a secure wing for terrorism suspects. Officials
at MDC would not tell Ms. Girvan what charges Mr. Arar was facing or why
he was being detained.
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e On October 3, Mr. Arar told Ms. Girvan that, during the time he had been
held at the airport in New York, two immigration officers had informed
him that he would be sent to Syria.

e Also on October 3, during her visit with Mr. Arar, Ms. Girvan learned that
Mr. Arar's case was considered an immigration matter and the American
authorities were alleging that he was a member of al-Qaeda.

e  DFAIT was aware of the American National Security Entry-Exit Registration
System (NSEERS), aimed at persons born in certain Muslim countries,
including Syria.

e  DFAIT was aware of the Syrian practices of holding detainees incommuni-
cado while interrogating and abusing them.

I have heard the testimony of all the DFAIT officials who were involved in
assessing Mr. Arar’s situation as it unfolded and in making decisions about what
ought to be done. I am satisfied that DFAIT officials acted appropriately in the
circumstances as they reasonably understood them. Based on their experience
and the information they had received, they did not believe that there was an
imminent risk that Mr. Arar would be sent to Syria. Their experience with indi-
viduals in “terrorism-related” cases was that they were held in American deten-
tion for months. Moreover, they had never known American authorities to
remove a Canadian citizen to a country other than Canada when the individual
had requested to be sent to Canada and was travelling on Canadian documents.
They were caught completely off guard when they learned of Mr. Arar’s fate.

American authorities were not forthcoming with Canadian consular officials
about what was occurring. They did not inform them that Mr. Arar’s case would
be dealt with on October 7, and at no time did they give the consular officials
any indication of their intention to send Mr. Arar to Syria.

I note that, beginning five days before Mr. Arar’s removal, the consular offi-
cials took reasonable steps to assist Mr. Arar and his family in retaining coun-
sel to represent his legal interests in any American proceedings.

Below I discuss the most important events relating to the threat of Mr, Arar’s
removal to Syria and the reasons for my conclusion that Canadian officials acted
appropriately.

4.2
POSSIBILITY OF REMOVAL TO SYRIA

Between October 1 and October 3, DFAIT officials received several pieces of
information that suggested the possibility that Mr. Arar would be sent to Syria.
On October 1, consular officials learned that Mr. Arar was being detained at the
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MDC. Despite making several inquiries, they were unable to determine what
charges he was facing or even why he was being held. In fact, American offi-
cials appear to have been deliberately evasive about his situation.

On the same day, Mr. Arar’s brother called DFAIT Headquarters in Ottawa
to point out that Mr. Arar had told him in a telephone conversation that he
would be sent to Syria, his country of birth. In response to that information,
Lisiane Le Floc'h, with the Canadian Consulate in New York, called the INS
office in New Jersey to find out if there was a deportation file on Mr. Arar, as
would be expected if he was to be sent to Syria. She was told there was no file
and, importantly, that it was unlikely that Mr. Arar was a deportation case, as the
MDC did not handle such cases. Canadian consular officials had no reason not
to accept this information.

Ms. Le Floc’h nonetheless pursued the matter further, entering into contact
with the INS public affairs office, where she eventually spoke to a superior offi-
cer. Initially, the officer indicated that he was unaware of the case, but when he
called her back, he indicated that the case was of such seriousness that it should
be taken to the highest level. It is at this point that the suggestion was made that
the Canadian ambassador in Washington contact the U.S. Department of Justice.

While this was obviously a very unusual and serious comment, the officer
did not suggest that the information previously provided by the INS, to the effect
that it was unlikely that Mr. Arar was a deportation case, was inaccurate, nor did
he mention the possibility of Syria.

Ms. Girvan quite properly passed on the information about Mr. Arar’s case
to her supervisors in Ottawa, so that the best judgment of those in the Consular
Affairs Bureau could be engaged. She continued to consult with her superiors,
including Mr. Pardy, throughout the days that followed.

On the evening of October 1, Ms. Girvan sent a fax to the MDC asking
about the charges on which Mr. Arar was being held. The MDC called the fol-
lowing day and informed Ms. Girvan that Mr. Arar was being held on the ninth
floor, a special security unit used for terrorism suspects. This confirmed the seri-
ousness of Mr. Arar’s case, but it also tended to reinforce the perception that it
was not immigration-related, but more likely involved a “criminal” investigation
related to terrorism. Although the MDC advised that Mr. Arar was being held on
an immigration violation, Ms. Girvan assumed that the description was a cover
for a terrorism investigation. There was no mention of removal to Syria, and
Ms. Girvan was able to arrange a consular visit for the next day.

On October 3, Ms. Girvan visited Mr. Arar at the MDC. Mr. Arar told her
that, on September 27, while he was being held at the airport in New York,
two immigration officers had spoken to him and told him he would be sent to
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Syria. This was the second time that Ms. Girvan had heard about the possibility
of Mr. Arar's being sent to Syria, the first being after the October 1 phone call
from Mr. Arar's brother. However, both reports appear to have derived from the
one incident at the airport.

During the consular visit, Mr. Arar showed Ms. Girvan what appeared to be
an ofticial document alleging that Mr. Arar was inadmissible to the United States
under section 235 of the Immigration and Nationalization Act. The document
referred to the fact that Mr., Arar was a native of Syria and a citizen of Syria and
Canada, and stated that he was a member of a designated foreign terrorist
organization, al-Qaeda.

Ms. Girvan, who had no training in legal matters, interpreted this document
to mean that Mr. Arar would be held and investigated for terrorism by the FBL
Her experience told her these types of investigations took a considerable amount
of time. When the information was passed on to Mr. Pardy, he made a similar
assessment. It seems clear that Ms, Girvan's interpretation of the document was
incorrect. The document in fact gave notice of an immigration proceeding.

What is very important to note about this document and its potential impli-
cations for Mr. Arar is that Ms. Girvan and other consular officials did not rely
solely on their own interpretation of what was involved in Mr. Arar’s situation.
By October 3, they were arranging for Mr. Arar to be represented by legal coun-
sel. Indeed, a lawyer visited Mr. Arar at the MDC on October 5, and it is rea-
sonable to conclude that Mr. Arar showed her the document referring to
section 235 of the Imumnigration and Nationalization Act.

A concern was raised that Ms. Girvan had not looked into the nature of a
section 235 immigration hearing and ascertained the possible consequences for
Mr. Arar. However, it must be remembered that Ms. Girvan is not a lawyer. She
would have required the assistance of U.S. legal counsel to gain a proper under-
standing of U.S. immigration proceedings. Quite properly, her focus after the
consular visit was on assisting Mr. Arar in retaining counsel.

4.3

LEGAL REPRESENTATION

I am satisfied that Canadian consular officials, particularly Ms. Girvan, did every-

thing that could be expected to assist Mr. Arar in obtaining legal counsel.
After the consular visit on October 3, it was apparent that a legal process

had either begun or was being planned. Consular officials do not provide legal

representation for Canadians detained abroad. Many are not lawyers and, in any

event, it is not part of the Consular Affairs Bureau’s mandate to provide legal

advice, nor should it be. When Canadians are detained in countries other than
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Canada, the law of the country in which they are being held — in this case, the
law of the United States — likely applies. The role of consular officials with
respect to legal proceedings is to assist detainees and their families to obtain
legal advice by facilitating the process for identifying and retaining competent
counsel in the jurisdictions where the detainees are in custody. While consular
officials may lend assistance, in the end, it is up to the detainees to select and
retain their own counsel.

On October 2, a friend of Mr. Arar’s family told Ms. Girvan that the family
had found a lawyer, Amal Oummih, to act as Mr. Arar’s counsel should the
need arise. On October 3, Ms. Girvan sent the MDC a fax marked “urgent” to
notify it that Ms. Oummih would be visiting Mr. Arar. DFAIT officials also spoke
with Mr. Arar’s brother and wife about the lawyer. After her consular visit on
October 3, Ms. Girvan spoke to the family friend again and brought up the pos-
sibility of having someone from the Centre for Constitutional Rights (CCR) rep-
resent Mr, Arar, as she knew that the CCR had experience in similar cases.
Ms. Girvan also left two messages for Ms, Qummih, as she wanted to tell her
about her visit with Mr. Arar.

Ms. OQummih returned Ms. Girvan’s calls late in the day on October 3 and,
after hearing what Ms. Girvan had to say, indicated that she would visit Mr. Arar,
The visit took place on Saturday, October 5. In the meantime, out of a desire
to keep Mr. Arar’s options open, Ms. Girvan also spoke to the CCR about
Mr. Arar’s case. When Ms. Girvan left her office at the end of the day on Friday,
October 4, she was comfortable that legal counsel, Ms. Oummih, was involved
and would take appropriate steps to represent Mr, Arar’s interests. In my opin-
ion, that was a reasonable understanding on Ms. Girvan’s part.

On Monday, October 7, Ms. Girvan spoke to Ms. Oummih about her
October 5 visit with Mr, Arar. Ms. Oummih told Ms. Girvan that she was not yet
representing Mr. Arar, as she needed agreement from the family. She also said
that the District Director of the INS had called to inform her that an INS inter-
view would be held at seven o’clock that evening. She indicated that, if she was
retained, she would attend. Ms. Girvan, quite reasonably, did not consider there
to be any issues with the lawyer’s retainer, as she had spoken to the Arar fam-
ily friend, who had said that Ms. Oummih would be retained.

However, it seems that the INS interview with Mr. Arar had actually taken
place on Sunday, October 6. Apparently, there was a miscommunication
between the INS District Director and Ms. Oummih as a result of the fact thata
voice mail message was left on October 6, but Ms. Oummih did not pick it up
until October 7 and interpreted it as referring to an interview that day.
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Although Mr. Arar appears to have attended the October 6 meeting with-
out counsel, Ms. Oummih was not aware of that when she spoke to Ms. Girvan
on October 7. She was still intending to go to the interview, which she believed
was scheduled for that evening. October 7 was the day the INS ordered Mr. Arar
removed from the United States.

On the basis of the foregoing, I am satisfied that consular officials acted
appropriately in assisting Mr. Arar to retain counsel. It was reasonable for
Ms. Girvan to conclude that Ms. Qummih, a lawyer selected by the family, had
the matter in hand when she went to see Mr. Arar on October 5. Ms. Girvan
believed that Ms. Oummih would be able to determine the nature of any pro-
ceedings affecting Mr. Arar and the need for action in regard to any proposed
removal. Mr. Arar would tell his counsel everything he had related to Ms. Girvan,
including the information about the threat of removal to Syria, and would show
her the same document he had shown Ms. Girvan. If Ms. Oummih considered
that consular officials should do something to assist with the legal proceedings
then underway, she would advise Ms. Girvan.

When Ms. Oummih spoke to Ms. Girvan on October 7, she did not ask
that Canadian consular officials take any steps to assist with the INS proceed-
ings, nor did she mention that there was an imminent threat of removal to Syria.
It was clear that Ms. Oummih had been talking to the INS and the INS was aware
that she was involved, as the INS District Director had left her a voice mail mes-
sage. It was reasonable for consular officials to conclude that, from a legal stand-
point, Mr. Arar’s case was being attended to.

4.4
DIPLOMATIC OPTIONS

In addition to assisting Mr. Arar with retaining legal counsel, Canadian consular
officials also considered whether any diplomatic steps to address Mr. Arar’s
detention in New York were warranted. By way of background, it is important
to look at the evidence relating to how consular officials assessed Mr. Arar’s sit-
uation, and, in particular, the possibility that he might be sent to Syria.
Consular officials took the signals that Mr. Arar might be sent to Syria seri-
ously, in the sense that they were concerned about such a possibility and gave
it earnest consideration. However, they assessed that it was highly unlikely that
Mr. Arar would be sent to Syria, particularly in the short term. Their assessment
of Mr. Arar’s situation was based on many factors. Ms. Girvan testified that she
was not aware of any other case where the United States had removed a
Canadian citizen to a country other than Canada when the citizen had been
travelling with Canadian documents and had wanted to be sent to Canada. A
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Canadian citizen such as Mr. Arar could be sent to a place other than Canada
directly from the airport by means of an expedited removal process, but it
seemed most unlikely that this would occur once the person had been taken to
the MDC and held there. Further, in responding to an inquiry, an INS official had
indicated that it was unlikely that Mr. Arar was a deportation case, as the MDC
did not handle such cases and the INS did not have a file on him. In any event,
Ms. Girvan's experience with deportation cases was that they generally took six
to eight weeks to process and the Canadian consul would be notified and
involved. Based on her experience, Ms. Girvan believed that, once Mr. Arar was
taken to the MDC and was “in the system,” he would not be precipitately
removed. Therefore, what made sense was to ensure that Mr. Arar had counsel
to assist him in whatever process was going to take place.

Most importantly, there was no precedent for the American government’s
action in regard to Mr. Arar: sending a Canadian from the United States to a
country with a poor human rights record. It was completely unexpected by
Canadian consular officials. U.S. authorities never even raised the possibility of
Syria with them or, it appears, with Ms. Oummih. While a superior officer at INS
did say on October 1 that the situation was “serious,” he did not mention Syria.
The only mention of Syria was to Mr. Arar, and even that was while he was still
at the airport. T have not heard any evidence that the threat was repeated to
him after he was taken to the MDC. And permitting Mr. Arar to see counsel was
inconsistent with American practice in expedited removal cases. Moreover, by
the time Ms. Girvan heard about the threat directly from Mr. Arar on October 3,
Ms, Oummih was involved, and Ms. Girvan believed that Ms. OQummih would
be able to assess the situation and determine whether there was a need for
concern,

In his testimony, Mr. Pardy rejected the idea that the NSEERS program was
an indication that Mr. Arar would be sent to Syria. The NSEERS program deals
with foreigners upon arrival in the United States, not after they are detained.
Mr. Pardy testified that there had been no evidence to suggest that, under the
NSEERS program, American authorities would remove a Canadian citizen to a
country other than Canada.

On balance, the Canadian consular officials considered Mr. Arar’s circum-
stances with care and, based on their experience, did not judge that there was
a realistic concern that Mr. Arar would be sent to Syria, particularly in the imme-
diate future.

As mentioned above, on October 1, when the Consular Affairs Bureau was
having difficulty determining why Mr. Arar was being held and what the
American authorities were intending, a senior official at INS suggested the
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Canadian ambassador in Washington contact the U.S. Department of Justice
(DOD. Consular officials had two thoughts about the suggested course of action.
One was that it is usually better in matters of this sort to work through lower
levels first, rather than immediately “go to the top.” Bypassing normal channels
has a way of freezing what are often more productive routes of communication.
Experience told them that informal communication was much quicker and more
effective in many situations. Second, it was felt that, if the best approach turned
out to be to “go to the top,” contact should be made with the State Department,
not the DOJ. The State Department was considered the usual and more appro-
priate route to address a problem such as this.

After hearing about the threat of Syria and the statement of the INS official
on October 1, consular officials did consider “going to the top” by sending a
diplomatic note to the U.S. State Department. The purpose of the note would
have been to seek more information about the reasons for Mr. Arar’s detention.
On October 1 and 2, consular officials were primarily concerned about finding
out why Mr. Arar was being held.

A diplomatic note is a formal communication between two countries.
Responses are often slow — a few days to a few months. Moreover, sending a
diplomatic note stifles communication at lower levels, as all subsequent com-
munications must go through the State Department. A diplomatic note is seen
by DFAIT officials as a heavy weapon and, possibly, counterproductive.

On October 2, the diplomatic note option was set aside when the MDC
responded with some information about Mr. Arar, to the effect that he was being
held on the 9® floor, and agreed to a consular visit the following day. After the
consular visit, a visit with the lawyer, Ms. Oummih, was planned for Mr. Arar,
It appeared to consular officials that, with the lawyer’s assistance, they would be
able to find out what they needed to know about Mr. Arar’s circumstances,
including the nature and potential consequences of any legal proceedings, and
could then determine whether any diplomatic action was required.

In my view, it was reasonable for the consular officials to await the outcome
of Ms. Oummih’s visit with Mr. Arar before deciding whether other steps might
be necessary. As 1 have said, there was no basis for them to believe that the
American authorities were about to send Mr. Arar to Syria without providing
advance warning to either the Canadian Consulate or Mr. Arar’s lawyer. Indeed,
based on their experience, they had every reason to believe the opposite.

On hearing Ms. Oummih’s report of her visit with Mr. Arar, consular offi-
cials still had no reason to be concerned about an imminent threat to Mr. Arar.
There was nothing to alert them to an immediate need to implement diplomatic
options or “go to the top.” With the benefit of hindsight, one can say that other
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action, including involving the Minister of Foreign Affairs or the Canadian ambas-
sador, might have been advisable. However, at the time, that did not seem war-
ranted.

Delivering consular services sometimes requires making judgment calls,
That was certainly the situation in Mr. Arar’s case. The Canadian consular offi-
cials did not carelessly disregard the concerns about Syria or the seriousness of
Mr. Arar’s circumstances. On the contrary, they took Mr. Arar’s situation very
seriously and devoted a good deal of thought and attention to how best to
proceed.

The consular officials involved in Mr. Arar’s case, in particular Ms. Girvan
and Mr. Pardy, were experienced and dedicated professionals. They were very
concerned about Mr. Arar’s case and used their best judgment and their con-
siderable experience in making decisions about what should be done. T am sat-
isfied that their decisions were entirely reasonable in the circumstances. Clearly,
the American action in removing Mr. Arar to Syria was an unfortunate and
highly undesirable outcome; however, in the events leading up to that outcome,
I do not find that there was anything that the consular officials did or did not
do that warrants critical comment.

-~

4.5
VIENNA CONVENTION

According to the Vienna Convention on Consular Relations, a contracting state
has an obligation to inform a foreign national of his or her right to contact con-
sular officials and to facilitate such contact without delay. On October 3,
Mr. Arar told Ms. Girvan that, while in custody at the airport in New York, he
had asked to see someone from the Canadian Consulate. The Consulate General
in New York was never contacted concerning Mr. Arar’s request. Moreover,
Mr. Arar was held in American custody for four days without any access to a
lawyer or his family. Essentially, no one knew where he was.

At one point, Canadian officials considered sending a diplomatic note to the
United States to complain of its failure to notify the Canadian Consulate of
Mr. Arar’s detention on a timely basis, in breach of its obligations under the
Vienna Convention. As I understand it, they have yet to do so.

If that is the case, I recommend that a diplomatic note to that effect be sent.
Breaches of the Vienna Convention should not be allowed to go unchallenged.?

CFEO000002



DETENTION IN NEW YORK AND REMOVAL TO SYRIA

5.
LACK OF INTERAGENCY COMMUNICATIONS

The RCMP was notified of Mr. Arar’s detention in New York on September 20,
2002. There was a period during which Project A-O Canada members believed
that Mr. Arar might have been sent back to Zurich, Switzerland, but by October 2
at the latest, they knew that he was still in New York. Between then and
October 8, when Mr. Arar was sent to Syria, members of the Project had sev-
eral communications about Mr. Arar with their U.S. counterparts.

Meanwhile, on October 1, 2002, DFAIT was informed by Mr. Arar’s brother
that Mr. Arar had said the Americans were going to send him to Syria. Mr. Arar
told Ms. Girvan the same thing during the consular visit on October 3. While
DFAIT officials did not consider it likely that Mr. Arar would be sent to Syria,
they nevertheless were aware of the concern.

The sole point of contact between DFAIT and the RCMP during Mr. Arar’s
detention was Inspector Roy, the RCMP liaison officer assigned to DFAIT.
Inspector Roy testified that he had not been informed of the concerns about
Syria expressed by Mr. Arar and his brother until October 7 or possibly
October 8. He had passed on the information to Project A-O Canada officers on
the morning of October 8. This was the first time members of Project A-O
Canada heard of this concern.

After DFAIT became aware of Mr. Arar’s concern about being sent to Syria,
Project A-O Canada had several communications with the Americans, two of
which are germane to this discussion. First, on October 4, in response to a
request from [***] the Project sent the FBI answers to seven questions about its
investigation as it related to Mr. Arar. The American request indicated that the
information was required for one of two purposes: removal or law enforcement.
There was no mention of Syria, and Project members assumed that the removal
being referred to was a return to Zurich.

Second, on October 5, Corporal Flewelling of CID spoke with an FBI offi-
cial about Mr. Arar and answered questions about what Canada might do if
Mr. Arar was sent to Canada. There was no mention of possible removal to Syria
during this conversation.

What is initially striking about these events is that two Canadian government
agencies, DFAIT and the RCMP, were each dealing directly with American
authorities in relation to Mr. Arar’s situation without knowing what the other
was doing and without having the benefit of information in the other’s posses-
sion. DFAIT officials were not aware that the RCMP was providing information
about Mr. Arar to the American investigators. The RCMP, on the other hand,
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was not aware that Mr. Arar had been told that he would be sent to Syria at a
point when it was providing information to the Americans. While this failure to
connect may be viewed as unfortunate, I can understand why it occurred.

The RCMP does not have a policy requiring it to communicate with DFAIT
when it learns that someone connected with one of its investigations has been
detained abroad. Canadians detained outside Canada are entitled to consular
services on request, and the RCMP’s general approach is based on the notion
that detainees will be able to contact a consular officer if they wish. The RCMP
need not assume that task simply because it happens to be investigating a
detainee.

There was no reason for the RCMP to believe that any request made by
Mr. Arar for consular assistance in the United States would not be granted;
indeed it was reasonable to assume the contrary. Thus, from the RCMP’s stand-
point, there was no need for it to notify DFAIT that Mr. Arar was being detained
in New York when it learned that fact on September 26; Mr. Arar could seek
consular assistance if he wished to do so.

Further, T do not believe that there was any requirement that the RCMP
notify DFAIT that it was providing information about Mr. Arar to the U.S. author-
ities while he was being detained in New York. As I conclude above, it is appro-
priate for the RCMP to provide information to authorities in another country
about a Canadian being detained there when the detainee is part of an investi-
gation in both countries, provided, of course, that the RCMP complies with its
policies concerning screening information and attaching caveats. Sharing infor-
mation is part of the RCMP’s normal operational practices and, barring anything
unusual, there would be no need to inform DFAIT of what it was doing in this
regard. Viewed from the RCMP’s perspective, there was nothing respecting
Mr. Arar’s detention that required it to notify DFAIT of its communications with
American authorities while Mr. Arar was in New York.

Similarly, there was no policy requiring DFAIT to notify the RCMP about
what Mr. Arar had said about being sent to Syria. As I said above, DFAIT con-
sidered it very unlikely that Mr. Arar would be sent to Syria, and it undertook
a reasonable course of action to try to sort out what was actually occurring and
to involve legal counsel to act for Mr. Arar. I do not believe that, in the circum-
stances, DFAIT should be faulted for not having informed the RCMP about the
threat of Syria, given its assessment of the threat at the time.

That said, I think that there is something to be learned from Mr. Arar’s
unfortunate saga. The international environment with respect to counter-terros-
ism is different from that for all other law enforcement activities. It is important
that, when DFAIT or other Canadian officials become aware that a Canadian is
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being detained in another country in connection with a terrorism investigation,
they carefully consider all of the possibilities in regard to what may occur and,
in particular, how that person’s human rights or civil liberties may be affected.
In assessing the situation, Canadian agencies in any way involved in the
detainee’s case should consult with one another and develop a coherent and
consistent approach to the situation for all Canadian agencies. Experience tells
us that terrorism investigations are unique in many respects. For one, agencies
and officials in other countries may take what Canadians view as extraordinary
steps in combating the threat of terrorism. Whether those steps are justified or
not, they tend to impact individual liberties and human rights in ways that are
different and often much more serious than what occurs in other types of inves-
tigations. That reality calls for extraordinary care by Canadian officials when a
Canadian is caught up in a terrorism investigation in another country. In
Chapter IX, I recommend a process for managing the situation when a Canadian
is detained abroad in a terrorism-related investigation.

NOTES

As 1 noted in Chapter I, the description of the events relating to Mr. Arar’s detention and
removal is based primarily on the evidence of Canadian officials. American officials did not
testify at the Inquiry. Moreover, 1 have not heard evidence of Mr. Arar’s description of those
events. If Mr. Arar were to testify, it is possible that I would come to different conclusions about
what in fact happened.

2 1 use the word “removal” throughout in describing the process by which Mr. Arar was taken
from the United States and turned over to Syria. While the Order in Council refers to “depor-
tation,” the American order refers to “removal,” the more accurate term under American law.
I do not think that, for the purpose of the Inquiry, anything turns on the use of the two terms.

3 I describe the nature of the lookout in Chapter III.
¢ Exhibit C-30, Tab 44.
E I note that Mr. Arar apparently entered the United States once without incident after Project

A-O Canada requested the American lookout, possibly indicating that the Canadian lookout
request was not the basis for detaining him at the border. However, it is worth noting that
Mr. Arar’s previous entries to the United States were prior to the end of January 2002, after
which Project A-O Canada provided further information to authorities about him.

The U.S. Immigration and Naturalization Service’s (INS) NAILS system is used by inspectors at
ports of entry to check incoming travellers. It is also used by INS officers to make entries into
TECS.

Exhibit C-30, Tab 221.

This information is subject to national security confidentiality and, in my opinion, should not

be disclosed publicly.

o

While a reference to the third-party rule was not attached to each piece of information received
from CSIS, I believe that, in the context, it was sufficiently clear that the CSIS caveats applied
to all of the CSIS information.
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I am unable to discuss this issue more fully because of national security confidentiality
concerns.

1 refer here to inaccuracies in the request for U.S. lookouts, including the misdescription of
Mr. Arar as an Islamic extremist, as well as inaccurate information in some documents included
on the three CDs given to U.S. authorities in April 2002, the May 31, 2002 presentation, and
the September 26, 2002 response to the FBI's request for questions for Mr. Arar.

R.S.C. 1985, c. P-21.

CSIS might not have had any objection to information being shared for one purpose, such as
intelligence, but might have been more concerned in the face of an indication that certain pro-
ceedings were being contemplated.

There is some evidence that Corporal Flewelling went to the RCMP’s Immigration and Passport
Office to inquire about U.S. removal proceedings on October 4. However, the evidence is
unclear about exactly what happened and what was said. In the end, I am unable to attach
any significance to that visit.

Indeed, Corporal Flewelling testified that he had thought his answers would actually help
Mr. Arar, as the American authorities would be more inclined to release him and he could then
come to Canada.

At the time, Canadian officials were not aware of any instance where American authorities had
removed someone from the United States to a country such as Syria.

There was some evidence suggesting that Inspector Roy had been informed of the possibility
that Mr. Arar would be sent to Syria as early as October 3 or 4. However, this evidence was
not conclusive and Inspector Roy testified that he had not been aware of the possibility until
October 7.

Interestingly, the removal order states that “the most serious international terrorist threat to US
interests today stems from Sunni [slamic extremists such as Osama bin Laden and individuals
affiliated with his Al-Qaeda organization” (Exhibit P-20). This language suggests that the
RCMP’s October 2001 request for a U.S. border lookout, which referred to Mr. Arar and oth-
ers as a “group of [slamic Extremist individuals suspected of being linked to the Al Qaeda ter-
rorist movement” (Exhibit C-30, Tab 44), would have been taken very seriously by the
Americans.

At the Inquiry, [ heard expert evidence from Julia Hall of Human Rights Watch, who testified
that diplomatic assurances from totalitarian regimes that they will not torture detainees are of
no value and should not be relied upon for the purposes of article 3 of the Convention against
Torture and Other Cruel, Inhuman or Degrading Treatment or Punishment. The fact that
Mr. Arar was tortured in Syria despite an assurance to the contrary is a concrete example of
the problems to which Ms. Hall referred.

Below [ set out my conclusion that CSIS also did not participate or acquiesce in the American
decision to remove Mr. Arar to Syria.

Exhibits P-124 and P-125.

Exhibit C-30, Tab 549.

In April 2002, the RCMP included information received from CSIS on the three CDs given to
the American agencies, without first seeking CSIS’ consent. None of the CSIS information
related to Mr. Arar. On October 4, the Project passed on CSIS information about Mr. Arar to
the American authorities without CSIS’ consent.
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In this section, I sometimes refer to DFAIT officials and at other times, to consular officials.
Consular officials are part of DFAIT and were the ones primarily involved in Mr. Arar’s case.
However, other DFAIT officials had some involvement. T use the broader term as needed.

In Chapter IX, I also recommend that the Canadian government send a diplomatic note or
some other communication to the American government to officially complain about the much
larger issue of the removal of Mr. Arar to Syria, an action the Canadian government consid-
ers unacceptable.
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IMPRISONMENT AND MISTREATMENT
IN SYRIA

1.
OVERVIEW
Maher Arar arrived in Syria on October 9, 2002 and was imprisoned there until
his release on October 5, 2003. During the first two weeks of his imprisonment,
the Syrians interrogated and tortured Mr. Arar and he provided them with a
statement.

In this chapter, I review the actions of Canadian officials in connection with
Mr. Arar’s imprisonment in Syria. I examine the way in which they assessed his
treatment at the hands of the Syrian authorities, the interactions between
Canadian investigative agencies and the Syrian authorities, the Canadian efforts
to have Mr. Arar released, and certain actions that may have sent the Syrians
mixed signals about whether the Canadian investigative agencies wanted
Mr. Arar released. T also review the role of the Consular Affairs Bureau in pro-
viding assistance to Mr. Arar throughout his imprisonment in Syria.

2.
BACKGROUND INFORMATION ON SYRIA’S HUMAN
RIGHTS REPUTATION

When Mr. Arar arrived in Syria in October 2002, Syria had a well-established rep-
utation for committing serious human rights abuses. Canadian officials had easy
access to information about Syria’s record in the area of human rights. Two of
the most authoritative sources about Syria’s practices are the U.S. State
Department’s annual Country Reports on Human Rights Practices and Amnesty
International’s annual reports on human rights.

In its 2002 and 2003 reports, the U.S. State Department indicated that there
was credible evidence that Syrian security forces continued to make use of
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torture. Torture was most likely to occur while detainees were being held at
one of the many detention centres run by the various security services through-
out the country, especially when authorities were attempting to extract a con-
fession or information. Reported methods of torture included administering
electrical shocks; pulling out fingernails; forcing objects into the rectum; beat-
ing, sometimes while the victim was suspended from the ceiling; hyper-extend-
ing the spine; bending the detainees into the frame of a wheel and whipping
exposed body parts; and using a chair that bent backwards to asphyxiate the vic-
tim or fracture the victim’s spine.

The U.S. State Department also reported that prison conditions in Syria were
poor and did not meet international standards for health and sanitation. Facilities
for political or national security prisoners were generally worse than those for
common criminals. In cases of political or national security offences, suspects
might be detained incommunicado for long periods without charge or trial and
without access to a lawyer. Security courts were subject to political influence and
the Supreme State Security Court did not observe constitutional provisions safe-
guarding the rights of the accused.

Amnesty International’s 2002 report was similar to the U.S. State
Department’s reports, indicating that torture and ill-treatment continued to be
used routinely against political prisoners in Syria, especially during incommu-
nicado detention at the Palestine Branch and Military Interrogation Branch deten-
tion centres. The Amnesty International report referred to several of the torture
techniques described by the U.S. State Department, including the metal chair
with moving parts and the use of electric shock. In addition, Amnesty
International reported that procedures before the courts fell short of interna-
tional fair trial standards.

In Canada, DFAIT prepares annual reports evaluating the state of human
rights in most countries, including Syria. DFAIT's repozts on Syria for 2001 and
2002 incorporate the State Department’s review of Syria’s human rights viola-
tions. While the 2001 DFAIT report quotes the State Department report verba-
tim with respect to “credible evidence of torture” and the use of torture to extract
confessions, the 2002 report qualifies the use of torture as “allegations” and
omits mention of the use of torture to extract confessions. However, the 2002
report does refer to some of the torture techniques alleged to be used, includ-
ing sleep deprivation, beatings and electric shocks.

The DFAIT reports also incorporate Amnesty International’s (Al's) annual
country reports and specifically mention AT’s findings of routine torture and ill-
treatment of prisoners, especially during the initial stage of detention and inter-
rogation in Tadmur Political Prison. Reference is also made to Al's reports of
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secret arrests in cases involving political or national security offences and pro-
longed detentions without due process.

There are three points about the DFAIT reports that are relevant to the
Inquiry. The first is that the Canadian ambassador to Syria, Franco Pillarella,
approved both the 2001 and 2002 reports. Thus, the Ambassador would have
specifically put his mind to the issue of the human rights practices in Syria when
considering the contents of those reports.

Second, DFAIT’s report for 2002 was released on January 9, 2003, approx-
imately three months after Maher Arar arrived in Syria, yet there was no men-
tion in that report of Mr. Arar, the circumstances relating to his removal and
detention, the fact that he had been held incommunicado by the Syrian Military
Intelligence (SMD at its Palestine Branch for close to two weeks, or the con-
sular visits he had received. Also missing from the 2002 report were the details
surrounding the detention of Abdullah Almalki and the allegation made by
Ahmad El Maati! that he had been tortured while in Syrian detention. This was
information of which many Canadian officials were aware by the time the report
was prepared, although how much Ambassador Pillarella knew is unclear.

Lastly, the DFAIT reports were not distributed to certain officials within the
Canadian government who might have benefited from the information in them.
The e-mail distribution list did not include anyone in DFAIT’s Consular Affairs
Bureau. Moreover, the reports apparently were not distributed to CSIS or the
RCMP.

In Chapter IX, I make recommendations respecting the process that should
be followed when Canadian officials deal with countries with questionable
human rights practices. In some instances, several Canadian government depart-
ments or agencies may have dealings with a country such as Syria at the same
time, as occurred in Mr. Arar’s case. It is important that DFAIT share its reports
on the human rights practices of the detaining country with the other govern-
ment departments and agencies, in order that Canadian officials may proceed on
a common understanding when such a situation arises.

For example, the DFAIT reports will be relevant to Canadian government
decisions about what interaction, if any, should take place between Canadian
investigative officials and the country with a poor human rights record when a
Canadian is detained in that country. Further, should Canadian officials receive
information from such a country, the DFAIT reports will be useful in assessing
the reliability of such information. I discuss these issues more fully in Chapter IX.

By October 22, 2002, Canadian officials were aware of the circumstances
relating to Mr Arar’s imprisonment in Syria. They knew that the Syrians consid-
ered Mr. Arar to be a national security suspect. Certain Canadian officials also
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knew that he had been held incommunicado for close to two weeks and that
the SMI had obtained a statement from him. Those circumstances fell squarely
within the pattern of interrogation and abuse described in the publicly available
reports.

3.
INITIAL PERIOD

3.1
EFFORTS TO LOCATE MR. ARAR

During the period from October 8, 2002, when Mr. Arar was taken from the
Metropolitan Detention Centre (MDC) in New York, to October 21, 2002, when
the Syrian deputy foreign minister informed the Canadian ambassador that
Mr. Arar was in Syria, Canadian officials were uncertain of Mr. Arar’s where-
abouts and took various steps to try to locate him,

On October 8, DFAIT officials learned that Mr. Arar had been moved from
the MDC, where he had been held in New York. Canadian consular officials in
New York made inquiries of Mr. Arar’s lawyer, the MDC and the U.S.
Immigration and Naturalization Service (INS) as to his whereabouts.
Interestingly, the INS said that it had no record of Mr. Arar being moved. On
October 10, an INS official called the Canadian consul in New York and told her
that Mr. Arar had been removed from the country, but would not provide fur-
ther details. At that point, because the INS official did not mention Canada, the
working assumption within DFAIT was that Mr. Arar had been sent to Syria,
the country of his birth.

Also on October 10, Canadian officials received an informal indication from
an American official that Mr. Arar had been sent to Syria via Jordan. The same
day, Scott Heatherington, the Director of DFAIT Foreign Intelligence Division
(ISD) heard from the U.S. Embassy in Ottawa that Mr. Arar had been removed
to Syria.

Daniel Livermore, Director General of DFAIT’s Security and Intelligence
Bureau (ISD), promptly sent a message to Ambassador Pillarella in Syria request-
ing that he ascertain Mr. Arar’s location, status and condition, noting that “there
are concerns that Arar may be aggressively questioned by Syrian security serv-
ices.”? The next day, Ambassador Pillarella raised the Arar matter with the Syrian
deputy foreign minister, who advised that he would check and get back to him
on whether Mr. Arar was in Syria.?

In addition, the Canadian ambassador to Jordan, Rod Bell, was asked to
make inquiries about Mr. Arar, because of information DFAIT had received that
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he had been “dumped” in Jordan. However, on October 12, Ambassador Bell
was told there was no indication that Mr. Arar had entered Jordan.

Meanwhile, on October 10, DFAIT Headquarters asked Léo Martel, the
Canadian consul in Damascus, to make a formal request to the Syrian Foreign
Ministry for information about Mr. Arar's whereabouts. On October 14, the first
business day after the Thanksgiving weekend, Mr. Martel sent a diplomatic note*
to the Syrian Foreign Ministry seeking its assistance in locating Mr. Arar. The
Canadian Embassy in Damascus never received a response to Mr. Martel’s note.

The Syrian deputy foreign minister was out of Damascus for a few days.
On October 17, Ambassador Pillarella followed up on his earlier enquiry and
was able to schedule a meeting for October 20 to discuss whether Mr. Arar was
in Syria. Also on October 17, a DFAIT official raised the matter with the Syrian
ambassador to Canada, Ahmad Arnous, in Ottawa.

When Mr. Arar could not be located, Canada’s Foreign Affairs Minister,
Bill Graham, also became involved in the case. On October 15, the Minister met
with the U.S. ambassador, Paul Cellucci. Ambassador Cellucci told Minister
Graham that there was evidence Mr. Arar had contacts with people that made
him a danger to the United States, and that some of his information came from
Canadian sources. He also said that Mr. Arar’s dual citizenship gave the
Americans the right to deport him elsewhere. When interviewed by a Canadian
journalist the next day, Mr. Cellucci reportedly said that the United States
Immigration and Naturalization Service authorities had acted properly in deport-
ing Mr. Arar to Syria and that the Canadian government should talk to its local
people, who might know the reasons.

On October 18, Minister Graham raised the matter of Mr. Arar with
Ambassador Arnous and asked for the co-operation of the Syrian authorities in
locating him. The Ambassador replied that, according to his information,
Mr. Arar was not in Syria, but he promised to check further with authorities in
Damascus. Also on October 18, Prime Minister Jean Chrétien was provided with
a written briefing on the Arar case.

On October 20, Ambassador Pillarella met with the Syrian deputy foreign
minister. He briefed him on the Arar case, emphasizing that Mr. Arar was not the
subject of any police inquiry in Canada, and discussed dual citizenship and bilat-
eral relations in the context of Mr. Arar’s situation. The Syrian deputy foreign
minister stated that he was “99% certain” that Mr. Arar was not in Syria and
agreed to confirm this information by October 21.°

On October 21, the Syrian deputy foreign minister contacted Ambassador
Pillarella as promised and advised him that Mr. Arar had arrived in Syria from
Jordan that very day. Ambassador Pillarella requested consular access to
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Mr. Arar. The deputy minister said he could not grant access, as Mr. Arar was
not in his custody, but arranged for the Canadian ambassador to meet with
General Hassan Khalil, the head of the Syrian Military Intelligence, the next day.

Ambassador Pillarella passed on the news about Mr. Arar’s presence in
Syria to DFAIT Headquarters in Ottawa. During the evening of October 21,
Gar Pardy, Director General of the Consular Affairs Bureau, sent Ambassador
Pillarella a message outlining the representations that should be made to the
Syrian authorities. Included was a statement that the Government of Canada
would appreciate it if Syria would permit Mr. Arar to return to Canada, “a coun-
try that he can return to at any time.”

I am satisfied that, from the time Mr. Arar left the MDC in New York on
October 8 until he was finally located in Syria on October 21, Canadian officials
took reasonable and appropriate steps to try to determine his whereabouts., They
asked both the Americans and Syrians for information. They approached very
senior officials in the Syrian government, including the deputy foreign minister,
as well as the Syrian ambassador in Ottawa. They sent a diplomatic note to the
Syrian Foreign Ministry. While they strongly suspected that Mr. Arar was in Syria,
they were unable to confirm it until October 21.

The fact of the matter is that American and, later, Syrian officials were not
forthcoming. For the reasons set out below, I find that, on October 8, 2002,
Mr, Arar was taken from the United States to Jordan, where he remained for
only a short period of time before being taken to Syria. He was likely in Syria
by October 9 or October 10 at the latest. The Syrian authorities decided to hold
him incommunicado and did not disclose his presence in Syria until October 21,
Given the circumstances, there was nothing else Canadian officials could have
done to determine Mr. Arar's whereabouts before the Syrians finally acknowl-
edged they were holding him.

3.2
FIRST CONSULAR VISIT

On October 22, Ambassador Pillarella met with General Khalil and made
arrangements for a consular visit the following day. In the Ambassador’s expe-
rience, this was the first time that Syrian authorities had granted consular access
to a detained individual like Mr. Arar, who held dual Canadian and Syrian citi-
zenship. There had been no consular visits with Abdullah Almalki, another
Canadian citizen who by then had been in Syrian custody for about five months.
The Syrian government has never recognized second citizenships for Syrian cit-
izens and thus does not grant consular privileges to officials from other
countries.

CFEO000002



IMPRISONMENT AND MISTREATMENT IN SYRIA

During the October 22 meeting, General Khalil told the Ambassador that
Mr. Arar had just arrived in Syria and had already admitted to connections with
terrorist organizations. He promised to pass on any information the Syrian
authorities might gather about Mr, Arar’s involvement in terrorist activities.

On October 23, Mr. Martel, the Canadian consul, visited Mr. Arar, After
being taken along a circuitous route, he arrived at what turned out to be the infa-
mous Palestine Branch,® although he did not know it at the time. He only
learned that later, upon making inquiries of his employees.

When Mr. Arar was brought into the room where Mr. Martel had been wait-
ing, he walked normally, but appeared submissive and disoriented. Mr. Martel
shook his hand — his handshake appeared normal — and Mr. Arar was then
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