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Democracy is built on trust. Canada is blessed
1o have an electoral system run by professional,
independent and non-partisan public servants,
ensuring Canadians can have faith that when
they mark their ballots, their votes will be
counted. My mandate is not to investigate this
system, which remains robust. Rather, itis to
investigate whether foreign governments are
attempting to influence candidates or voters,
wheather the federal government has failed to act
appropriately in the face of intelligence about
foreign electoral interference, and whether a
further public process is required o reaffirm
trust in our electoral system. Public concern
about these issues has been amplified by media
reports of leaked intelligence documents,

This is my first report. | will report again not later
than the end of October 2023.

in this first report, after intensive review, | have
reached the following conclusions:

1. Foreign governments are undoubtedly
attemnpting 1o influence candidates and
voters in Canada. While much has been done
already, more remains to be done prompily o
strengthen our capacity to detect, deter and
counter foreign interference in our elections.

2. When viewed in full context with all of the
relevant intelligence, several leaked materials
that raised legitimate questions turn out to
have been misconsirued in some media
reports, presumably because of the lack
of this context.

3. There are serious shortcomings in the
way intelligence is communicated and
processed from security agencies through
to government, but no examples have been
identified of Ministers, the Prime Minister
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or their offices knowingly or negligently
failing to act on intelligence, advice or
recommendations.

4, A further public process is required
o address issuses relating 1o foreign
interference, but there should not and nsed
not be a separate Public Inguiry. A Public
Inquiry examining the leaked materials
could not be undertaken in public given the
sansitivity of the intelligence. However, public
hearings on the serious governance and
policy issues identified o date should and
will be held, at the earliest possible dats,
as part of the second phase of my mandate.

5. My conclusions concerning the media
allegations, including the confidential
annax to my report, should be referred to
and reviewed by the National Security and
Intelligence Committae of Parliamentarians
{NSICOP) and the National Security and
Intelligence Review Committee (NSIRA),
and they should report publicly if they reach
different conclusions.

There is no doubt that forsign governments are
attemnpting to influence candidates and voters
- a fact successive federal governments have
known about for many vears and have acted to
respond o in various ways, as described below.
This is a growing threat to our democratic
systemn and must be resisted as effectively

as possible by government. Much has been
done already, but considerably more remains
to be done to strengthen our capacity 1o resist
forsign interference.

While there is growing foreign interferencs,
care must be taken in assessing it and

the government’s response. In the current
circumnstances where public concern has been
raised by media reports of leaked intelligence
documents, it is important to review the
materials underlying these reports carefully



and in context. Once that context is established,
sounder conclusions can be reached. As

| describe below, when the intslligence is
reviewed and considered in the context of all
relevant intelligence, the specific instances
raised are less concerning than some media
reporting has suggested, and in some cases isl|
a different story from what has been reported
to date. The elections of 2019 and 2021 were
well protected by sophisticated mechanisms,
and there is no basis to lack confidence in their
results. This does not diminish the importance
of the underlying issue of foreign interference or
the need to respond to it effectively. Legitimate
qguestions have been raised by opposition
parties and the media, and a full response by
government is required.

| have not found examples of Ministers,

the Prime Minister or their offices

knowingly ignoring intelligence, advice or
recommendations on foreign interference or
being driven by partisan considerations in
dealing with these issuss. However, | have found
serious shortcomings in the way intelligence is
communicated from security agencies 1o the
various government departments, processed

at those departrments to decide what should
get briefed and recommended to the political
levels, and communicated to the Prime Minister,
responsible Ministers, and their respective
Offices for dacision-making and action. These
serious gaps must be addressed and corrected.

Canada requires a sophisticated and objective
approach to national security. Foreign
interference can undermine the foundations

of our democracy, not just particular political
parties. Ideally, it should be an issue that
transcends partisanship and unites all political
actors in common cause 1o defend our
democracy and the integrity of our slections.

As described in the paragraphs below, | have
concluded that a further public process is
required 1o address issues relating to foreign
interference, but as explained below it should
not be a Public Inquiry focused on the incidents
raised by the leaked documents. Rather, the
public process should focus on strengthening
Canada’s capacity to detect, deter and counter
foreign interference in our elections and the
threat such interference represents to our
democracy. To that end, in the remaining five
months of my mandats, | intend to conduct
public hearings o address these issues and
then provide a second report. During the
balance of my mandate, | will also remain
available to examine any additional allegations
raised that fall within my terms of reference

The Terms of Reference (TOR) direct that | make
recommendations no later than May 28, 2023

on “the advisability of additional mechanisms or
transparent processes” that in my opinion “may
be necessary to answer any issues in connection
with my mandate.”’ Consistent with that
direction, | am taking four steps to bring as much
public transparency as possible to my work,
while also balancing national security interests.

First, in drafting my conclusions in this report on
the guestion of whether the government failed
to act appropriately in the face of intelligence,

{ have insisted to the security agencies that |

be granted scope 1o say as much as possible
about the intelligence collacted by our security
agencies that is relevant 1o my mandate without
compromising Canada’s security interests. As

a result, the level of disclosure in this report is

1 Government of Canada, "Independent Special Rapporteur on Foreign Interference - Terms of Reference” (March 21,

[Governmeant of Canada, “ISR Terms of Refersnce” (March 21, 2023}
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unprecedented, reflecting the public interest
in maintaining trust in our democracy and
slectoral system.

Becond, recognizing that the public disclosure
permitted is limited given the security interests
at stake, | have inciuded a confidential annex
to my report that addresses the major media
allegations in detail and includes citations to
the intelligence documents and other products
that led me to my conclusions. The purpose of
this confidential annex is to permit individuals
holding appropriate Top Secret security
clearance to review my conclusions and judge
whether they are warranted based on the full
information contained in the annex.

Third, | recommend that the Prime Minister ask
NSICOP and NSIRA 1o review my conclusions
on the question of whether the government
failed to act appropriately on foreign
imterference and advise the Prime Minister and
the public if they disagree or wish to make any
recommendations. NSICOP is comprised of
Members of Parliament from the Liberal Party
of Canada (LPC), Conservative Party of Canada
{CRC), Bloc Québécois, New Democratic Party
{NDP) and one Independent Senator. NSIRA is
comprised of experts in national security. The
members of each of these bodies have the
required security clearances to review not just
this public report but especially the annex, and
they are well placed given thsir expertise and
experience in security matiers 1o bring their
judgment to the available intelligence materials |
have gathered. In recommending review by both
Parliamentarians and sxpert officials through
NSICOP and NSIRA, | am seeking 1o provide
maximum transparency and accountability to
what | have found and thereby contribute to
public trust. | also recommend that the Chair

of NBIRA, former Supreme Court of Canada

Justice Honourable Marie Deschamps, work
closely with the NSICOP Chair, Member of
Parliament (MP)} Honourable David McGuinty,
to ensure collaboration bebween these two
commitiees and that the review is conducted in
the non-partisan spirit that the issue of national
security deserves.

Fourth, the TOR require, in pari, that | “consider
innovations and improvements in public
agencies and their coordination to combat
forsign interference in fedsral elections going
forward including changes in the institutional
design and co-ordination of government assets
deployed to defend against or otherwise deal
with such interference,” targeting completion of
that work by the end of October 2023.7 To fulfill
that mandate, | will hoid public hearings during
which Canadians {especially from diaspora
communities), experts, political parties and
government officials can provide submissions
on policy and governance solutions to the
problems | have identified, as described in my
report below. This will be a public process,

but not a Public Inguiry, as | do not need the
subpoena powers provided by the Inquiries Act
to gather this information and encourage public
attention on these mattars.

There has been a widesprsad call in the

media for a Public Inquiry, and Parliament has
passed a motion calling for the same.? | began
this process with an inclination that | would
recommend that a Public Inguiry be launched.
Transparency and truth are the foundation of
trust, and we have a long history of using Public
Inguiries as a means of permitting Canadians

to see “through the looking glass” into the

inner workings of government. However, after

2 Government of Canada, “ISR Terms of Reference” (March 21, 2023).

3 Eric Stober, “Launch an election interference inquiry, House of Commons urges in vote” Global News March 23, 2023},
hitps://globalnews.ca/news/8572993/canada-election-interference-inquiry-motion/.
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my work over the past two months, | have
concluded that a Public Inquiry would not be
the best way Torward for four reasons.

First, | have been able 1o review all the relevant
facts over the past two months. | have been
given full brisfings by intelligence officiais and
access to any Top Secret materials associated
with the incidents that are the subject of the
media allegations. | have been given access
to any Cabinet documents relevant io the
foreign interference issues. | have interviewed
the most senior officials in the intelligence
agencies and government departmenis dealing
with these issues, the Ministers leading the
responsible departments, the senior staff in the
Prime Minister's Office, and the Prime Minister
himself. | inferviewed the leaders of the NDP
and the Bloc. | have reviswed the testimony

of the withesses that have appeared hefore
the Standing Commitise on Procedures and
House Affairs (PROC). In my view, a parson
leading a Public Inquiry would be unlikely to
learn more about who knew what, when, and
what was done with it, than has been made
available to me. Duplicating this effort would
not be productive and would lead to delay in
addrassing the issuss.

Second, any Public Inguiry info these factual
questions could not be held in public. The
sensitivity of the intelligence and the damage
that would be done by revealing it means that
the “public inquiry” would necessarily be held in
camera. Thae Commissioner would be left in the
same position as |, reviewing material in private
and unable to provide any greater transparency
than what | am able to provide to Canadians in
this report.

Third, as described below, there is no
convincing evidence o support the

most serious allegations made about the
government’s failure to act on specific
instances of foreign interference in respect
of the elections of 2019 or 2021. The failures
| have found relats to substantial gaps in the
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communication and processing of intslligence
information as opposed o the Prime Minister,
Ministers or senior officials ignoring intelligence
or recommendations. A further review of the
specific media allsgations through a Public
Inguiry would not advance our ability to

amend these arrangements and strengthen

our institutional capacity to detect, deter and
counter forsign interference. There is evidence
that significant communications problems
contributed 1o the intelligence failing to reach
the Minister of Public Safety relating to the
Honourable Michasl Chong and other MPs with
family in China, but there is no reason to believe
it was intentional.

Fourth, while we could launch a Public Inquiry
on the issues | am required 1o address for

my October report under my TOR, thars

would be a clear overlap with the work | have
alrsady started doing, and there is no reason
to think the additional powers available to a
Commissioner {e.g., to subpoena witnesses

or take evidence under cath) are required for
that work. 1t is more timely and effective to
complets the work already underway so that
the government, Parliament and the public will
have the benefit of this review and advice at the
earliest possible date. Delay would be contrary
1o the public interest.

My report is divided into five main sactions.

1. Part i describes my mandate and details
of the process | have engaged in over the
past two months, such as briefings, an
extensive review of public, Cabinet and Top
Secret documents, including raw intelligence
reports, Parliamentary commities hearing
testimony, and interviews with more than
50 individuals, For these interviews | was
assisted by legal counsel.

2. Parts ill and IV set out background
information on two key topics — what foreign
interference is and why Canada is vulnerable



to it, and the nature of intelligence gathered
by Canada’s security agencies respecting
foreign interference and how it is distributed
through government.

3. In Part V, | address sections 2(a) and (b}
of my TOR, describing the intelligence
gathered by our security agencies on foreign
interference {including comparing it to what
has been reportad in the media), whether it
was, or was not, communicated to the Prime
Minister and his Office or other Ministers
and their Offices, or Cabinet, and what
recommendations, if any, were made with
respect to this intelligence.

I T TR
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SBince late 2022 there have been reporis in the
media, basad on leaks of classified information,
indicating that China and other countries

have been engaging in foreign interference in
Canada’s elections. These reports, and the
discussions generated by them, have raised
serious questions about the nature and extent
of foreign electoral interference in Canada

and the effects it may have had on Canada’s
democracy, particularly during the 2019 and
2021 federal elections. Opposition parties and
commentators have also asked questions about
wheather the federal government has failed to
act in the face of intelligence about foreign
electoral interference and, if so, whether this
lack of inaction has been intentional {to secure
partisan advantage) or the result of negligence
or neglect.

4, In Parts VI and Vi, | address seclion 2{(c}
of my TOR, describing and assessing the
steps taken by the Prime Minister and his
Office, Ministers and their Offices, Cabinet,
and government departments and security
agencies to defend against or otherwise
deal with slectoral interference, particularly
during the 2019 and 2021 slections, and the
experience during those slections.

5. In Part Vili, | provide recommendations.

On March 15, 2023, the government announced
its intent to appoint me with “a wide mandate
to look into foreign interference in the last two
federal general elections and make expert
recommendations on how to further protect our
democracy and uphold Canadians’ confidence
init.”

On March 21, 2023, the government published
my TOR. They state that “the work of the
Independent Special Rapporteur will broadly
follow five lines of effort:

1. To assess the extent and impact of foreign
interference in Canada’s selectoral processes.

2. Toreview the Federal Government’s
information and actions about the threat of
foreign interference to Canada’s electoral
processes both historically and particularly as it
relates to the 2019 and 2021 federal elections:

4 Prime Minister of Canada Justin Trudeau, “Prime Minister announces independent Special Rapportsur to help protect the
integrity of Canada’s democracy” (March 15, 2023), https//pm.gc.ca/en/news/news-releases/2023/03/15/prime-minister-

2023)).
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a) To determine what findings and
recommendations were made by the
Canadian Security Intelligence Services,
Privy Council Office, the Protocol Panel
and any other agencies and officials
to address forsign interference in the
two elections.

by To determine what was communicated
to the Prime Minister and his Office;
other Ministers and their Offices; and
Cabinet about electoral interference and
what recommendations were made by
agencies and officials to address i

¢} To determine what sieps were taken
by the Prime Minister and his Offics;
Ministers and their Offices; Cabinet and
government departments and agsnciss
to defend against or otherwise deal with
slectoral interference.

3. The independeant Special Rapporteur will
consider the issues that are expectad o be
answered through the work of the National
SBecurity and Intelligence Committee of
Parliamentarians and National Security and
intelligence Review Agency and will raise
any outstanding guestions of public interest
or answers that are neaded 1o ensure public
confidence with respect to the issue of forsign
interference during the 43“ and 44" General
Elactions, beyond those that will be answered
by National Security and Intelligence
Commitiee of Parliamentarians or National
Security and Intelligence Review Agency;

4. The Independent Special Rapporteur will
consider innovations and improvements
in public agencies and their coordination
io combat foreign interference in federal
elections going forward including changes
in the institutional design and co-ordination
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of government assets deployed to defend
against or otherwise deal with such
imterference; and

5. To report on any other related matters
of importance.™

The TOR state that | am to provide reports

on a rolling basis to the Prime Minister, to be
shared with Oppaosition Leaders and Canadians,
targeting the completion of all work by the end
of October 2023. importantly, they state that
“while recognizing the challenges involved

in these complex deliberations, given the
public interest, interim recommendations on
the advisability of additional mechanisms or
transparent processes that in the opinion of
the Independent Special Rapporteur may be
necessary to answer any issues in connection
with this mandate are requested no later than
May 23, 2023. Recommendations regarding
mechanisms or fransparent processes could
include the recommendation to initiate a formal
public Inquing.”®

in meeting the deadline of May 23, 2023 {o
recommend whether a formal public inquiry or
other transparent processes may be necessary
1o answer any issues in connection with my
mandate, | have considerad all of the issues set
out in the TOR, and have focused in particular
on the issues raised in section 2, which relates
1o what the government knew, when, and what
it did or did not do.

This section explains how | conducted the work
| was asked to do to make my first report by
May 23, 2023,

After | accepted this engagement, | retained
Sheila Block of Torys LLP 1o assist me in
obtaining, reviewing, and analyzing the materials
that | expected to recsive, as well as assisting

5 Government of Canada, *I5R Terms of Reference” (March 21, 2023).

& Government of Canada, “ISR Terms of Reference” (March 21, 2023},



with interviews. The “ISH team” includes me,
my executive assistant Kelly-Ann Benoit, as well
as Ms. Block and the team she led at Torys.

We began by examining what was available

in the public record about foreign interference
and slection interference in the 2019 and 2021
elections. It turnad out that there were substantial
materials avallable, which set out the nature of
the problem and the government’s response.

We then received a large collection of
documents that we were advised contained
the government’s best efforts to find all of the
intelligence products underlying the allegations
that had been made in the media. After
reviewing these documents carsefully, asking
for follow-up information and receiving it, we
satisfied ourselves that we had been provided
with what we needed {0 assess the foreign
intarfarance threals {o the 2019 and 2021
elections. This information was a good basis
to start conducting interviews. We continued
to receive documents, both as suggested by
the Canadian Security and Intslligence Service
(C8IS), the Canadian Security Establishment
{CSE), or the Privy Council's Office (PCO),

and also as a result of our follow-up requests.
At the end of our process leading 1o this first
report, we sought and received from the PCO a
certification that the PCO had produced to us all
information that we had sought in undertaking
our review, including the background
information related to the media allegations.

We received extensive briefings from
representatives of CSIS, CSE, and other
security and intelligence experts within the
federal public service.

David Vigneault, Director of CSIS and Caroline
Kavier, Chief of C3SE, made their personnel
available to us to give brisfings, answer

questions, and provide information as we
requested it. We met with both Mr. Vigneauit
and Ms. Xavier numerous times, and met with
their stafl, including the analysis focused on
foreign intelligence, several times. At these
agencies’ request, we are keeping their names
confidential to protect their security.

We also received briefings from other public
service personnel on topics such as the
operation of the Critical Election Incident

Public Protocol (CEIPP), the Rapid Response
Mechanism (RBM), and the origins and
development of the government’s Plan to
Protect Canada’s Democracy. We interviewed
Jody Thomas, the current National Security and
inteiligence Advisor (NSIA), several times. We
also interviewed her predscessors who served
the Right Honourable Prime Minister Justin
Trudeau, inciuding Daniel Jean, Vincent Rigby,
David Morrison {who was an acting NSIA), and
Greta Bossenmaier. Mr. Morrison is currently the
Deputy Minister of Global Affairs Canada (GAC),
and also served on the Panel of Five (as definad
below}, s0 we interviewed him several times. We
also interviewed Michael MacDonald, who was
briefly an interim NSIA when Mr. Morrison went
on a personal leave.

We interviewed Prime Minister Trudeau on

May 9. The timing was intentional, as we
wanted 1o meet with him after we had collected
as much information as possible.

We wrote to the leaders of opposition parties
{Honourable Pierre Poilievre, Jagmeet Singh and
Yves-Francois Blanchet), asking if they had any
information that could assist the process. Mr.
Singh and Mr. Blanchet met with us to discuss
their perspectives. NDP MP Jenny Kwan, and
the party’s National Director Anne McGrath
ioined Mr. Singh and explained the injurious
effects that foreign intelligence has on diaspora
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communities. Mr. Blanchet was joined by MP
René Villemure and staff member Marie-Eve-
Lyne Michsl.

Mr. Poilievre’s office acknowledged receipt

of our letter, and he responded publicly ina
letter released on Twitter on April 12, then fo
the ISR team on April 13. it was not responsive
to our request. We wrote him again, asking

for information or documents on April 18 and
received no response. We wrote Mr. Poilievre a
further letter on May 3, asking for documents
relating to allegations made by the CPC after
the 2021 slection, repeated by his predecessor,
Erin O'Toole, in 2022. 1 also asked Mr. Pollisvre
to mest with me, offering May 8 or 9 as possible
dates. We recsived no response from his office.
On May 11, his Chief of Staff confirmed our
letter of May 3 had been received. On May

18, Mr. Poilievre’s office indicated that he was
daclining our raquest. Shortly after, we raceived
a letter and a package of news articles from

Mr. Poilisvre.

Prior 1o receiving Mr. Poilievre’s letter, we
approached Mr. O'Toole, the Leader of the CPC
for the 2021 election. Mr. O"Toole met with us
on May 17. Each of Mr. Singh, Mr. Blanchet, and
Mr. O'Toole gave their thoughtful perspectives
on the threat of foreign interference. Each urged
me to recommend a public inguiry.

We wrote to the Honourable Michas! Chong on
May 3, 2023, after the revelations in the media
about him, asking for a meeting. His office
acknowladged receipt, but did not agree to a
mesting. We watched his thoughtful testimony
before PROC on May 16, and he provided us an
instructive letter on May 18.

My counsel spoke to MP Kevin Vuong on May 18
and heard his perspective on foreign interference.

We wanted to speak with all members of the
federal Cabinet who might have had knowledge
of or responsibility for the matters put in
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issue by the allegations. We asked 1o speak
to any present or former Minister of Foreign
Affairs, Minister of Public Safety or Minister of
Democratic Institutions. We interviewed the
following Ministers:

¢ Honourable Melanie Joly, Minister of Forsign
Affairs

¢ Honourable Marco Mendicino, Minister of
Public Safety

« Honourable Dominic LeBlanc, Minister of
intergovernmental Affairs, Infrastructure and
Communities

e Honourable Marc Garneau, former Minister of
Global Affairs (now retired from political office)

e Honourable Karina Gould, former Minister of
Democratic Institutions, and current Minister
of Families, Children and Social Development

¢ Honourable Chrystia Freeland, Deputy Prime
Minister and Minister of Finance, former
Minister of Foreign Affairs

¢ Honourable William Blalr, former Minister
of Public Safety and Emergency
Preparedness, and current Minister of
Emergency Preparedness and President of
the Privy Council

The specifics of our interviews depended on the
portfolio the Minister held or holds. Ministers of
Public Safety have responsibility for G315 and
the Royal Canadian Mounted Police (RCMP),
and tharafore much of the discussion focused
on what they knew about foreign interference
attempts and the relevant intelligence, and
when they knew it. Ministers of Democratic
Institutions have policy responsibility for
developing institutional responses to foreign
interference, so much of that discussion
focused on their knowledge of the problem

and that policy development, although we also
asked themn guestions about what they knew
and when. Ministers of Foreign Affairs are
charged with negotiating Canada’s international
relationships and overseeing foreign diplomatic



missions. As a result, when a foreign
interference problem reaches their desks,

it is likely becauss of concerns with a particular
diplomat, or because of a communication

they have 1o make with a foreign counterpart.
However, we also asked them what they knew
and when.

Ministers each came with a staff member, sither
their Chief of Staff or a knowladgeabls member
of their office. Both the Prime Minister and PMO
Staff attended with Alana Kitelsy, Director of
Issues Management and Parliamentary Affairs
at the Prime Minister’s Office (PMO}, and legal
counsel, Brian Gover and Fredrick Schumann
{none of whom participated in either interview).

We interviewed several former and current
public service officials, including NSlAs, Clerks
of the Privy Council {the most senior job in
Canada’s public service), and Deputy and
Assistant Deputy Ministers. In addition to the
neople mentionad above, these included:

» Senator lan Bhugart, a sitting Senator, former
Clerk of the Privy Council and a member of
the 2019 Panel of Five

s Janice Charette, the Clerk of the Privy Council
and a member of the 2021 Panel of Five

¢ Dan Rogers, Deputy Secretary to Cabinet,
Emergency Preparedness and COVID
Recovery, PCO

» Natalie Drouin, the current Deputy Clerk of
the Privy Council, a former Deputy Minister
at Justice, and a member of the 2019 Pansl
of Five

s Marta Morgan, a former Deputy Minister of
Global Affairs, and a member of the 2018
and 2021 Panels of Five

¢ Michael MacDonald, Assistant Secretary to
Cabingt, Security and intelligencs, PCO
{and briefly an interim NSIA)
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¢ Marie-Héléne Chayer, Executive Director,

Task Force on Foreign Interference
{on secondment from the lntegrated Terrorism
Assessment Cenire), PCO

Allen Sutherland, Assistant Secretary,
Machinery of Government and Democratic
institutions, PCO

Alia Tayyeb, Deputy Chief, SIGINT, C3E

Sébastien Aubertin-Giguére, Counter-Foreign
Interference Coordinator, Public Safety

Tricia Geddes, Associate Deputy Minister,
Public Safety

Cindy Termorshuizen, Associate Deputy
Minister, GAC

Dr. Gregory O'Hayon, Director General, RCMP

Philippe Lafortune, Director General and Chisf
intelligence Officer, GAC

Darryl Hirsch, Director, Integrated Terrorism
Assessment Centre, PCO

Nabih Eldebs, Deputy Chief, Authorities,
Compliance and Transparency, CSE

Sarnantha Maislin-Dickson, Assistant
Deputy Minister, Public Safety, Defence and
Immigration Portiolio, Department of Justice
(BION)]

Heather Watts, Deputy Assistant Deputy
Minister, Public Safety, Defence and
Immigration Portiolio, DOJ

Greg Koster, Director General, Criminal Law
Policy Section, DOJ

Director General, Intelligence Operations,
CSE (whose name is being protected for
security reasons)

Director, Risk Mitigation Programs, CSE
{whose name is being protectsd for security
reasons)

Heidi Hulan, Assistant Deputy Minister, GAC

Bami Khoury, Head, Canadian Centre for
Cyber Security, CSE



» Paul MacKinnon, Deputy Secretary 1o the We had a separate inferview with key political
Cabinet, Governance, PCO staff from the PMO, including:
¢ Francois Daigle, Deputy Minister, DOJ s Katie Telford, Chief of Staff, PMO

{now retired)
e Gallit Dobner, Executive Director, GAC e Patrick Travers, Senior Global Affairs Advisor,
e |isa Ducharme, &/ Direclor General of PMO

National Intelligence, Federal Policing and e Brian Clow, Deputy Chief of Staff, PMO
International Policing, RCMP ’ ’

s Jeremy Broadhurst, Senior Advisor, PMO

We interviewed these PMO staffers as a group,

and then interviewed Ms. Telford a second

e Michasl Duheme, Interim Commissioner, time alone. The interviews were focused on
RCMP what they knew about the intsiligence relating

e Mark Flynn, Deputy Commissioner Federal to foreign interference, when they knew it and
Policing, RCMP what they did about it.

¢ Shawn Tupper, Deputy Minister, Public Safety

¢ Palrick Boucher, Senior Assistant Deputy
Minister, Public Safety

+ Richard Bilodeau, Director General,
Public Safety

PROC has been holding hearings and

calling witnesses. The 1SR team has been
watching those proceedings and reviswing
the transcripts. While those proceedings have

in addition to the permanent public service certainly included an elemeant of political theatre,
who work in federal departments, Minister’s MPs have asked insightful questions and
offices employ political staff. Each Minister was received important information from a variety of
accompanied by a member of their staff. witnesses. Where appropriate, we have relied

upon and quoted from their testimony.

g
§
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Before discussing how the government has the securily of Canada” as including “foreign
handled the threat of foreign interference {or Fl), influenced activities within or relating to Canada
it is helpful 1o define what activities constitute that are detrimental to the interesis of Canada
foreign interference. and are clandsstine, deceptive, or involve a
37
Foreign interference occurs when states, or threat {o any person.
entities acting on their behalf, engage in harmful This should be distinguished from diplomatic
activities. The Canadian Securily Intelligence activity or lobbying of Canadian officials by a
Service Act (CSIS Act) defines “threats 1o foreign state. it is both lawful and normal for

7 (R.S.C. 1885, c. C-23), hitps://laws-lois.justice.gc.ca/eng/acts/c-23/FullText. html, s. 2 [CSIS Aci].
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states to have views on the policies of other
staies, 10 express those views publicly, and

to attempt to convince Canadian officials to
adopt certain policies that align with those
views. There is certainly nothing unusual about
diplomats building relationships with elected
officials and communicating their countries’
views of issues 1o them. Canada conducts
these types of activities throughout the world on
issues that are important to Canada including,
for example, trade, security and defence, and
the environment,

Foreign states veer from diplomacy into foreign
interference when their influence activities are
covert, deceptive or threatening. But there

is also a considerable “grey zone” in which
activities that might appear largsly benign {such
as involvermnent between diplomais and diaspora
community associations) can be leveraged by
forsign adversaries.

The foreign interference that is the focus of my
mandate are activities directed at undermining
Canada’s democratic institutions and
processes. 1he spectre of foreign interferance
with democratic institutions is particularly
corrosive because it can damage the public’s
trust in the electoral process, which is essential
to a functioning democracy.’ At the same time,
because foreign interference is often clandestine
and deceptive, it can be hard to identify. Put
simply, although foreign interference is sasy to
define in principle, in practice it is not always
straightforward to distinguish it from permissible
diplomatic or political activity. This problem is
exacerbated in a multicultural and free society
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like Canada. As | describe in more detail below,
one of our nation’s strengths is multiculturalism,
which arises because Canada is home to
significant diaspora communities from around
the world. It is not surprising that these diaspora
communities wish to maintain links with their
countries of origin. These connections are part
of what enriches a multicultural society — they
are not foreign interference. However, in order fo
oroperly counter forsign interference, we must
also recognize that diaspora communities may
become victims of foreign states which seek to
exploit these connections.

Foreign interference is not a new problem

for democracies. Although the nature of

foreign interference and its manifestations

have changed substantially over the years,
democracies have had to confront foreign
interference since their inception well before
Confederation. President George Washington
was so concernad about interference by foreign
states in the newly formed United States’
domestic affairs that he made his warning
against it a central feature of his farswell
address in Seplember 1796, stating that “history
and experience prove that foreign influence

is one of the most baneful foes of republican
government.™ He warned that party passions
and excessive partisanship made the country
more vulnerable to interference by foreign
oowers.”® These concerns — and Washington’s
diagnosis of what contributes to it - continue o
apply today.

8 Jean-Nicolas Bordelau, "Securing Elections: A Comparative Assessment of Canada’s Response to Foreign interferencs”
(duly 2021) Centre for international and Defence Policy 7:3, hitps://www.researchgate.net/profile/Jean-Nicolas-Bordeleau/

links/61252606 1e95fe241af586ea/Securing-Elections-A-Comparative-Assessment-of-Canadas-Response-to-Forsign-

Interference.pdf, at p. 1; Pippa Norris, Why Electoral Integrity Matters (Cambridge: Cambridge University Press, 2014).

9 United States Senate, 106th Congress, 2nd Session, “Washington's Farewell Address” (2000) Senate Document No. 106-
21, https//www.govinfo.gov/centent/pka/GPO-CDOC-106sdoc2 1/pdli/GPO-CRDOC-106sdoc2 1.pdf, at p. 25 [United States

Senate, “Washington’s Farewsll Address” (2000)].

10 United States Senate, “Washington’s Farewell Address” (2000}, at p. 16.



While the threat posed by foreign interference
is not new, il is evolving and growing. A paper
from Australian Maticnal University’s National
Becurity College identified trends that are
changing the landscapse. Thess include;

» Accelerated globalization, including
compression of time and space
by the internet, greater economic
interconnectednass, increased privatization
and liberalization, and mass migration.

¢ Advances in digital technologies, including
digitalization of political, economic and
social functions, manipulative consumer
platforms, big data and big surveillance, and
democratization of the tools of influence.

¢ Greater public engagement in
policymaking and scrutiny of government
decisions, including the rise of more
cpenness, and greater accountability and
oversight, which can facilitate mistrust if
governments are perceived 1o fail.

e Social and political fragmentation,
including declining trust, an increase in
conspiracy and extremist communities, and

increasing disagreement about how facts and

data are perceived.

¢ Rise of “modern authoritarian” regimes,
including the rise in geopolitical power
of authoritarian regimes {in particular the
People’s Republic of China (PRCY), the
reversal of trends towards openness in
those regimes, and the adoption of explicit
influence-based strategies that view
democratic institutions, public opinion and
private entities as legitimate targets.”

Foreign states that wish to interfere with
Canada’s democratic processes are growing
increasingly sophisticated in how they do so.
Common techniguas now include cyber-attacks
such as spear-phishing 1o collect information

to support foreign interference activities, and
the use of disinformation to influence public
perception and behaviour.” These online
influence campaigns are particularly pernicicus
because they may be difficult to tfrack back tc a
foreign state actor, or in some cases impossible
to distinguish from legitimate public discourse.

In addition to exploiting the digital environment,
foreign interference actors continue fo

cultivate and exploit human relationships to
gain information and facilitate threat activities,
including using proxies to coniribuie 1o electoral
campaigns. At its most extrems, foreign
interference can include blackmail, threats and
intimidation, with the goal of instilling fear and
compliance amongst Canadian communities. ™
As the media has reported, we have seen
reports of PRC officials considering action
against families of Canadian MPs located in
China or Hong Kong.

Canada is an open and free socisty. Our
constitutional systemn of governance is premisad
on democracy, the rule of law, fedsralism and
respect for minorities. These four principles

11 Katherine Mansted, “The Domestic Security Grey Zone: Navigating the Space Between Foreign Influence and Foreign
Interference” (February 2021} National Security Collsgs Occasional Paper, https:/nsc.crawford.anu.edu.au/sites/default/
files/uploads/nsc_crawford anu_edu aw2021-02/nsc_foreign _interference op 2021 .pdf, at pp. 10-11.

12 Canadian Security Intelligence Service, “Foreign Interfersnce and You” (2021), httpsi/www.canada.ca/content/dam/csis-
scrs/documents/publications/2021/foreign-interference-and-you/AQSE ForeigninterferenceHandout%20-%20Digital

ISBN_A.pdf, at p. 4 [CSI3, “Foreign Interferencs and You™ (2021)].

13 CSIS, “Forsign Interference and You” (2021}, at p. 4.
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were articulated by the Supreme Court of
Canada in the 1998 Reference Re: Secession
of Quebec.™

These foundational principles are the backbone
of a system of governance which ensure that
Canadians are free and self-governing. But
they are also the very features that leave our
institutions open to manipulation by foreign
actors and states that work to undermine the
integrity of our system for their own purposes.

Democracy. Our democratic institutions are
governed by a mixture of tradition, convention,
the written constitution, and laws passed

by legislatures. To worlk effectively, these
institutions rely on an interplay between
individuals, community organizations, interest
groups, political partiss, and media, each

of which have a role in the creation and
dissemination of information and ideas.
importantly, this occurs independently of the
machinery of government, which {subject to
some rule-ssatting by legislatures establishing
independent institutions like Elections Canada
and the Commissioner of Canada Elections)
largely stays out of electoral politics. Robust
protection for freedom of thought, belief,
opinion, and expression means that discerning
what is true and what is dis- or misinformation
is predominantly left to what is sometimes
referred to as the markeiplace of ideas. But
the openness of our democracy and madia
also provides an ideal forum for foreign actors
that wish to disrupt our democratic process,
often using social media and other mass
commuunication technologiss that cannot be
traced to particular foreign states at a level that
is actionable, as we have learned from the 2016
American Presidential Election, the 2016 Brexit
Referendum, and the 2017 French Presidential
Election. The very fact that anyone may run for
office means that we must {ake all appropriate
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steps o protect individual candidates from
inducements, threats or seemingly benign
foreign interference conduct by foreign states.

Our Westminster-style system of Parliamentary
democracy means that political party members
select their representative for each riding in the
nomination process, and then voters choose
between those representatives. Similarly, parties
choose their leaders, who go on 1o be Prims
Minister if their party forms the government.
But the nomination and leadership processes
depend heavily on candidates signing up
members, and then getting them to support
the candidate. Reports of buses of people
brought to nomination mestings may be a
surprise 1o the less initiated, but numerous
people with campaign experience told us

that there are “always buses,” and wondered
wheather they get more attention when they
contain racialized Canadians.

Rule of Law. Canadians value our system of
law enforcement and criminal justice. It provides
an ongoing check against abuses that are
seen in other countries, in which critics of the
government or others vulnerable o persecution
or abuses of power find themselves caught

up in the criminal justice system. However, it
also creates vulnerabiiities in fighting foreign
interference. Sophisticated malign actors
undersiand how to operats in the grey zone of
legality, in which they can attempt to achisve
their objectives while still not doing anything
untawful. This is particularly true in the context
of foreign interference, which (as | have noted)
can be difficult to distinguish from lagitimate
activities by foreign states. Moreover, the limits
of intelligence gathering means that much of
what we learn is not readily transformed into
evidence that can be presenied before a judge
or jury, either because it is not sufficiently
reliable, because it is inadmissible hearsay,

14 [1988] 2 3.C.R. 217, hitps//scc-csc.lexum.com/sce-csc/sce-csc/en/item/1643/index.do.




or because disclosing the svidence o the
defendant would undermine future intelligence
gathering from the same source or method.

Respect for Minorities. Our tradition of
multiculturalism and respect for minorities
means that we not only permit but also
welcome diaspora communities and community
organizations in our political process. There is
nothing wrong with a diaspora community or a
community organization publicizing, obiecting
to, voting against, or encouraging others to vots
against a political candidate whose policies
about or posture towards that community’s
country of origin are seen as unfriendly or
hostile. However, as with our other values that
underlie openness and freedom, the role of
diasporas and their community organizations

in domestic politics can be exploited by foreign
interference actors. While there is nothing
wrong with grassroots community organizations
expressing political preferences, they can be
hard to discern from so-called “astro-turf”
organizations that purpott to be grassroots

but exist for ulterior or illegitimate purposes.
Moreover, even genuine organizations may be
susceptible to being manipulated, induced or
threatened to cross the line from legitimate
democratic politics into foreign interference.
Ancther problem is that unscrupulous foreign
state actors can leverage diaspora members
who have family in their country of origin, either
directly with threats or inducements 1o those
family members, or through other indirect
means. Again, these activities can be subtle and
exist in a grey zone, or they can be more brazen.

it is crucial that efforts to combat forsign
interference do not cause discrimination against
diaspora populations. Diaspora communities
are largely victims of foreign interference
activities. We must take all steps necessary to
ensure that they do not also face discrimination
by virtue of foreign interference activities of
foreign states that target them. This is especially
{although not uniquely} trus for the Chingse

Canadian diaspora, since so much of the recent
discussion of foreign interference has focused
on the PRC.

Federalism. Federalism is a central Canadian
institution, which was incorporated into our
constitution so that the Canadian union could
reconcile diversity with unity. Whils it does not
creaie the same vuinerabilities as democracy,
the rule of law and respect for minorities, it
does raise one issue that should be considered
and canvassed in any subssquent process:
intslligence about foreign interference is
gathered at the federal level and disseminated
at the federal level, but is not disseminated to
provincial or lower levels of government (such
as municipalities, school boards, etc.). There
can be and often are high-level discussions
with those officials, but they are not cleared to
receive classified intelligence. This is something
that needs 1o be robustly addressed, as foreign
adversaries recognize both that non-federal
officials have a lot of power and that there

is considerable movement between political
levels, with some starting as municipal or
orovincial officials and then moving to the
federal sphers.

The fact that Canada attracts foreign
interference is a sign of strength, not a sign

of weakness. Foreign adversaries see our

free, open and democratic society, and seek

to undermine it. We have a long tradition of

free and fair multi-party elections, peaceful
transitions between governments, and
successful power-sharing between different
levels of government. These traditions, along
with the Canadian traditions of hard work and
innovation, have created a socisty that is both
open and prosperous, and it is that combination
that {along with other similar countries) both
provides an example 1o the world and threatens
autocratic regimes who wish 1o avoid providing
their own psople with freedom and democracy.
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in considering how to reduce the incidence

and impact of foreign interference, it will be
important to ensure that we protect and not
undermine the foundations of our constitutional
governance. Countering foreign interference
but causing a surge in racism against diaspora
communities would not serve our goals of
fairness or political cohesiveness. Similarly,

in countering foreign interference it will be
important {as NSIA Thomas told PROC) fo avoid
playing into the hands of foreign adversaries,
whose goals include creating confusion and
undermining confidence in election outcomes.”

in surn, foreign interference is a setipus threat,
Left unaddressed, it will weaken the fabric

of Canadian democracy. But we should not
mistake the nature of the threat. As Robert
Joyce of the U.S. Naticnal Security Agency
said, " kind of lock at Russia as the hurricane.
it comes in fast and hard. China, on the other
hand, is climate change: long, slow, pervasive.”®
One can batten down the hatches for a storm,
but fighting long, slow and pervasive altempts
to undermine democracy is not primarily
about responding to particular incidenis or
actions. Rather, it requires a steady focus on
the problem, regular and frequent policy and
procedural improvements, and excelient lines
of communication within government.

3
e

p
iy

The controversy that led to my appointment
arose out of media reporting by Global News
and The Globe and Mail over the past several
months, based on classified information.
Information collected by our intelligence
agencies was shown or relayed 1o reporters,
who in turn wrote their stories based on the
classified intelligence. Much of what was
reported was based on limited intelligence.

{ have had an opportunity to review a more
comprehensive set of intelligence and conduct
interviews with experts, and have in cerfain
instancas drawn rather different conclusions
from what was reported. For Canadians

to understand how this could happen, it is
important to understand the difference between
intelligence, evidence and facis.

Countries, including Canada, must spend
considerable resources to gather intelligence on
threats, both foreign and domestic. Intelligence
gathering is difficult and painstaking work,

as intelligence agencies gather sources and
develop methods which they hope will provide
them with (typically small} bits of information
they learn about threats. This intelligence is
gathered in small pieces. Because it is done
clandestinely, and there are routine efforts to
counter it, it can be very difficuli to determine

15 Standing Committee on Procedure and Houss Affairs, 44" Parliament, 1st Ssssion, No. 085, Testimony of Jody Thomas
{March 1, 2023}, hitps://www.ourcommons.ca/DocumentViewsr/en/44-1/PROC/mesting-85/evidence [PROC, Testimony
of Jody Thomas (March 1, 2023)].

security/3479864-from-russian-rain-to-chinese-storm/.
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what intelligence is credible when considered

in isolation. Experienced consumers of
intelligence with access to all the information
that has been collected understand that they
should view individual pieces with considerable
skepticism. The information might be correct,
but unsubstantiated. it may also be conveyed {o
mislead, influence or deceive. it is exceptionally
rare 1o draw conclusions, much less take
action, from any single intelligence report. Each
one is a brushstroke in the broader picture.
Many brushstrokes must be put on the canvas
together before the picture emerges. What
Canadian national security and intelligence
agencies understand about the foreign
interference activities directad at Canada is

not based on individual pieces of intelligence,
but on the slow accumulation and layering

of intelligence over a number of years. lt is
extremely difficult to draw conclusions based on
individual pieces of intelligencs.

Even when ones develops an appreciation

for the direction in which the intelligence is
pointing, very little is directly actionable. it is
extremely rare for CSIS to obtain intelligence,
notify the Minister of Public Safety, and expect
immediate action. First, a significant amount

of intelligence comes from human sources
reporting something they heard. It is difficult

to turn that into evidence that is usable by law
enforcement. Second, the need to disclose
evidence 1o a defendant threatens sources and
methods. Threat Reduction Measures {TRMs)
— actions taken by CSIS to mitigate the threat,
requiring special authorization under the CSIS
Act - are a possibility, but not in all situations.
if the intelligence relates o foreign interference,
GAC could engags in a démarche (e, a
discussion with a diplomatic official), which

could lead to the expulsion of a diplomat, as we
saw recently.V” If a political party were presented
with information that one of iis candidates

was inappropriately advancing the foreign
interfersnce activities of ancther state,

it might (depending on the time by which it
learns of those allegations and the political
party’s internal candidate nomination and
removal processes) decide 1o remove a
candidate. But as Hamish Marshall {Campaign
Manager for the CPC’s 2019 campaign) stated,
“lolur parties are not set up in a way that we can
sort of just take it as read that something came
from the security services and, therefore,

we should change the candidates.”

The “what to do about this information”
conundrum is particularly acute when the
intelligence involves specific diaspora
communities. When information about foreign
interferance is provided without care or context,
it can cause the public narrative to turn on
these communities. There is no doubt that these
communities are distrustful of security agencies.
Reflexive action in response 1o one-off pieces
of intelligence runs the risk of exacerbating

that sentiment.

None of this is to say that we should simply
accept foreign interference, or that nothing

can be done about it. But foreign interference

is not usually embodied in discrete, one-off
pisces of intelligence, and it cannot be dealt
with on a one-off “look-what-1-found” basis,
unless it is especially urgent. The primary role
of intelligence is 1o paint a picture, and the
government’s job is to provide a policy response
to the picture that the intelligence is painting.
The steps that the government has faken o
address foreign interference (detailed in Part Vi),
are all examples of these types of policy steps.

17 Darren Major, “Canada Expelling diplomat accused of targsting MP Michael Chong’s family” CBC News (May 8, 2023),

18 Standing Committee on Procedure and House Affairs, 44% Parliament, 1st Session, No. 065, Testimony of Harish
Marshall {April 25, 2023), hitps//www.ourcommons.ca/DocumentViewer/en/44-1/PROC/meeting-65/evidence.
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| believe that more can and must be done, and |
will address that at a later stage in my mandate.
Given the nature of intelligence gathering, the
fact that the government did not respond 1o
specific pieces of intelligence can leave those
who are not regular consumers of intsiligence
with misapprehensions unless the full context
is provided.

Based on my full review of the intelligencs

and contexi, it is my view that the leaks and

the subsequent media reporting have led to
such misapprehensions, particularly relating to
incidents that are alleged to have occurred in the
2019 and 2021 elections. This, in turn, has led to
further unsubstantiated speculation, inaccurate
connections being drawn, and a narrative
emerging that the government allowed or
tolerated foreign interference, potentially for its
own political gain, or potentially out of neglect or
incompetence. As | explain below, | have found
that the narrative that the government failed to
act is not a fair conclusion based on the facts.
Howsver, the machinery of government needs
significant improvement 1o address the evolving
threat of foreign interference.

My mandate does not expressly include
addressing the leaks themselves. Suffice it

to say, leaking secret intelligence is unlawful
and a breach of duty by the leaker. it cannot
be justified by any frustration the leaker may
have with the government’s response. It also
risks great harm o Canada’s ability to gather
intslligence {and the safety of intelligence
sources) and 1o work cooperatively with allies
in doing so. Sources dry up, and somes may be
in physical danger. Any responsible intsiligence
professional knows how destructive and
dangerous leaks can be. They cause mistrust,

19 8.C. 2019, ¢. 13, 5. 76.

it is a matter of urgency that all efforts be made
o identify and hold the leaker(s} responsible.
Malice cannot be ruled out.

| recognize that absent the leaks, | would not
have been appointed to undertake my work.
However, that does not justify the leaks, which
risk great harm to the Canadian interest.

Most Canadians assume that Canada collects
intsliigence but know very little about how it

is collected or under what legal authority. In
essence, the two primary agencies are CSIS,
created under the C8IS Act, and the CSE,
created under the Communications Security
Establishment Act."® CSIS is run by the Director,
Mr. Vigneault, who reporis to the Minister of
Public Safety. CSE is run by the Chief, Ms.
Kavier, who reports 1o the Minister of National
Defence, and focuses on signals intslligence
{intelligence derived from electronic signals and
systems).?

However, CSIS and CSE are not Canada’s only
sources of intelligence. Canada is part of the
Five Eves Alliance, which includes Australia,
New Zealand, the United Kingdom and the
United States. These countries share a broad
range of intelligence with one another, This is
a crucial arrangement for Canada, which has
indicated on numerous occasions it receives
more from the Five Eyes alliance than it sends
to that alliance.?” As a result, it is crucial that we
maintain the trust and confidence of our Five
Eves partners.

20 The RCMP also engages in intelligence gathering, primarily related to internal security threats. The Canadian Forces
Intelligence Command is Canada’s military intelligence agency.

21 Sylvain, Rouleau, “The Value of intelligence Sharing for Canada: the 'Five Eyes’ Case” (2020) Canadian Military Journal
27:1, http//www.journal forces.ge.ca/Vol21/No1/PDF/CMJ211Ep29. pdf.
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Once intelligence is collected and analyzed,
CSI3 and CSE's primary role is to send it to
their stakeholders In government. This includes
their primary Minister and their department
{l.e., Public Safety and National Defence,
respectively). But it can also include numerous
cther Departments, Ministers and their offices
including, most notably, PMO and the PCO.
One of the most senior officials in the PCO {and
indeed, in Canada’s public service) is the NSIA,
Unfortunately, since the Prime Minister has
come 1o office, there have been five permanent
NSlIAs (Mr. Fadden, Mr. Jean, Ms. Bossenmalier,
Mr. Ribgy and Ms. Thomas), one long-term
acting NSIA (Mr. Morrison), and one interim
NSIA (Mr. MacDonald). While | appreciate that
it is a role that requires significant seniority

and experience, and that people tend o take
that role when they are somewhat closer to
retirement, the turnover is in tension with the
continuity that this role demands.

it is worthwhile to describe what | have
observed about how information and
intelligence is distributed and responded o
within the government. C3IS and CSE write
intslligence reports and intelligence analyses.
As explained above, these reporis are often
addressed to depariments, not individuals.
These reports may say “PCO, GAC, PS, NI on
them, meaning they will go to the Privy Council
Office, Global Affairs Canada, Department

of Public Safety, and Department of National
Defence. However, it is rare for specific names
to be mentioned, so specifically who at these
departments received these memos cannot be
determined from the documentary sources.

After conducting numerous interviews, the
picture remains cloudy. The materials are
disseminated, but no one Keeps track of who
specifically received or read them. This means
there can be intelligence that is “sent” to various
consumers, but it does not always actually gst
consumed. 3taff at the PMO speak of being
given a large binder in a secure room with an
agency client relations officer present, a short
time 1o review i1, with no context or pricritization
of the material, and no ability to take noles

{for security reasons). The binder may have a
significant mix of topics from around the world,
and no one says, “you should pay attention to
this issue in particular.” If staffers are away, they
may not see the binder that day.

This is not just a problem at the political level.
The information flow betwesn the security
agencies and the departmenis they serve is also
not well tracked. Simply sending something to
the Department of Public Safety, GAC, or even
the PCO is no guarantee it makss it to somsone
whose responsibility it is to wade through the
enormous volume of intelligence that comes out
every week and ensure the right people sees i,
or that someone has accountability to respond
to it {if a specific response is appropriate, which
often it is not). An action tracking mechanism

is essential. As Dr. Wesley Wark, a scholar who
is an expert in this area, stated, “The Canadian
intslligence system is too decentralized, too
siloed, there are too many moving parts. These
structural facts can only be mitigated through

a greater concentration of power, authority and
rescurces at the centre ~ at PCO and in the
office of the National Security and Intelligence
Advisor”?? | agree with this cbservation.

This is a serious impedimeant to the efficient
management of information and reviews.

22 Wesley Wark, “Intelligence Shared, sort of” Wesley Wark's National Security and Intelligence Newsistter (May 5, 2023},
hitps://wesleywark substack.com/p/intelligence-sharsd-sort-of ?utm _source=substack&utm_medium=email.
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The current arrangements can lead to situations
where information that should be brought 1o
the attention of a Minister or the Prime Minister
does not reach them because it can be lost

in the sea of material that floats through the
government. At the same time, other material is
not brought to the attention of a Minister or the
Prime Minister because it is judged in isolation
not to be sufficiently reliable or actionable 1o
warrant briefing 1o that level. The critical need is
to assign responsibility for these judgments o
individuals with the expertise and sxperignce to
make them,

We understand that in the last few wesks, NSIA
Thomas has implemented a process to betier
manage the flow of information at the Deputy
Minister level. This is an important start, but it

is clear to me that better systems are sssential
to process the enormous amount of intelligence
produced every day. [t needs to be somsone’s
iob {or multiple identified peoples’ job) to decide
what goes to the NSIA and what gets briefed
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Most of the work | have undertaken over the
fast two months has been to investigate the
allegations that were made public about foreign
interference and 1o try to determine (a) whether
they had any basis in any intelligence products;
{b) whether there were further documents or
knowledge within the agencies; (¢} whether the
additional information paints a clearer picture of
the facts; and (d} what elected officials and their
staff knew about the various allegations,
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to the political levels {i.e., to Ministers and their
offices). Large and undifferentiated binders,

a lack of accountability about who is reading
those binders, or whose job it is to respond

to what is contained in them, is not what is
required of the current era of international
ralations and the attendant threats. This is

at least in part because foreign interference
evolves quickly, and the machinery of
government avolves slowly. Foreign interference
is an area of serious concern, and belter
mechanisms are required.

I should note that the Prime Minister asseried
that the fact that he or a Minister does not get

a particular piece of information does not mean
that the system is not working; it means that the
information was not credible or serious enough
that it required his or the Minister’s attention.
That is often true, but it is not true in all cases.
We have sean intslligence that should have at
least made it to the Ministerial level that the
relevant Minister did not see.
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to the extent that they are an accurate reflection
of the picture painted once the facts are
discerned and what they did about it.

Al of this had to be done in a Top Secret,
secured facility as the information was highly
classified. Many of the events in guestion
happened several years ago, and the more
recent onas occurred in the middle of the
COVID-19 pandemic. Howsvar, in light of the
documents that the ISR team has reviewed,

the people we have interviswad, and being able
to refresh memories with those documents,
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| believe'l have been able o draw reliable
conclusions for the purpose of this report,
with a reasonable body of evidence to support
those conclusions,

in an ideal world, | would have been able to
transparently fake Canadians along with me
through my journey, to show them in this
report how comprehensive the process has
been, and to allow them to draw their own
conclusions about the allegations from the full
body of information. This was never going to
be possible due o national security concerns.
But the allegations have causead significant
misunderstandings and contributed to a
discourse of distrust. The security agencies
have therefore worked with me to ensure that |
am able o tell the public as much as possible
in order to restore public trust. Of course, there
are limits 1o this, as no one wants to put human
sources, methods or our trusted relationship
with the Five Eyes at risk. We must be able to
continue to collect intelligence to counter this
and the many other threats that exist.

in addition to this summary of conclusions for
the public, | have provided a confidential annex
to this report. 1t is classified Top Secret and

will be given to maembers of Cabinet, senior
public servants, NSICOP NSIRA, and those
Opposition Leaders who choose to gst cleared
to see Top Secret material. Unlike this section,
which has no references, the confidential annex
contains full fooinotes 1o security agency work
products so that anyone reviewing it can see
how | drew conclusions. | acknowledge that
this is a somewhat unsatisfactory alternative

to the kind of transparency that | would have
been able to provide in a less sensitive area. |
hope that the analysis in this report inspires the
public to trust that | have conducted the kind of
comprehensive work that the allegations merit
and will understand why | cannot disclose all of
the information on which they are based.

My review of these allegations included the raw
and analyzed intelligence and interviews as
dascribed abovea. | was warned on numarous
occasions that intelligence often consists

of human obssarvations and interpretations.

At times, there is enormous uncertainty,
considerable inconclusiveness and often more
to the story than the intelligence tells. | repeat
this warning for readers of this report, as it
now consists of my interpretation of these
interpretations. | have done my best {o probe
and tast it

In the balance of this section, | list the major
allegations made in the media reporting, and
provide a brief analysis of sach one. Mostly
they relate to the 2019 and 2021 elactions,
although | also address threats against MPs that
occurred outside of the slection period, which is
another topic that arose from media reporting.

| selected these allegations because they

wera the major, high-profile allegations relating
primarily to federal candidates in the 2019 and
2021 election, as well as potential threats o
Parliamentarians, which is a sensitive issue. To
the extent any additional allegations of similar
prominence are raised in the media or brought
to my attention before my mandate expires at
the end of October 2023, | will examine those
that fall within my terms of reference and refer
my conclusions to NSICOP and NSIRA.

The narrative that has arisen from the media
reporting is that the Liberal government failed

to act on foreign interference because it helped
them politically, and hurt their primary opponent,
the CPC. This narrative came from a series of
factual allegations made in this reporting. In this
section, | respond, as fully as | am able, 1o those
factual allegations. The confidential annex deals
with the allegations in more detail.
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Canada’s 2019 Elaction was the first to ocour
after the 2016 U.3. Presidential Election.
Russian efforts at disrupting that election made
the rest of the democratic world take acute
notice of the threat of foreign interference in the
slection context. This issue was not a surprise
in the security and intelligence community,
which had been monitoring it for years.

Leading up o the election, security and
intelligence officials were well aware of the
threats posed by foreign interference and were
actively monitoring them. Michael Kovrig and
Michael Spavor had been detained by the PRC
at the time of this election, and Canada-PRC
relations, which were optimistic in the middle
of the previous decade, had taken a turn for
the worse.

The key allegations respecting the 2019
elections, and my assessment of those
allegations, are set out below.

(i The PRC Gave $250,000 to 11 Political
Candidates for the 2019 Election {Global
News, November 7, 2022}

One of the most inflammatory of the allegations
is the suggestion that the PRC filtered
$250,000 to candidates (sometimes identified
as Liberal candidates) in the 2019 Election. |
have reviewed the intelligence relating to this
allegation, interviewed CSIS officials, NSIA
Thomas, past NSlAs, security personnel in the
PCO, and the Panel of Five Deputy Ministers
from the 2019 Election, as well as the Prime
Minister and the relevant Ministers. | can report
the following.

it appears from limited intelligence that the PRC
imtended for funds to be sent to seven Liberal
and four Conservative federal candidates
through a community organization, political
staff and {possibly unwittingly) a Progressive
Conservative Party of Ontaric MPP

There is uncertainty about whether there
was money, if it actually went to staff or the
provincial MPP, and there is no intelligence
suggesting any federal candidates received
these funds.

The media reporting later stated that there was
no evidence of covert funding, although this
was largely overlocked, so the public narrative
persisted that candidates (sometimes identified
as only Liberal candidates) received these funds.

N3IA Thomas and the Prime Minister's Chief of
Staff both testified to PROC that there was no
evidence of money flowing to federal candidates.®

{ asked the Prime Minister and other Ministers
if they or their staff knew anything about
money being transferred to federal candidates
in the 2019 Election. They indicated that they
had not heard anything about this until the
media reporting. The Prime Minister pointed
out that he is not briefed on matiers that are
not supported by reliable intelligence. No
recommendations were made to any Minister
or the Prime Minister about this allegation, and
therefore no recommendations were ignored.

23 PROC, Testimony of Jody Thomas (March 1, 2023); Standing Committee on Procedure and House Affairs, 44" Parliament,
1st Session, No. 061, Testimony of Katie Telford (April 14, 2023}, https//www.ourcommeons.ca/DocumentViewer/en/44-1/

PROC/mesting-61/evidence.
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{ii}y A Network of 11 Federal Election
Candidates and Operatives, At Least
some of Whom are Wilting Affiliates of
the COP {Chinese Communist Parly)
{Global News, November 7, 2022)*

A second allegation — often confused with
the first one — is that there is a “network” of
11 federal election candidates and operatives
in the GTA, at least some of whom are willing
participants in CCP goals.

| have reviewed the intelligence relating to this
allegation, interviewed CSIS officials, NSIA
Thomas, past NSlAs, security personnsl in the
PCO, and the Panel of Five Deputy Ministers
from the 2019 Election, as well as the Prime
Minister and relevant Ministers. | can report
the following.

The PRC has leveraged proxy agents and

has tried 1o influence numerous Liberal and
Conservative candidates in subtle ways. There s
no basis to conclude that the 11 candidates were
or are working in concert {.e., as a “network”)

or understood the proxies’ intentions. Some of
the candidates are well-integrated with Chinese
Canadian community organizations. There is
nothing inherently suspicious about this, as it

is commeon for political candidates 1o rely on
community support.

| interviewed the Prime Minister and other
Ministers 1o determine if they or their staff knew
anything about the alleged “network.” Most
acknowladged that they were aware of the PRC
foreign interference threat in general, and that
leveraging proxy agenis was a method that the
PRC and other foreign adversaries used for this
purpose. My conclusion is that there was no
evidence prasented to any Minister or the Prime
Minister that any of the 11 candidates or any
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group of candidates were working together as
part of a network. No recommendation about a
network of candidates was mads as no network
was known to exist. No recommendation

was ignored.

{iii} National Security Officials Warned
Prime Minister Trudeau and his Office
More Than a Year Before the 2019
Federal Election That Chinese Agenis
Were “assisting Canadian candidates
running for political offices” {Global
MNews, February 8, 2023}

| have reviewed the memorandum that allegedly
contained this warning, and interviewed iis
author, Mr. Jean. | also looked at early drafts.

| can report the following.

There was a memorandum provided to

the Prime Minister, but it does not contain

the guotation above. An early draft of the
memorandum contained similar but not identical
language to that quotation. That draft was
significantly revised before the memorandum
went to the Prime Minister. The Prime Minister
was briefed on numerous occasions, including
June 2017, about the foreign interference threat
in a general way. This memorandum warns him
that public efforts to raise awareness should
remain general and not single out specific
countries, because of diplomatic sensitivities.
This is before the “two Michaels” and the
deterioration in Canada-PRC relations.

| interviewed the Prime Minister about the
memorandum and he acknowledged reviswing
the final version at the time. He was surprised
that a draft that he had never sesn became the

24 Sam Cooper, “Canadian intelligence warned PM Trudeau that China covertly funded 2019 slection candidates: Sources”
Global News (Novernber 7, 2022), https:/globalnews.ca/news/9253386/canadian-intelligence-warned-pm-trudeau-that-

25 Sam Cocper, “2017 memo prepared for PM warns of Beijing slection interference” Global News (February 8, 2023},
hitps://globalnews.ca/news/8464937/security-memo-trudeau-china-election-interference/.




subject of a leak. The final version makes no
specific recommendations and was written 1o
create awareness.

{ivi “Prime Minister Justin Trudeau and
senior aides were warned on at least
two occasions that government MPs
should be cautious in their political
dealings with former Ontario Liberal
cabinet minister Michael Chan because
of alleged ties to China’s consulate

in Toronto.... [CSI8] has a dossier on
Mr. Chan that contains information

on his activities in the 2019 and 2021
federal election campaigns and meetings
with suspecied Chinese intelligence
operatives” (The Globe and Mail,
February 13, 2023)°

“Han Dong was a close associate of
Michael Chan, who is a target of CS8IS....
Chan had orchestrated Tan [Geng’s]
ouster [from Don Valley North] with

a campaign that persuaded Justin
Trudeau’s aides to back Dong instead”
{Global News, February 25, 2023y

| have reviewed the intelligence relating to this
allegation, interviewed CSIS officials, NSIA
Thomas, past NSlAs, security personnsl in the
PCO, and the Panel of Five Deputy Ministers
from the 2019 Election, as well as the Prime
Minister and the relevant Ministers. | can report
the following.
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Mr. Chan has close relationships with the PRC
Consulate in Toronto, which he has admitied
publichy. Mr. Chan has publicly stated that
CS1S has never spoken to him about these
allegations.

LPC officials disagres with the assertion that
Tan Geng was “custed” by Mr. Chan. They
stated that Mr. Geng was not permitted to run
as a candidate for the LPC dus to a personal
matier that had nothing to do with Mr. Chan.

The recommendations made to the Prime
Minister and other Ministers about Mr. Chan

are confidential and are included as part of the
confidential annex. | have seen no evidence that
any recommendation has been ignored.

{v} The PRC Interfered with the
Momination of Han Dong as the Liberal
Party Candidate in Don Valley North
{Global News, February 24, 2023)°

| have reviewed the intelligence relating to this
allegation, interviewed CSIS officials, NSIA
Thomas, past NSlAs, security personnsl in the
PCO, and the Panel of Five Deputy Ministers
from the 2019 Election, as well as the Prime
Minister and relevant Ministers. | can report the
following.

Irregularities were observed with Mr. Dong’s
nomination in 2019, and there is well-grounded
suspicion that the irregularities were tied to

the PRC Consulate in Toronto, with whom

Mr. Dong maintains relationships. In reviewing
the intelligence, | did not find evidence that

26 Robert Fife and Steven Chase, “C51S warned Trudeau about Toronto-area politician’s alleged ties to Chiness diplomats”
The Globe and Mail (February 13, 2023), https//www.theglobeandmail.com/politics/article-csis-warned-trudeau-about-

toronto-area-politicians-alleged-ties-to/.

27 Sarn Cooper, “Liberals ignored CSIS warning on 2018 candidate accused in Chinese interference probe: sources” Global

interference/.

28 Sam Cooper, “4Breaking: My investigation for Global News identifies that PM Justin Trudeau’s senior aides ware
allegedly brief by G818 shortly before the October 2019 federal election, that candidate Han Dong, was suspected
to be involved in PRC Foreign Interference.” Twitter (February 24, 2023), hitps://twitter.com/scoopercocper/

status/1629263827819790336%ref src=twsrc%SEtfw.




Mr. Dong was aware of the irregularities or
the PRC Consulate’s potential involvement
in his nomination,

Tha Prima Minister was briefed about these
irregularities, although no specific recommendation
was provided. He concluded there was no basis
to displace Mr. Dong as the candidate for Don
Valley North. This was not an unreasonable
conclusion based on the intelligence available
o the Prime Minister at the time.

Unlike the 2019 Election, which was a fixed-
date alection, the 2021 Election was called
when the Prime Minister asked the Governor-
General to dissolve Parliament. The election
came at a difficult time for Canada-China
relagtions. Michasl Kovrig and Michas! Spavor
had been detained since 2018, and Canadians
were justifiably angry at the detention and
reports of their mistreatment. The COVID-18
pandemic had been ongoing for over a year,
and the PRC had failed to cooperate with
international investigations relating 1o the origins
of the novel coronavirus. Moreover, the PRC
declined 1o participate in a once-promising
China-Canada joint venture on vaccines. The
PRC was increasingly asserting itself as a global
power, and increasingly developing relationships
to counter westarn-based alliances such as the
North Atlantic Treaty Organization. it ramped

up its foreign interference efforts considerably,
although not especially in the ways alleged.

The key allegations respecting the 2021
elections, and my assessment of those
allegations, are set out below.
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{vi} “An orchesirated machine was
operating in Canada with two primary
aims: to ensure that a minority Liberal
government was returned in 2021, and
that certain Conservative candidales
identified by China were defeated,”
“Beijing was determined that the
Conservatives did not win,” and Kenny
Chiu was Targeted By the CCP’s Foreign
Intelligence MNetwork (The Globe and
Mail, February 17, 2023)>

{a) “Orchestrated machine 1o ensure

a minority Liberal government was
returned” and “Beiling was determined
that the Conservatives did not win”

{The Globe and Mail, February 17, 20231%

| have reviewed the intelligence relating to
this allegation, interviewed CSIS officials,

the NSIA, past NSIAs, security personnsl in
the Privy Council’s office, and the Panel of
Five Deputy Ministers from the 2021 Elaction,
as well as the Prime Minister and relevant
Ministers. | can report the following.

There was an unconfirmed indication that

a very small number of PRC diplomats
expressed a preference for the LPC 1o the
CPC in the 2021 Election. Other members of
diplomatic staff have had a variety of opinions
and preferences over different periods of
time, and in different elections. But there
was no indication that the PRC had a plan
to orchestrate a Liberal minority government
in 2021 or were “determined” that the
Conservatives not win.

There was heavy re-circulation on WeChat
of an article from The Hill Times {Canadian
media) and The Global Times (PRC-operated
media) questioning Mr. O'Toole’s (the CPC

29 Robert Fife and Steven Chase, "CSIS documents reveal Chinese strategy to influence Canada’s 2021 election” The Globe

csis-documents/ [Robert Fife and Steven Chase, “CSIS documents revsal Chiness strategy” (February 17, 2023)].

30 Robert Fife and Steven Chase, "CSIS documents reveal Chinsse strategy” (February 17, 2023}



leader’s) strategy regarding China. However,
the re-circulation could not be attributed o
any state acior.

The PRC’s intention appears to be focusad
on assisting pro-China candidates and
marginalizing anti-China candidates, not party
preferences.

Diplomats posted o a foreign state —
including Canada’s diplomats — will have
preferences in the foreign staie’s elections.
These diplomats may even express those
preferences openly or privately. That is not
foreign interference. It only becomss foreign
interference when it is clandestine, coercive or
deceptive conduct.

| asked the Prime Minister and Ministers if
they were aware of any orchestrated effort
o elect a LPC minority. They were not. The
Prime Minister pointed out that he is not
briefed on malters that are not supported by
reliable information.

My conclusion is that no recommendations
weare made to any Minister about this
allegation. Furthermore, during the writ period,
the Panel of Five {explained in more detail
below) was in place and decided no action
was warranied.

{b} Ceriain Conservative Candidales
Identified by the PRC Were Defeated,
Kenny Chiu was targeted by the CCP's
Foreign Intelligence Network After

He Introduced a Foreign Interference
Begistry Private Members’ Bill,

and Chinese Agents Succeeded in
Smearing him as a Hacist in WeChat
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and Mandarin-language Media Reporis
{The Globe and Mail, February 17,
2023

| have reviewed the intelligence relating 1o this
allegation, interviewed CSIS officials, N3IA
Thomas, past N3iAs, security personnel in the
PCO, and the Panel of Five Deputy Ministers
from the 2021 Election, as well as the relevant
Ministers. | can report the following.

Chinese-Canadian MPs, including Mr. Chiuy,
were and remain of particular interest to the
PRC. There was online misinformation about
Mr. Chiu’s proposed foreign agent legislation,
which he corrected in the media during the
carmpaign. But the misinformation could not
be traced o a state-sponsored source. The
government does not regulate consumption
of social media, during elections or otherwise.
However, it has engaged with social media
platforms to deal with misinformation, and the
threat that it poses io election security. This
does not include WeChat, which is based in
the PRC.

Mr. Chiu gave an interview in February 2023,
saying that “if you are ordinary Canadians, at
least you will find that ridiculous [that he was
anti-Chinal, and you may potentially be able
1o fact check this information.... But some
of my constituents, they exclusively rely on
the source of information being circulated on
social media, like WeChat.”®

It is clear that PRC diplomats did not like

Mr. Chiu, who is of Hong Kong descent and
not from mainland China, and who sponsored
a private members bill for a foreign agent
registry. It is much less clear that they did
anything in particular about it, although there

31 Robert Fife and Steven Chase, “C3I5 documents reveal Chinese stratsgy” (February 17, 2023).

32 Robert Fife and Steven Chase, "CSIS reports sutline how China targets Canadian politicians, business lsaders” The Globe
and Mail (February 20, 2023), https./fwww.theglobeandmail.com/politics/article-secret-csis-reports-paint-picture-of-

{February 20, 2023)).



was discussion that cerain political figures
who were perceived as anti-PRC would not
be invited to PRG-sponscred events.

However, the PBRC’s objective in 2021
appeared to be specific o the posture

of the candidates towards the PRC and

not the candidate’s party. The PRC is, in
general, party agnostic. There is intelligence
suggesting that a Chinese community
association leader who was perceived 1o

be close to the PRC approached a CPC
candidate and offered to help raise monesy for
their campaign.

The SITE Task Force {described below)
assessead the claim by Kenny Chiu after the
election and could not conclude that the
activity was state-sponsored. Moreover, it
was monitored by the 2021 Panel of Five
responsible for reviewing critical slection
incidents (a process discussed in greater
detail below). The Prime Minister and
Ministers became aware of complaints by
the CPC when the CPC began to speak
publicly about them after the 2021 Election.
| have no basis to conclude they wers
provided any recommendations about this
information. However, as described below,
the government continued to work on
combatting forsign interference through

its post-2021 Election mandate.

{vii} “Sympathetic Donors are also
encouraged fo provide campaign
contributions to candidates favoured
by China,” Receive a Tax Credil,

then Political Campaigns Quietly and
filegally Return Part of the Contribution
{the Difference Between the Original
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Donation and the Government’s Refund)
Back to the Donors (The Globe and Mail,
February 17, 2023)*

| have reviewed the intelligence relating to this
allegation, interviewed CSIS officials, NSIA
Thomas, past NSlAs, security personnel in the
PCO, and the Panel of Five Deputy Ministers
from the 2021 Election, as well as the Prime
Minister and relevant Ministers. | can report the
following.

G518 is aware of allegations that the PRC
engages in this activity. These allegations

are concerning because the activity, if it were
carried out, would be a credible threat to the
slectoral process. That is why this activity

is prohibited by the Canada Flections Act.®

if there were cradible evidence to justify an
investigation, it would be referred to the
Commissioner of Canada Elections. However,
C3IS has not collected intelligence showing this
activity is actually occurring.

fviily Han Dong Advised the PRC Consulate
to Extend the Detention of the “Two
Michaels” {Global News, March 22, 2023}

There has been considerable media attention
about an alleged transcript of this conversation.
{ have reviewed the same intelligence report
that was provided 1o the Prime Minister relating
o this allegation, which | am advised is the
only intelligence that speaks to this issue. | can
report the following.

The allegation is false. Mr. Dong discussed

the "two Michaels” with a PRC official, but did
not suggest to the official that the PRC extend
their detention. The allegation that he did make
that suggestion has had a very adverse effect

33 Robert Fife and Steven Chase, “CSIS reports outline how China targets Canadians” (February 20, 2023).

34 8.C. 2000, c. 9, https./laws-lois.justice.gc.ca/eng/acts/e-2.01/.

38 Sam Cooper, “Liberal MP Han Dong secrstly advised Chinese diplomat in 2021 to delay freeing Two Michaels: sources”
Glohal News (March 22, 2023}, https://globalnews.ca/news/9570437/liberal-mp-han-dong-secretly-advised-chinese-

diplomat-in-202 1-to-delay-freeing-two-michaels-sources/.




on Mr. Dong. He continued to maintain close
relationships with PRC consular officials at least
through the 2021 Elsction.

Ministers and the Prime Minister went out
of their way to defend Mr. Dong, whom they

believe has been badly harmed by the reporting.

They did not belisve the media reports when
they came out, as they found Mr. Dong to be
a loyal and helpful member of caucus. They
received no recommendations about this
allegation, as it is false.

Although my TOR relate primarily to the 2019
and 2021 elections, as | was conducting my
investigations and interviews, allegations
surfaced that the PRC locked 1o take actions
against MP Michael Chong and his family in
China, and other MPs and thsir famiiies.

| therefore considered it important to include
some discussion about these aliegations, sven
though they are not directly related to sither
election. The key allegation is discussed below.

PRC Officials Have Taken Actions to
Target Michael Chong, his Family, and
Other MPs and their Families (The Globe
and Mail, May 1, 2023}

| have reviewed the intelligence relating to this
allegation, interviewed CSIS officials, NSIA
Thomas, past NSlAs and security personnel in
the PCO about this allegation (which does not
relate to election interference, but does relate
to foreign interference), as well as the Prime
Minister and relevant Ministers. | can report
the following.

There are indications that PRC officials
contemplated action directed at both Chinese-
Canadian MPs and their family members in
China, and sought to build profiles on others,

This includes Mr. Chong in both cases. There

is no intelligence indicating that the PRC took
steps to threaten his family. There is intelligence
indicating they were {ooking for information.

There has been significant controversy about
who received this information and when. The
Prime Minister was initially advised that it did
not lsave the security agencies. However, on
further review, that was acknowledged to be
incorrect. The NSIA has acknowledged 1o

Mr. Chong that her predecessor NSIA at the
time received the memorandum that describes
the potential action against Mr. Chong.

in addition to the memorandum in question,
C3IS sent an issues managsment note (MU}

to the then Minister of Public Safety, his Chief
of Staff, and his Deputy Minister in May 2021,
noting that there was intelligence that the PRC
intended to target Mr. Chong, ancther MP, and
their family in China (if any). it indicated that
CSIS intended 1o provide Mr. Chong and the
other MP with a defensive briefing. The IMU

did not recommend any particular action

or ask for any direction from the Minister —

it was simply provided for his information. CSIS
conducted the briefing, but we understand from
Mr. Chong's statements 1o the media and PROC
that it did not include the detail with respect io
his family.

Neither the Minister nor his chief of staff
received the IMU. Both indicated (and we have
confirmed with the public service) that they do
not have access to the Top Secret Network
e-mail on which it was sent. The Minister
indicated that when C3I8 wanted 1o transmit
sensitive information, they would request a
briefing, take him to a secure facility and show it
to him. He did not receive sensitive information
like this by e-mail. He belisvas the Ministerial
Direction in place at the time means that CSIS
should have briefed him about this, although

36 Robert Fife and Steven Chase, “China views Canada as a ‘high pricrity’ for interference: CSIS report” The Globe and Mail

May 1, 2023}, https/www.theglobeandmail.convpolitics/article-china-targets-mps-csis/.
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he acknowledges this has been clarified in

the new Ministerial Direction on Threats to the
Security of Canada Directed at Parliament and
Parliamentarians issusd May 16, 2023 by the
current Minister of Bublic Safety.®

| understand that NSIRA is conducting a review
of how information is processed and received
between CSIS and the Department of Public
Safsty. In addition, PROC is conducting a
study respecting the targeting of Mr. Chong
and his family. In his testimony befors PROC,
Mr. Chong stated that the failure to notify him
that his family might be targsted amounted to
a “systemic breakdown in the machinery of
government.” it is certainly the most prominent,
but not the only, example of poor information
flow and processing between agenciss, the
public service and Ministers.

There are no indications that any other Minister
was sent this information directly, or that the
Prime Minister was made aware of the PRC’s
efforts with respect to Mr. Chong and other
MPs. The current Minister of Public Bafety’s
new Ministerial Direction requires C3IS fo
seek, wherever possible, to ensure that
Parliamentarians are informed of threats to
the securily of Canada directed at them, and
to inform the Minister of Public Safety of such
threats in a timely manner.

Foreign interference in Canadian slections is
an existing and ongoing issue. Canadians need
to understand the threat it presents and the
mechanisms o address it. Canadians need 1o
know how they can protect themselves from
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being swept up in it. Canadians need their
candidates, slected officials and governmenis
1o take it seriously and fight this ever-evolving
danger. But | fear that the way that this story
unfolded has led elected officials to engage
with it in an excessively partisan way, which
harms the confidence Canadians have in

their institutions.

itis, of course, Parliament’s job to ask the
government hard gquestions. The opposition’s
role is to hold the government accountable for
what it did, what it failed to do, and present
alternatives. But context is everything. While
no rational person would ask politicians to

put politics totally aside, national security is
an area in which facts and truth must always
have primacy over partisanship. Elected
officials from different parties can and should
disagree on much, but they need to be able to
have conversations with each other relating to
external threats without undue partisanship.
There has been too much posturing, and
ignoring facts in favour of slogans, from all
parties. And many of those slogans turned out
to be wrong. We have heard repeatedly about
$250,000 going 1o 11 candidates, even after the
country’s NSIA - ocur most senior non-partisan
public servant on national security matiers —
testified it did not happen. And my review has
confirmed her testimony.

Just as | was finalizing this report, | was
heartened to hear that the government and
opposition were able to reach a protocol relating
to the controversy surrounding the Winnipeg
Laboratory.®® This is an excellent example of
what Canadians need: a rational, factual review
of national security threats that face our country.
{ was also heartened to hear (secondhand) that

37 Public Safety Canada, “Ministerial Direction on Threats to the Security of Canada Dirscted at Parliament and
Parliamentarians”™ (May 16, 2023}, https/www.publicsafety.gc.ca/ent/trnsprnc/ns-trnsprnc/mnstri-dretn-parl-secure-en.

aspx [Public Safety Canada, "Ministerial Direction” (May 16, 2023)).

38 Robert Fife and Steven Chase, “Government names former judges to help MPs investigate firing of Winnipeg scientists”

committee/.



NSICOP members consider the process useful,
beneficial and that politics are usually left to
the side.

| encourage government and opposition
Parliamentarians to follow this example in
thinking about foreign interference. What hangs
in the balance for all of us is confidence and
trust in our democratic instifutions. The very
confidence and trust that foreign interference is
trying to undermine. We must face the threat,
together, recognizing that some issues must rise
above partisanship.

The TOR ask me 1o address a series of issues.
The two that this section have dealt with are:

1. To assess the extent and impact of foreign
interference in Canada’s electoral processes.

2. To review the Federal Government’s
information and actions about the threat of
foreign interference to Canada’s slectoral
processes both historically and particularly as it
relates to the 2019 and 2021 federal elaections:

a) To determine what findings and
recommendations were made by the
Canadian Security Intelligence Service, Privy
Council Office, the Protocol Panel and any
other agencies and officials to address foreign
interference in the two elections.

b} To determine what was communicated
to the Prime Minister and his Office; other
Ministers and their Offices; and Cabinet
about slectoral interference and what
recommendations were made by agencies
and officials to address it.

My conclusions are as follows:

1. Attempts at forsign interference are ubiquitous,
especially from the PRC. Successive federal
governments have known about it for years
and the occurrence of foreign interference
has grown in the past several years. ftis an

B

increasing threat to our democratic system
and must be resisted as effeclively as
nossible. Much has been done 1o strengthen
our capacity 1o resist, but considerably more
remains to be done.

e There is a risk of a racist backlash against
diaspora communities, unless it is well
communicated that these communities are
the victims of foreign interference and not
its instruments. We all have a responsibility
to ensure that the fight against foreign
irterference does not set back our
aspirgtions to be a truly multicultural
country where sveryone is treated fairly
and equally.

2. Care must be taken to assess allegations of
foreign interference and the government’s
response. | his is particularly true where
public concern has been sparked by reporis
of leaked intelligence documents. it is
necessary 1o review the leaked materials,
and the balance of the non-leaked materials,
carefully and in context.

e The specific instances of interference are
less concerning than some media reporting
has suggested, and in some cases the true
story is quite different.

e There is no reason to question the validity
of the 2019 or 2021 elections, which
were well-protected by sophisticated
mechanisms and monitored by some of
the most experienced non-partisan public
servanis in the country.

3. | have not found instances of the government
knowingly ignoring intelligence, advice or
recommendations on foreign interference,
or making decisions based on partisan
considerations in dealing with these issues.
Howsever, there are significant governance
shoricomings in the way intelligence is
communicated from security agencies to the
various government depariments, processed
at those departments to decide what should
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get briefed and recommended to the political
levels, and communicated to the Prime
Minister, responsible Ministers, and their
respective offices for decision-making and
action. This became especially clear with
respect to the issues relating to Mr. Chong
and other MPs. These must be addressed,
and | understand

the government has already begun to do so.

4, Canada requires a more sophisticated
approach to national security, designed for
the current challenges. This includes a less
politicized environmeant o discuss national
security issues. Foreign interference hurls
the foundation of our democracy, not just
particular political parties. it should be a
non-partisan issue on which elected officials
work together to defend our democracy, not
primarily an opportunity 1o score political
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The government and its intelligence agencies
have communicated regularly about the growing
threat of foreign interference, and put in place
various mechanisms 1o counter it Nevertheless,
it is clear that there is a widespread lack of
awareness of this among the Canadian public
and sven among some Parliamentarians. While
more can and must be done to strengthen our
ability to detect and deter foreign interference,
the extent of the government’s policy initiatives
and regular communications on the topic
contradicts suggestions that the government
intended to hide the existence of foreign
interference, that it has negligently failed to act
on it, or that it tolerated foreign interference.

in the balance of this saction, | summarize

both the warnings given and the meachanisms
implemented.
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points. Responses 1o these threats when
they are publicly raised should be direct
and frank, with as much transparency as
is possible while fully respecting classified
information restrictions.

5. | am recommending a public process, but
not a Public Inquiry under the Inguiries Act,
o assist and accelerate the government and
Parliarnent’s work in policy development.
The public process should focus on
strengthening Canada’s capacity to dslect,
deter and counter foreign interference in our
elections and the threat such interference
represents to our democracy. To that end, in
the remaining five months of my mandate,
| intend to conduct public hearings to
address these issues. | explain this, and my
reasoning, in greater detall below.

F B evrne
v ste S
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Those looking for specific law enforcement
actions as evidence of the government’s
concern will likely be disappointed. The
“intelligence to evidence” problem, and the
problems associated with making disclosurs in
court proceedings, mean that law enforcement
is rarely going 1o be an effective means to
countear these kinds of threats. However,

CSIS has taken various THMs, which they are
authorized to conduct under s. 12.1 of the
SIS Act, in response to intelligence respeacting
foreign interference. An example are “defensive
briefings” — i.e., CSIS speaking with potential
victims of foreign interference to inform themn of
the possibility that they are being targeted by a
foreign powasr. These brisfings are not public for
security reasons.




One of the most important ways to counter
foreign interference is for the public to
understand what it looks like and how 1o be
resilient against it. The public is often on the
“front lines” of foreign interference activities,

as private citizens and the public at large

can be the targsts of foreign interference
activities. Government agencies recognize

that this means that “all Canadians have a

role to play in protecting Canada’s democracy
and national security, both outside of, and
during an election.”®® But the public cannct

be expected to maintain resiliency against
foreign interference if they are not provided with
information about what they should look out for.

This section of my report summarizes what

the governmeant and its agenciss have publicly
communicated about foreign interference since
2015, with a particular focus on the period
immediately preceding the 2019 election to
today. The government and its agencies have
communicated that:

e Stales are actively conducting foreign
interference activities against Canada, both
inside and outside of the country;

s Foreign interference in the electoral process
is an area of increasing concern, with the
public commentary focusing particularly
{(but not exclusively) on the issue of cyber
threats to election integrity; and

e The PRC is “particularly active” in forsign
interference activities against Canada.
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Although the government has made efforts

to communicate with the public about foreign
interference at a high level, until the public
reporting of leaks that led to my appointment,
there was limited awareness about it among the
Canadian public. The government has taken
some steps 1o correct this, particularly in the
area of cyber threals to our electoral processss,
but more needs 1o be done to ensure that the
oublic understands and can recognize the threat
that foreign interference poses. To this end, the
government should provide more information

to Canadians that would help them to identify
and respond to forsign interference. | intend

to address this question in more detall in the
second part of my mandats.

in advance of the 2019 and 2021 elections, the
government publicly acknowledged on multiple
occasions that Canada is a target for foreign
interference. These warnings have come from
multiple agencies and officials, including:

1. NSICOPR NSICOP began to regularly review
the government’s response 1o foreign
interference starting in 2018, H first released
a Special Report regarding the Prime
Minister's visit to India in February 2018.
The report discussed Canada's relationship
to India in the context of allegations of
foreign political interference surrounding
the Indian media’s coverage of the Prime
Minister being photographed at a reception
with a person associated with Sikh
extrermism in Canada.*® In its 2019 Annual

3¢ Canadian Security Intelligence Service, “Forsign Interference Threats to Canada’s Democratic Process™ (July 2021},
hitps://www.canada.ca/content/dam/csis-scrs/documents/publications/202 1/foreign-interference-threats-to-

202131,

40 National Security and Intelligence Committee of Parliamentarians, “Special report into the allegations
associated with Prime Minister Trudeau’s official visit to India in February 2018” (December 3, 2018}, https://
www.nsicop-cpsnr.ca/reports/rp-2018-12-08/intro-en.html.




Report, NSICOP conducted an extensive
review of foreign interference in Canada by
surveying materials from 2015 until 2018.
The redacted report concluded that there
was “ample evidence...that Canada is the
target of significant and sustained foreign
interference activities.” ¥

CZ2Is. Similarly, CSIS’s 2019 Public Report
stated that foreign interference activities
were directed at Canadians both inside

and ouiside of the country, and that these
activitias threatened Canada’s national
security and strategic interests. A 2021
report entitled “Foreign Interference Threats
to Canada’s Democratic Process” noted that
“CSIS continues to observe steady, and in
some cases increasing, foreign interference
by state actors against Canada.”™

Minister Biair’s Letter o Parliament.

On December 18, 2020, then Minister

of Public Safety Blair tabled a letier to
Parliarmentarians in response to a motion
passed in the House of Commons on
November 18, 2020 respecting foreign
state-backed interference and intimidation
activities in Canada. The letier identified
foreign interference as a “complax threat,”
and went on to describe foreign interference
as follows:

41

42

43

44

It poses a significant threat to the integrity
of our political system, democratic
institutions, social cohesion, academic
freedom, sconomy and long-term
prosperity as well as fundamental rights
and freedoms. It can also affect the
safety of our citizens and those who
live here. This is not new. But it remains
unacceptable as it targets all orders of
government - federal, provincial and
territorial, and municipal, as well as
Canadian communities.*

The government and iis agencies have also
acknowledged the growing threat of foreign
interference in Canadian slactions, particularly
since that issue became a widely reported
matter of public concern in the 2016 U.S.
Presidential Election and national elections in
France and Germany in 2017. Because social
media and other online environments were the
chief means for interference by Russia in those
elections, much of the government’s public
commentary on election interference has often
focused on cyber threats to elections.

in 2017, CSE released a report entitled "Cyber
Threats to Canada’s Democratic Processes,”
which noted that “recent cyber threat activity
against the democratic process in the United
States and Europe has raised concerns about

National Security and Intelligence Commities of Parliamentarians, “Arnnual Report 2018” (March 12, 2020),
hitps://www.nsicop-cpsnr.ca/reports/rp-2020-03-12-ar/intro-en.html, at pp. 684-85, 77; see also pp. 90-95

for a review of the government’s responses to specific incidents, such as the PRC and Operation Fox Hunt

or Russia and the Salisbury Incident.

Canadian Security Intslligence Servics, “CSIS Public Report 20187 (April 2020}, https/www.canada.ca/en/security-
intelligence-service/corporate/publications/2019-public-report.html.

G818, “Foreign Interference Threats to Canada’s Democratic Process™ (July 2021), at p. 4.

Public Safety Canada, “Response to the December 18, 2020 motion on Foreign Interference” (December 18, 2020),
https://www.publicsafety.gc.ca/ent/trnsprnc/bring-mirls/primntry-bndrs/202 10625/27 -en.aspx ?whdisable=true [Public

Safsty Canada, “Response to the Decamber 18, 2020 motion” (December 18, 2020},
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similar threats in Canada.”* CSE indicated that
in the 2015 federal slection it had “not observed
nation-states using cyber capabilities with the
purpose of influencing the democratic process
in Canada during an election.”® That is, i had
not yet seen in Canada the kind of problems
that would ariss in other slections around the
world,

in 2018, the Prime Minister and then Minister

of Defence Harjit Sajjan acknowledged that
foreign interference in elections was of growing
concern. In particular, Minister Sajjan warned
that votes could be targeted by Russian-based
cyber-attacks and disinformation, noting

that “we need to further educate our citizens
about the impact of fake news. No one wanis
1o be duped by anybody.” Also in 2018, the
Canadian Centre for Cyber Security released

a MNational Cyber Threat Assessment which
acknowledged the potential for state-sponsorad
foreign interference (such as by "Russian trolls™
against elactions, political partiss, politicians,
and media outlets.*®

Leading up o the election of 2019, CSE made
it clear that “Canadian voters will encounter
some form of foreign cyber interference related

to the 2019 federal elaction,” but noted it was
“improbable” that the interference would be o
samne extent as the Russian interference in the
2016 United States presidential election.® Then
Minister of Democratic Institutions Gould also
spoke to the House of Commons to explain
the potential for foreign interference in the
2019 federal election, focusing in particular on
cyber threals such as those seen in the 2016
US election and the elections in France and
Germany in 2017.%°

in 2019, CSE disclosed that since 2015, oulside
of election periods there had been some
instances of foreign cyber interference:

+ More than one foreign adversary
manipulated social media using cyber tools
to spread false or misleading information
relating 1o Canada on Twitter, likely to
polarize Canadians or undermine Canada’s
foreign policy goals;

e Foreign state-sponsored media had
disparaged Canadian Cabinet ministers;
and

45 Communicalions Securily Establishment, “Cyber Threats to Canada’s Democratic Process” (2017), hitps:.//
www.cyber.ge.ca/sites/default/files/cyber/publications/cse-cyber-threat-assessment-e.pdf, at p. 13 [CSE,

“Cyber Threals 1o Canada’s Democratic Process” (2017)]L

46 GSE, “Cyber Threats fo Canada’s Democratic Process”™ (2017}, at p. 4.

47 Mike Blanchfield, “Foreign election interference a reality, says Trudeau after Putin’s re-election,” CBC
{March 21, 2018}, hitps.//www.cbc.ca/news/politics/trudeau-putin-election-interference-1.4587130; Michael

MacDonald and Keith Doucetle, “Canadian federal election will be target for Russian interference,” CTV
News (November 18, 2018}, https://www.ctvnews.ca/politics/canadian-federal-election-will-be-target-for-

russian-interference-sajjan-says-1.4182147.

48 Canadian Centre for Cyber Security, “National Cyber Threat Assessment 2018 (2018}, hitps//www.cyber.
ge.ca/en/guidance/national-cyber-threat-assessment-2018.

49 Canadian Centre for Cyber Security, “2018 update: Cyber threals to Canada’s democratic process” (2018},
hitps://www.cyber.gc.ca/en/guidance/2019-update-cyber-threats-canadas-democratic-process [Canadian

Centre for Cyber Security, “2019 update” (2018)L

50 Democratic Institutions, “Speaking Notes for The Honourable Karina Gould Minister of Democratic
Institutions for the House of Commons™ (May 2019}, htips://www.canada.ca/en/democratic-institutions/
news/2019/05/speaking-notes-for--the-honourable-karina-gould-minister-of-democratic-institutions-for-the-

house-of-commons.himl.
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= A foreign adversary had manipulated
information on social media to amplify
and promote viewpoints highly critical
of Government of Canada legislation
imposing sanctions and banning trave! of
foreign officials accused of human rights
violations.>

CSIS has also provided details about the

te

chnigues and tocls usad by foreign states

and their proxies to advance their objectives
beyond the cyber techniques, which were
heavily commented on in the lead-up to the
2019 election. In 2021, CSIS released a series

of
re

public rescurces meant to raise awareness
garding foreign interference threais to

Canadians as well as Canada’s democratic
process. ¥ In its report entitled “Foreign
Interference Threats to Canada’s Democratic
Process,” G313 summarizes the technigues and

to

ols used by foreign states as follows:

Foreign states and their proxies use a range
of common technigues to further their
objectives. This includes human intelligence
operations, leveraging state-sponsored or
community media, sophisticated cyber tools,
and social media. While these techniques ars
varied and can be difficult to detect, there are
indicators that can help increase individual
awareness of these threats to avoid becoming
atarget.”

52

The report also identified particular techniques
by which the Canadian public and voters are
targeted by foreign interference, including by:

&

-2

Conducting disinformation and interference
campaigns on an ongoing basis {.e,,

not only during or in the lead-up to an
alection).™

Targsting and manipulating diaspora
communities, which CSI8 described as
one of the “primary means” through which
states carry out foreign interference, with
the result that those “communities may
fear or resent state-backed or state linked
retribution targsting both individuals in
Canada and their loved ones abroad.™®

Using threats, bribery or blackmail 1o
influence voting behaviour {including
threatening or sowing fear of reprisal it

an individual fails to publicly support a
favoured candidate or contribuig io a
praferred party, or using flattery, bribery or
some other promise to entice individuals to
do sob.%®

Manipulating the online environment, and in
particular social media, to “amplify societal
differences, sow discord and undermine
confidence in fundamental government
institutions or electoral processes.”

Canadian Centre for Cyber Security, “2019 updaie” (2019); Atlantic Council Digital Forensic Research Lab,
“Canada and the Kremilin Clash on Magniisky Act,” Medium (October 19, 2017), hitps:/medium.com/dfrlab/
canada-and-the-kremlin-clash-on-magnitsky-act-92dab2chb8808.

CSIS, “Foreign Interference Threats fo Canada’s Democratic Process”™ {(July 2021); CBIS, “Foreign
interference and You” (2021); Canadian Security Intelligence Service, “Protect Your Research - Regional
Facisheets” (2021), hitps:/science.gc.ca/site/science/en/safeguarding-your-research/general-information-

research-security/who-are-you-risk/protect-your-research-regional-factsheets.

CSIS, “Forsign Interference Threats to Canada’s Democratic Process”™ (July 2021}, atp. 3.

G815, “Foreign Interference Threats to Canada’s Democratic Process”™ (July 2021), atp. 7.

CSIS, “Forsign Interference Threats to Canada’s Democratic Process”™ (July 2021}, atp. 7.

G815, “Foreign Interference Threats to Canada’s Democratic Process”™ (July 2021), atp. 7.

CSIS, “Forsign Interference Threats to Canada’s Democratic Process”™ (July 2021}, atp. 7.

CFEO000019



C3IS also explained how other key stakeholders
may be targets of foreign interference:

1. Elected and Public Officials. CSIS
explained that foreign interference actors
may “use deceptive means to cultivate a
relationship with electoral candidates or their
staff in order to covertly obtain information to
be used later 1o their advantage through, for
exampile, threats and blackmail.”™® The report
goes on to explain that state actors may also
engage in longer-term cultivation of slected
and public officials in order to ses if those
relationships can create opportunities down
the road to further the stale’s interests.?

2. Donors, Lobby/interest Groups,
Communifty Organizations. The report
explained that donors, lobbyist, interest
groups, or community organizations may be
targeted to, sither wiltingly or unwittingly,
assist with foreign interference activities
that advance the foreign state’s interesis. In
the case of donors, C5IS noted that some
may have connections to foreign states or
may be pressured to makes donations for a
specific candidate; a candidate, in turn, may
understand that there are expectations or
“strings attached” to the donation that the
candidate will act in accordance with the
foreign state’s interests.®

3. Media. C3IS noted that foreignp slates
may attempt to manipulate Canadian
madia in order to influence public opinion
and participation in the democratic
process, including through funding and
advertisernents or the propagation of
disinformation or divisive content.®

The report identified, at an abstract level,
various foreign interference technigues (for
example, coercion, elicitation and cultivation)
and provides high-level advice on how
individuals can avoid being the targsts of
imterference {for example, in order to avoid
cultivation, C3IS advises individuals to “be
aware and keep track of unnatural social
interactions, frequent requests 1o meet privatsly,
out-of-place introductions or engagements,
gifts and offers of all expenses paid travel.”)?

in May 2020, NSIRA released a redacted report
reviewing CSI3’ use of TRMs “on threats
posed by hostile foreign states to Canadian
democratic institutions” in 2019.5 The review
was undertaken in the context of the five-year
anniversary of the Anti-Terrorism Act, 2015,
which granted CSIS the authority to undertake
TRMs.%* The report noted CSIS’ first use of its
threat reduction powers in the context of an
election. While it did not disclose in substance
the nature of the TRMs undertaken, it concluded
that CSIS met its obligations in conducting the
TRMs reviewed, “namely that CSIS consuit

58 CSI8, “Foreign Interference Threats to Canada’s Democratic Process” (July 2021), at p. 8.

59 CSIS, “Forsign Interference Threats to Canada’s Democratic Process” [July 2021), at p. 8.

60 CSIS, “Foreign Interference Threats to Canada’s Democratic Process” (July 2021), at p. 8.

81 CSIS, “Forsign Interference Threats to Canada’s Democratic Process” [July 2021), atp. 9.

62 CSIS, “Foreign Interference Threats to Canada’s Democratic Process” (July 2021), at p. 10.

63 National Becurily and intelligence Review Agency, “Review of CSIS Threat Reduction Aclivities” (May 2020},
hitps:.//www.nsira-ossnr.gc.ca/wp-content/uploads/Redacted-TRM-Review-e-Updated.pdf, at p. 4 [NSIRA,

“Review 0f CSIS Threat Reduction Activities” (May 2020)].

64 8.C. 2015, c. 20, htips:/laws-lois.justice. g¢.ca/eng/annualstatutes/2015_20/FullText.htmi; NSIRA, “Review Of C8IS Threat

Reduction Activities” {May 2020}, at p. 5.
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with #s government pariners and complete an
assessment of the operational, political, foreign
relations and legal risks of each THM.”8®

The government has also publicly
acknowledged on numerous occasions that the
PRC conducts foreign interference activities

in Canada, and that, together with Russia, the
PRC is are “particularly active.”

in its 2018 Annual Report, NSICOP
acknowladged that the PRC was among “a
handful of states who conduct espionage and
foreign interference aclivities in Canada,” that
the PRC “is known globally for its efforts to
influence Chinese communities and the politics
of other couniries” and that the PRC does this
work through “a number of official organizations
that try to influence Chinese communities

and politicians to adopt pro-China positions,
most prominently the United Front Work
Department.”®® NSICOP highlighted that the
government had in previous years commented
on the occurrence of foreign interference by
the PRC:

The Director of CSIS raised concerns

about Chinese influence activities against
Canadian politicians in 2010, and a former
Canadian Foreign and Defence Policy Advisor
1o the Prime Minister and later Canadian
Ambassador to PRC stated in 2017 that PRC
used diaspora groups and maebilized Chinese
students to influence Canadian politics. In
2018, concerns were raised about wealthy
Chinese businessmen with close connections
1o China’s Communist party making political
donations in Canada.”

Minister Blair's Decaember 18, 2020 letter to
Parliamentarians named the PRC, Bussia, North
Korea, and Iran as countries that engaged

in foreign interference in Canada, and that
Russia and the PRC were “particularly active”
foreign interference actors.®® Similarly, the 2020
National Cyber Threat Assessment identified
these four countries as posing “the greatest
state-sponsored cyber threats to Canadian
individuals and organizations.”®®

65 NSIRA, “Review Of CBIS Threat Reduction Activities” (May 2020), at pp. 2, 4.

nsicop-cpsnr.cafreports/rp-2019-04-09/intro-en.html, at p. 26 [NSICOP “Annual Report 2018”7 (April 8, 2019)).

67 NSICOP, “Annual Report 2018 (April 8, 2019), at pp. 26-27; Mike Blanchfield, “Canada should be wary of
PRC’s efforts to interfere in its affairs amid pursuit of trade, says former envoy,” Financial Post (December

8, 2017), hitps://financialpost.com/news/economy/watch-PRCs-efforts-to-influence-as-canada-pursues-
trade-says-former-envoy; Guadalupe Pardo, Robert Fife and Steve Chase, “Trudesu attended cash for
access fundraiser with Chinese billionaires,” The Globe and Mail (November 22, 2016}, https:/www.
theglobeandmail.com/news/politics/trudeau-attended-cash-for-access-fundraiser-with-chinese-billionaires/

article32971362/.

68 Public Safety Canada, “Response to the December 18, 2020 motion” (December 18, 2020). Minister Biair
also highlighted that it was the Prime Minister who decided that NSICOP's work should be unclassified
and publicly released in order 1o “specifically name ... [the PRC] and Russia as being particularly active in

Canada.”

69 Canadian Centre for Cyber Security, “National Cyber Threat Assessment 2020 (2020), hitps://www.cyber.
ge.ca/en/guidance/national-cvber-threat-assessment-2020, at p. 11.
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The government’s focus on foreign election
interference has intensified since 2017, in the
wake of widespread reporting on Russian
interference in the 2016 U.5. Presidential
elections, as well as the French and German
national elections in 2017. Since that time, it
has taken steps aimed at addressing foreign
interference in Canada’s electoral system, under
a framework which the government announced
in 2019 called the Plan to Protect Canada’s
Democracy.”® This section provides a brief
overview of the steps taken by the government
to address foreign interference since 2017.

in 2017, the Prime Minister provided a mandate
letter to then Minister of Democratic Institutions
Gould.” As part of that mandate letter, the
Prime Minister asked Minister Gould to work
with the Minister of Public Safety and the
Minister of National Defence 1o lead efforts to
protect against cyber threats.

To fulfil that mandate, the government
developed and implemented a policy framework
to further protect Canada’s democracy,

slectoral process and democratic institutions.
This framework was a whole-of-government

effort supporting four objectives, one of which
was combatting forsign interference. The plan
was first of its kind internationally, and led the
co-chair of the Transatlantic Commission on
Election Integrity {an organization of democratic
governments that tries to protect the integrity of
democratic processes), to say that Canada had
“taken up the reins as a global leader fighting
election interference.””

The Security and Intelligence Threats to
Elections (SITE) Task Force consists of officials
from the RCMP CSE, CSIS and GAC. lis
mandate is to report on covert, clandestine or
criminal activities by foreign actors.” As part

of its activities, the SITE Task Force provides
briefings o the Panel of Five established

under the CEIPP (described below), as well as
security-cleared representatives of each political
party during the slection pericd. The SITE Task
Force was sestablished in February 2019 as part
of the Plan to Protect Canada’s Democracy and
was in place for the 2019 and 2021 elections.

The CEIPP is a Cabinet Directive that “sels

out the ministers’ expectations with respect

to the general directions and the principles to
guide the process for informing the public of
an incident that threatens Canada’s ability 1o
have a free and fair election” during an election

70 Government of Canada, *Protscting democracy” (September 1, 2021), https:./www.canada.ca/ern/democratic-institutions/
senvices/protecting-democracy.htmi [Government of Canada, “Protecting democracy” (Septernber 1, 2021)).

71 Prime Minister of Canada Justin Trudeau, “ARCHIVED - Minister of Democratic Institutions Mandate Letter” (February 1,

72 Centre for International Governance Innovation, “New Report Praises Canada’s Efforis io Combat Election Interference,

but Warns Important Gaps Remain” {Juns 18, 2018}, httpes://www.cigionline.org/articles/new-report-praises-canadas-

sfforts-combat-slection-interference-warns-important-gaps/.

73 National Security and Intelligence Committee and Parllamentarians, “Special report on the National Security and
Intelligence Activities of Global Affairs Canada” (June 27, 2022), https//www.nsicop-cpsnr.ca/reporis/ro-2022-11-04/

special-report-global-affairs.pdf, at p. 34.
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period, when the Caretaker Convention is in
effect (i.e., after Parliament is dissolved and
before a new government is sworn in after an
election).™ As described in the Directive, the
Caretaker Convention reflects “the principle that
the government is expected 1o exercise restraint
in its activities and ‘restrict itself’ in matters of
oolicy, spending and appointments during the
election period, except where action is ‘urgent’
and ‘in the national interest.””” The Directive was
established in 2019, prior 1o the 2019 election.’

The CEIPP establishes a pansl of five senior
public servants {the Panel of Five) who ars
tasked with the responsibility of communicating
with Canadians during an election in the event
of an incident or incidents that threaten the
integrity of a federal election. Oulside of the
slection period, the responsibility for addressing
foreign interference falls 1o the responsible
Ministers.

The Panel of Five is comprised of:
e the Clerk of the Privy Council;

e the National Security and Intelligence
Advisor to the Prime Minister;

= the Deputy Minister of Justice and Deputy
Attorney General;

e the Deputy Minister of Public Safety; and
e the Deputy Minister of Foreign Affalrs.”

The Panel of Five's deliberations are informed

by intelligence reports and briefings from the
SITE Task Force, The CEIPP establishes the
process pursuant to which the Panel of Five
reviews information about critical slection events
{including foreign interference activities) and
considers whether it is necessary to inform
Canadians of an incident that threatens Canada’s
ability to have a free and fair election. It is only
when this threshold is met {i.e., that the incident
threatens Canada’s ability to have a free and fair
slection) that the processes for alerting the public
set out in the CEIPP are engaged.’

The CEIPP recognizes that determining whether
the threshold is met requires the exercise of
“considerable judgment.”™ it provides the
following three faciors 1o ground the exercise

of that judgment by the Panel of Five;

s the degree to which the incident(s}
undermine(s) Canadians’ ability to have
a free and fair election:;

= the potential of the incident(s) to undermine
the credibility of the slection; and

e the degres of confidence officials have
in the intelligence or information.®°

| have inferviewed members of the 2019

and 2021 Panels of Five, including the chairs,
Senator Shugart and Ms. Charetie. They
described the exiensive preparations that thay
undertook {including considerable “tabletop”

74 Government of Canada, “Cabinet Directive on the Critical Election Incident Public Protocol” (August 12, 2021}, httpsy//

www.canada.ca/en/democratic-institutions/services/protecting-democracy/critical-election-incident-public-protocol/

cabingt.html, 5. 1.0 [Government of Canada, “Cabinet Directive on the CEIPP” {August 12, 2021)].

75 Government of Canada, “Cabinet Directive on the CEIPP” {August 12, 2021), 5. 2.

78 Morris Rosenberg, “Report on the assessment of the 2021 Critical Election Incident Public Protocol” (February 2023},

CEIPP” (February 2023)].

77 Government of Canada, "Cabinet Directive on the CEIPP” {August 12, 2021}, s. 4.

78 Government of Canada, “Cabinet Directive on the CEIPP” {August 12, 2021), 5. 5.

79 Government of Canada, "Cabinet Directive on the CEIPP” {August 12, 2021}, s. 8.

80 Govermment of Canada, “Cabinet Directive on the CEIPP” {August 12, 2021), 5. 8.
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exercises in which a PCO official created
difficult situations and walked them through

how they would have responded). One matter
that concernad me was the threshold they were
using to intervene, and in particular, whether

they saw their role as protecting the “integrity

of the election” in terms of an overall result or

the integrity of each of the individual selections
occurring at the riding level. Each assured me
that they had considered the guestion (both
individually and as a group) and understood their
role as protecting sach individual riding’s election.
if they had seen anything that threatened the
result in a particular riding and could be credibly
traced back to a state actor, they advised me that
they would have responded.

They were forthright in pointing out some of

the difficulties they faced. They cited sxamples
from both 2019 and 2021, in which there was
suspicious activity circulating online, but it could
not be traced back to a foreign state.

The CEIPP was subisect to review after the
2019 and 2021 elections, including through the
reports by James Judd® {in 2020, in respect of
the 2019 slection) and Morris Rosenberg? (in
2023, in respect of the 2021 election). Several
updates to the CEIPP have been implemented
since the 2019 election, including:

e Explicitly permitting the Panel of Five to
consult with the Chief Electoral Officer and
to receive information and advice from
sources other than the national security
agencies.

e Clarifying the Panel of Five's ability o
consider potential incidents of interference
involving both foreign and domestic
malicious actors.®

At the 2018 G7 Summit in Charlevoix, G7
Leaders announced the establishment of the
G7 BRM. The RRM’s stated goal is fo enhance
collaboration between Canada and its G7
partners in the following areas:

= Building knowledge and capacity to counter
foreign threats at national and subnational
levels within the RBM and key partners;

e Developing common data analytics tools
and methods to identify foreign threats;

+ Supporting research to advance a common
understanding and approach 1o foreign
information manipulation and interference;

e Strengthening the BRM’s capacity for
coordinated response to forsign threats;

+ Strengthening collaboration with other
international organizations and initiatives,
civil societly, academia and industry to
identify and counter foreign threats;

+ Communicating the work of the RRM 1o the
public through annual reports on foreign
threats to democracy.®

A particular focus of the RRM’s work is on
monitoring and countering state-sponsored
disinformation.®®

81 Along-time retired senior Canadian public servant and CSIS director from 2004 to 2009,

82 Along-time senor Canadian public servant whe has served as a Deputy Minister of Justice, Health and Forsign Affairs.
83 Government of Canada, "Protecting democracy” (September 1, 2021).

84 Government of Canada, “Rapid Response Mechanism Canada: Global Affairs Canada” (September 20, 2022), hitps:/

aspx?lang=eng [{Government of Canada, “RRM” (September 20, 2022)).

85 Govermment of Canada, “REBM” (September 20, 2022).
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As part of the RRM, the government established
Rapid Response Mechanism Canada (RRM
Canada) as the penmanent secretariat to the
RBEM. In this role. BEM Canada leads the RRM
efforts for the G7. I also suppoerts Canada’s
efforts to monitor and respond to forsign state-
sponsored disinformation onling,

During election periods, RRM Canada acis

as an early warning system for the SITE Task
Force. Separately, RRM Canada also provides
open-source data analytics about threats to
democracy on an ongoing basis.®

The Digital Citizen Initiative is a strategy
aimed at building citizen resistance to online
misinformation and disinformation and
establishing partnerships with civil socisty
organizations aimed at supporting a healthy
information ecosystem. As part of this program,
Heritage Canada provided $7 million in 2019-
2020 to projects provided by Canadian civil
society organizations aimed at informing
Canadians about online disinformation,
reinforcing their resilience against i, and
encouraging Canadians to participate in the
democratic process.” The Digital Citizen
Initiative also supports research aimed at
bolstering resilience to misinformation and
disinformation and developing “principles

for the diversity of content online in order io
reinforce democratic and citizen resilience.”®®

88 Govermment of Canada, “REBM” (September 20, 2022).

in 2017, Parliament established NSICOP
through the passage of the National Security
and Intelligence Committee of Parliamentarians
Act (NSICOP Act).®® NSICOP provides a forum
for Members of Parliament of all recognized
political partiss and Senators with Top Sscret
clearance to review matters relating to national
security and intelligence. NSICOP’s mandats is
to review:

e The legislative, regulatory, policy,
administrative and financial framework for
national security and intelligence;

s Any activity carried out by a depariment
that relates to national security or
intelligence, unless the activity is an
ongoing operation and the appropriate
Minister determines that the review would
be injurious o national security; and

* Any matisr relating to national security or
inteliigence that a minister of the Crown
refers to the Committes. 0

As part of its mandate under the NSICOP Act,
NSICOP conducts two main types of reviews:

» A “framework review” reviews the
legislative, regulatory, policy, administrative
and financial framework for national security
or intelligence.

= An "activity review” reviews activity carried
out by an organization relating to national
security or intelligence. These reviews may

87 Government of Canada, “Digital Citizen Initiative - Online disinformation and other online harms and threats” (March 20,
2023), hitps//www.canada.ca/en/canadian-heritage/services/online-disinformation.html [Government of Canada, “Digital

Citizen initiative” (March 20, 2023)].

88 Government of Canada, “Digital Citizen Initiative™ (March 20, 2023).

89 S.C. 2017, ¢. 15, hitps//laws-lois.justice.gc.ca/eng/acts/N-16.6/FullText. html INSICOP Actl.

90 National Securily Intelligence Committes of Parliamentarians, “About” (2023), https://www.nsicop-cpsnr.ca/about-a-

propos-de-nous-en.himl.
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focus on a particular government agency
or organization, and may also look at how
those agencies work together or review
issues of concern to multiple agencies.”

in addition to these two types of reviews,
NSICOP may also conduct a “referral review,”
which is a review of any matter relating fo
national security and intslligence referred 1o it
by a Minister.%

NSICOP is an agency of the executive branch
reporting to the Prime Minister, but it is made
up of elected parliamentarians from all parties
with party status in the House of Commaons,
and an independent member of the Senate. In
addition to the regular reports that it provides o
the Prime Minister on an annual basis, NSICOP
also issues special reporis on particular areas
of interest that fall under its review mandate.

it provides those reporis on a classified basis
to the Prime Minister and provides versions

of the reports 1o the public, with the classified
information redacted.” As indicated below, in
March 2023 the Prime Minister asked NSICOP
1o conduct a revisw and report on the stats of
foreign election interference in Canada. That
work is ongoing and represenis a continuation
of the work it undertook in a previous review
of the government’s response 1o foreign
interfersnce between 2015 and 2018, which it
provided to Parliament in 2020.%

CFEO000019

On July 19, 2019, Parliament established
NSIRA through the National Security and
intelligence Review Agency Act (NSIRA Act).®
The NSIRA consists of a Chalr {currently former
Justice of the Suprems Court of Canada, the
Honourable Marie Deschamps), and thres 1o
six independent members, all of whom are
appointed by the Governor-in-Council on the
racommendation of the Prima Minister. The
NSIRA Act provides that such recommendations
are 1o be made by the Prime Minister only after
consultation by the Prime Minister with:

» the Leadsr of the Government in the Senate
or Government Reprasentative in the
Senate and the Leader of the Opposition in
the Senate;

» the Leadsr or Facilitator of every recognized
party or parliamentary group in the Senate;

e the Leader of the Opposition in the House
of Commons; and

¢ the leader in the House of Commons of
sach party having at least 12 members in
that House,%

NSIRA's statutory mandate is 1o review the
government’s national security and intelligence
activities in an integrated manner. This includes
the power to review the activities of CSIS and
CSE, and the national security and intelligence
activities of all other federal departments and

91 NSICOP Act, 5. 8(1); National Security and Imtelliigence Committes of Parliamentarians, “Frequently Asked Quesstions”
(2023}, https//www.nsicop-cpsnr.ca/fag-en.htmi [NSICOP, “FAQ” {(2023)].

892 NISCOP Act, s. 8(1); NSICOPR, "FAQ” (2023).

93 National Security and Intelligence Committes of Parliamentarians, “Reports” (2023}, hitps:/www.nsicop-cpsnr.ca/reports-

rapports-en.html.

94 National Security and Intelligence Commities of Parliamentarians, “National Securtty and Intelligence Comimittes of

www.nsicop-cpsnr.ca/press-releases/pr-cp-2023-03-08/pr-cp-2023-03-08-en.html.

g8 5.C. 2018, c. 13, s. 2, https:/laws-lois.justice.gc.ca/eng/acts/N-16.62/FullText. html [MSIRA Act].

96 NSIRA Act, s. 4(2).



agencies {including, but not limited to: the
RBCMP the Canada Border Services Agency,
the Department of National Defence, GAC, and
DOALY Previcusly, each national security and
intelligence agency had its own review body
that reviewed sach agency separately. That
framework did not provide for an integrated
review of government security and intelligence
activities.

in order 1o fulfil its statutory mandate, NSIRA
may receive any information held by federal
entities that NSIRA deems relevant, including
classified and legally privileged information,
with the exception of information classified as
Cabinet Confidence.®®

in the course of its reviews, NSIBA may

make any finding or recommendation to the
government that it considers appropriate. This
includes findings or recommendations relating
to a department’s compliance with the law and
any applicable ministerial directions and the
reasonablensss and necessity of a department’s
exercise of its powers.®”

in March 2023, the Prime Minister asked NSIRA
to conduct a review and report on the state

of foreign election interference in Canada. He
already gave that mandate to NSICOF They
have stated that they intend to coordinate with
one ancther in carrying out this work,

in 2022, the government continued its work
examining options to protect five priority
sectors when faced by activitias by state

actors that could be considered hostile. These
were: democratic procasses and institutions,
communities, economic prosperity, international

affairs and defence, and critical infrastructure,
including establishing a National Counter
Foreign Interference Coordinator at the
Department of Public Safety, a foreign agent
registry, potential amendments to the CSIS Act,
the Security of information Act (SOIA}, and the
Criminal Code of Canada. Various Ministers
and their departments have been working on
implementation through 2022 and into 2023.
For instance, the National Counter Foreign
interference Coordinator, Sébastien Aubertin-
Gigusre, was appointed in the summer of 2022,

in March 2023, the Prime Minister's Office
announced the following additional measures:

= A review by NSICOP of the state of forsign
interference in federal electoral processes
—~ NSICOP has provided us with their
confidential Terms of Reference, which has
given me confidence that they are carefully
reviewing this issue;

e A review by NSIRA of how Canada’s
national security agencies handled foreign
interference during the 437 (2019) and 44"
{2021) federal general elections;

e [aunching public consuliations relating
to the creation of a Foreign Influence
Transparency Registry;

s Establishing a National Counter Foreign
Interference Coordinator in Public Safety
Canada;

= lssuing a Ministerial Directive requiring
CSIS 1o “seek, wherever possible within the
law and while protecting the security and
integrity of national security and intelligence

97 National Security and Intelligence Revisw Agency, “What We Do” (2023), hitps://nsira-ossnr.gc.ca/what-we-do.

98 National Security and Intelligence Review Agency, “All Government of Canada national sscurity and intelligence activities
now subiject to independent expert review” (July 17, 2019), https:/nsira-ossnr.gc.ca/all-government-of-canada-national-
security-and-intelligence-activities-now-subject-to-independent-expert-review.

98 National Securily and inteliigence Review Agency Act, S.C. 2018, . 13, 5. Z, https//laws-lois.justice.gc.ca/eng/

acts/N-16.62/FullText.btml, s. 8(3).
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operations and investigations, to ensure
that parliamentarians are informed of
threats to the security of Canada directed at
them, "¢

= Developing a plan 1o address outstanding
recommendations from NSICOR the
Rosenberg Report (defined below), and
other reviews on foreign interference
{outlined in an April 6, 2023 report by the
Honourable Dominic LeBlanc, Minister of
Intergovernmental Affairs, Infrastructure and
Communities, and Janice Charette, Clerk
of the Privy Council and Secretary to the

@
.
pood
E22d

]

in considering the sufficiency of the
government’s response to foreign interferencs, a
significant part of my mandate is to consider the
elections of 2019 and 2021. | have addressead
above the major allegations of specific incidents
of foreign interference above. But it is important
to report to Canadians how the CEIPP operated
in the elections of 2019 and 2021, as it reflects
how the government’s protective measures
worked in practice.

As | describe in more detall below, major
components of the CEIPP have already been
assessed by independent examinars. | will
summarize those reporis and their conclusions
below 1o provide some necassary background

CFEO000019

Cabinet entitled “"Countering an Evolving
Threat: Update on Becommendations fo
Counter Foreign Interference in Canada’s
Democratic Institutions,” discussed in more
detaill below)™ and

e Investing $5.5 million in the Canadian
Digital Media Research Network, 1%

The government has continued to take
a number of initiatives to deal with the
rapidly evolving foreign interference threat
and protecting and preserving democratic
institutions continues 1o be a clear priority.

on the elections of 2019 and 2021, the
government’s response o it, and what others
have concluded about the government’s
response. This does not mean that |
necessarily endorse or adopt the conclusions
or recommendations set out in those reports.
Where | intend o draw conclusions about facts
or make recommendations, | will make that
clear. Further, many of the issues raised by
the conclusions and recommendations in the
reports summarized below are policy matters
that | will address in the second part

of my mandate.

100 Public Safety Canada, “Ministerial Direction” (May 16, 2023).

101 Dominic LeBlanc and Janice Charstte, “Countering an Evolving Threat: Update on Recommendations to Counter Foreign
Interference in Canada’s Democratic Institutions” (April 5, 2023}, https/www.canada.ca/content/dam/di-id/documents/

ret/rapporteur/Countering-an-Evolving-Threat. pdf [LeBlanc and Charette. “Countering an Evolving Threat” (April §,

2023)].

102 Prime Minister of Canada Justin Trudeau, "Taking further action on foreign interference and strengthening confidence
in our democracy” (March 8, 2023}, https.//em.gc.ca/en/news/news-releasss/2023/03/06/taking-further-action-foreign-

interference-and-strengthening; Prime Minister of Canada, “ISR Announcement” {(March 15, 2023).




The 43 general slection was held on October
21, 2019.%° The writ period lasted 41 days, from
September 11, 2019 until election day.®

The LPC maintained government status by
winning a plurality of 157 seats. The CPC
finished with 121 seats, the Bloc with 32 seats,
the NDP with 24 seats, the Green Party with
three seats, and one independent candidate
won a seat, '’

The CEIPP was first implemented before the
2019 federal election.  was announcead at

the start of the year, with the Cabinet Directive
establishing the CEIPP released on July 9,
2019, The Panel of Five had been meeting since
May 2019 in preparation for the election.’0®

The Panel of Five did not find it necessary fo
intervene during the election, as they did not
conclude that there were any threats that met
the threshold.

The CEIPP’s implementation in the 2018
election was reviewed by a senior civil servant,
Jim Judd, who provided a report released in
May 2020 (the Judd Report). The Judd Report
provided context about foreign interferance in
Canada and internationally from 2016 up until
after the 2018 federal election, then assessed
the procedural aspects of the implementation

of the CEIPPY The Judd Report did not
assess the ouicome of any Panel of Five
decision-making.™® He also only had access to
information up to the Secret, not Top Secret,
leve] 10

The Judd Report concluded that the CEIPP was
successfully implemented, and that while the
Panel of Five did not intervene 1o alert the public
to an incidence of interference, it had been
ready to do s0 if needed.™ In so finding, Mr.
Judd identified a number of challengss faced in
implementing the CEIPP in 201¢ @though he did
not find that any of these challenges praventad
the Panel of Five from discharging its mandate):

s The first of its kind. The Judd Report
noted that the CEIPP was a uniquely
Canadian invention and was therafore
“affectively an experiment never before
seen in the Canadian context and without
any international analog from which to draw
comparisons or lessons,

= Time constraints. The Judd Report noted
that there were two principal timing issues
in implementing the CEIPPE First, there
was relatively little time to prepare the
Panel of Five betweean its constitution and
the election. Second, and fundamentally,
the election campaign’s 50-day timelins

103 Elections Canada, “43™ General Election ~ Oclober 21, 2019” (May 6, 2023), httes//www.elections.ca/content.

aspx?section=ele&document=index&dir=pas/43gedlang=e.

104 Office of the Chief Electoral Office of Canada, “Report on the 43 Gensral Election of October 21, 2018” (February 2020),
https.//www.elsctions.ca/res/rep/off/sta ged3/stat ged3 e.pdf, at p. 24,

108 The Globe and Mail, “Election 2018 Resulis” (2022), hitps://Awww.theglobeandmail.com/politics/federal-election/2019-

results/.

106 Jim Judd, “Report on the Assessment of the Critical Election Incident Public Protocol” (May 2020}, https/www.canada.

ca/content/dam/di-id/documents/ceipp-eng.pdf. at p. 18 [Judd, “Report on the 2019 CEIPP” (May 2020}

107 Judd, “Report on the 2013 CEIPP” (May 2020}, at pp. 3-11.

108 Judd, “Report on the 2019 CEIPP” (May 2020}, at p. 1.

108 Judd, “Report on ths 2018 CEIPP” (May 2020), at p. 1.

110 Judd, “Report on the 2019 CEIPP” (May 2020}, at pp. 20-21.

111 Judd, “Report on ths 2018 CEIPP” (May 2020}, at p. 16.
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meant that the Panel of Five would need
1o exercise its judgment quickly and in

a dynamic environment, “in the rapidly
evolving circumstances of political
campaigning and the 24/7 world of news
and social media.”"?

Understanding and applying the
threshold. Because the threshold under
the CEIPP is qualitative in nature, the

Judd Report noted that the application of
the threshold did not easily lend itself to
“guantifiable metrics” that would trigger
it."3 This required the Panel of Five to make
judgment calls based on the context of the
interference. The Panel of Five also required
consensus in order to take any decision to
alert the public during the writ period.™

The problem of imperfect information
and the diversity of interference. Lastly,
the Judd Report identified imperfect
information and the potential diversity

of the sources and typss of interference

as particular challenges o be addressed
by the Panel of Five." He noted that

the Panel of Five would have 1o assess
information that was incomplete and would
be considering interventions by a host of
hostile actors {(foreign siate and non-state
actors, and even domestic actors intending
to disrupt the electoral process).''® He noted
the particular problem {a problem which |
have also recognized earlier in this report)

112

113

114

115

118

117

118

118

Judd, “Report on the 2016 CEIPP” (May 2020}, at p. 16.
Judd, “Report on the 2018 CEIPP” (May 2020), at p. 16.
Judd, “Report on the 2016 CEIPP” (May 2020}, at p. 16.
Judd, “Report on the 2018 CEIPP” (May 2020), at p. 16.
Judd, “Report on the 2016 CEIPP” (May 2020}, at p. 16.
Judd, “Report on the 2018 CEIPP” (May 2020), at p. 16.
Judd, “Report on the 2016 CEIPP” (May 2020}, at p. 17.

Judd, “Report on the 2018 CEIPP” (May 2020), at p. 17.

of determining whether social media posts
are pursly domestic in origin or whether
thay are Toreign interference that has been
“cloaked to present themselves as being of
domestic origin.”"7

e The demands of multiple roles. The Judd

Report noted that, during the slection
pericd when they were serving on the
Panel of Five, the mambers were also
expected to continue addressing the daily
rasponsibilities of their offices as they had
in the pre-writ period.” Mr. Judd also
noted that for three Daputy Ministars on
the Panel of Five who were relatively new
o their positions at the time of the slection,
this effectively meant “they were on a
doubile learning curve” in discharging their
obligations under the CEIPR™®

The Judd Report reviewed the activities of the
Panel of Five, beginning with its first meeting
in May 2019. Deliberations focused on the
following topics:

s Achieving a common understanding of the
CEIPP and its elements and especially the
threshold for intervention by the Panel of
Fiva,

s Becoming familiar with the roles,
responsibilities, operations and
personalities of key officials and agencies
{Chief Electoral Officer and Elactions
Canada, the Commissioner of Canada
Elections and the security agencies).
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= Understanding the potential foreign
interference threats in respect of the
elactoral process, including the possible
role of malign domestic actors, and the role
that social media platforms might play in
enabling these activities,

e Assessing the relationship between an act
of interference and its potential or actual
impact on the election and volers, (as well
as the possible impact of an intervention by
the Pansl of Five during the writ period).

e Arriving at a common understanding of what
the baseline was in Canada for ongoing
foreign interference activities (cyber and
traditional). The Judd Report suggesis
that the Panel of Five operated on the
assumption that this would be the constant
level of interference going forward, and
that “new aftacks above that level would
therefore require particular scruting.”?°

» Developing team-building and consensus
decision-making capacities.™

The Judd Report notes that the threshold and
its application “became an ongoing focus

of debate and discussion in the Panel” from
its first mesting throughout the writ period,
and that these discussions “elicited different
perspectives and considerations all of which

120 Judd, “Report on the 2019 CEIPP” (May 2020}, at p. 18.
121 Judd, “Report on ths 2018 CEIPP” (May 2020}, at p. 18.
122 Judd, “Report on the 2019 CEIPP” (May 2020}, at p. 19.

123 Judd, “Report on ths 2018 CEIPP” (May 2020}, at p. 19.

124 Judd, “Report on the 2019 CEIPP” (May 2020}, at p. 21

125 Judd, “Report on ths 2018 CEIPP” {(May 2020}, at p. 22.
126 Judd, “Report on the 2019 CEIPP” (May 2020}, at p. 23.
127 Judd, “Report on ths 2018 CEIPP” (May 2020}, at p. 23.
128 Judd, “Report on the 2019 CEIPP” (May 2020}, at p. 23.

129 Judd, “Report on ths 2019 CEIPP” {(May 2020}, at p. 23.

helped inform views on the threshold and the
circumstances which might prompt the Pansl {o
intervane.”? These discussions were informed,
in part, by daily amalgamated multi-scurce
intslligence and social media assessments
provided by the SITE Task Force.’®®

it concluded that the Pansl of Five did not
have 1o intervene in the 2019 election which
was “good news,” and that “[oln the whols
the implementation of the Protocol had been
successful.™?

As a result of its review, the Report alsc made
the following recommendations:

e That the operation of the CEIPP expand
to include writ and pre-writ periods,
though Mr. Judd recognized this would
not be possible in the event of an election
triggered by a vote of no confidence; ™

# Prepare the Panel of Five sarlier, especially
new members; ¥

¢ Have an appropriate media strategy;™

e Monitor developments in the ocourrence
of foreign interference and the
courtermeasures taken internationally;®

¢ Heview academic and think tank research
on election interference; ™
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# Collaborate with political parties to provide
cyber security guidance and access o
classified intelligence related to potential
interference threats; ™% and

» Evaluate parinerships with social media
platforms to combat foreign interference.’

We understand that the government
implemented these suggestions, except for
exiending the CEIPP to the pre-writ period, as
it was assessed that it is only appropriate for
the Panel of Five to operate when the Caretaker
Convention is in effect. Prior to that, Ministerial
responsibility is in place.

The 44" general election was an election
triggered when the Prime Minister requested the
Governor-General to dissolve Parliament. The
slection was held on September 20, 2021, with
a writ period of 37 days, starting on August 15,
2021.%2

The LPC retained the government, winning

160 seats. The CPC kept 119 seats, the Bloc
Quebecois had 32 seats, the NDP had 25 seats,
and the Green Party had two seals. '™

The election occurred in the midst of the
COVID-19 pandemic, an issue that brought out
domeastic malign actors. The elections discourse

130 Judd, “Report on the 2019 CEIPP” (May 2020), at p. 24.

131 Judd, “Report on the 2019 CEIPP” (May 2020}, at p. 24.
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was flooded with misinformation about public
health measures (like vaccine reguirements)
and government restrictions.’® There was an
increase in anti-government sentiment, and

in particular viclence and threats of violence
towards party leaders, campaigns, and election
officials,’®

A number of changes to the CEIPP were

rolled out in advance of the 2021 alection.
First, given the threat posed by domestic
actors, the CEIPP which praviously focused
on vulnerability to foreign interference, now
included domestic actors (a reflection of the
fact that domestic actors were understood {o
be the source of disinformation in the 2020 US
election).”® Political parties were also brisfed
by security agencies, and the pariies could
alert the agencies of any incidents they felt
could threaten the integrity of the election.™’
The CEIPP was also changead to explicitly allow
the Panel of Five to consult with the Chief
Electoral Officer as appropriate and so that the
Panel of Five could, at their discretion, receive
information from sources other than the SITE
Task Force and the security agencies, ™

The CEIPP’s implementation in respect of the
2021 election was reviewed by a retired senior
civil servant, Morris Rosenberg, in a report
released in February 2023 (the Rosenberg
Reportl. In order to prepare his report,

132 Office of the Chief Electoral Officer of Canada, “Report on the 44" General Election of September 20, 2021~ (2032},
https://www.elections.ca/res/rep/off/sta_gedd/stat gedd e.pdf atp. 15.

federal-election/2021 -results/.

134 Rosenbsrg, “Report on the 2021 CEIPP” (February 2023), at p. 13.
138 Rosenbery, “Report on the 2021 CEIPP” (February 2023}, at p. 13,
138 Rosenbsrg, “Report on the 2021 CEIPP” (February 2023), at p. 13.
137 Rosenbery, “Report on the 2021 CEIPP” (February 2023), at pp. 22, 39.

138 Rosenbsrg, “Report on the 2021 CEIPP” February 2023), at pp. 22, 38,



Mr. Rosenberg conducted interviews with
relevant government officials (including

all members of the 2021 Panel of Five),
representatives of major political parties,

civil society, academics, and social media
platforms.™ Mr, Rosenberg was also given
access o briefing material preparad for the
Pansl of Five, as well as Canadian government
documents, 0

The Rosenberg Report concluded that there
had not been “large scale foreign interference
along the lines of Russian actions in the 20186
.S, election” in Canada in the 2019 or 2021
federal elections.” There had been “efforts” of
foreign interference, as well as the occurrence
of domestic interference, but they did not meset
the threshold for the Panel of Five taking action
as established in the CEIPP™?

On the key issue of determining when the
threshold had been met, the Rosenberg
Report observed that there were several
qualitative standards articulated in the CEIPP,
none of which was objectively quantifiable.®®
in particular, Mr. Rosenberyg took issue with
this guidance in section 6.0 of the CEIPP:
“ultimately, it is the impact of the incident on
Canada’s ability to have a free and fair election
that is at issue in the determination of whether
the threshold has been met, and if a public
announcement is required.”** He observed
that officials may have a high degree of
confidence in the veracity of a particular piece
of intelligence, but still not be in a position to
ascertain its impact during the brief writ period:

The challenge of measuring impact was
highlighted in public commentary examining
pro-Beijing disinformation campaigns
fargeting Conservative candidales. Were
Conservative losses in several ridings with
large Chinese diaspora communities due

to attacks on the Conservative platform

and on one of its candidates by media
associated with or sympathetic to the Chinese
government? Or were they the result of

the Conservatives simply not being able to
connect with sufficient numbers of volars in
those communitieg 714

The report made 16 recommendations,
including addressing the following issues:

e How the Panel of Five was prepared for the
glection;

e The structure of the CEIPPE including
exploring whether announcemaents should
be mads even if the threshold is not met;

e Improving the government’s communication
strategy, such as by announcing plans
to safeguard the election a year after the
most recent election, acknowledging that
interference can occur prior o elections
and specifying who exactly addresses
interference oulside of the writ period,
emphasizing the full range of activities
occurring under the CEIPP that do not
meet the threshold, and clarifying that both
foreign and domestic actors are included in
their assessment;

139 Rosenbsrg, “Report on the 2021 CEIPP” (February 2023), at p. 4.

140 Rosenberyg, “Report on the 2021 CEIPP” (February 2023), at p. 4.

141 Rosenbsrg, “Report on the 2021 CEIPP” (February 2023), at p. 42.

142 Rosenbery, “Report on the 2021 CEIPP” (February 2023}, at p. 42.

143 Rosenbsrg, “Report on the 2021 CEIPP” (February 2023), at p. 42.

144 Rosenbery, “Report on the 2021 CEIPP” (February 2023}, at p. 52.

145 Rosenbsrg, “Report on the 2021 CEIPP” (February 2023), at pp. 33-34.
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= Providing political party representatives
with secure briefings and Members of
Parliament with unclassified briefings; and

e Assassing the capacity of the intelligence
agencies 1o provide adequate security
during elections and decisions involving
TEMs during the writ period.’®

After the election was over, representatives of
the CPC complained to the PCO’s Security
and Intelligence Secretariat about foreign
interference costing the party seats. There was
particular concern about information circulating
on WeChat about Mr. O'Toole’s posture on
China, largely replicating an article from the Hill
Times (a legitimate Canadian news source). The
CPC provided some information to the PCO,
which in turn provided it to the SITE Task Force
to investigate. The SITE Task Force’s conclusion
was that, although information had been
circulating, it was unable to tie it to a stale-
sponsored source, and it was unclear whether
the amplification was organic (i.e., peopls on
WaChat sharing the article because it was of
interest) or part of an orchestrated campaign.
Mr. OToole continued to assert over the next
sevaral months that PRC interference cost the
party eight or nine seats. As explained in my
section on my conclusions, it is hard o accept
this assertion, which has been rejected by the
3ITE Task Force and the 2021 Panel.

Moreover, even Mr. O'Toole’s campaign team
questioned the impact of foreign interference. On
April 25, 2023, Mr. O'Toole’s campaign managsy,
Fred Delorey, told PROG: “Obviously, we didn’t
do as well with Chinese Canadians as we hoped
to do in certain ridings.... [wlas it interference

or was it our hardline approach?”'¥ While the
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answer 1o this is inherently unknowable, since
we cannot know who volted or why, it raises a
legitimate point, which is that there is certainly
a possibility that some part of the Chinese
Canadian community did not agres with the
CPC’s position on China. This is not foreign
interference; it is the democratic process.

On April 5, 2023, the Minister of
intergovernmental Affairs, Infrastructure and
Communities {Minister LeBlanc) and the Clerk
of the Privy Council and Secretary to the
Cabinet (Ms. Charetts} published a progress
update on the government’s implementation
of recornmendations made in various reporis,
including the Judd and Rosenberg reports (the
LeBlanc-Charette Raport).™8

The recommendations from the Judd Report
were all implemented except for allowing the
CEIPP to operate outside of the writ pericd. The
LeBlanc-Charette Report explained that this
recommendation was not adopted s0 as 1o not
interfere with the existing ability of Ministers to
address the issue of foreign interference. ™

Since the Rosenberg Report was released

not long before the LeBlanc-Charstie Report,
the government was at the time of its release
{and remains) in the process of reviewing the
possibilities of implementing many of the
recommendations. However, the government
has stated that there will be changes 1o the
communication strategy related to foreign
interference, and the security recommendations
in the report were all accepted.™

146 Rosenberg, “Report on the 2021 CEIPP” (February 2023), at pp. 46-47.

147 Standing Commitise on Procedure and House Affairs, 44" Parliament, 1st Session, No. 085, Testimony of Fred Delorey
{Aprit 25, 2023}, hitps/www.ourcommens.ca/DocumentViewer/en/44-1/PROG/ meeting-65/gvidence.

148 LeBlanc and Charelte, “Countering an Evolving Threal” (April 5, 2023).

149 LsBlanc and Charetie, “Countering an Evolving Threat” {April 5, 2023}, at p. 4.

150 LeBlanc and Charetlte, “Countering an Evolving Threal” (April 5, 2023}, at pp. 6-7, 20-23.



My mandate for my first report is to determine
whether any further public process is required.
My short answer is ves. | planto hold a

series of public hearings with Canadians
{particularly from affected communities),
government officials {including retired officials),
knowledgeable experis, and other interested
parties to discuss foreign interference, its
effects on diaspora communities, and policy
and governance improvements that could be
made 1o improve the government’s response to
it. | hope and believe that these public hearings
will continue to shine a spotlight on the problem
of foreign interference, provide public education
about the threat of foreign interference, and
orovide a better foundation of information
which | can use to malke policy and governance
recommendations for improvement. | also hope
these hearings will accelerate government
nolicy development to address foreign
interference, stressing both the importance and
urgency of action.

These hearings will not focus on “who knew what
and what did they do about it.” | have examined
these issues, drawn conclusions, and provided
as much information as possible to the pubilic,
as well as in a confidential annex to be viewed
by the Prime Minister and members of Cabinet
{as well as officials or Opposition Leaders

with the requisiie security clearancs). | also
recornmend the Prime Minister refer my report,
including the confidential annex, to the chairs of
NSICOP and NSIRA so those bodies can review
my conclusions and advise the Prime Minister,
Parliament and the public if they disagrse.

| carefully considered whether an inquiry under
the Inquiries Act could help enhance public frust
in our electoral process, over and above the
work | have done. When | was first appointed,
my preliminary view was that | was very likely to

recommend a Public Inquiry. But my conclusion
is that, in light of the material and information
that would lie at the heart of any inquiry, it could
niot be done in public. Rather, a “public inguiry”
would necessarily be done in private and largsly
replicate the process | have undergone, and

not advance the goals of fransparency or trust
any further than | have taken them and raise
expectations that will ultimately be disappointed.

| have reached this conclusion in full
appreciation both of our tradition of calling
public inguiries 1o deal with difficult issues, and
the significant benefits that they have brought
to Canada, including {most recently} the Public
Order Emergency Commission led by Justics
Paul Rouleau that held hearings through 2022,
Public Inguiries are valuable institutions and,

in the right situation, should continue to be
usad so that Canadians can see and assess
situations with their own eyes, and hear from
the various people who were involved. But as

| explain below, an Inquiry into the issues that
have been referred to me would not do any of
these things. Instead, | would be handing off a
problem to somsone else, without solving i, or
even providing a process by which the problem
could be solved. This would prolong, but not
enhance, the process.

| explain my reasoning below, with reference o
the guestion of what is a Public Inquiry, what |
have done 1o investigate the allegations, and the
limits of a Public Inguiry to address the matiers
at issue publicly.

Under the Inguiries Act, the federal government
may appoint a Commissioner of Inquiry

and provide them with terms of reference
“concerning any matter connected with the
good government of Canada or the conduct of
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any part of the public business thereof.” Once
appointed, the Commissioner has the power o
summon witnesses and require the production
of documents.™ This is all to ensure that they
can obtain the necessary svidence to thoroughly
investigate whatever issue has been referred.

inguiries do not lead to criminal or civil

liability. Rather, the point of an Inquiry is public
transparency. This is accomplishad by holding
public hearings and drawing on expert advice
s0 that Canadians themselves can see and
hear the evidence about what is at issus,

and compare it with the Commissioner’s
conclusions.

While Public Inguiries have a long and rich
history in Canada, they are not, and should not
be, set up without good cause. They are not
especially efficient processes for discerning
facts. By their nature, they are sxpensive and
lengthy, often extending for vears. Counsel to
the commission call witnesses, who are subject
to cross-examination by other parties. The
process is dominated by lawyers, and tends to
become guasi-adversarial. When governments
appoint public inquiries it is because they
believe that the need for public transparency
outweighs the inefficiencies caused by this
process, While some public inquiries have

an in camera componert, it would be highly
unusual to order a Public Inguiry that would

be conducted almost entirely in camera. That
would defeat its primary purposse, which is
public accountability through transparency.

| was appointed with TOR that asked me o
assess a number of different questions. For
the purpose of this report, and the question
of whether a Public Inquiry is required, | have
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primarily focused on the extent and impact

of foreign interference in Canada’s electoral
processes as raported in the medis, the
government’s response {including CSI3, the
PCO, the 2019 and 2021 Papels of Five, and
other agencies and officials), the extent to
which this was briefed up to the Prims Minister,
Ministers, Cabinet and Minister's Offices
{including PMO), and their responses.

The work the ISR team has done o answer
these questions could not be replicated in

a public forum. The government has made
available 1o the ISR team a considerable
amount of public information on forsign
interference, but the overwhelming amount of

it is highly classified documents including raw
and analyzed intelligence, government reports
and memaos. | have received classified briefings
and conducted highly sensitive interviews

with government officials, including numercus
meetings with the Director of CSIS and the
Chief of CSE, the N3IA, as well as psople who
report to them, and their forsign interference
specialisis. These documents and interviews
have been extremely instructive, They shed
considerable light on the questions listed abovs,
but this process could not have occurred in
public. | and the entire 1SR team had to obtain
Top Secret security clearances just to see the
material, be briefed and conduct the interviews.
Now that | have raviewed if, | understand why
it is treated so sensitively: foreign adversaries
would readily discern sources and methods
from this information. it could endanger people.
it can neither be made public in its current form,
nor usefully be aggregated to a levsl that could
be made public. That said, the documents we
have seen and the information we have recsivad
have been very useful, indeed essential, for the
purpose of drawing judicicus conclusions.

181 R.S.C., 1885, c. I-11, hitps:/laws-lois.justice.gc.ca/eng/acts/l-11/FullText.html, s. 2 [inquiries Act].

1582 Inquiries Act, s. 4.



As | indicated above, when | was appointed
Special Rapporteur, | began with an inclination
towards recommending a Public Inquiry.
However, as | have undertaken the review
process, | asked myself repeatedly what
purpose a Public Inquiry could serve for
Canadians in light of the restrictions on the
material that would nesed to be before the
Commissioner. | have concluded it would not
serve a useful purposs to enhance trust.

A Public Inguiry wouid not be, in any material
way, public. A commissioner would be in

the exact same position | am in: reviswing
material in private, speaking o witnesses in
private, and ultimately providing the public with
conclusions that do not cite much by way of
specific evidence. This would be unsatistying,
just as my process is unsatistying, because it
cannot be done in public. But two unsatisfying
processes are not going 1o satisfy. A Public
Inquiry would delay but not prevent the inevitable
grappling that Canadians {(as well as media and
Parliamentarians without a securily clearance) will
need to do with the fact that they are not going
to see the intelligence, they are not going io ses
the internal memoranda, and they are not going
to hear from the security agencies in any detailed
way. This is in many ways unfortunate, but it is
necessary 1o protect our national security, the
sources our intelligence agencies rely on, and our
obligations to the Five Eves partners.

Because our government is acting on our
behalf as citizens and with the goal of trust,
transparency is the rule, and secrecy is the
exception. We want to, and are largely entitled
o, see what the government does in our
names. However, permitiing the government to
maintain secrecy in matters of national security
is a trade-off we make as citizens. Intelligence
makes us safer but could not be gathered it

CFEO000019

if it were all made public. No one would be a
source and in fact the lives of existing sources
would be imperiled, and methods would be
compromised shortly after they are developed.
We could not participate in the Five Eves
relationship, as our allies would be unwilling to
share intelligence if it was all being mads public.
And the intelligence we gathered would not be
useful if our adversaries could ses i, for obvious
raasons. For all these reasons, Parliament has
passed the SO/A, which protects various fypes
of information from public disclosurs.

However, because transparency is the rule

and secrecy the exception, Parliament has put

in place important oversight mechanisms so

that government action can be reviewed. Two
mechanisms in particular are relevant to my
mandate: NSICOP and NSIRA, and | believe they
are vital 1o restoring the role of Parliament as a
vigilant overseer and the instrument of trust.

The 2017 NSICOP Act set up a committee of
Parliamentarians that has access o classified
information. s purposes are set out in section 8
of the NSICOP Act, as explained above.

NSICOP is currently constituted of four LPC
MPs (including its chair, Mr. McGuinty}, two
CPC MPs, one Bloc MP one NDP MP and an
independent senator, all of whom have sufficient
security clearances to view a comprehensive
range of material and are bound, by law, 1o
maintain its secrecy.

The 2019 NSIRA Act sets up a review agency of
respacted Canadians who are knowledgsable in
matters of national security. its mandate is set
out in the NSIRA Act, as explained above.

NSIRA is currently chaired by the Honourable
Marie Deschamps, a judge who served over
20 years on our courts, including on the
Supreme Court of Canada. Other members



are a law professor, a law Dean, a former NSIA

who served Prime Minister Harper, a practicing

lawyer, and an entreprensur. They also have the
relevant security clearances.

NSICOP and NSIRA exist to bridge the

divide between the need for government
transparency in a democratic society and the
need 1o keep matters secret for the purposes
of national security. They are statutory agenis
who work on Canadians’ behalf 1o ensure that
the government and its agencies are acting
appropriately with respect to thoss matters that
are kept confidential. That makes them well-
placed to review my conclusions.

| have provided a confidential annex that
provides additional detail for those with the
relevant clearances. My report, including the
confidential annex, and all the documents

that were provided to me should be provided
1o NSICOP and NSIRA for them 1o reviaw
comprehensively and identify any different
conclusions than mine. | note that | was given
access 1o documents protected by Cabinet
Confidence, which NSICOP and NSIRA are not
typically entitled to see. However, | recommend
the government disclose to NSICOP and NSIRA
those cabinet confidential documents provided
to me. They were instructive, and in my opinion
reflect careful consideration of difficult issues
by the federal cabinet. NSIRA and NSICOP
would benefit from reviewing them 1o ensure
these review bodies have access to the same
information | gathered and reviewed.

| would strongly encourage NSICOP to

ensure that iis review is done in a manner that
encourages maximum impartiality and minimizes
partisanship. These issues are oo important for
partisanship, as they go to trust in our democratic
institutions. | am thersfore recommending that
NSICOP work closely with NSIRA as much as
possible. Their role as non-partisan outside
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experts will be important to ensuring that this
review is robust and as apolitical as possible.

In addition, NSIRA has a substantial expert staff
that can assist in this review,

| also recommend that the leaders of the

three opposition parties seek Top Secret
security clearances so that they can review

the confidential annex and observe NSICOP’s
proceedings. Finally, | recommend that the
Prime Minister and Cabinet fully cooperate with
NSICOPR including appearing at NSICOP fo
respond 1o questions and provide information if
invited o do so.

| recognize this review by NSICOP will
necessarily be done in camera and not in
public given the importance of maintaining

the confidentiality of the relevant intelligence
materials. However, by having Parliamentarians
undertake the review, | am providing for scrutiny
of my work and conclusions by elected officials
specially selected for this work. Thisisnot a
perfact substitute for full public transparency,
but it is better than a public inquiry that would
be reguired to work virtually entirely in camera,
and it provides for a review by Parliamentarians
1o supplement the work of Parliamentary
Committees and Parliament itself.

Finally, | would note that my TOR contemplate
a report to the Prime Minister, with the reporis
1o be shared promptly with Opposition Leaders
and Canadians. | recommend the government
start immediately the process of working with
the Opposition Leaders to obtain the requisite
security clearance so they can read and

review my full report, including the confidential
annex. While | recognize that in normal political
circumstances an Opposition Leader may not
want 1o be subject to the constraints of the
S0IA, this matier is too important for anyone
aspiring 1o lead the country to intentionally
maintain a veill of ignorance on these matiers,
While political parties may disagree about



policy and priorities, they should do so from a
common understanding of the true facts, not as
speculated or hypothesized from media reports
based on leaks of partial information.

These oversight reviews should increase trust
and ensure Parliament has a sounder basis for
the important debates it will have on forsign
interference and steps to detect, deter and
counter il.

For the reasons | have described above, a
Public Inguiry could not publicly inquire into
vital matters at issue in this first report, and
would largely replicate the process | have

just undergone. However, over and above the
matiers | have focused on for my first report, my
TOR also ask me to do the following:

The independent Special Rapporteur will
consider the issues that are expected to be
answered through the work of the National
Security and Intelligence Committse of
Parliamentarians and National Security and
Intelligence Review Agency and will raise

any oulstanding questions of public interest
or answers that are needead to ensure public
confidence with respect 1o the issue of foreign
interference during the 43 and 44" General
Elactions, beyond those that will be answered
by National Security and Intelligence
Commities of Parliamentarians or National
Security and Intelligence Review Agency;

The independent Special Rapporteur will
consider innovations and improvements

in public agencies and their coordination
to combat foreign interference in federal
elections going forward including changes
in the institutional design and co-ordination
of government assets deployed to defend
against or otherwise deal with such
interference; and
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To report on any other related matters of
importance.

| intend to spend most of the balance of my
term as ISKH focusing on these questions and
to do so in public. To date, | have focused
predominantly on looking at government
records and speaking to government personneal.
in this next stage, | intend to find ways o
speak publicly 1o and hear from Canadians
about these issues, and receive their input.

For example, | have already received lettars
from select Chinese Canadian community
crganizations indicating their concerns about
how foreign interference is impacting the
Chinese diaspora community, and the harmful
effects it is having on civil society within that
community. | therefore intend to organize public
hearings that learn from diaspora community
members and experis in national security and
international relations. | also plan to have some
of the conversations | have had with senior
national security officials in public, so that
Canadians can hear from them firsthand.

Issues | intend to tackls in this second part of
the mandate include:

+ Concerns of diaspora communities and
individuals about foreign interference.

e Countering foreign interference.

e The so-called “intelligence to evidence”
problem and how it might be addressed.

+ The role and structure of NSICOPR, and
whether it can be strengthened.

e Amendments to the CSIS Act that might
assist in fighting foreign interference.

# Machinery of government issues, including:

¢ Processes for funneling intelligence
to top officials, including greater
accountability for ensuring that the
right people see the right intelligence,
including at the most senior public
service and political levels.



¢ Tracking protocols so it is possible to
reconstruct who saw what, and when.

¢ Clearer lines of responsibility for
recommendations as 1o how to react {o
intslligence.

e A government-led process {rather
than an agency-led process) for
daclassification of information fo
enhance transparency.

¢ The case for a national Security
Committee of Cabinet.

* Whether NSICOP is properly constituted
as a commitiee of the executive, rather
than a commitiee of Parliament.

s How the government deals with threats
against slected officials. | acknowledge
that the Prime Minister has already
indicated that he has changed the reporting
requirements for these incidents. it will
be useful to review them, see if they
are appropriate, and determine if other
recommendations can assist.

When that process is complets, | will report to
the Prime Minister, who has indicated in my
TOR that he intends to share my report with
Opposition Leaders and Canadians. | anticipate
that there will be considerably less sensitive
information in that report, as it will focus on
governance and organizational design rather
than “who knew what and when.” As a result,
when it sees my final report, the government
can consider, and Pariament can debais,
wheather it is necessary to do more in public to
both educate Canadians on foreign interference,
and consider further policy innovations. This is
an enormously important issue, and it will be
crucial to both engage Canadians in the process
of protecting our democracy against the foreign
interference threat, and also gather whatever
insight we can to help arm the government so it
can counter the threat.
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While the ISR team has had some preliminary
discussions with the NSICOP secretariat,

who were good enough to send us their
confidential Terms of Reference, we have not
vet engaged substantially with NSICOP itself,
the Commissioner of Canada Elections or
NSIRA. | will ensure that we accomplish this in
the second half of our mandate.

My mandate does not expire until the end

of October 2023. | anticipate that this first
report will generate discussion, debate and
feedback. | welcome this, and will consider it
in the preparation of my final report. Certainly,
if other allegations or matiers related o forsign
interference arise between now and then,

{ will continue to review them as necessary.

| encourage Canadians to pariicipate in the
balance of this process, in which | will sesk
to address this ever-growing threat to

our democracy.



