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WASHINGTON - The Federal Bureau of Investigation (FBI) and the Cybersecurity and
Infrastructure Security Agency (CISA) issued their final four-part joint public service
announcement (PSA) today titled "Just So You Know: Foreign Threat Actors Likely to
Use a Variety of Tactics to Develop and Spread Disinformation During the 2024 U.S.
General Election Cycle <https://www.cisa.gov/resources-tools/resources/just-so-you-know-
foreign-threat-actors-likely-use-variety-tactics-develop-and-spread-disinformation>." This PSA
highlights efforts by foreign actors to spread disinformation in the lead-up to the
2024 U.S. general election with the goal of casting doubt on the integrity of the
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democratic process and sowing partisan discord. Foreign adversaries are using a
variety of sophisticated disinformation campaigns, often leveraging new tools, such

as generative artificial intelligence (Al), to craft and spread misleading content.

“As we approach Election Day, it is important to remember that while elections are
political, election security is not. Election security is national security. Our foreign
adversaries are looking to attack our democratic process to further their own
objectives, and we need the help of all Americans in ensuring they are not
successful,” said CISA Senior Advisor Cait Conley. “There has been incredible
effort across local, state and federal governments to ensure the security and
integrity of our nation’s election infrastructure. Americans should be confident that
their votes will be counted as cast. They should also know that our foreign
adversaries will try to make them believe otherwise. We encourage everyone to
remain vigilant, verify the information they consume, and rely on trusted sources

like their state and local election officials.”

The PSA highlights specific examples of tactics we have seen used by Russia and Iran
during the 2024 election cycle to target all Americans. These include things from
mimicking national level media outlets like the Washington Post and Fox News and
creating inauthentic news sites posing as legitimate media organizations to using
paid influencers to hide their hand. Itis important for voters to critically evaluate
information sources, particularly as disinformation campaigns evolve to use Al-
generated content. Both agencies urge the American public to rely on trusted
information from state and local election officials and to verify claims through

multiple reliable sources before sharing them on social media or other platforms.

For more information on how to protect yourself from disinformation, visit the
official websites of the FBl and CISA’s dedicated election security webpage,

cisa.gov/Protect2024 <https://www.cisa.gov/topics/election-security/protect2024>.
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About CISA

As the nation’s cyber defense agency and national coordinator for critical
infrastructure security, the Cybersecurity and Infrastructure Security Agency leads
the national effort to understand, manage, and reduce risk to the digital and

physical infrastructure Americans rely on every hour of every day.

Visit CISA.gov <https://iwww.cisa.gov/> for more information and follow us on X
<https://x.com/cisagov>, Facebook <https://www.facebook.com/cisa/>, LinkedIn
<https://www.linkedin.com/company/cisagov/mycompany/>, Instagram

<https://www.instagram.com/cisagov>.
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