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JWRAT 15 FOREIGH INTERFERENCE?

Forsign interierence is deliberate and covert activity undertaken by a foreign stale to advance its interests, often 1o
the aw,wm.amzn of nwsu%.m The CSIS Act describes Foreign-influenced Activities, which ts snother term for Foreign
im:m“a:nm as "activities ;.; 3in or relating fo Canada that are detrimental to the interests of Canada and are clandestine
or deceptive or involve a threat to any person’.

Fareign interference is distinct fram normat diptomatic conduct or acceptable foreign state lobbyings it is purposely
cavert, malign, and deceptive. Slates cross a line anytirne they go beyond diptornacy to conduct activities that attemptte
theeaten our citizens, residents and institutions, or te compromise our way of tife, undermine our demeeratic processes,

or darnage Gur eCONOMIC prosperily.

[ FOREIGH INTERFERENCE AIMS

Foreign gevernments engage in foreign interference activities in Canada and target Canadians ts advance their interests,
sometimes at aur expense, in n effari te achieve geopotitical, economic, milltary and stralegic advantage. They spek
to sow discord, disrupt our econamy, bias policy development and deciston-miaking, aad to influence public spinion: I
many cases, clandestine influence operations are maant to supgort foreign political agendas or to deceptively influence
the targeted country's policies, officials, research institutions or demacratic processes,

1 THE HATIONAL SECURITY THREAT

Foreign interference is a complex national security threat. it poses significant threat to the integrity of our peli cat
systems, demeoratic processaes, sociel cohvesion, academic freedom, economic prosperity and challenges Canadians
rights.and freedoms, In short, and s described by the Mationat Security and Inteliigence Committee of Partiamentarians,
fareign interference threatens the fundamentst vafuses of our country and our national security.

U516 has chserved and investigated multiple instances of foreign states targeting Canada and Canadign interests
through the use of human intelligence operations, state-sponsored or foreign influenced madia, and sophisticated
cyber techaiques. Traditional inferference through human intstl

. . R " at
ligence operations ramains the greatest danger, by
interference through hostite cyber activity is & growing concern,
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Ji CAHADA AS PERMISSIVE TARGET

As an advanced economy and an open and free demaecracy, Canads has long been targeted by hostile states seeking to
acquire information, inteltigence and influence to advance their own interests. These activities pose strategic, long-term

threats to Canada’s interests, jeopardize our future prasperity, and have  corrasive effect on our democratic processes
and institutions.
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ol Barliawntarians, p. 97

fiWHD AND WHAT (S TARGETED

Canada’s fundamental institutions {e.q. academia, free press, democratic institutions], governance processes, and
diverse Canadian communities are all active targets of foreign interference activi

£

On university campuses, foreign states may seek to exert unduz influence, covertly and through proxies, by harassing
dissidents and suppressing academic freedoms and free speech that are not aligned with their political interests.
Similarly, these actors roay attempt te influence pubtic opinion and debate in Canada

threugh interference in our press
or antine media.

Elected and public officials across all levels of governmant representing ol political parties, are targeted: Members

of Parliameni, members of provincial legislatures, municipal oificials and representatives of Indigenous governments,

Public servants, Ministarial and politicat staff. and others with input into or influence over the public poticy decision~
miaking process are also attractive targets.

Hastite fareign actors alse target the fabric of Canada's m
incluging through threats, manipulation and coercion

ticultural seciaty, seeking to influense Canadian communities,
- Some of these communities are vulnerabls targets of foreign
interference frorm states seaking to axploit therm in various ways to advance the foreign state’

% interests, sermetimes to
the detrimsan of Canadian velues and {reedomae.
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