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IN THE MATTER OF THE PUBLIC INQUIRY INTO FOREIGN INTERFERENCE IN

FEDERAL ELECTORAL PROCESSES AND DEMOCRATIC INSTITUTIONS

PUBLIC AFFIDAVIT OF WITNESS 2 OF 3
(BRANCH IN THE CSIS ADR DIRECTORATE)

I, Witness 2, of the City of Ottawa, in the Province of Ontario, AFFIRM THAT:

1.

On February 23, 2024, 1 was interviewed by Counsel to the Public Inquiry into Foreign Interference
in Federal Electoral Processes and Democratic Institutions (“Commission Counsel”) in my capacity
as a Senior Intelligence Analyst in a branch within the Assistant Director of Requirements (*“ADR”)
Directorate of the Canadian Security Intelligence Service (“CSIS™). I was interviewed with two
other witnesses from this branch.

I was also examined by Commission Counsel during in camera hearings held between February
28 and March 6, 2024.

In advance of the public hearings, Commission Counsel prepared public summaries for the
interview and examination described above. These public summaries were reviewed for National
Security Confidentiality (*“NSC”).

In the course of the NSC review, some of the information was necessarily removed or nuanced in
order to protect the disclosure of information that could be injurious to the critical interests of
Canada or its allies, national defence or national security.

I have reviewed the public summary of the interview, a copy of which is attached as Exhibit “A”
to this affidavit (the “Unclassified Interview Summary™).

[ have also reviewed the public summary of my examination, a copy of which is attached as Exhibit
“B” to this affidavit (the “Unclassified /n Camera Examination Summary™).

1 refer to Exhibits “A” and “B” collectively as the “Unclassified Summaries”,

The Unclassified Summaries contain an accurate account of the publicly disclosable information
that I provided to the Commission. I do not wish to make any changes, additions, or deletions to
the Unclassified Summaries. Insofar as the Unclassified Summaries contain information provided
by other interview participants, that information is accurate to the best of my knowledge and belief.

[ adopt the contents of the Unclassified Summaries ascribed to me as part of my evidence before
the Commission.

AFFIRMED before me in the City of Ottawa,
in the Province of Ontario on April 10, 2024.
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Public Inquiry Into Foreign Interference | Enquéte publique sur l'ingérence étrangére
in Federal Electoral Processes and 5 dans les processus électoraux et les
Democratic Institutions ' institutions démocratiques fédéraux

Public Summary of Classified Interview of. Canadian Security
Intelligence Service ADR Directorate Witnesses'

Officials from the Canadian Security Intelligence Service (“CSIS” or “the Service”)
were interviewed in a panel format by Commission counsel on February 23, 2024. The
interview was held in a secure environment and included references to classified
information. This is the public version of the classified interview summary that was
entered into evidence in the course of the Commission’s in camera hearings held in
February and March 2024.

Notes to Reader:

 Commission Counsel have provided explanatory notes in square brackets to assist
the reader.

e This summary has been produced in reliance on subclause (a)(ii)(C)(Il) of the
Commission’s Terms of Reference. It discloses the evidence pertinent to clauses
(a)(i)(A) and (B) of the Commission’s Terms of Reference that, in the opinion of
the Commissioner, would not be injurious to the critical interests of Canada or its

allies, national defence or national security.

e This summary contains information that relates to the Commission’s mandate
under clauses (a)(i)(A) and (B) of its Terms of Reference. information provided
during the interview that relates to other aspects of the Commission’s Terms of
Reference has been omitted from this summary, but may be adduced by the

Commission at a later stage of its proceedings.

' The identity of these witnesses must remain secret for national and personal security reasons.
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e This summary should be read with the CSIS Institutional Report prepared by the
Government of Canada and the public summary of the in camera examinations of
CSIS witnesses.

Background

CSIS is Canada’s national civilian intelligence service. Its core mandate, as set out in
section 12 of the CSIS Act, is to “collect, by investigation or otherwise, to the extent that
it is strictly necessary, and analyse and retain information and intelligence respecting
activities that may on reasonable grounds be suspected of constituting threats to the
security of Canada and, in relation thereto, [...] report to and advise the Government of
Canada.” A branch within the Assistant Director of Requirements (“ADR”) houses, for
efficiency and effectiveness, personnel performing several functions related to the
collection, assessment and reporting of information relevant to the People’s Republic of
China (“PRC”), including political foreign interference.

Witness 1 is a Director of this ADR branch.
Witness 2 is a Senior Intelligence Analyst in this ADR branch.

Witness 3 is an Intelligence Analyst in this ADR branch.

General Information

Witness 1 provided a detailed account of the ADR branch structure, resources and areas
of operations.

Witness 1 noted that the ADR branch does not necessarily deal with all threats related to

the PRC. Some threats are addressed by other branches of the Service.

The ADR Branch and Foreign Interference (“FI”)

Witness 1 described the evolution of the Service’'s approach to intelligence related to the
PRC, leading to the reorganization within the ADR branch. As part of its national program
management function, the ADR branch identifies the intelligence priorities for regional
offices with an intelligence led and data-driven approach. The roadmaps provide the

regional offices with feedback about their collection activities. Witness 1 stated that the
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ADR branch has identified political Fl as one of the most significant threats posed by the
PRC, along with espionage and economic threats.

Witness 2 noted that FI had always been an area of focus for CSIS, but that the Service
also needed to prioritize its work because of its limited resources, even within the Fl
threat.

Cooperation within CSIS and with other governmental agencies

Witness 1 noted that the ADR branch introduced a framework to improve its coordination
with the regional offices and CSIS headquarters, to implement the intelligence priorities
and requirements identified by the Government. He noted that some of the regional office
based employees who performed analytical functions and focused on China cooperated
frequently with ADR branch intelligence analysts. Those employees had more of a tactical
focus. Witness 1 also explained that CSIS HQ regularly cooperates with Global Affairs (to
better inform the geopolitical context in which the ADR branch operates) and the
Communications Security Establishment (for more tactical or operational purposes). The
ADR branch also collaborates in roundtables that include more actors from the
intelligence community (as opposed to punctual cooperation only with a single partner),
such as with foreign agencies from the Five Eyes Alliance.

Witness 2 stated that the ADR branch also facilitated the dissemination of intelligence to
the Security and Intelligence Threats to Election Task Force (“SITE TF”). Witness 2
did not attend SITE TF meetings during the 2019 election, as those meetings were
restricted to senior officials. Witness 2 participated frequently in SITE meetings in 2021
and later (such as when the SITE TF was reconvened for by-elections). Witness 2 also
provided SITE TF with analytical support as needed, including drafting reports. Witness
2 did not directly provide information to the Panel of 5; rather, the SITE TF decided
whether information met the threshold to be brought to the attention of the Panel.

Witnesses 2 and 3 described the concerted efforts for the 2019 and 2021 elections to
gather, analyze, and disseminate Fl intelligence quickly, relative to the normal turnaround

times between collection and reporting.
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Witness 1 noted that the ADR branch could participate in briefings of senior Government
officials when requested by the recipient of the briefing. The briefing agenda was usually
set by the requesting officials. The ADR branch also prepared speaking points for senior
CSIS executives ahead of a briefing, and might attend the briefing in a support capacity.

Dissemination of Intelligence by the ADR Branch

Witness 2 explained how intelligence is disseminated by the ADR branch. Witness 2
explained that the ADR branch’s role in the dissemination of intelligence products to
specific individuals or agencies depends on the purpose of the product.

Requirements Officers determine whether to issue a CSIS Intelligence Report (“CIR”).
Intelligence analysts could also be asked to comment on or further contextualize a CIR.
Other intelligence products, which provide a more comprehensive report- are subject to
a more flexible process, in which analysts might be directed by a superior to prepare a
report, or might propose topics for self-directed analysis.

If a specific agency or recipient requested an ADR branch product, the requesting entity
would typically be the recipient. The ADR branch analyst could suggest further
dissemination of the product to other recipients, but they did not have the final say on the

dissemination pool. When the ADR branch created a product of its own initiative, the
| analyst who had created the product could suggest recipients based on a pre-set
dissemination matrix. Witness 3 observed that upper management or senior CSIS
executives would sometimes need to approve the dissemination of products based on
particularly sensitive intelligence.

Witnesses 2 and 3 were asked about an internal CSIS email exchange following a
meeting between the CSIS Director and staff from the Prime Minister’s Office (PMO)
sometime after 2022. In this exchange, CSIS employees discussed changes to an
assessment concerning possible PRC interference in the nomination race for the LPC
candidate in the DVN riding.

Witness 2 explained that they believed a report concerning the Don Valley North
nomination contest was recalled at the request of the National Security and Intelligence

Advisor (“NSIA”). Witness 2 noted that it was not common for the NSIA to request the
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recall of a report. Witness 3 recalled having taken part in a post 2022 meeting with PMO
staff, the Prime Minister, the Clerk of the Privy Council, the NSIA and the Service’s
Director. Witness 3 explained that the purpose of the meeting was to discuss, after the
media leaks, all intelligence regarding Han Dong. Witness 3 stated that the corrections in
the assessment identified in the email exchange were based on that meeting and were

for internal CSIS purposes only.

Witnesses 2 and 3 explained that they analyzed political activity through an intelligence
lens. As a result, events or practices (such as political support) that may seem innocuous
or common practice could take on another dimension. Witness 2 said that it could be
challenging to convey their concerns to other agencies and persons who adopt a political
perspective and analysis of events. For instance, Witness 3 explained that, in itself, the
practice of organizing political support is not problematic. However, CSIS could be
concerned, for example, with the potential involvement of the PRC, including via proxies,
in organizing this support. The subtlety and nuance of PRC FI activity, which is often a
series of activities rather than a single act, compounds these difficulties in conveying
concerns to other government officials.

CSIS Responses to Fl

Witness 1 discussed the Defensive/Protective Security Briefings provided to
Parliamentarians in the lead-up to the 2021 election. Witness 1 explained that the
briefings were implemented to address a CSIS identified need to inform elected officials
of the threats posed by foreign actors. Witness 1 noted that the way in which CSIS could
raise Fl awareness within government evolved over time. Witness 1 gave examples of
alerts issued against entities or individuals, and of the Defensive/Protective Security
Briefings, which allowed CSIS to raise awareness regarding Fl without giving specific
information (such as e.g. the foreign actors involved). Witness 2 echoed that threat
reduction measures (“TRMs”) were sometimes used to communicate classified
information with a view to reducing the Fl theat.
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Specific Case Examples

Threat Actor During the 2021 Election
Witness 2 noted that an actor assessed to act as a foreign state proxy had supported
campaigns in a handful of different ridings.

Witness 2 explained that this actor's Fl activities were an example of the difficulty in
conveying the seriousness of Fl threats. While the actor's activities might appear
legitimate, the relationships and activities more clearly became a national security

concern based on context.

Flin the 2021 Election

Witness 2 assessed that the PRC’s interference in a federal campaign contributed to the
margin of a candidate’s victory, but did not have a decisive impact on the outcome of the
election in the riding. Witness 2 explained that the analysis of the impact of PRC Fl in an
election must consider several data points, such as the size of the Chinese community in
a riding and the margin of victory. Witness 2 distinguished this candidate’s election from
the Don Valley North nomination in 2019 or the election in the riding in which Kenny Chiu
ran. It was noted that even if Fl did not directly lead to the election of a given candidate,
that interference could nonetheless have an impact on the relationship with that
candidate, and by extension the communities they represent. For example, foreign
interference by the PRC could affect a candidate’s actions while in office if they felt
indebted to the PRC for assisting in their election.

Political Preference

Witness 2 reflected on the evolution of the PRC’s political preference, explaining that the
PRC was “party-agnostic” — its objective is to contribute to the election of the individuals
(regardless of party) that, in its opinion, will better serve its strategic interests. For
example, the PRC will support candidates from multiple parties in the same election. The
sense that the PRC'’s preferred outcome was a minority government formed by the LPC
may mean that the LPC was perceived in that election as being more PRC-friendly than
the Conservative Party of Canada (“CPC”). Those reports do not mean that the PRC’s
efforts were focused only on promoting LPC candidates. Efforts were also being made to
build relationships with the CPC to soften the party’s stance towards the PRC.
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Witness 2 opined that the PRC’s activities are problematic because they are not limited
to usual diplomatic channels and processes. Witness 2 described the PRC as operating
in a grey zone between “overt” and “covert” activities. The ambiguous nature of the PRC’s
activities, as well as the background knowledge required to understand their subversive
nature, make it challenging to combat their FI threat. Witness 2 emphasized that the
Service should have more tools to combat Fl. For instance, foreign interference is not a
criminal offence, and the CS/S Act is outdated.

Witness 3 added that the PRC and United Front Work Department’s tactics were based
on grooming and subtly incentivizing agents and proxies to perform tasks without being
directly asked. This can make it difficult to attribute foreign interference to the PRC.
Witness 3 highlighted that CSIS was also limited in the actions that it could take based
on intelligence because of operational risks. Witness 3 described instances where CSIS
knew that an activity was conducted on behalf of a foreign state but could not act on that
information.
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in Federal Electoral Processes and - dons les processus électoraux et les
Democratic Institutions | institutions démocratiques fédéraux

In Camera Examination Summary: A Branch within the CSIS
ADR Directorate

Background

A witness (“Witness 2”)' (from the Canadian Security Intelligence Service (“CSIS”
or “the Service”) was examined by Commission counsel during in camera hearings held
between February 28 and March 6, 2024. Counsel for the Attorney General of Canada
appeared on behalf of the Government of Canada and had the opportunity to examine
witnesses. The hearing was held in the absence of the public and other Participants.

Notes to Reader:

« Commission Counsel have provided explanatory notes in square brackets to assist
the reader.

» This summary has been produced in reliance on subclause (a)(iii)(C)(Il) of the
Commission’s Terms of Reference. It discloses the evidence pertinent to clauses
(@)(i)(A) and (B) of the Commission’s Terms of Reference that, in the opinion of the
Commissioner, would not be injurious to the critical interests of Canada or its allies,

national defence or national security.

« This summary contains information that relates to the Commission’s mandate under
clauses (a)(i)(A) and (B) of its Terms of Reference. Information provided during the
examination that relates to other aspects of the Commission’s Terms of Reference
has been omitted from this summary, but may be adduced by the Commission at a
later stage of its proceedings.

' The identity of this witness must remain secret for national and personal security reasons. The summary
will use the pronoun “they” when referring to this witness. This witness is the same person as Witness 2 in
the CSIS unclassified interview summary.
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e This summary should be read with the unclassified CSIS Institutional Report
prepared by the Government of Canada and the unclassified interview summaries of
other CSIS witnesses.

1 A Branch within the ADR Directorate — Examination by

Commission Counsel

Witness 2 presented evidence regarding a branch of CSIS that can be described as the
“a branch within the Assistant Director Requirements Directorate” or the “branch”. [The
CSIS Representative who testified in camera is referred to as “Witness 2" in the public
version of the interview summary].

Witness 2 confirmed the accuracy of the branch interview summary, which was entered
into evidence.

Witness 2 provided background about their experience and their current position as
Senior Intelligence Analyst within the Service. They spent most of their career working for
CSIS, where they were an expert on China. Their testimony touched on some People’s
Republic of China (“PRC”")-backed foreign interference (“FI”) activities observed during
the 2019 and 2021 Canadian federal elections (respectively “GE43” and “GE44").

1.1 Internal Organization of the Branch within the ADR Directorate

Witness 2 described the internal structure of the branch within the ADR Directorate, the
responsibilities within the branch, and estimated the number of staff. Witness 2 also
described the different intelligence products produced by the branch and their intended

recipients. Witness 2 explained the branch’s resources devoted to countering Fl.
1.2 GE43

1.2.1 Geopolitical context

Witness 2 discussed the geopolitical context relevant to the 2019 election. Canada was
in a new space vis-a-vis its bilateral relationship with China in that Canada had detained
Meng Wanzhou and the potential that the Government of Canada might ban Huawei from

2|Page



(71

(8]

WIT0000035.002

UNCLASSIFIED

accessing Canada’s 5G network. Witness 2 explained that China engages with Canada
through the lens of its relationship with the United States. That relationship was more
tense in 2019.

Witness 2 testified that the Service was attuned to the threat of foreign interference,
particularly FI directed against political actors or processes like an election. Witness 2
explained that PRC foreign interference doesn’t operate on election cycles. Rather, the

PRC is constantly working on trying to influence policy-makers.

Witness 2 identified a number of reasons as to why the PRC would have been interested
in influencing Canada. First, Canada is a member of important international organizations
such as the G7, NATO and the Five Eyes Alliance. China views these Western alliances
a threat to the realization of its own goals. Influencing Canada could be a means to
destabilising these organizations. Second, Canada has a certain international presence
and reputation that the PRC could seek to leverage in order to try and divide traditional
links. For example, if China were to advance a motion at the UN, and were able to get
Canada to support that motion, it would carry weight because of Canada’s reputation. If
they are able to get Canada to support something that the United States does not support,
they can create a wedge between us and the United States. Third, Canada is a leading
economy with significant natural resources. Canada is also a leader in many technological
areas that the PRC has identified as crucial technologies to its own modernization and
advancement. E.g. artificial intelligence and quantum. Fourth, Canada is the neighbour
of the United States, the PRC’s greatest object of interest. This geographic proximity,
Witness 2 explained, means that the PRC will try to use Canada as a conduit to the United
States in various ways, including in the academic and business sectors. Fifth, Canada is
home to one of the largest Chinese diasporas in the world. The Chinese Communist Party
(“CCP”) believes it speaks on behalf of all Chinese, regardless of citizenship. Since at
least the 1990s, Witness 2 explained, the CCP has taken great interest in monitoring and
controlling diasporic communities around the world. Since Canada is home to a large

Chinese community, Canada is of interest.

Specific cases of PRC Fl Witness 2 testified about an intelligence assessment which

assessed that several PRC-linked individuals had worked in loose cooperation with one
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another to covertly advance the PRC'’s interests ahead of, and during, the 2019 election.
These individuals were working for a similar purpose or toward a similar goal but were
not coordinated in a traditional, command-control kind of way. This loose coordination
and lack of a central command can be explained, in part, due to the way the CCP’s United
Front Work Department (“UFWD”) is structured and how the United Front system
operates to conduct Fl, including in Canada.

[9] The UFWD, with the personal involvement of PRC officials, is a CCP body that reports
directly to the CCP Central Committee. The UFWD is responsible for coordinating and
providing the outlook of United Front work, both within and outside of China. PRC officials
in Canada are directly involved in the planning, coordination and execution of United Front
work in Canada. United Front links within the Chinese-Canadian communities in Canada
are prevalent with varying degrees of transparency.

[10] Witness 2 explained that United Front work tries to garner support for the CCP of as many
people as possible and minimize the number that oppose. This is done by trying to
influence, both overtly and covertly, diaspora communities, the Government of Canada
and other actors to adopt positions in support of the PRC preferred policies. The UFWD
has developed strong ties with Chinese diaspora communities over the years in an
attempt to maintain some control over those communities. One means of developing
strong ties comes from supporting—overtly and covertly-Canadian officials who are
favorable to PRC policies while undermining those who are opposed.

[11] As a result, diaspora communities can be pressured to vote in accordance with its
preference, using sticks and carrots. Witness 2 said that many members of this diaspora
community are afraid that the PRC will know who they voted for and do not dare vote
against the country’s expressed preferences. Witness 2 believes that the PRC’s ultimate
objective is to condition the response of the diaspora community so that they vote in a
certain way without having to be told to. The United Front work that is of concern for CSIS

is when it is clandestine, deceptive or threatening.

[12] Witness 2 testified about certain specific cases of Fl observed ahead and during GE43
suspected to be linked to the PRC and the UFWD.
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[13] Witness 2 testified about the activities of an individual assessed by the Service to be a
proxy for the PRC. Second, Witness 2 testified about the suspicion that PRC officials,
through a Canadian proxy, was connected to support for Han Dong during the 2019 Don
Valley North nomination contest.

1.3 GE44

1.3.1 Geopolitical Context

[14] Witness 2 discussed the geopolitical context surrounding the 2021 election noting it was
similar to 2019. The global pandemic had a direct link to China and its position in the
world and its reputation and the Meng Wanzhou and Huawei situations had not yet been
resolved. The bilateral relationship between China and the United States had deteriorated

even more.

1.3.2 Specific Fl Cases

[15] Witness 2 discussed two specific Fl incidents that occurred during the 2021 election.
[16] First, Witness 2 was asked about reporting regarding Fl during the 2021 election.

[17] Second, Witness 2 was asked about Service assessed disinformation campaigns
targeting the Conservative Party of Canada and Members of Parliament, Kenny Chiu and
Erin O'Toole. According to the reporting, the disinformation campaigns intentionally
mischaracterized MP. Chiu and his position on China and his proposed foreign agent
registry. It also did so for MP. O'Toole and the Conservative Party’s position vis-a-vis
China.

[18] Witness 2 testified that CSIS could not attribute the disinformation campaigns to a foreign
state, but that certain information suggested that the disinformation campaigns may be
PRC-backed. The disinformation campaigns originated from groups, many of whom had
formal relationship with China News Service, an organization run directly by the UFWD.
Much of the disinformation was relayed on Chinese social media platforms such as
WeChat (which is run by a PRC company called Tencent). The timing of the
disinformation campaigns coincided with the Conservative Party of Canada starting to
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lead in the public polls. MP. Chiu and the Conservative Party of Canada, of which MP.
O’Toole was the leader, were known to take vocal positions against the PRC on a number
of issues.

[19] Witness 2 testified that the PRC is entirely party agnostic meaning it has no ideological
or partisan affinity to any one party in Canada. The questions asked by the PRC include
—who, on a riding-by-riding basis, does the PRC have a relationship with? Who do they
believe will be “friendly” or “friendlier” to China and its interests? Who has the best chance
of winning? Witness 2 noted that FI tends to be focused more on the Conservative and
Liberal Parties of Canada because those are the two parties that tend to win the most
seats. That said, the PRC will support anyone that they believe will serve their interests.
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