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Public Inquiry Into Foreign Interference | Enquéte publique sur l'ingérence etrangéere
| in Federal Electoral Processes and dans les processus électoraux et les
&%  Democratic Institutions institutions démocratiaues fédéraux

Interview Summary: Office of the Commissioner of Canda
Elections (Caroline Simard and Carmen Boucher)

Caroline Simard, Commissioner of the Office of the Commissioner of Canada Elections
(OCCE), and Carmen Boucher, Executive Director, Enforcement at the OCCE, were

interviewed by Commission Counsel on July 25, 2024.

Notes to Readers:

71 Commission Counsel have provided explanatory notes in square brackets to

assist the reader.

[l This interview was conducted bilingually. The language used in the summary

reflects the language in which answers were given.

(1 Cette entrevue a été menée de maniére bilingue. La langue employée dans le

résumé correspond a langue dans laquelle les réponses ont été données.

1. Introduction

Caroline Simard est la Commissaire aux élections fédérales (« CEF »)', la haute
fonctionnaire indépendante chargée de veiller a 'observation et au controle
d’application de la Loi électorale du Canada (la « LEC »). Elle occupe ce poste depuis

sa nomination en aodt 2022.

Carmen Boucher is Executive Director, Enforcement at the Office of the Commissioner
of Canada Elections (“OCCE”) where she manages enforcement activities and file
intake. She has worked in various regulatory and security roles within the Government

of Canada since 1997.

' Commissioner of Canada Elections (“CCE”).
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2. The OCCE Organization

2.1 Planification stratégique

La Commissaire Simard a lancé un exercice de planification stratégique quelques mois
apres son entrée en fonction. La direction du BCEF a fait appel a des consultants
externes pour cibler les écarts entre la capacité du BCEF et les nouvelles exigences de
I'écosystéeme électoral. Par la suite, une initiative de transformation a été entreprise et
est toujours actuellement conduite afin notamment d’optimiser les processus et les
outils du BCEF, ce qui lui permettra de remplir son mandat conformément a la nouvelle

réalité de I'écosysteme dans lequel il opére.

Un plan stratégique sur trois (3) ans a été élaboré, inspiré par la vision de faire de
'organisme un leader de classe mondiale dans son domaine pour contrer les menaces
a la démocratie électorale de pair avec ses partenaires. Bien que de haut niveau, le
plan stratégique comprend des piliers qui serviront a renforcer les capacités du BCEF a

contrer I'ingérence étrangere.
L’exercice a également identifié les éléments nécessaires pour appuyer cette vision :
a. Des changements opérationnels;

b. Un besoin de recevoir, de traiter et d’archiver et protéger des informations

classifiées, incluant le renseignement;

c. Renforcer les partenariats existants et en créer d’autres, ce qui comprend des
employés d’autres organismes gouvernementaux qui viennent préter main

forte dans le cadre de l'initiative de transformation;

d. Tisser des liens avec les organisations internationales chargées de veiller a

I'observation et au contréle d’application des loi électorales;

e. Approfondir la connaissance du renseignement et le processus de conversion

du renseignement en preuve afin de renforcer 'autonomie du BCEF,;
f. Instaurer la planification stratégique;

g. Améliorer I'efficacité des processus;
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h. Elaborer une approche basée sur la gestion du risque;
i. Intégrer l'intelligence d’affaires (« business intelligence »);
j. Etablir un comité d’audit.

La Commissaire Simard explique que le BCEF effectue actuellement le travail
nécessaire a la mise en ceuvre du plan stratégique. En paralléle, le BCEF organisera a
'automne 2024 un symposium international avec ses homologues provenant de
plusieurs pays incluant : Allemagne, Etats-Unis, Pays-Bas, le Royaume-Uni et
I'Australie. L'objectif est de réunir ces organisations homologues pour réfléchir aux
enseignements tirés, aux meilleures pratiques et aux enjeux communs, y compris ceux

liés a l'ingérence étrangére dans les élections.

The OCCE has about 80 employees, half of whom are term positions of varying lengths.
The OCCE relies heavily on contract resources. Ms. Boucher explained that this reality
poses a real challenge to recruitment (i.e., lack of indeterminate positions), retention,
and corporate memory (i.e., constant turnover), and places a burden on management to

continuously staff positions.

While the bulk of the OCCE'’s files were historically routine cases, its current caseload
consists of a multitude of complex files, including several involving new technologies
and allegations of foreign interference. Developing and maintaining the ability to
investigate complex files requires extensive expertise, training and time investment,
which can be challenging given the size of the organization and the budgetary
constraints (described below in section 2.2). Ms. Boucher also noted that numerous
members of the investigative team are relatively new, including several team members

who have not yet been through an electoral cycle.

Ms. Boucher explained that the OCCE is undergoing significant structural changes to
improving efficiency by reducing existing organizational silos. In the fall of 2024, all
operational functions and roles will be consolidated under her position, to have one
common manager. The OCCE is also building up its corporate services team to support

its goals described above at paragraph 5.
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However, the OCCE’s ability to fully operationalize all these changes requires that it a)
stabilize its existing workforce; and b) create additional capacity to address changes in
the electoral ecosystem. The size of the OCCE’s existing permanent workforce will

need to be expanded.

2.2 Les défis budgétaires

Le financement du BCEF provient de deux sources. Le budget annuel du BCEF est
composé des crédits votés qui couvrent les salaires des employés permanents et des
crédits législatifs [accés direct au Fond consolidé du revenu (« FCR »)] qui permettent
de couvrir les dépenses liées aux autres activités courantes y compris les salaires des
employés déterminés et les consultants. Il est a noter qu’hormis les augmentations liées
aux ajustements des conventions collectives, le niveau des crédits votés du BCEF est
resté gelé depuis 2019. L’accés au FCR devrait, en principe, permettre au BCEF
d’augmenter a sa capacité de répondre aux besoins de son travail denquéte sans avoir
a solliciter I'aide ou I'autorisation du gouvernement, ce qui contribue a préserver son

indépendance.

Ms. Boucher explained that, while the OCCE does its best with the resources it has, the
present model is not reflective of the organization’s current needs and realities. The
OCCE’s model is premised on the one used by Elections Canada (“EC”), who has a
large influx of costs during electoral periods. Unlike EC, however, the OCCE does not
have a large influx of costs during electoral periods as complaints and referrals continue
for the entire electoral cycle and complex investigations may take several years to

complete.

Given the lack of additional funding to the permanent budget, the OCCE must resort to
the discretionary fund to manage the annual budget constraints. For example, the
organization hires term, contract and consultant positions using the discretionary fund,
in accordance with the funding model and to supplement for the lack of funding for

permanent positions.

La commissaire a indiqué que le BCEF explore actuellement la possibilité d'une

demande de financement supplémentaire qui I'aiderait a réduire les écarts dans son
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budget actuel. Une augmentation de son financement de base offriraitau BCEF une
plus grande stabilité financiére tout en lui permettant de continuer a accéder au fonds
statutaire dans des circonstances spécifiques. La commissaire Simard estime que ce
changement est nécessaire pour exercer le mandat du bureau dans le contexte actuel

et pour travailler efficacement avec ses partenaires.

Ms. Boucher said that the OCCE will require a yearly budget of approximately $10
million to fund its regular operations, without accounting for any new responsibilities or
functions stemming from proposed legislative changes. Increasing the OCCE budget
would allow the OCCE to regularize the current contract/termed positions into
permanent positions as other departments are able to offer and bringing with it the

associated benefits of creating such positions.

3. L’approche du BCEF en matiére d’ingérence étrangere

En réponse aux questions posées par les avocats de la Commission, la commissaire
Simard fait remarquer qu’aucun plan spécifique pour lutter contre l'ingérence étrangére
existait lors de son entrée en fonction en aolt 2022. Hormis une bréve mention dans
ses breffages initiaux, elle n’a regu ni breffage, ni note de service spécifiquement sur le
sujet. Néanmoins, I'ingérence étrangére était dans le collimateur du BCEF avant les
élections de 2019 et le commissaire précédent avait exprimé publiquement sa

préoccupation a cet égard dans une entrevue publiée avant son départ en juin 2022,

A I'époque, I'ingérence étrangere était traitée sur un méme pied d’égalité que la
cryptomonnaie et la désinformation. Lors des entrevues et les témoignages de mars
2024, le BCEF a donné les détails des activités préparatoires que le bureau a entrepris
avant les élections de 2019 et 2021. Bien que I'ingérence étrangere ait été sur le radar
du BCEF a I'époque, 'ampleur et la portée que le probléme a pris au Canada a la suite
des rapports des médias vers la fin de 2022 n’étaient pas prévues. Le plan stratégique
2023-2026 couvre I'ensemble des enjeux auxquels doive répondre le BCEF, y compris

l'ingérence étrangére dans les élections.

Ms. Boucher said that the OCCE does not have a plan specific to foreign interference,

as it integrates dealing with and countering foreign interference into all aspects of the
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OCCE’s operations and strategy. The challenges associated with investigating foreign
interference inform the organization’s initiatives, including technical planning, efforts to

integrate intelligence and partnership outreach, as well as internal strategic decisions.

For example, the OCCE holds monthly CISOCA [Comité stratégique d’observation, de
contréle et d’application, or Strategic Enforcement and Compliance Initiative Committee
(“SECIC”) in English, a committee of senior OCCE officials that reviews and make
recommendations on complex files] meetings which ensures a complete and cohesive

approach to foreign interference and other complex issues.

Given the wide range of tactics and technologies employed by foreign state actors to
engage in foreign interference, investigating foreign interference files requires significant
time and resource investments. The OCCE staff need to understand the tradition and
evolving methodologies in order to identify when there is a potential foreign interference

nexus or typical tradecraft in an OCCE file.

Ms. Boucher said that while the majority of the OCCE’s caseload does not involve
foreign interference, this is nevertheless central to the organization’s plan of becoming a
world-class organization. To achieve this goal, the OCCE needs to increase its ability to
manage intelligence in collaboration with partner agencies and to deal with foreign
interference-adjacent matters, such as cryptocurrency, disinformation and artificial

intelligence.

3.1 Challenges Posed by Foreign Interference

La Commissaire Simard explique qu’il était essentiel pour le BCEF d’évoluer pour faire
face a l'ingérence étrangére, dont le probléme présente des défis de taille pour une
micro-organisation comme le BCEF ou les mémes employés sont fréquemment appelés
a soutenir plusieurs initiatives importantes simultanément. Selon elle, le BCEF a d

« construire I'avion en plein vol » car les employés se sont efforcés de développer la
capacité du bureau a faire face a I'ingérence étrangere (et construire le « business
intelligence » au fur et a mesure) tout en répondant a un nombre croissant de

demandes du public (des médias, du parlement et méme de la Commission sur
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'ingérence étrangere) pour expliquer le réle du BCEF et les activités associées a

'ingérence étrangére.

Ms. Boucher described foreign interference as having a “tremendous impact” on the
OCCE team. Of a team of about 20 investigators, three were dedicated to just one
major foreign interference case (i.e., more than 10% of its investigative resources). This
dedication of resources is a direct indication of the complexity of files that involve
foreign interference. The OCCE indicates that it has always had the internal capacity to
manage major case files, with the Robocalls files of 2015 as an example. The challenge
at present is that there are multiple such files, for foreign interference and other matters,

and it is anticipated that this will only continue to increase in future elections.

Rather than adding new investigators, the priority for the 2019 and 2021 elections was
to increase the OCCE’s educational and knowledge base in relation to foreign
interference. Currently, efforts are underway to hire additional investigators and other
operational staff, but the budgetary constraints leave OCCE with mostly term positions
available. The complex files require advanced investigative skills and OCCE is
disadvantaged competing against other government departments that can offer

indeterminate positions.

A second priority is developing the strategy, structure and processes to manage foreign
interference considerations. This can be challenging, as the small size of the
organization does not permit traditional organization structures and divisions. The
inability to create and staff indeterminate positions poses problems with managing the

necessary divide between handling intelligence and enforcement/investigation.

3.2 A Proactive Approach to Foreign Interference

The interviewees described that while the OCCE does not use conduct surveillance or
have a prevention mandate role, it does seek to detect foreign interference early on and

limit its impact.

The primary responsibility is for OCCE to recognize potential indicators of foreign
interference, which enables the OCCE to flag issues in existing files that prompt it to

investigate further, even if such files are not initially flagged as foreign interference
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related cases. Identifying foreign interference requires knowledge of indicia of foreign
interference, which relies on the OCCE developing and maintaining robust relationships

with partners to inform and support that understanding.

Ms. Boucher explained that while the Royal Canadian Mounted Police (‘RCMP”) and
the Canadian Security Intelligence Service (“CSIS”) can both perform certain cross
checks on individuals and entities, the OCCE must first know that a file or issue exists at
the partner agencies to prompt the request. The independence of the OCCE and the
confidential nature of its files requires utmost discretion, and as such names of subjects
of interest are rarely shared with other agencies, which leaves those partners unaware
of the OCCE interest and therefore less likely to proactively share information on the
individual. The key to future success is to have avenues open to exchange with
partners, have a seat at the table for regular conversations and have visibility on the

information that is circulating.

With greater access to intelligence, the OCCE anticipates an increasing ability to detect
foreign interference. While the OCCE has strengthened its understanding of People’s
Republic of China (“PRC”) interference methods, there are many other countries also
active in this regard. However, to a degree, the OCCE will always be reliant on partners
to provide leads, expertise and intelligence, given its size and mandate and because the
OCCE is not a security and intelligence agency. This reality is not problematic provided
intelligence is shared appropriately. For example, if the OCCE is given access to the
technical infrastructure necessary to receive classified information, the OCCE would
routinely receive a wide variety of intelligence products and could access classified
SITE information during elections, which could inform the direction and focus of

particular investigations.

Establishing Relationships with FINTRAC

Ms. Boucher explained that the OCCE is also trying to independently develop
investigative leads through access to FINTRAC information. The OCCE has formally
requested to be added as a FINTRAC designated recipient of information in anticipation

of the 45™ general election.
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As a recipient of FINTRAC information, the OCCE would benefit from FINTRAC-initiated
disclosure and disclosure on demand. Partner agencies could also ask that FINTRAC
send information to the OCCE, resulting in a new avenue of leads and referrals. In
addition, FINTRAC information could assist the OCCE in dealing with issues of

comingling and obfuscation of funds.
The three potential obstacles to being added as a designated recipient are:

a. An outstanding requirement to ensure that the OCCE mandate and
requirements falls within the FINTRAC’s enabling the legislation, which was
designed primarily to address money laundering and terrorism, not

counterespionage or foreign interference;

b. The need for appropriate boundaries to be implemented ensure there is no

risk or perception of government electoral inference; and
c. Maintaining OCCE’s independence.

Other Means of Being Proactive in Dealing with Foreign Interference

La Commissaire Simard fait remarquer qu’elle a le pouvoir d’initier ses propres
enquétes. Ce pouvoir est rarement utilisé puisque, lorsque des allégations d'ingérence
étrangére apparaissent dans les médias, des plaintes sont souvent trés rapidement
déposées aupres du BCEF. C’est pourquoi I'on dit que le BCEF est un organisme basé

sur la réception de plaintes.

La Commissaire ajoute qu’elle s'attend a un nouveau partenariat avec le tout nouveau
Commissaire a la transparence en matiére d’influence étrangére [créé a la suite de
I'adoption du projet de loi C-70], une fois que cette personne sera nommée, ce qui
conduira vraisemblablement a des renvois et a des échanges d'informations entre les
deux organismes. Ms. Boucher stated that there is potential for overlap between the
CCE and the newly created Foreign Influence Transparency Commissioner (“FITC”),

and a close partnership is anticipated.

Ms. Boucher also stated that the OCCE is considering whether it can modernize online
collection, and including whether there are additional avenues for OCCE to collect

evidence online. For example, collecting evidence from closed forums would allow the
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OCCE to collect evidence without needing to rely on witnesses or partners to provide
evidentiary content. Ms. Boucher noted that the OCCE is bound by the same laws and
privacy protections as other law enforcement agencies and seeks to maximize
collection abilities while respecting individual’s charter rights. Ms. Boucher noted that
the OCCE does not conduct online surveillance or monitoring and has neither the
resources nor the mandate to monitor online chat rooms. Open-source information is
collected only within the context of a review or investigation or for the purpose of

ensuring compliance of, or enforcement with, the CEA.

3.3 La capacité linguistique du BCEF

La Commissaire fait remarquer que le BCEF dispose d’'une grande expertise
linguistique pour répondre aux besoins de plusieurs communautés ethnoculturelles au
sein de la population canadienne. Elle note que les 80 employés du BCEF possédent

des compétences linguistiques dans plus de 15 langues différentes.

Ms. Boucher explained that the OCCE has increased its linguistic capabilities by hiring a
more diverse workforce that speaks multiple languages. This increased linguistic
knowledge can help to alleviate translation requirements, which is a limited resource in
the federal service, as well as permit faster and more accurate review and triaging of

information.

The OCCE'’s intake and complaint forms are available in French and English. However,
users can submit information to the OCCE in whatever language they are most
comfortable. While the OCCE is considering making the forms available in other
languages, the implementation would need to be balanced against other priorities as it
requires the same internal expertise and technical resources as other initiatives.
Presently, the OCCE is focused on ensuring the public awareness of the OCCE and its
mandate as the enforcement body for the Canada Elections Act (“CEA”). While the
OCCE may participate in awareness and outreach initiatives, the public education
mandate generally falls to EC’s role and mandate. These initiatives generally fall outside

its scope of enforcing and ensuring compliance with the CEA.
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3.4 Initiatives to Increasing Foreign Interference Awareness at the OCCE

La Commissaire explique que le BCEF, avec ses ressources limitées, se concentre
davantage sur le renforcement des liens avec ses partenaires que sur |'organisation
d'ateliers académiques. La Commissaire Simard salut le travail récent du bureau pour
avoir augmenté le savoir-faire des employés grace a la formation et a I'éducation, ce qui

était trés motivant pour les employés.

Ms. Boucher said that the OCCE has become increasingly active in attending and
presenting at symposiums in order to network, build relationships and increase the
organization’s visibility. For example, Ms. Boucher was on a panel at a recent Canadian
Association of Professional Intelligence Analyst’s conference on disinformation in
elections, attended the National Canadian Association of Chiefs of Police Conference in
the summer of 2024, and is part of another panel at an upcoming conference in the
United States in December. This is coupled with other presentations and panels within
the regulatory community. The OCCE has also organized stakeholder presentations for
the fall, including with CSIS to increase the OCCE’s visibility and presence within CSIS

employees.

The OCCE also regularly organizes and operates workshops to sharpen its employees’
skills, and participates in government training initiatives. For example, the organization
recently received open-source intelligence training from CSIS as part of a broader

government community of practice initiative.

3.5 Digital Platforms

The OCCE is focusing its resources and attention on the upcoming general election.
Relying on existing relationships with social media companies, including through law
enforcement access points, the OCCE, consistent with previous general election
readiness efforts, will engage in proactive efforts to reach out to digital platforms closer

to the general election.

With certain platforms, the OCCE is an entity able to request the removal of publications
which contravene the CEA and can seek judicial authorization for a production order to

collect information held by the platform. Takedown requests may be coordinated with
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partner agencies to ensure each mandate is respected, and to allow for evidentiary

collection where possible, prior to a takedown.

The OCCE does not have any ongoing relationship with WeChat although it has
previously exchanged with the company in the past on matters unrelated to foreign
interference. If necessary, the OCCE could attempt to engage with WeChat through
formal channels, such as through a production order. However, relevant considerations
would include potential secondary impacts of serving a production order on a Chinese

owned company, on matters related to foreign interference by the PRC.

3.6 CEF169 — 2021 RRM Report

Commission Counsel asked Ms. Boucher to comment on an email chain from February
2024 in which Ms. Boucher and members of her team discussed whether they had
received a Rapid Response Mechanism (“RRM”) report in September 2021 on potential
Chinese Communist Party (“CCP”) disinformation operations against the Conservative
Party of Canada (“CPC”). The specific RRM report referenced did not contain any

evidence of nor investigative leads on a contravention of the CEA.

As part of a broader review, Ms. Boucher’s team sought to understand whether certain
information that potentially fell within the OCCE mandate was not shared with the
OCCE in 2021, and whether the OCCE overlooked relevant information at the time. Ms.
Boucher described this as a due diligence effort. The review determined that although
there was tactical information it had not received from partners at the time of the
election, there is no indication that this would have resulted in a different investigative
outcome. Although there was a delay of 16 months with the sharing of certain potentially
relevant information with the OCCE, much of the information was from open sources
which the OCCE eventually obtained.

As part of this internal review, the OCCE also considered the allegation of foreign
interference in the form of a paid lunch in the Greater Vancouver Area, organized at the
request of the Liberal candidate. The complaint originally related to political financing
and not allegations of potential foreign interference. Based on the evidence available to

the OCCE, it did not observe any evidence of foreign interference as defined by the
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CEA. No allegations of potential foreign interference were raised by the complainant nor

any potential witness, until after the investigation was complete.

Nonetheless, Ms. Boucher estimated that, even in retrospect, she would have
supported the same decisions on the file. She further noted that the sum of classified
information reviewed after the fact may have increased the priority of the file, but there
is no indication of avenues of investigation missed during the initial investigation of the

2021 complaint.

4. Access to Classified Information

4.1 The Need to Access Intelligence

One of Ms. Boucher’s first mandates as Executive Director was to establish systemic
access to classified information. Without that access, OCCE investigators or employees
have to physically travel from Gatineau to other agencies’ facilities to receive
information and intelligence in paper form. This is highly inefficient, especially during
election periods. That information cannot be removed from the respective facility, so it
cannot be easily reviewed, which leaves OCCE reliant on participant’'s memories.
Similarly, without access to classified storage, OCCE has to attend classified meetings
such as the Electoral Security Coordinating Committee (‘ESCC”) at the partner’s
location. Generally, OCCE must then approach CSIS if they hear something of interest
at the ESCC meeting, in order to obtain further details. The OCCE does have a cabinet
for the storage of classified hard-copy materials to which only Ms. Boucher and one
other individual have access. This paper system does not aid in corporate memory, and

because the documents are in hard copy, there is no audit trail respecting access.

There are previous examples of an agency sharing intelligence with EC, assuming the
OCCE would receive it. In addition, a lack of secure infrastructure means CSIS must
manually identify that a document needs to be shared and then contact the OCCE for
an in-person reading. Granting the OCCE access to the established electronic
distribution makes it less likely that they will be omitted as a recipient of relevant

intelligence.
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There are two primary means of accessing secured communication: (1) through the
Government of Canada Secret Infrastructure (“GCSI”); and (2) through the Canadian
Top Secret Network (“CTSN”). GCSI would allow the OCCE to access Secret level
communication. The OCCE requires access to CTSN (i.e., the “top secret” option) to

receive intelligence from CSIS.

Ms. Boucher stated that the OCCE has made significant progress in its effort to obtain
access to secured communication, despite some delays, borne from bureaucracy or a

lack of familiarity with the process.

4.2 Access to Government of Canada Secret Infrastructure (GCSI)

Ms. Boucher said that the OCCE relies on Elections Canada for its technical
infrastructure and enterprise security. The OCCE is pursuing independent access to
CTSN because EC’s requirements differ and in order to preserve the independence of

the OCCE in its investigative mandate.

In fall 2023, the OCCE was informed that EC was in the process of obtaining a GCSI
terminal at its headquarters, which are located in a different building than the OCCE.
The OCCE was not part of the initial efforts but was quickly integrated by EC once
OCCE flagged an interest in this access. Despite the infrastructure being installed circa
November 2023, the GCSI terminal only became functional in July 2024. This appears
to have been due to delays in finalizing access points to the terminal, such as printers,

USB keys and access cards.?

While the GCSI terminal at EC is helpful for the OCCE, Ms. Boucher is working with EC
to assess the feasibility of the installation of a GSCI terminal at the OCCE. This would
be valuable in circumstances where the OCCE needs immediate access to secured
communication, in particular during an electoral period. The survey of the OCCE

building will be moving forward in the fall of 2024.

2 CEF 275.
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[56] The GCSI terminal will allow the OCCE to communicate with the partners at a Secret
level, allowing investigators to email partner agencies, conduct name-checks, and

receive limited but improved information and intelligence disclosures.

4.3 Access to Canadian Top Secret Network (CTSN)

[57] Ms. Boucher has determined that the OCCE requires access to CTSN to properly
engage with intelligence. CSIS also expects the OCCE to use the established
intelligence database and distribution system. Ms. Boucher considers this expectation to
be reasonable considering that electronic distribution allows for better protection of
intelligence (i.e., audit trails), and places less weight on the partner agencies. Further,
the OCCE should be able to access the information it needs without the burden of

requiring individualized support from CSIS.

[58] The OCCE decided not to seek approval to build its own Sensitive Compartmented
Information Facility (“SCIF”) in the short term, given the lengthy timeline and associated
high costs. Rather, the OCCE is seeking shared access to an existing SCIF. This will
provide a faster path to the classified network, and allow the OCCE to assess the

volume and need, to decide whether it needs its own SCIF in the future.

[59] Ms. Boucher started seeking information about accessing a SCIF in the Fall of 2023.
The OCCE was initially told that most government entities do not view their SCIFs as
communal resources. In addition, certain agencies have concerns of legal responsibility
and the limited availability of SCIFs as reasons for not sharing access to them with the
OCCE.

[60] Elections Canada’s internal security team eventually connected the OCCE with the
Centre for Security Expertise, who in turn, was instrumental in identifying possible
locations for an OCCE SCIF. In December 2023, a nearby government department
indicated it was open to sharing its SCIF and that it would enter into a co-use
agreement with the OCCE.

[61] In late February 2024, Ms. Boucher learned that the OCCE needed to be an Authorized
Organization to access CTSN and sign the co-use agreement. CSE prioritized the

OCCE request and granted the designation in July 2024. Ms. Boucher noted this was a
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very rapid turnaround and that it is indicative of the support of security and intelligence
partners to equip the OCCE to independently manage intelligence. EC also supported
the application for CTSN access and Authorized Organization status which will also

allow EC and OCCE to obtain secure video teleconferencing capabilities as part of the

arrangement with the SCIF owner.

Several steps remain outstanding before the OCCE has access to CTSN. The OCCE
needs: (1) a designated administrative infrastructure including a Senior Indoctrinated
Official (“SI0”), and a compartmentalized communications officer; both with specific
requirements for experience and security clearances (2) to sign the co-use agreement
for the necessary infrastructure; (3) to indoctrinate and train personnel; (4) to draft
relevant procedures and policies; (5) to obtain final approval from CSE; and (6) to

participate in database-specific training.

The OCCE is seeking to build a long-term systemic solution to their intelligence needs.
Various government agencies have been engaged thus far. More work to build the
infrastructure, funding for the required positions—and continued support from across

government—is needed.

4.4 Challenges with Obtaining Access to Intelligence

When asked about an email exchange between the OCCE and EC discussing
indoctrination requirements for access to intelligence?, Ms. Boucher noted that there are
many requirements that must be satisfied before getting CTSN access. This can be a
cumbersome process as it requires specific qualifications, experience and training.
Creating the positions, then recruiting and training the appropriate qualified personnel

may cause some delay, but OCCE is pushing the initiative forward as fast as it can.

For example, the designation of an SIO [Senior Indoctrinated Official] requires an
executive with experience in dealing with security and intelligence who can craft and
support relevant procedures. This person cannot be in a position of conflict of interest

between their substantive duties (e.g., enforcement) and managing intelligence. Many

3 CEF 270.
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of the responsibilities cannot be sub-delegated, and there is tremendous accountability
in accepting the responsibility of classified information and infrastructure. The OCCE

intends to designate the position currently occupied by Ms. Boucher as the SIO position.

4.5 Intelligence to Evidence Considerations

The OCCE has undergone significant progress in its ability to engage with intelligence.
A year ago, the majority of the OCCE investigators were unfamiliar with the One Vision
framework [the process by which intelligence may be disclosed by intelligence agencies
or investigators to a separate entity in usable form]. The internal culture towards
intelligence has evolved significantly in the last year as the organization grows and

evolves to address the foreign interference threat.

The OCCE has worked closely with the RCMP since March 2023 to understand the
RCMP’s One Vision framework. This has included meetings discussing the details of
the RCMP’s framework, such as notetaking, note storage and access to records, and

discussing tactical procedures in the event there is a piece of intelligence of interest.

The OCCE’s One Vision framework will be based broadly on the RCMP’s framework,
although unlike the OCCE, the RCMP is structured with both a central headquarters and
regional offices, which makes the internal compartmentalization requirements easier to
implement. Once the OCCE'’s framework is drafted, the organization will work with CSIS
to finalize a joint OCCE-CSIS framework to be annexed to the existing MOU between

the two entities.

Ms. Boucher explained that the OCCE has a general idea and vision for how to
integrate intelligence into the OCCE's operations and investigations. This includes using
intelligence (1) to educate staff about tactics used by other countries; (2) operationally in
the context of an investigation of a breach of electoral laws; and (3) to inform the

OCCE’s strategic planning.

There are two caveats. First, the OCCE’s current low engagement with intelligence is a
product of its small exposure to intelligence. The OCCE'’s intelligence needs will grow

once it has expanded exposure to intelligence. Second, it is difficult to convert
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intelligence to evidence operationally, a challenge that is shared across all investigative

agencies.

Ms. Boucher is confident that engaging with intelligence will become an integral part of
the OCCE’s toolkit once the necessary procedures are in place and staff see the
intelligence-to-evidence process in action. The OCCE must demonstrate robust
mechanisms and the necessary technical infrastructure to safeguard intelligence, so the
security and intelligence community can be confident in the OCCE and that those the

agencies will also likely be more inclined to share intelligence.

5. Relationship with Other Entities

5.1 CSIS

The OCCE continues to work proactively with CSIS to ensure it remains top-of-mind
and integrated in CSIS’ distribution of intelligence. For example, the OCCE will work
with CSIS to coordinate their respective tiplines to ensure passage of information
relevant to the OCCE’s mandate, and the OCCE is also conducting outreach initiatives
to include CSIS HQ and CSIS National Capital Region to ensure the relationship is
established for successful and timely sharing of relevant information between CSIS and
the OCCE.

Without these initiatives, the OCCE can sometimes fall off CSIS’ radar. For example,
other than information exchanges prompted by the Foreign Interference Commission,
the OCCE only received one proactive CSIS intelligence briefing in the past two years.
It seems that the OCCE was no longer on CSIS’ active distribution roster for
dissemination of intelligence, likely as a result of procedural changes and turnover at
CSIS. Ms. Boucher noted that the bulk of CSIS’ clientele is the security and intelligence
community and departments with secure infrastructure. Other government agencies
also receive intelligence, but this is naturally not the focus of CSIS in its collection or
dissemination. Therefore, the OCCE has the onus to maintain visibility and seek to

improve its connectivity with CSIS and other security and intelligence partners.
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5.2 SITE Taskforce

The OCCE does not have any official status on the Security and Intelligence Threats to
Elections Task Force (“SITE”). Nonetheless, the OCCE attends some of the SITE
meetings, including a series held from November 2023 to June 2024 specific to foreign
interference.* These meetings were hosted by CSIS with an extended participation, to
enable the various partner agencies to define or clarify their roles with respect to foreign

interference in the electoral process.

La Commissaire Simard explique que la décision de participer dans les réunions du
Groupe de travail sur les menaces en matiére de sécurité et de renseignement visant
les élections (le « Groupe de travail ») a été prise aprés de longues délibérations et
réflexions a l'interne. Etant donné que le BCEF travaille de maniére indépendante, toute
participation devrait également en tenir compte et protéger toute menace réelle ou
percue a I'égard de cette indépendance. Le BCEF est d’avis qu’une participation ciblée
apporterait de multiples avantages. Le BCEF ne peut transmettre des informations sur
ses enquétes au Groupe de travail que selon des circonstances trés spécifique, lorsque
la Commissaire donne son approbation dans l'intérét publique, par exemple.
Cependant, le BCEF peut prendre connaissance des échanges d'informations qui ont
lieu lors de ces réunions et en faire le suivi directement auprées de lI'organisme
responsable. Sans cette participation, le BCEF risque de manquer des indicateurs qui

provoqueraient une demande d’informations supplémentaires.

Ms. Boucher said that the OCCE needs to consider carefully how to preserve its
independence before seeking or accepting any formal status on SITE. Ainsi, la
Commissaire ne s’attend pas a ce que le BCEF s’engage dans une relation bilatérale
avec le Groupe de travail car les interactions se passent plutét par une relation

bilatérale directement avec les partenaires.

At the present, the OCCE does not readily have access to SITE’s classified SITREPs
[Situation Reports]. To access SITREPs on a timely basis, the OCCE would need

access to classified infrastructure.

4 CEF196.
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5.3 RCMP

La Commissaire Simard explique gu’elle entretient une excellente relation de travail
avec Mike Duheme, le Commissaire de la GRC. Selon la Commissaire Simard, le
Commissaire Duheme et la GRC reconnaissent I'expertise du BCEF pour le travail
d’enquéte en lien avec les contraventions a la LEC et I'importance du travail de

collaboration entre les deux organisations.

The OCCE collaborates with the RCMP in relation to foreign interference. Working with
large organizations can be cumbersome for the OCCE, as individuals at the OCCE can
have broad responsibilities and therefore may have multiple counterparts at one

organization.

While the existing MOU between the OCCE and the RCMP expired in May 2024, the
entities are working together to formally renew their agreement. The OCCE is also
finalizing with the RCMP a more specific MOU to update and formalize the OCCE’s

access to the Canadian Police Information Centre (“CPIC”) database.

5.4 Election Canada Initiatives

The OCCE participates at the Assistant Deputy Manager and Director General levels of
the ESCC meetings. The OCCE also occasionally participates in Elections Canada’s

meetings with the Advisory Committee of Political Parties (“ACPP”).

In addition, the OCCE participates on the Interdepartmental General Election Taskforce
(“IDTF”). This Elections Canada-led taskforce, consisting of various government entities
such as CSIS, CSE, Global Affairs Canada, RCMP, the Ontario Provincial Police and
Ottawa and Gatineau police services, seeks to increase efficient intelligence

communication during an election®.

The OCCE seeks to participate in the IDTF during a general election period, but also
recognizes that there are a lot of competing demands for an OCCE representative in

multiple forums.® The OCCE operates seven (7) days a week during general elections,

5 See CEF185.
6 CEF193.

20|Page



[84]

[85]

[86]

[87]

[88]

WIT0000091

at which time one of three general election coordinators remains on call. The
coordinator’s primary responsibility is to act as a duty officer when a complaint or
referral comes in, to triage them and assign them as appropriate. This role is filled by
seasoned investigators and is a central part of the OCCE’s strategy to be as proactive

as possible during an election period.

5.5 Miscellaneous

The OCCE has a relationship with the Canada Radio-television and
Telecommunications Commission (“CRTC”), which includes an MOU allowing the
CRTC to forward to the OCCE complaints that may engage the CEA. The OCCE and

CRTC interact during election periods with respect to the Voter Contact Registry.’

The OCCE does engage with provincial electoral bodies, in particular, for general
election readiness activities. It does not have a formal information exchange program
and has not received any foreign-interference specific information from provincial or

municipal bodies.

Although the OCCE has relationships with police of local jurisdiction, in relation to
foreign interference the OCCE has not interacted with Canadian police forces other than
the RCMP.

The OCCE does not have an ongoing relationship with the House of Commons
Administration other than for parliamentary committee appearances. The OCCE has a
relationship with the Parliamentary Protective Services (“PPS”) that is separate and

unrelated to foreign interference.

5.6 Political Parties

While the OCCE does not have regular meetings with political parties, during an
election, designated avenues of contact are established between the OCCE and each
of the major parties. In the most recent election, this included providing access seven

(7) days a week to legal counsel from the OCCE’s Legal Services. Ahead of each

7 CEF54; CRTO003.
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electoral period, the OCCE re-establishes contact with the parties to ensure that the

lines of communication are open.

Because the OCCE monitors compliance with the CEA, it regularly provides political
parties with proactive guidance and explanations on provisions and rule changes. This
is complemented by Election Canada’s outreach work, including its regular meetings

with parties.

6. Responding to Foreign Interference

6.1 Le probléme des ressources

La Commissaire Simard explique que comme la plupart des organismes publics, le
BCEF est confronté a un probléme de ressources, qu’elle décrit comme « criant ». Elle
réitere que le budget du BCEF devrait idéalement étre doublé. Cela aurait pour effet de

rendre le BCEF moins dépendant du fonds discrétionnaire.

6.2 La sensibilisation du publique

La Commissaire Simard indique que le BCEF vient tout juste de finaliser un plan
stratégique de communication pour sensibiliser le grand public canadien a I'existence
du BCEF et de son mandat. De plus, la participation du BCEF a I'enquéte publique sur
'ingérence étrangere et les comparutions de la Commissaire devant différents comités

parlementaires servent aussi a accroitre la visibilité du BCEF.

6.3 Capacité a protéger les témoins

The OCCE recognizes the value of offering complainants anonymity in certain
circumstances. Without the ability to offer protection, complainants may choose to
report to other agencies which can offer more protection, and in some cases,
compensation. The OCCE can and does receive anonymous complaints. The OCCE
website was recently modified to further facilitate the submission of a complaint in an
anonymous manner. It also specifies that it is essential to provide a detailed description

of the allegations and all available information when submitting an anonymous
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complaint as the OCCE will be unable to follow up with the complainant to obtain

additional information.

La Commissaire Simard explique que le BCEF a déja entamé une réflexion sur la
possibilité de mettre en place un programme de protection pour les lanceurs d’alerte. Le
bureau examine actuellement les différents aspects, questions et défis liés a un tel

programme.

Ms. Boucher said that the OCCE does not have enough resources to begin another
major project like creating a confidential informant program, which requires
compartmentalization and protection mechanisms and integrated supports for
informants. Currently, the electoral laws likely do not authorize the OCCE to offer such

protection.

6.4 CEF 212 — 100-day Priorities

Document CEF 212 is a presentation titled “100 Day Check-In” that Ms. Boucher
delivered to the OCCE executive committee reflecting her key observations after
completing her first 100 days at the OCCE. Ms. Boucher noted that the OCCE structure
created siloes, which caused inefficiencies and frustration, and a lack of empowerment
for working level staff. A similar review was undertaken for the OCCE’s corporate and

legal branches.

As part of her presentation, Ms. Boucher described a conservative open-source
intelligence culture at the OCCE. The OCCE only engages in passive collection that
does not require interaction with individuals or registering with social media platforms.
Ms. Boucher believes it is important to review the open-source intelligence policy as
part of ongoing modemization efforts. This initiative requires legal consultations to

ensure the OCCE remains compliant with all legislation and current case law.
6.5 Legislative Changes

Commenting generally on Bill C-65, the OCCE noted that these legislative amendments
would broaden the scope of many provisions of the CEA. Some of the changes

incorporate amendments proposed by the Chief Electoral Officer. These proposed
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amendments would increase the scope of conduct falling under the purview of the
OCCE and would broaden the timelines so that they extend beyond the electoral period.
If adopted in its current form, and setting aside other changes that may be brought
about as a result of legislative amendments, the expansion of the enforcement period of
the CEA would require hiring and training of additional personnel to meet the

specialized needs of the OCCE.

Commissioner Simard indicated that the OCCE did not have a chance to make
submissions on Bill C-70, which received royal assent on June 20, 2024. Nonetheless,
the OCCE communicated some proposed changes to address the inconsistent use of
“contravention” and “infraction” in the English and French versions of the legislation.
The use of “infraction” in the French legislative text unintentionally limited the
applicability of certain provisions to criminal investigations (and do not extend to the
administrative regime). The House of Commons corrected this oversight as part of its

second reading of the bill.

Ms. Boucher noted that Bill C-70 fills a gap in Canadian law, in that that the C-70
amendments provide for clear restrictions on obfuscating the involvement of a foreign
government in Canadian democratic processes, including specific to elections. There is
potential for overlap with RCMP, including with respect to s. 282.4(2) of the CEA, which
specifies that undue influence can include when one of the things done to influence the
elector is an offence under an Act of Parliament or a regulation made under any such
Act. The OCCE would work with the RCMP to determine the best approach where both
agencies could have a mandate to investigate. In addition, the additional powers
granted to CSIS in C-70 will help with the flow of intelligence to the OCCE, especially for
files with a foreign or international component. However, the general intelligence-to-

evidence challenge remains a dilemma.

[100]La Commissaire Simard explique qu’elle a proposé des recommandations au Comité

des parlementaires sur la sécurité nationale et le renseignement (le « CPSNR »)?

portant surtout sur I'élargissement du régime des sanctions administratives pécuniaires

8 CEF003 and CEF004.
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(« SAP »). Par exemple, elle a proposé une augmentation du plafond des SAP (au-dela
de 5,000%) pour les contraventions commises par des entreprises (et non des individus)
notamment en matiére d’'ingérence étrangére pour éviter le « cost of doing business ».
Elle a également souligné I'absence de pouvoirs d’enquéte en matieére administrative
dans la LEC (comme les ordonnances de conservation des éléments de preuve et de
communication ainsi que des dispositions pour faciliter la communication d’informations
et d’éléments de preuve pour des pénalités similaires dans d’autres juridictions). Les
pouvoirs d’enquéte en matiére criminelle ne peuvent étre utilisés que dans les matieres
criminelles, avec un seuil de preuve plus exigeant qu’en matiére administrative. De
plus, elle a proposé aussi la suppression de la nécessité de prouver I'intention pour la

majorité des contraventions, aprés analyse, tombant sous le régime des SAP.

[101]More generally, Ms. Boucher also noted that the OCCE would benefit from powers that

permit tracing through corporation affiliates and subsidiaries.

7. Les courses a lI'investiture et a la direction

[102] La Commissaire Simard fait remarquer que son mandat vis-a-vis les courses a

l'investiture et a la direction se limite au financement politique. La Commissaire indique
gu’elle a pris connaissance de la recommandation formulée par le CPSNR selon
laquelle le gouvernement consulte les partis politiques pour déterminer si les courses a
l'investiture et au leadership des partis doivent étre ajoutées au cadre de la LEC. Elle

indique qu’elle présentera ses observations directement au CPSNR.

[103]De fagon plus générale, le grand défi de cette recommandation est le manque de

ressources financiéres et humaines pour s’assurer que chaque course a l'investiture a
travers le pays — dans maintenant 343 circonscriptions — est conforme a la LEC. Ms.
Boucher clarified that depending on the specific legislation, this could even double the

OCCE’s work, because it does not have the resources to monitor contests.

[104] Another challenge is the discoverability and preservation of evidence. During a general

election, Elections Canada has a general oversight role that does not otherwise exist
outside of the writ period and there is no Elections Canada oversight of nomination

processes, which can make collecting evidence challenging.
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[105]Ms. Boucher is unaware whether OCCE had received any complaints relating to
allegations of foreign interference related to the CPC’s nomination contests in the
Richmond Hill and Aurora-Oak Ridges-Richmond Hill ridings. If any such complaints
were received, they would have been closed upon receipt if falling outside the
Commissioner’s jurisdiction. Ms. Boucher noted that while complaints falling outside the
OCCE mandate are not actioned or briefed up, her team is intellectually engaged and
curious on such matters, and the OCCE team scans relevant news stories to stay up to

date on developments that may be linked to the OCCE’s mandate.

[106]When asked about recent media reporting on potential changes to the regulation of
nomination contests, the OCCE stated that regulating nomination contests based on
party-specific rules could be a significant and resource-intensive endeavour.
Commissioner Simard and the Chief Electoral Officer, Stéphane Perrault, have also
consulted on this topic and continue to assess how best to regulate nomination contests

while also taking into account the realities of each organization.

8. By-Elections

[107] Ms. Boucher stated that the OCCE has received several complaints alleging foreign
interference in the 2024 by-elections. Prior to the interview, Prior to the interview, Ms.
Boucher reviewed the complaints and found nothing particularly concerning or urgent in

relation to foreign interference.

[108] Ms. Boucher said that there has been a marked increase in the number complaints
alleging foreign interference since the establishment of the Public Inquiry into Foreign
Interference. Most of the complaints repeat allegations reported in the media, or
express general frustration of foreign interference. Many of the complaints fall outside
the OCCE’s jurisdiction under the CEA.

9. Update on Ongoing Investigations

[109] Commissioner Simard advised that, as per her commitment to the Canadian public to

conduct a rigorous and thorough review of allegations of foreign interference, the OCCE
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investigators have finalized a report in relation to their review of events in the Greater
Vancouver Area.® The examination of allegations included extensive investigative steps,
including 43 interviews of 36 individuals and extensive research. The work carried out
by OCCE investigators did not uncover sufficient evidence to reach the threshold to

initiate a formal investigation of any individual or entity.°

[110]OCCE investigators noted in the report that although they found evidence of impetus
and direction by PRC officials for the anti-CPC campaign, they did not uncover evidence
to support a charge of undue foreign influence (s. 282.4 of the CEA) or other CEA

offences.

[111] The OCCE’s review of allegations of foreign interference in the Greater Toronto Area'’,
including Don Valley North, remains open and no further information can be provided at

this time.

9 CEF0000152 (OCCE file 2022-0925)
10 CEF302_R.
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